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[ToBpena mpaBa Ha MPUBATHOCT 3JI0YNIOTPEOOM JPYIITBEHUX MpPEkKa

Ka0 0OJIMK KOMITjyTepPCKOT KpUMUHAIUTETA

Pan caapKu TEOPH]CKO-EMITUPH]CKO carJie/laBame
KOMITjYTEPCKOT KPUMUHAIIUTETA U 3JI0yINOTpede APYITBCHUX MpEeKa,
noceOHO OHUX OOJNMKa KOojuMma ce moBpelhyje mpaBo Ha MPUBATHOCT
Kao jeIHO O]l OCHOBHHX JbYJCKHX TpaBa. [Ipema BpeMeHy HacTaHKa,
KOMIT)YTePCKH  KPUMHHAJIWTET TpHUIajga HOBUjUM  OOJIUIIMMA
KPUMHHAJIMTETA, YHMj€ j& TOjaB/bHUBAE PE3YJITAT BEIMKOT HANpEeTKa
TEXHOJOTHje Yy  O00IacTH  TeleKOMYHHKaluja.  YImoTpeOom
KOMITjyTepCKe TEXHHKE, MMOCEOHO MHTEPHETa W JPYIITBEHHX MPEKa,
BEJIMKK OpOj KOPHUCHUKA W3JIOKEH j€ CBAKOJAHEBHO] BUKTUMM3AIU]H,
YKOJMKO TIOAAlM TPEHETH IMyTeM JPYIITBEHUX Mpexa Oymay
3noynotpebsbenu. 30or Tora je paxn mocBeheH 3moynmorpebu
APYIITBEHUX MpeXka Kao JCBHjaHTHOM IIOHAIIABkYy, KOje HHje YBEK
3aKOHOM CaHKIIMOHHCAHO Kao KPUMHHAJIHO I[IOHAMAmke, alli je
CBaKako JPYUITBCHO HENPHUXBAT/BUBO W MPOTHBHO APYIITBCHUM
HOpMaMa MOHAIIaka.

KommjyTepckn KpUMHHAIHTET M 3JI0yNOTpeda APYIITBEHHX
MpeXa, Kao JICBHjaHTHO TIOHAIAke H JIEO KOMIIJyTEPCKOT
KPUMHHAIMTETa,  OJJIMKYje  BHCOKM  CTCIIEH  AHOHUMHOCTH
M3BpIIMJIALA, CTaHA JOCTYIMHOCT XKPTBE M BUKTUMH3AIMja BEJIUKUX
pasMmepa, MYyJTHjYPUCIUKIIMOHA TIPUPOAA, OTEXKaH paj opraHa
TOBCHa, MPHUKYIUbamkha Jl0Ka3a, MpecyhuBama W KaKmbaBama.
JIpyluTBeHE MpeXe Ha HMHTEPHETY, Kao HajpallupeHHju |
HajTIOMYJapHUj HaYMH KOMYHHUKAIFje Y CaBPEMEHOM CBETY, JIOBEJIe
Cy IO TOra Jia je TPUBATHMU XMBOT TIOCTA0 CACTAaBHU JIEO jaBHOT
xuBoTa. O30MJbaH HeIOCTAaTaK KOpHUIIhema IPYIITBEHHUX Mpexa

npeacTraBjba BCJIMKA H3JIOKCHOCT KOPHCHHUKA Pa3sHUM O6J'II/II_II/IMa
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The paper contains a theoretical and empirical understanding
of cyber crime and the misuse and abuse of social networks,
especially those forms which violate the right to privacy as one of the
basic human rights. Cybercrime is a new kind of crime which
appeared as a result of great technological advances in the field of
telecommunications. A large number of Internet and social networks
users are exposed to daily victimization due to the use of computer
technology, if the information transmitted through social networks is
misused or abused. Therefore, the paper is dedicated to the misuse
and abuse of social networks, which could be considered as a deviant
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although it is certainly socially unacceptable and opposite to the
social norms of behavior.

Computer criminality and the misuse and abuse of social
networks, considered as a deviant behavior and as a part of computer
crime, are characterized by the perpetrators’ anonymity, permanent
availability of the victim and the high level of victimization, multi-
juridical nature, difficult prosecuting procedure and gathering of the
evidence, as well as the imposition of a legal sanction. Social
networks, as the most common and most popular way of
communication in the modern world, have led to the fact that the
private life has become an integral part of public life. A serious lack
due to the use of social networks is the great exposure of the user to
various forms of abuse, such as identity theft, fraud, digital violence
(sexual violence and harassment, bullying, stalking, cyber bullying,

hate speech, terrorism), vandalism, human trafficking and organ
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YBO/IHA PASMATPAIbA

WHTEepHEeT CBaKOAHEBHO KOPUCTU BEIHKH OpOj JbyAW LIMPOM CBETa, Kako Ou
Mel)ycOOHO KOMYHUIMpalld, CTyNaJd y pPa3M4uTe IPYIITBEHE OIHOCE U BE3e,
pasBujanu JuyHe U npodecnoHande ogHoce. [Ipema nomanuma PemyGiamakor 3aBoa
3a craructuky PenyOmuke CpOuje, 63,2% nomahunctaBa je y 2014. ronuHu
T0CeI0BAI0 pauyHap y 1oMahHHCTBY, A0K je 62,8% KOPHCTHIO HHTepHET. HTepHeT
MpeJICTaB/ba TIO0ATHN WH()OPMAIMOHU CHUCTEM Y CaBPEMEHOM JAPYINTBY, TO je€
CBETCKa KOMYHHKAal[MOHAa MpeXa WIH ,,MpeXa CBUX Mpexka“, Koja ce cacToju OJ
BEJIMKOI Opoja 3aceOHUX payyHapa MOBE3aHUX Y MpPEeXHy CTpykrypy. Kao rimobanna
CBETCKa MpEka, MHTEPHET Jaje BUPTYEITHOM MHPOCTOpYy TII00aHY IUMEH3H]jy, IITO
3Ha4YM Ja oMmoryhaBa Be3y m3Mel)y OWJIO KOje JBE Tayke Ha IUIAHETH Kpo3 cajoep
npoctop. Cajéep mMpocTop je HMCTOBPEMEHO M COLHMjaIHA TPOCTOP KOjU HacTaje
CMajalkbeM JIBa BHMJAa KOMYHHKalMje: KOMYHHUKaIMje IOCPEACTBOM padyHapCKuX
MpeXa U IOCIOBHE KOMYHHKaIN]je MOApKAHE PadyHAPCKUM CHCTEMOM.

Jenny on HajMohHMjHX MHOBaNMja y KPaTKOj HCTOPHUjHU MOCTOjarhba MHTEPHETA
IpeJCTaB/ba HACcTaHaK JAPYIITBEHHX MpeXa, Koje Cy JOII BHUIIE MPOIIUPUIIE
MoryhHOCTH KOMYHHKaIuje Mely Jbyauma, 6e3 003upa Ha To rae ce Hanase. Heke o
MHTEpHET aIuldKalyja cy J0BeJie 10 Teuikoha ca 3alTUTOM MPUBATHOCTH, OTBapajyhu
pacripaBe J1a Ji je KOJ| IPYIITBEHUX MpeKa 3ampaBo ped 0 KOMEPIUjaIHOM HHTEpeECy,
WIA CTBapalkby HOBUX KOMYHHUKalMja U IIOBE3UBalby JbYAM IIMPOM IUIAHETE.
[IpuBaTHOCT mOjeAMHLIA, ca Jpyre cTpaHe, oOyXBaTa UUTAaB CIEKTAp Pa3IMUUTHUX
IpaBa, ajld je 3J10ynoTpeOn MyTeM MHTEpHETa HajBHIIE M3JIOKEH JIe0 IMpaBa KOju ce
OJTHOCH Ha MOJAaTKe O JUYHOCTU. PU3UIM 3710ymoTpede mogaTaka O JIMIYHOCTH OJHOCE
ce, mpe cBera, Ha kpal)y ummeHtuTera W Kpaly myTem 3moymnorpebe mojaTaka o
auaHocTH (online KkymoBuHa, Oe30efHa JoO3MHKa, Oe30emaH e-mail), amu u Ha
3710ynoTpedy MmojaTaka O JIMYHOCTH Y KOMepljaiHe cBpxe (HeopnamheHa mpojaja,
HEXKEJHCHH ,,CTIaM " MEJJIOBH U CII).

YmpaBo cBOjoM moryiapHoOIhy U BEIMKUM OpOjeM KOPHCHHKA, JPYIITBEHE

MpeXke Cy CTBOpUJIE CBOJEBPCTaH ,,HAA30p HaJl CBAKOJHEBHUM aKTHBHOCTHMA JbYIH,

! PenryGiuuku 3aBoj 3a cratictuky Peny6muke Cpouje,
http://webrzs.stat.gov.rs/WebSite/Public/PageView.aspx?pKey=2, nperpaxkeno 09. 02. 2015.roauHe
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IbUXOBUM HaBHKaMa, HbHXOBUM KPETakEeM U JIPYXKEHEM. Y3 CBe MOTYhHOCTH Koje
npyXajy WHTEpHET W JPYIITBEHE Mpeke, HEOpPOjeHO je BENUKM Opoj MpHiimkKa 3a
yIIO3HAaBal€ HOBUX JbY/AH, CTUIAKE W pPa3BHjalbe JIMYHUX M TNPOPECHOHATHUX
OJTHOCA, CTBApamkE PA3IMUUTHX JPYIITBEHHX OKOTHOCTH. [lopen HU3a mpeTHOCTH Koje
MHTEPHET M JpPYIITBEHE MpEXKe IMpyxkajy, 3a0elie)KeH je W IMopacT 3i1oynorpeda
BE3aHUX 33 BUPTYEIHH MPOCTOP.

[Tocnenmux TOaMHA CE€ CBE BHIIE TOBOPH O ,,MPadyHO] CTpaHH CypdoBama
uHTepHerom* wnu ,,darknetu®, ,,Deep Web-u®, ,,my0okoj Mpexu®, rae cy momaunu u
uHpopMalrje 3aKJbyuyaHH JO3MHKaMa, 3apo0sbeHn n3a paywallova, unu je morpeban
noceban codTBep ma Ou ce A0 WHUX gomuio. [Iporemyje ce na je OBO ,,IUTHUTAITHO
noa3emMsbe’ MHOro Behe O MHTEpHETa M Ja XaKepH, KPUMHHAIIH, TEPOPHUCTH,
nefpopuwIn MOTIYHO HECMETaHO 00aBibajy cBoje akToBHOCTH. Y Darknetu ce moxe
KyIHUTHU: apora, ¢ancupukoBaH HoBall, GaJcUPUKOBAHE HCIIPaBe, OPYXKje, MyHHUIH]a
W eKCIUIO3WMB, HAPYUYCHUTH yOWCTBA, JbYJICKH OPTaHH a MOCTOjU M IMOCEOaH CUCTEM
online rahama y3 npukpuBame uueHTHTeTa.” C 003MPOM Ha TO [a CE Pajd O HOBO]
obnactu 310ynoTpede KOMI[jyTepa U Mpexe, HelIOoCTajy cBeoOyXBaTHa TOPH)CKA H
eMITMPH]jCKa UCTPAXKHUBAA O OBOj TI0jaBH.

[IpenMer oBOr pama je TEOPHjCKO-EMITUPH]CKO Carjie/laBamkbe jETHOT O]
HAjpacnpoCTPamECHUjUX OOJIMKa KOMITJyTEPCKOT KpPUMHHAINTETa KOju o0OyxBaTa
NOBpEy IpaBa Ha MPHUBATHOCT 3JIOYNOTPEOOM NPYIITBEHHUX Mpeka. Y aHaIImbe
BpEME YecTe Cy Hay4He M CTPyYHE pacipaBe O TOME Aa JIM KPUMHHAIUTET y 00JIacTH
MHPOPMALIMOHUX TEXHOJOTHja TMpeJICTaB/ba CaMO HACTaBaK KIACHYHUX OOJIHMKa
KPUMHHAIMTETa Cca KOjUMa CE€ CBAKOJHEBHO CyO4YaBaMo, WM je moce0aH 00K
KpUMHHAJIUTETa KOJU 3aXTeBa HOBO JAchUHUCAKE. Y CBAKOM clydajy, Oap mpema
BpPEMEHY HACTaHKa, KOMIJYTEPCKH KPUMHHAIUTET IPHUIaJa HOBHjUM OOJUIMMA
KPUMHMHAINTETa, YMje j€ TOjaB/bHBAkE PE3YJITaT BEIUKOr HANpPETKa TEXHOJOTHje Y
obmactu TenexkoMmyHukanvja. Ce Beha ymorpeba MHTEpHETa W IPYIITBEHUX MpEXKa,
Kao M KopuITheme KOMITjyTepCKe TEXHHUKE Y CBAKOJHEBHOM JKHUBOTY, MPEACTABIbA]Y
OrpOMaH HampeaK ca CTaHOBHUINITA PYIITBEHOT pa3Boja. C apyre cTpaHe, ynorpedom
KOMITjyTepCKE TEXHHMKe, MOCEOHO MHTEpHETa M APYIITBEHUX MpEXKa, BEIUKH Opoj

KOPUCHHUKA M3JIOKEH j€ CBAKOJHEBHO] BUKTHMM3ALHWjH, YKOJIUKO MOJAIM MPEHETH

2 Anonumyc: “Deep Web - Mpauna crpana unrepHera”, Jlaryna, beorpan, 2015.
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MyTeM JpPYIITBEHUX Mpexa Oyay 3noynorpebsbeHu. Crora je MpUCTYyI OBOj TEMH
KPUMHHOJIOIIKO — BHUKTHMOJIOIIKH jep ce TOpe] carjeaBama Hajuemhux MojaBHUX
0o0JMKa KOMITJYTEPCKOT KpPUMHUHAIUTETa W OAroBapajyhe 3akoHCKE peryiaTHBe,
aHaIM3Upa MOTYhHOCT M CTENEH BUKTUMHM3AIM]e KOPUCHHUKA 3JI0yIIOTPeOOM MoaaTaka
KOju cy oOjaBJbeHM Ha JpYyIITBEHHMM Mpexkama. [loceban meo pama mocseheH je
37I0YTOTPEOH JIPYMITBEHUX MpEXa Kao JCBHjaHTHOM IIOHAIIAKy, KOj€ HHUjEe YBEK
3aKOHOM CAaHKIMOHHCAHO Ka0 KPHMMUHAJIHO IMOHAIIAKkE, ajlld jé CBAKaKO APYIITBEHO
HETIPUXBATJFUBO M IPOTHBHO APYLITBEHHM HOpMaMma MOHAIIamba.

OcHOBHM LIWJb Pajia je Jja ce Ha OCHOBY T€OPHjCKOT U3y4yaBarmba U EMITUPH]CKOT
UCTPAXKHMBaKka KOMITjYTEPCKOT KPUMHUHAIUTETA M 3JI0yNoTpede APYIITBEHUX Mpeka
JOTIPUHECE U3Tpaamu OoJber cucreMa 3amTuTe U Behe 0e30€IHOCTH KOPHUCHHKA
ApymTBEHNX Mpexa. Kako Ou ce m3rpaamo O0JbM CHCTEM 3alITHTE KOPUCHHKA
APYIITBEHUX Mpexa 07 OpOjHUX BHJIOBAa KPUMHUHAJIUTETa KOjUMa CY CBaKOJHEBHO
M3JI0KEHH, HEONXOJHO j€ yKa3aTh Ha moTpe0y KPUMHHOJOIIKO BHUKTUMOJIOMIKOT
Ipoy4aBama JAPYIITBEHHX MpeXa, ¢ OO3MpOM Ha paclpoCTPamEeHOCT HHXOBOT
kopumrhema y CBETY M Ha BeluKd Opoj mMoryhHocTH 3a 37m0ymoTpedy mojaTaka
NpEeHeTHX IyTeM OBHMX Mpexa. Jlocamamma mpoydaBama M mocTojeha 3akoHCKa
perynatuBa Ha Mel)yHapoJZHOM M HAIMOHATHOM IIaHYy OJHOCE C€ YIJaBHOM Ha
370yMOTpe0y padyHapcKOr xapiaBepa W coTBepa, KOJU TPHIUKOM H3BPIICHA
KPUBUYHHX JIeJa MOTy Ja Oyay CpelICTBO H3BpIICHa WiIM o0jekaT Hamaaa (HIIp.
KoMIjyrepcke Kpahe, mpeBape, omreheme padyHapCKMX IoJaTaka W Iporpama,
caboTaxa, IPABIbEHHE H YHOIICHE PadyHAPCKHX BUPYCa).”

[TocTaBibeHEe XUTIOTE3€ MPOBEPEHE TEOPH]CKHM H3Y4YaBambeM W €MITUPU]jCKAM

UCTPAKUBAHEM CY:

3 Hosy muctmmummny ,,Cajbep (cyber) KpumuHONOrHja”, KOja 06jaIImbaBa i aHATH3HPA KPUMHHATHTET
Ha MHTEpHeTY, omucyje MelycoOHu omHOC u3Mel)y Hayke O KOMIjyTepuMa, HayKe O HUHTEPHETY W
KpuMuHouoruje, popmyinucao je Jaishankar 2007. rogune. Budemu: Zucker, Susan: ,,Cyber Forensics:
Part I1”, National Clearinghouse for Science, Technology and the Law at Stetson University, College of
Law, http://www.ncstl.org/evident/Jan08Zucker, nperpaxxero 28.08.2015. roause.

Cajbep KpUMHHOJIOTHja ce IeUHHIIE Kao ,,CTyI1ja O Y3POYHOCTH KPUMHHAIIUTETa KOjU CE I110jaBJbyje
y cyber mpocTtopy M HEOBOTI YyTHIaja Ha JemaBama y (usnukom mpocropy®. Jaishankar je Cyber
KPUMHHOJIOTH]jY YBEO M3 J[Ba pa3yiora: mpe cBera 300r Tora IITo je palmba KPUBUYHOT Jiefa IoBe3aHa ca
cyber ¢opeH3ukoM 1 300T Tora mTO Tpeda Ja MOCTOju He3aBHCHA AUCIUILTHHA Koja he ma mpoydaBa u
HCTIHTYyje cyber KpUBHYHA Jefla ca CTAHOBHINTA IPYIITBEHNX Hayka. Budemu: Cyber Criminology,
Exploring Internet Crimes and Criminal Behavior, Edited by K. Jaishankar, CRS Press, 2011.,
http://ruangbacafmipa.staff.ub.ac.id/files/2012/02/Cyber_Criminology Exploring_Internet Crimes a
nd Criminal Behavior.pdf, nperpaxeno 28.08.2015. ronune
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(1) Ynorpeba unpopmamonnx TexHonoruja y csery u 'y Cpbuju Beoma je
pacrpocTpameHa ¥ UMa TeHJCHIIM]Y JaJbel MHTEH3UBHOT pa3Boja. JlaHac ce He MOxke
3aMHUCIIMTH JIHEBHO, YOOM4YajeHO (YHKIMOHUCAKE JpymTBa 0€3 ymnorpede
KoMIjyTepa U MHTepHeTa. [IpomMemeH je HauumH MpUKYIUbama, YyBama, o0paae H
npe3eHTaluje nHpopmalyja, a mojaBa MHTEpHeTa oMoryhua je npuctyn HeMepJbUBOj
KOJIMYMHU MH(POpPMaIija 1 KOMYHHUKAIH]y IIHPOM CBETA.

(2) IlojaBa mHTEepHETAa W APYIITBEHUX MpEKa BUIIECTPYKO j€ yTHIajda Ha
CaBPEMEHHU KHUBOT U pa3Boj cnenupuuHuX o0IMKa KPUMUHAIUTETA, KOjU Ce Orieaajy
y 3710ynoTpedu nHGPOPMAITMOHO KOMYHHUKAIIMOHE TEXHOJIOTH]jE U CHCTEMA.

(3) KoMmmjyTepckn KpUMHHATUTET TPEICTaBha HAjpacpOCTPahCHUJH O0IHK
TPAHCHAILIMOHAJIHOT KPUMHMHAIUTETA, U OH C€ MO CBOJUM APYIUTBEHUM U €KOHOMCKHUM
o0enexjuMa 3HaTHO PasjIMKyje O TPaJIULIMOHAIHOT U OPraHU30BaHOT KPUMHUHAINUTETA.

(4) KomnjyTepcku KpUMHHAIMTET M 370ynoTpeda IpyIITBEHHUX Mpexa, Kao
JICBHjaHTHO TIOHAIIAKE M JIE0 KOMIJYTEPCKOT KPUMHUHAIUTETA, OJUTHKYje BHUCOKH
CTENEeH aHOHMMHOCTH W3BpIIMIALA, CTAlHAa JOCTYIHOCT >KPTBE M BUKTUMH3AIM]a
BEIMKHX pa3Mepa, MYJITHJypPUCAMKIIMOHA TNPHUPOJA, OTEXAaH paj OpraHa romema,
NPUKYIUbamka J0Ka3a, npecyhruBama 1 KaKmbaBamba.

(5) ApymTBeHe Mpexe Ha HHTEPHETY, Kao HajpalllipEeHUjU U HAjTIOMyJIapHUjU
HAYMH KOMYHHKAIHj€ y CABPEMEHOM CBETY, JOBEJIE Cy JI0 TOTa JIa je IPUBATHU )KUBOT
MOCTA0 CaCTaBHM J€0 JaBHOT JKMBOTA W Ja HE IIOCTOJM HHKAaKBa TapaHIlfja
IIPUBATHOCTH 3a MOJIaTKe KOJU Ce MIacupajy IMyTeM HHTEpHETa U JIPYLITBEHUX Mpexka.

(6) Oz0mman HemocraTak Kopuinhema IPYIITBEHHMX MpeXa IpeacTaBiba
BEJIMKA M3JIOKEHOCT KOPUCHUKA Pa3HUM OOJIMIIMMa 3JI0ynoTpede, Kao mTo cy: kpaha
UJCHTUTETa, MpeBape, AUIMTAIHO HAcCUJbe (CEKCyalHO HACUJb€ U Y3HEMUDPABAE,
BPIIKAUYKO HACHJbE, Iporamame, cajoep MOOHMHI, TOBOpP MpXKHE), TEpopu3aM,
BaH/JaJM3aM, TPrOBHHA JbYJHMa U JbYACKMM OpraHuMa, MUpaTepuja, Kao M 3aMeHa
peaHOr CBeTa BUPTYEIHUM U IaTOJIOUIKA 3aBHCHOCT O] Kopuihema u 31o0ynorpede
MHTEpHETA.

(7) IIpenHocTn mpUCTYIIa UHTEPHETY U APYIITBEHUM MpeXaMa Orjenajy ce y
Behoj MoryhHOCTH 3a pa3smMeHy HH(OpMaluja, COLUjalHy HHTETpauujy, JUYHY H
npodeCHoHaIHY TPOMOLIMjYy, YIO3HaBamke JbYAW HWCTHX CXBaTamka W HMHTEpeca,
CTHLAKE€ JOOMTH Ha OCHOBY YCIEHIHO OCTBAPEHHMX KOMYHHUKAIMja, W3TPalmby

IIOCJIOBHHX B€34a U CII.
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(8) IlpuBaTHOCT je mgoOWiIa HOBY JMMEH3Mjy, HOBHU KOHIENT, TO je
WHPOpPMAIMOHA MPHUBATHOCT, KOja C€ OJHOCH Ha IMPHKYIJbamke, 00pary, dyBame |
JeJbeHhe MOoaTaKa O IMOjeHHITY.

(9) U3Bpmmonn KpUBHYHHX Jeia KOMIYTEpCKOT KPUMHHAIHNTETa, Kao |
KOPUCHHUIIM KOjU 3JI0yHOTpeOsbaBajy IpPYIITBEHE MpEXe U HUXOBE KPTBE Cy H3
pPa3NMYUTAX HAIMOHAIHUX, BEPCKUX, PACHHUX, IOJUTHYKAX Tpyma, H3 pazHUX
COIMjaJTHUX OKPY’KeHa, Pa3InUUTOr Cy COILMjaJHOT M MPABHOT CTaTyca, Pa3IMIUTOT
npebOuBanuita. KopucHUIlM WHTEpHETA U APYIITBEHUX Mpexa cy y HajBehem Opojy
miahe ocobe, a ca craporrhy onaga Opoj KOPHCHUKA.

(10) TIlocrojeha 3akoHCKa peryiaTuBa O 3allTHTH TPHUBATHOCTH U
KOMIT)YTEPCKOM KPUMHUHAIUTETY TOKa3yje 3Hauajan Hanpenak y CpOuju y oTHOCY Ha
PaHUj¥ MEPUOI, aJIK j€ HEONXOTHO U3BPILIMTH jOII HU3 IPOMEHA KaKo OM Ce IMOCTUTA0
Behu cremeH 3amTuTe UM 0€30€THOCTH KOPHCHUKA, W Kako OM ce NPEBEHTHUBHO
JIeTIOBAJIO Ha Cy30Hjame KOMIjYTEPCKOT KpUMUHAIIUTETA U 3I0YTIOTpede APYITBEHUX
Mpexa.

Cucremaruzanmja paja, Nmope] YBOTHOT Jefla M 3aKJbydka, oOyxBaTa IeT
IIeJIMHA — TIPBU /IO O TMpaBy Ha NPUBATHOCT U JAPYIITBEHUM Mpexama, APYTH JIe0 O
37I0YNOTPEOH JPYIITBEHHX MpeXa Kao jeJHOM OJf OOJNMKa KOMIIjyTepPCKOT
KpUMHHAINTETA, TpehH €0 O MpaBHOj PEryIaTUBHU 3a 00pOy MPOTHUB KOMIIjyTEPCKOT
KPUMUHAJIUTETa ¥ KPUMHUHAIHE aKTUBHOCTH Ha JPYIITBEHHM Mpekama, YeTBPTHU JI0
O TIPEBEHLIUjH U ME€paMa 3alITUTE OJ1 KOMITjYTePCKOT KpUMHUHAIUTETa Ha IPYIITBEHUM
Mpexxama M TETH JIe0 KOjU CaApKU pe3yiTare eMIUpPUjCKOT HUCTpaxuBama. Ocum
TOra, y paay je caipaH W PEYHHK OCHOBHHX KOMIIJYTEPCKUX IMOjMOBA, MOJNAIN O
XPOHOJIOIIKOM HacTaHKy M BpcTama APYIITBEHHX MpeXa, MHICKC MOjMOBa M CIHCAK
KopuinheHe auTepaType.

YV npsom oOeny moceOHa maxmwa je mocBeheHa mojMy M CaapKMHU TpaBa Ha
MPUBATHOCT YOIIITE, WHPOPMALMOHE MPUBATHOCTH, KA0 W TpaBa Ha MPUBATHOCT
KOPHCHHUKA JIPYIITBEHUX Mpexa. JlaT je mprka3 mpaBHOT OKBHpA 3aIUTHTE IpaBa Ha
npuBatHOcT y PenyOmumm CpOuju, KJbYYHHUX TEOPH]CKHX MPUCTYNA APYIITBEHHM
Mpekama, Kao M IMOJUTHKE NMPHUBATHOCTU Ha Hajyemrhe KOpUIIheHHM IpyIITBEHUM
mpexama (Facebook, Twitter u LinkedIn). Takohe, HaBeneHa cy WHTEpHET MpaBa M
OPUHIONNN 32 3AIUTHTY JbYJACKHX IpaBa, O0e30€IHOCHM PH3HLIM Ha JAPYIITBCHUM

MpeiKaMa U MPEIOPYKE 3a BUXOBO CMAbUBALC.
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Ipyeu oOeo panma ,, 310ynompedba Opywimeenux mpedca Kao  00IUK
KOMRIjymepcKo2 KpumMunaiumema * caapxu detupu nemune: [lojam, mojaBar 00U
U ocTaie (PEHOMEHOJIOKE KapaKTePUCTUKE KOMIJyTEPCKOI KPUMHHAIMTETA;
O0enerxja U3BpLIMIIALA KPUBUYHHX Ji€a KOMITJyTepPCKOI KpUMUHAIIUTETa — ,,XxaKepa“,
370ynoTpeda APYIITBEHUX MpeKa Kao JAEBHjaHTHO TOHAIAke U Hajuemhu y3poru
KOMITJYTEepCKOT KPUMHUHAJIUTETa W KPUMHUHAIHUX AaKTHBHOCTH Ha JIPYIITBEHUM
Mpexama. [loceOHa maxma je mocsehena mojMy 3;10ynoTpede APYIITBEHUX Mpeka U
obnuIuMa HCIoJbaBama: Kpaha U 370ynoTpeda HICHTUTETa, NpPOTamame IMPEeKo
MHTEPHETa, CEKCYaJIHO HACHIbE, CEKCYaJIHA EKCIIOATAINja U CEKCYATHO 3JI0CTAaBIbahe
7erie, BPIIKBAdYKO HACHIbE, cajoep MOOHMHT, TOBOP MPXKHIE Ha JPYIIBEHUM MpekKama,
IpeBape IyTeM HHTEpHETa, TPrOBUHA JbyAMMa M TProBHHA JbYACKMM OpraHHMMa,
UHTEpHET (cajOep) Tepopu3am, HHTEPHET BaHIaIH3aM, 310ynoTpeda ¢pororpaduja.

Y mpehem deny npukaszana je mel)yHapoana u qomaha mpaBHa peryjaTusa 3a
00p0y TPOTHB KOMIJYTEPCKOT KPUMHHAIMTETAa W Pa3IHUYUTHX KPUMHHAITHUX
aKTMBHOCTH Ha JPYIITBEHUM MpeKama, Kao ¥ CAHKIIMOHUCAE PA3IMUUTHX II0JaBHUX
o0JIMKa KOMIJyTepCKOr KpuMHHanuTeTa. Takole, Aar je U KOMIapaTUBHU Hperien
MIPAaBHOT PEryJHcamka KOMITJyTepCKOT KpUMUHAIUTETa y 3eMibama Ousie COPJ.

Y uemepmom Oeny HaBeneHe Cy Mepe TMPEBEHIHUje H 3alTHTE O]
KOMITjYTEepCKOT KPHUMHHAIWTETa Ha JAPYNITBEHHM Mpexkama. llpukazane cy
aHaJIM3UpaHe IJIaBHE MpeNopykKe 3a cy30Hjame U clipeuaBambe MOBpee IPUBATHOCTH
Ha JIpyLITBEHUM Mpekama, Koje Cy pe3yJITUpale U3 eMIIMPH]CKOT Jiesa paja.

Ilemu Oeo 3acHOBaH je Ha NPUKA3y EMIMPHJCKOT HCTPAXMBamba CIIy4ajHO
0J1adpaHoOT y30pKa KOPHCHHUKA/KOPUCHUIIA APYITBEHUX Mpeka. OmucaH je mpeaMer,
Wb U METOJl MCTpaXKHBama, Ie(UHHCAH y30paKk M YNUTHUK KaOo MHCTPYMEHT 3a
NPUKYIUbalkE€ TOJaTaka M NPUKA3aHU Cy pe3yiaTaTd UCTPakUBama. 3HAYaj
EeMIIMUPH]CKOT JleJla paja je y carjiefaBamby CTPYKType KOPHUCHHKA JPYILITBEHUX
MpeKa, ToJaTaka KOju KOPUCHHIM Hajdyerrhe HaBOAC y CBOJUM ,,Tpoduanuma‘, Kao u
CTaBOBa KOPUCHHUKA O MOTyhHOCTHMa 32 OBpEAY HBUXOBE IPUBATHOCTH.

Ha kpajy panma, y3 3akibydak, moceOHy LEIMHY y pagy MpencTaBibajy:
o0jalmemne ojMOBa KOjU ce Hajuemhe KOPUCTE Yy T3B. KOMI[JYTEPCKOM jE€3HKY H
MHTEPHET KOMYHHUKAIMjH W KOjU Cy KOpWITheHHW y pany; XpOHOJIOIIKH HAaCTaHAK U
BpCTE JIPYIITBEHHX MPEKa, KA0 W aHallM3a KapaKTepUCTHUKa Hajuenthe KopuirheHux

JPYIITBEHUX MPEXa U BUX0Ba reorpadceka (He)orpaHH4eHOCT U MHJEKC 110jMOBa.
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I''TABA 1
ITPABO HA ITPUBATHOCT U APYHITBEHE MPEKE

1. ITojam NnpUBaTHOCTH M MH(POPMALIMOHE MPUBATHOCTH

VY U3BOpPHOM CMHCIYy, NPUBATHOCT O3HayaBa jKeJby HEKe ocobe na He Oyne
y3uemupasana.’ [IPHITMKOM TEOPH]CKOT Pa3MaTpamba ojMa IPHBATHOCTH ¥ CaApKHHE
TOT MOjMa y aHTJIOCAKCOHCKO] NuTepaTypu ce nomumy cyauja Jlyj bpangajc (Louis
Brandeis) u agBokar Cemjyen Bopen (Samuel Waren), xoju cy 1890. rogmne y
yiaHky ,,The Right to Privacy dbopmynucanu HajradHuju u HajoapeheHUju 1mojam
IPUBATHOCTH, Kao ,,PABO Ja ce OyIe OCTaBIbeH Ha MUDPY™ (,, right to be left alone ).’
OBako (opMynucaHa, NPUBATHOCT NOJpa3ymMeBa 3alUTUTy JIMYHE ayTOHOMHU]E,
MOpAJIHOT U (PU3MYKOT HMHTETpUTETa, MPaBO HAa M300p XKMBOTHOI CTHJA M HAYyMWHA
KMBOTA, MHTEPAKIH]y U3Mely JbyIu H CI1.

[IpaBo Ha MPUBATHOCT MPEACTaBIba JETHO Ol OCHOBHUX JbYACKHX NpaBa, KaKko
MelhyHapoaHO, TaKO W yCTaBHO MPABO jJaBHOMPABHOT W TpaljaHCKOIpaBHOT 3HAYaja,
KOje Jieyje mpeMa CBUMa (erga omnes) W IITUTH Y0BEKA OJ1 y3HEMHPaBama 01 CTPaHe
JpKaBHE BJIACTH U JIpyrux Jbyau. CynpoTHO 0O/ jaBHOCTH, IPUBATHOCT MOJApa3yMeBa
TajHOCT W HEy3HeMHupaBaHOCT. OIHOCH Ce Ha MPUBATHU XKUBOT I10jEIUHIIA/TIOjeTNHKE
Y KOME je OIpaBJaHO OYEKHBATH MHUP M CIIOKOjCTBO, HeoMmeTame y uaTumi.’ IIpaBo
Ha TPUBATHOCT J03BOJbABA MOjEAMHIy Ja CEJICKTHBHO IPHKa3yje CBETy OKO cebe

OHOJINKO KOJIMKO Taj TI0jeIMHALL HKeITH.’

* Huxomih, Muan: ,[IpakTHUHH aCIIEKTH 3aIITHTE MPUBATHOCTH KOPHCHUKA U 6€36€THOCTH
EJIEKTPOHCKMX KOMYHHKAIMOHUX Mpexa u yciyra y Cpouju’,
http://www.telekomunikacije.rs/arhiva_brojeva/peti_broj/milan_nikolic: prakticni_aspekti zastite priv
atnosti_korisnika i bezbednosti_elektronskih komunikacionih_mredja i usluga u srbiji_.305.html,
nperpaxkeno 15. 06. 2014.ronune

* Harvard Law Review, Vol IV No 5, mur. npema Illypnan, Tujana: MehysaponHonpaBsa 3amTuta
IpaBa Ha INPHBATHOCT, WWW.spmisao.rs/mp-content/uploads/2014/03-tijana-surlan-pdf. mperpaxeno
28.10. 2015. rogune

% Cypuo, Pamo: IpaBo Ha TIPHBATHOCT C MOCEOHHM OCBPTOM HAa HHTEPHETCKY JPYIITBEHY MPEKY
Facebook, www.rijaset.ba/.../05_pravo na privatnos... mperpaxeno 20. 10. 2015.roqune

7 JoanoBuh, Cernana: ,, [IpMBaTHOCT M 3alITHTA MOJATaKa HA HHTepHETY”, TBHHHUHT mpojexar EY —
300pHHK Besze cyber Kpumunana ca upezyiapHOM —MUSPAYUjOM U THP2OBUHOM  /bYOUMA,
MuHuCTapCTBO ~ yHYyTpalimux  nocioBa Penybnuke  Cp6uje, 2014. roamna, crp. 94.
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Teopujcku ojaM NpUBATHOCTH HUj€ MPETPIEO 3HAUAJHU)E IIPOMEHE MPOTEKOM
BpeMmeHa. Mmak, 10 mpoMeHa je JOIUIo Y IPUMEHH OBOT IpaBa y CaBPEMEHOM J00Y,
KOj€ KapakTepuile Ti00alHO JpYyIITBO M HMH(OpManMjcka TeXHoIoruja. bp3uHa u
JIOCTYITHOCT MH(OpMaIHja, MOCEOHO EICKTPOHCKHUX, YTPO3HIIM Cy MOIITOBAKE MpaBa
Ha TPUBATHOCT, KaKO OJ1 CTPaHe MojeInHAIa, TAKO U O] CTPaHE JIp>KaBa.

[IpyBaTHOCT y €IEKTPOHCKUM KOMYyHHKaIjamMma oOyXBara MPUKYIIbambe,
oOpagy u pgaBame wHHPOpMANHja O KOPUCHUKY TpehwMm nuIuma, TpU dYemy
MOjeIMHIIM/TIOjeIMHKE Kaja Oeneke aKTUBHOCTU WM JIMYHE TOJAaTKe caMu ofpehyjy
KaJa, Kako U y K0joj Mepu nHpopMalmje 0 BbUXO0BOj MPUBATHO] cepu Tpeda u MoTy
na Oyay noctymie apyruma.’ TTojeauHy ayTopn’ IPUBATHOCT Ae(UHHIIY KAO CIIOKEH
1mojaM, Koju o0yXBaTa JIMYHY ayTOHOMH]Y, IEMOKPATCKy MapTHIUNAIN]Y, YIIPABIhakhe
COTNICTBCHMM HJICHTUTETOM H JAPYIITBEHY KoopauHanujy. LleHTpanmHo mecto oBe
MYJITUIUMEH3UOHATTHE KOHCTPYKIMj€ YHHH JKeJba Ja C€ JIMYHH TMOJAIM 3aJpKe 3a
ceOe 1 1a IpyrH JbyAH HE A0hy 10 HUX.

CaBpeMeHN KOMYHHUKAIIIOHU CHCTEMH MOTY y MOTIYHOCTH Jia UCITyHE CBOjY
yJIOTYy YKOJHMKO Cy TIOy3JaHH M y CIy)OM W Ha pacroyiarakby KOPUCHHIIMMA.
[ToBepspuBOCT MH(pOpMaNMja KOjeé KOPHUCHULM Jelie Y BHUPTYEIHOM IIPOCTOpPY ca
IpyruMa HEe cMe Ja OyJe YrpoXKeHa, a KOPUCHHIM MOpajy na Oyay CHTypHU Yy
UICHTHTET TOMWJBAONa, W y TO Ja NpUMJbeHa uHPOpMamuja Mopa ma Oyne
WACHTUYHA Tociaroj. CBako OJCTyName OJ OBOT MpaBHIa yMamyje IOBEpPEHE
KOPHCHHKA.

Jluuna noOpa momyT KHUBOTA, CI000E, UMEHA, YaCTH M yrieaa, CMaTpaHa cy
HEOJIBOJUBHUM JICJIOM JIMYHOCTH. Y TpaBa JMYHOCTH CIaja M MPaBO HAa MPHUBATHOCT,
KOJUM c€ 0j 00jaBJbHMBama y JaBHOCTH IITUTE IMOJAIA M 3allMCH BE3aHW 3a HEYH]U
npuBaTaH XUBOT. YOBEK 3alpaBo HE IITUTH CaMo JCKIApaTUBHO CBOja JIMYHA A00pa
jep Ha BHX UMa afncoJIyTHO MpaBo, Beh uX mTUTH oA Hamaga, Kako O] CTpaHe
JPYIITBEHE 33jeIHUIIE, TAKO U OJ] MOjeAUHIX (GU3HMIKHUX, HITU TIPABHUX JIUTIA.

[Tojam ,,MpUBATHOCT® c€ YECTO KOPHUCTH Yy OOWMYHOM ]jE€3WKYy, Ka0 U Yy

¢m1030pcKkUM, MONUTUYKMM M NPAaBHUM JUCKyCHjama, ajld U Jlajb€ HE IOCTOjH

http://www.mup.gov.rs/cms_cir/sadrzaj.nsf/Cyber%?20kriminal,%20iregularne%20migracije%20i%20t
rgovina%?20ljudima.pdf, mperpaxkeno 23. 07. 2015. romune
8 .

Ibid.
® Cho, Hichang, Rivera-Sanchez, Milagros, Lim, Sun Sun: ,,A Multinational Study on Online Privacy:
Global Concern and Local Responses. New Media & Society”, vol.11, 2009., ctp. 395-416,
http://nms.sagepub.com/content/11/3/395.short, nperpaxeno 12. 11. 2014.roauue

21



Buoa Bunuh

A 4

L 4

jenuHCTBeHa NedUHUIMja, WU omiTe npuxBaheHo 3Hadewme oBOT mojma. KoHienT
IpaBa Ha MPUBATHOCT MMa JOOpPO TO3HATE HCTOPH]CKE KOPEHE Yy APHCTOTEIOBHUM
JenuMa, Kazia je OH MPBHU MOKyIIao Aa AehUHHUIIE MPUBATHOCT KAO0 CBE OHO IITO je
BE3aHO 3a TIOPOJMILY ¥ YOBEKA, a CTOJU HACYIPOT MOJMTUYHE aKTUBHOCTH, Kao “‘jaBHE
creapu”.'” TIpUBATHOCT Ce 4YECTO TPETHpAIa KAO uHMepec KOjH MMa H3PaKeHy
MOpaJIHy BPEIHOCT, JIOK je MOHeKa Omia AeuHruCcaHa U Ka0 MOPATHO WIIM 3aKOHCKO
npaeo MojeIuHIa na Oy/e 3amTuheH o/ CTpaHe IPYIITBA WiH zakoHa.'!

[TocToju mocTa KpUTHMKa OBako Ne(PUHHCAHOT MpaBa Ha mpuBaTHOCT. [Ipema
JeIHOj OJl KPUTHKA, IPAaBO HA MPUBATHOCT HE TIOCTOjH, jep OMIIO KOjU MHTEPEC KOjU ce
IITHTA Kao MPUBATHU HWHTEpEC MOXKe Jaa Oyae jemHako A00po 3amTHheH HEKUM
APYyTUM TIPaBOM, a Hajupe CBOJUHCKMM WM MMOBHHCKHM IIPaBOM W IPaBOM Ha
TeNeCHH MHTErpuTeT U Oe36emnoct.'” Jlpyra KpUTHKA ce I03WBA HA TBPABY Ad j¢
IPaBO Ha IPHUBATHOCT, KOj¢ XKEIIM 1A CE 3aIUTUTH, CKOHOMCKH HEHCIUIATHBO, ~ Tj. Kao
IIPaBO 4Mja 3AllTHTA HHjE 3aCHOBAHA HA OHMIIO KOjOj IO3HATOj MPABHO] MOKTPHHH. '
Tpeha kputrka je GeMHUHUCTHYKA KPUTHKA ITpaBa Ha MPUBATHOCT, KOja c€ MO3MBa Ha
MOCTyJIaT Jla je TOCeOHO HariamaBame MOTpede 3alTHTE NpaBa Ha TPUBATHOCT
3ampaBO MITETHO 3a JKEHE, jep C€ OBUM IPAaBOM MaHUMYJUIIE, Kako Ou ce KeHe
KOHTpOJIHCalie W OWie TOJ CTATHOM JOMHHAIMjOM MYIIKOT IT0JIa, IO TPHUBHIIOM
JKeJbE 32 FbIXOBOM 3aIITHTOM.

[IpuBaTHOCT MOXeE 1a ce carjieaa u JeUHUIIE U3 PA3THIUTHX acleKara: Kao

MOJIUTUYKO IMPaBO, Kao rpaaHCKO MpPaBO M KAao MPaBO KOj€ MOCTOjU J1a OU IITUTHIIO

1 Privacy: Stanford Encyclopedia of Philosophy, 2002, http:/plato.stanford.edu/entries/privacy/,
nperpaxeno 16. 02. 2015.ronune

! Ibid.

12 Thomson, Judith Jarvis: “The Right to Privacy”, Philosophy and Public Affairs, 4: 295-314, 1975.,
http://www.eecs.harvard.edu/cs199r/readings/thomson1975.pdf, nperpaxeno 18. 02. 2015.roauue

3 Posner, Richard :“The Economics of Justice®, Cambridge: Harvard University Press, 1981,
http://scholarship.law.duke.edu/cgi/viewcontent.cgi?article=2449&context=faculty scholarship,
nperpaxkeno 18. 02. 2015.ronune

"“Bork, Robert :“The Tempting of America: The Political Seduction of the Law*, New York: Simon
and Schuster, 1990,
http://scholarship.law.stjohns.edu/cgi/viewcontent.cgi?article=1896&context=lawreview, nperpaxeHo
18. 02. 2015.ronuue

15 MacKinnon, Catharine: ,, Toward a Feminist Theory of the State*, Cambridge: Harvard University
Press, 1989,
http://books.google.co.uk/books/about/Toward a Feminist Theory of the State.html?id=Shn5xHywt
HIC mpetpaxeno 18. 02. 2015.roqune
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untepece rpahana.'® Kao mommrmuko mpaBo, MpaBO Ha MPHBATHOCT MOXKE Ja Ce
nepuHUIIe Kao “curypHocT rpahana ga npxasa Hehe na ce ymuhe y muxoBe JTUYHE
CTBapI/I”.17 [IpuBaTHOCT Kao rpalhaHCKO MpaBO HE TOJpa3yMeBa CaKpHBAHkE CTBAPH,
Beh KOHTponucame Heder IITO TMpuMaga TOj OCOOH, HEHYy ayTOHOMHU]Yy H
unTerputer,'® 0HOCHO “IPaBO JOBEKA 1a KOHTPONHMIIE KOji he ce JeTa/bi BHeroBor
KHBOTA casHaTi”." Y IOrIedy OrpaHHdYera paBa Ha MPHBATHOCT OMTHO je 10 KOje
IpaHMIIE C€ MOXKE€ OTKPUBATH IPUBATHOCT jeHE 0co0e, a Jla ce MPUTOM HE MOBPEIU
HBEHO MPaBo Ha npuBaTHOCT. CMaTpa ce ja je npomusnpasHocm OHa TpaHMLA Koja ce
He cMme mpehu mpuiaukoM Kopuiihema rojaTaka W3 NpUBaTHE cdepe MOojeaHHIA.
[TpuBaTHOCT MOXeE na ce AeUHUIIE Kao MPaABO IMOjeIWHIA HA 3aIITHTY Of yHaaa y
HEroB JIMYHU >KMBOT WJIM IIOCIIOBE, HMBOT HETOBUX UIAHOBA IMOpPOAULE, OWIIO
JIMPEKTHO opeljeHnM pambaMa Wik 06jaBIbUBabeM INYHIX HHopMarmja.”’

[IpaBo Ha NPUBATHOCT, Ka0 MHAMBHIYaJHO MPaBO, MOXE Ja CE€ CXBaTH Kao
KOHTpOJIa, U3MEHA, yIpaBjbamkbe U Opucame MH(pOpMalja o cedn caMoM Kajaa cama
ocoba To ommyunm.’' YV KOHTEKCTY APYIITBEHMX MpEkKa, NPHBATHOCT H JIHYHE
uHpopmMalje o0yxBarajy CBe IMOJATKE KOj€ jelHa WMHAMBHIya 00jaBJbyje Ha CBOM

npoduity, a Koje nojapasyMeBajy CIHMKe, KOMEHTape, oJaTKe O KpPeTamwy U JIPYKewy

' Barnes, Susan: “A privacy paradox: Social networking in the United States®, uacommc “First
Monday”, volume 11, number 9, 2006., http://firstmonday.org/article/view/1394/1312, nperpaxeHo 23.
05.2014. rogune
17 Schement,J orge Reina, Curtis, Terry: “ Tendencies and tensions of the information age: The
production and distribution of information in the United States”, New Brunswick, N.J.: Transaction
Publishers, 1995., ctp.136,
https://books.google.rs/books?id=PzILOqLko5cC&pg=PR4&Ipg=PR4&dq=Tendencies+and+tensions
+of+the+information+age:+The+production+and-+distribution+of+information+in+the+United+States
%22, +New+Brunswick,+N.J.:+Transaction+Publishers,+1995&source=bl&ots=m-1J9Z-
5XE&sig=iEzjOOcvhpLvIXy9EAH1IM7101A&hl=sr&sa=X&ei=j7THHVP63JKnlywO2z4CIBw&ved
=0CCcQ6AEwAg#v=onepage&q=Tendencies%20and%20tensions%200f%20the%20information%20
age%3A%20The%20production%20and%20distribution%200f%20information%20in%20the%20Unit
ed%?20States%22%2C%20New%20Brunswick%2C%20N.J.%3 A%20Transaction%20Publishers%2C
%201995& f=false mperpaxkeno 15. 01. 2015. rogune
'® Garfinkel, Simson: "Database nation: The death of privacy in the 21st century”, Sebastopol, Calif.:
O’Reilly, 2000., crpana 4,
http://monoskop.org/images/3/3f/Garfinkel Simson Database Nation The Death of Privacy in the
1291 st Century.pdf, nperpaxeno 15. 01. 2015. rogune

1bid.
20 Shah, Mahmood: “Online Social Networks: Privacy Threats and Defenses”, Springer, vol. XVI,
2013., http://www.springer.com/978-3-7091-0893-2, mperpaxeno 12. 02. 2015. rogune
= Westin, Alan.: “Privacy and Freedom”, Bodley Head, London, 1970,
http://scholarlycommons.law.wlu.edu/cgi/viewcontent.cgi?article=3659&context=wlulr, nperpakeno
18. 02. 2015. romuue
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¥ cimaro. 22 OBaKoO MocMaTpaHo, MoryhHocT 370ymoTpe6e mpaBa Ha MPUBATHOCT Ha
IPYIITBEHAM MpekamMa MOXe Jia ce carjella Kpo3 JIBe KOHIETTyallHe KaTeropuje:
JIPYIITBEHY 3/10yNOTpedy MM OPraHU3alHoOHy 310yHoTpedy mpasa.™

[lpuBaTHOCT MOXKE Ja Ce€ NOAEIM Ha TPOCTOPHY, KOMYHHUKAIMjCKy U
unbopMarrony npusatHoct.”! IIpocmopna npusamnocm ce OXHOCH Ha IPHBATHOCT Y
OKBHPY COIICTEBHOT JIOMa M APYTOT MPOCTOpa y KOME 0c00a BOJIU COTICTBEHHU JKUBOT
onBojeHO of aApyrux. OBaj oOJWMK MPUBATHOCTH OOyXBaTa TOIITOBAHkE IMpaBa Ha
CONICTBEHH TPOCTOP, KaKO Y OKBUPY JOMa M MOPOAHMIE, TAKO W HA PAJHOM MECTY.
Komynukayujcka npusamnocm ce OIHOCH Ha JONUCHBaWme, U OCTale OOJIHKe
KOMYHHUKaIFje ca APYTHM JbyIuMa.

Hngopmayuona npusamnocm je TmoBe3aHa ca pa3BojeM HHOOPMAITMOHUX
TEXHOJIOTHja W OJHOCH CE Ha NPUKYIJbamke IojAaTaka O 0coOH, yNpaBibambe THM
nojanyMa M BUXOBO Kopumtheme. CxBaheHa y yxeM cMuUcly, HH(OpMAIHoOHA
MIPUBATHOCT TPEICTaBJba 3aXTEB MOjEAMHALA, TPy WM HHCTHTYIHja a CAMOCTAIHO
omnyde kaja he, kako u Koje HHbOpMamHje 0 cebu yerymury apyruma.” V mmpem
CMHCIy, M0jaM WH(pOpMalMOHE MPUBATHOCTH 00yXBaTa uUH@DOpMAYUOHY CUSYPHOCHI,
IITO TOApa3yMeBa Jia MOjeJMHALl y YCIOBUMA MOCTOjamba MH()OPMAIIMOHOT APYIITBA
oJuUTydyje Kaja, KoMe, KOJHMKO M Kako he a caommTy JuyHe moaaTke, Boaehu padyHa
0 CBOjJHM IpaBUMa W MOTpedama, Kao M O MpaBUMa U MoTpedama 3ajeHUIe y KO0joj
sxuBr.”® VH(pOpMALOHa IPUBATHOCT 00jeAHIbYje IPABHE BPEIHOCTH 3aIITHTE IIpaBa
MojeIHalla Y OPYIITBY pa3BUjeHUX MHPOPMAIIMOHUX TEXHOJIOTHja, a OBaj KOHIEHT
3alITUTE JIMYHUX TOJ[aTaKka, Be3aH 32 KOMYHHUKAIM]y IMPEKO EJIEKTPOHCKUX MPExa,

Ipyraunje ce Ha3MBa U “e-mpuBaTHOCT >

2 King, Jennifer, Lampinen, Airi, Smolen, Alex: “ Privacy: Is There An App for That?”, Symposium
On Usable Privacy and Security (SOUPS), Pittsburgh, PA, USA, 2011,
https://www.truststc.org/pubs/864.html, nperpaxeno 23. 11. 2014. roaune

3 Krasnova, Hanna, Gunther, Oliver, Spiekermann, Sarah, Koroleva, Ksenia:”Privacy concerns and
identity in online social Networks”, Identity in the Information Society, vol. 2, no.1, 2009, ctp.39-63.
http://download.springer.com/static/pdf/675/art%253A10.1007%252Fs12394-009-0019-
1.pdf?auth66=1424106684 18f9ff6659fd034e563c2b1309efcOba&ext=.pdf, nperpaxeno 23. 11. 2014.
rOJINHE

* Boban, Mapuja: ,,J[IpaBo Ha NPUBATHOCT M MPaBO HA MPHUCTYN HMH(MOPMALMjaMa Y CyBPEMEHOM
nHpopManrjckoM IpyIuTBy*, 300pHuUK pamoBa [IpasHor ¢dakynrera y Cmury, rog. 49, 3/2012., ctp.
595, http://hrcak.srce.hr/file/129212, mpetpaxkeno 06. 08. 2015.rogune

> Ibid., ctp. 581.

%% Boban, Mapuija, op.cit., 2012., ctp. 582.

7 Ibid., cp. 585.
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[IpaBo Ha MHQOPMALMOHY NPUBATHOCT OOyXBaTa MpaBO Ha 00ABELITEHOCT,
npaBo Ha oxaromapajyhe kopumiheme mojaTaka, MpaBO MPUCTYNAa W yBHAA (IPaBO
KOHTPOJIE), TIPABO UCIIPABKE ¥ TIPABO HA MPABHA CPEICTBA. "

[IpaBo Ha MpPUBATHOCT, KA0 WHIMBHUIYaTHO MPaBO, MOXKE J1a CE€ CXBAaTU Kao
KOHTpOJIa, U3MEHA, yIpaBibalkbe U Opucame MHpOpMaluja o cebn caMoM Kaja cama

2
ocoba TO OTyYH. ?

Y KOHTEKCTy JAPYIITBEHUX MpEXa, NPUBATHOCT U JINYHE
nH(popmanuje o0yxBarajy CBE MOJATKE KOj€ jeIHA MHAMBUAYya 00jaBJbyje Ha CBOM
npoduity, a Koje nojapasyMeBajy CIHMKe, KOMEHTape, NoJaTKe O KpeTamwy U JIpyKewy
¥ cimaro. 0 OBaKO MocMaTpaHo, MoryhHoCT 370ymoTpe6e mpaBa Ha MPUBATHOCT Ha
IPYIITBEHAM Mpekama MOXe Jia ce carjella Kpo3 JIBe KOHIeTITyallHe KaTeropuje:
JPYIITBEHY 3710yNOTPedy, HTH OPraHu3aIHoHy 3I0yH0Tpedy mpasa.” '

/Jlpywimeena (unmepnepconanna) 3noynompeda MOXe Ja ce€ OJHOCH Ha
WMHIMBUYE KOje KOpHCTE IPYIITBEHE MpEXe M Koje HeoBimamheHo “npeHoce” u
“mupe” Tyhe sHM4yHE NOBEpJpUMBE MOAATKE MAPYTUM JHUIMMa (HIp. Kajga HEKo,
Kopuctehu CcBOj cTaTyc TpHjaTe/ba HEKOT KOPHCHUKA, HHETOBE IOJATKE MPEHOCH
HeKoM TpeheMm NuIy Win Moryhem mocioaaBiry).

Opzanuzayuona (uncmumyyuoHnanina) 310ynompeda je  HaMETHYTa
MIPUXBATAkEM MIPAaBHUJIA CaMe IPYIITBEHE MPEXKE, jep Cy OBJE MPETHE 10 MPUBATHOCT
KOpUCHHKA KOMIIaHHjE€ KOjeé OJp)KaBajy IOCTOjalbe IPYIITBEHE MpPEXKe U HeHE
cepBuce u 1iargopme (HOp. Mpojiaja TUYHUX MOJAaTaKa O KOPUCHUIIUMA PEKJIAMHUM
KOMIIaHUjama).

VYHOpKoc CBAaKOAHEBHOM pa3BOjy HH(POPMALMOHUX TEXHOJIOTHja M HOBHX
nmojaBHUX o0iMKa Moryhux 3imoynorpe0a, KOPUCHHUIM MHTEPHETA OYEKYjy /1a CBAKH
MH(pOpPMAIMOHU CHCTEM Mopa Jla oA0Wje Hamaje KOjUu MMajy KalalHuTeTe 332 HEeroBO
yrpoxasame. Takolhe, Temkohy npenctaB/ba U TO IITO KOPUCHHULU JOOPOBOJBHO U
CaMOMHMIIMjaTUBHO HAa MHTEPHETY 00jaBibyjy BEIMKH OpOj CBOjUX JIMYHMX IOJIATaKa,
0e3 pa3MHIbaka O TOME 1a Ju he OBH mozaly OWTH 3JI0yHNOTPEOJbEHH WM HE.
Hajuemhu HayuHM HenmomTOBaWka MpaBa Ha MPUBATHOCT HAa UHTEPHETY CYy

HeoBjamheH MNPpUCTYII, MNPUKYIJbALEC U 06paﬂa JIMYHUX II0JaTaka KOPUCHHUKA,

* Ipaxymuh, Mupjana: ,,OCHOBH KOMIjyTepcKor npasa”, JIpyIITBO ONEPAaLMOHHX HCTPAXKHBAua
Jyrocmasuje — JJIOIINC, beorpan, 1996., ctp.65, HaBeneHo kox JoBanosuh, Ceernana, op.cit., 2014.,
ctp. 97

* Westin, Alan, op.cit., 1970, ctp. 97

30 King, Jennifer, Lampinen, Airi, Smolen, Alex, op.cit., 2011, ctp. 97

31 Krasnova, Hanna, Gunther, Oliver, Spickermann, Sarah, Koroleva, Ksenia, op.cit., 2009, ctp. 97
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3710ynoTpeda MPUKYIUbEHUX I0JaTaka, MpecpeTame MOociaTuX HHpopMaluja u Cil.
Wnak, mpema wu3BemTajy EBporcke KOMHCHje O HMHTEPHET CHTYPHOCTH TpaljaHa
Espore u3 2012. roxuue,”” BelinHa MCIHTAHMKA Ce M3jaCHWIA 1A j¢ IPOMEHHIIA CBOje
MOHAIIAKke TPWIMKOM Kopulihema HHTEPHETa, jep BHIIC HE Jajy CBOje JIMYHE
MOJAaTKE HUTH OTBApPajy €NEKTPOHCKY IMOIITY, KOja UM JI0JIa3U O]l HEMO3HATHX JbY U U
4Hja UM C€ CaJp>KUHA YMHU CyMIbMBOM. Je/IHA MOJIOBHHA MCITUTAHUKA je M3jaBUIIa Ja
j€ y mepuoAy oJf TOIMHY JaHa BHIIIE ITyTa MPOMEHUIA CBOje mudpe u3 6e30eJHOCHUX
pasiora, a moceOHO 300r moBehama CHUTYPHOCTH JIMYHUX II0JIaTaka W HOBYAHHMX
TpaHCaKLMja Koje Cy H3BpIICHE NMpEeKo MHTepHeTa. JeaHa TpehmHa ucnuTaHuKa je
pekna na je 6ap jemHoOM 10 caj MPUMIIIA €ICKTPOHCKY MOPYKY KOjy OM MOTIH Iia
cMaTpajy HHTEpPHET TMpeBapoM, TIOKYIIajeM IIOTeHIMjaHe Kpahe HIECHTUTETA,
MOKYIIIajeM XaKOBamka HaJora Ha HEKOj OJ] APYIITBCHUX MPEXka, WU MOTCHIHjaTHUM

3JIOCTaBJbalkbEM, UJIN CCKCYAJTHUM Y3HCMHUPABAKHCM.

1.1. IIpaBo Ha NIPMBATHOCT U MPABO HA MH()OPMHUCAHOCT

Kopumrhewe nH(DOpMAIMOHO KOMYHHKAIMOHUX TEXHOJIOTHja 3aXBaTHIO je
CBa MOJpy4ja )KUBOTA JbYJH, IBUXOBOI paja, 3a0aBe U OpPOJHUX APYTUX MPUBATHUX H
MOCJIOBHUX aKTUBHOCTH, TAKO JIa J€ CKOPO CBE Y JIPYLITBY IOCTal0 on line, mo4yeB oA
NOTHHCUBaKka YyrOBOPa 70 BPIICHA KPUBUYHMX JIeia. Y3 moMoh MHTEpHETa U JPYTHX
npaTehux TeXHOJIOTHja APYIITBO ce€ TpaHc(opMuIle Kpo3 TpH creruduydHa noapydja:
NPUBATHOCT, cio0o/a M3pakaBama W cJI000AaH MpOoToK mHpopmanuja. JpymTBeHe
IPOMEHE Yy CaBpPEeMEHOM JpYyIITBY, KOje c€ OJHOCe Ha HWH()OPMALMOHO
KOMYHHUKAI[HOHE TEXHOJIOTH]j€, CeAaMIeCeTUX TroJUHa MPOLLUIOT BeKa yTHIAJe Cy Ha
caryieJlaBamhe jeHOr HOBOT (heHOMeHa — mH(popMaTtuukor apymTBa. MHpopmanmje
MOCTajy BajkaH eJIeMEHT c000/ie U MpaBa Ha IUpemhe nH(OpMalinja, Koje y BEeJIHKO]
MEpH 3aBHCH O] JISTHTHMHOCTH M MOryhHOCTH ympaBibarba 30MpKama mojaraka.”> Y
MOJIEPHOM WH(POPMATUYKOM JAPYIITBY TEXHOJIOIIKH Hampeaak omoryhasa oOpany,
YyBame, MPUCTYNl W TpeHoc uHpopmaiuja y OWI0 KOM OOJIMKY, HE3aBHUCHO O]
yIaJbeHOCTH, BpeMeHa M KoinumuuHe. M mopen Tora mro paHac HE IOCTOjU

onmrenpuxsahena nedpunumja nojma ,,uHGOPMATHYKOT JPYIITBA®, Y JIUTEPATYPH CE

32 European Commission - Special Eurobarometer 404: CYBER SECURITY REPORT, 2013., ctp. 89,
http://ec.europa.eu/public_opinion/archives/ebs/ebs 404 en.pdf, nperpaxeno 15. 07. 2015. ronune
3 bobGan Mapuja, op.cit. ctp. 576.
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HaBOJIE TPH KOHCTUTYIIMOHATHA €JeMeHTa HH(POPMATUUYKOT IPYLITBA: HHPOpMaLKja U
3Hamwe; nponudepanuja HHPOPMaTHIKE U KOMYHUKAIMOHE TEXHOJOTH]E; TIPUCTYI H
kopumheme uHPOPMATHYKE M KOMyHHKaruose Texzomormje.”! HHpopmaunmja je
MoJaTak KOjU ce KOPUCTH M KOjU 3a NpuMaona uma ojapehen edexar, 0IHOCHO
3Havyewe. Jla Ou Omia kopucHa, mHpOpManuja, MOpe OCTaJIOr, MOpa OUTH TadHa,
WCIIpaBHA, TMOTIYHA, jeJHOCTAaBHA, MOy3aaHa W OmaroBpeMeHa. MHpopMucame wim
MPOTOK MH(OpMaIKja 3HAUYaJHO j& KAKO ca COITMOJIONIKOT, TAKO M Ca TICUXOJIOIIKOT U
IIPAaBHOT aCIIEKTa, Ia je MPaBoO Ha JaBHO MH(POpPMHCAE, Ka0 U MIPAaBO Ha MPUBATHOCT,
OCHOBHO JbYJICKO IPaBO, CAaMOCTAJHO MPaBO Yy TPyIH IpaBa BE3aHUX 3a CI000TY
JUYHOCTH, KOjeé je TapaHTOBaHO Kako MehyHapoIHUM Tako ¥ HAIMOHAIUM
IPOMNKMCHUMA, IIPE CBEra yCTaBOM.

Kana roBopuMo o mpaBy Ha NpUBATHOCT MOpPaMO Jla HMCTAaKHEMO Ja ce
HACyIpoT OBOTI IpaBa carjielaBajy IpaBo Ha MHPOPMHCAHOCT U MPaBO HA MPHUCTYI
nH(popManrjaMa Koju He O Tpedasio 1a yrpokaBajy MpaBo Ha MPUBATHOCT. 3aKOHCKO
peryiucame OBa [Ba IpaBa Tpeda Ja J0Bede 10 HHUXOBE M30alaHCUPAHOCTH U
HECYNpOTCTaB/bamba. Y TOJeAMHUM CllyyajeBUMa IIOCTOjU JISTUTUMAH HHTEpeC
JaBHOCTH J1a uMa yBuj y oapehene uHdopmaiyje u JeruTuMan uHTEpec rpahana na
Oyny ,,0CTaBJbCHH HAa MHpPY', OJHOCHO Jla TOJATKe O CeOM yYHWHE HEAOCTYITHHM
jaBHOCTH. Y TakBUM CiIy4ajeBUMa MOTPEOHO je MPOIEHWUTH KOM NPUHIMITY Tpeda
JaTU TIPETHOCT, Ik Ha TaKaB HA4YWH J1a ce Jpyrd npuHnun adupmwuie y HajBehoj
Moryhoj mepu.

[IpaBo Ha umHPOpMHUcaHOCT perynucaHo je y Cpbuju YcraBom PemyOiuke
Cp6uje’ n 3akoHOM O jaBHOM HH(OPMHCAIY H MEIHjHMa, 0 KOJUM Cy MOCTaBIbeHA
OrpaHUYEHa IIpaBa Ha IMPHUBATHOCT, Kako cio0oja H3pakaBaka U IIPaBO Ha
uHpOpMHCaHOCT He Ou OmnM HecpazmepHo orpaHudeHu. Ycras PemyOnuke CpOuje
rapairyje mpaBo Ha ob6aBemTeHocT (wi. 51), mTO 3HA4YM Ja CBAaKO MMa IPaBO Ja
WCTHHHUTO, TOTIIYHO M OJlarOBpeMeHOo Oyae oOaBemTaBaH O MUTAakbUMa OJ jaBHOT
3Ha4aja U Jla CBaKo, y CKJIaly ca 3aKOHOM, MMa IIPaBO Ha MPUCTYII OJAIMMA KOJU Cy
y mocey JIp>KaBHUX OpraHa M OpraHu3allija KojuMa Cy MOBEpeHa jaBHa OBjamhema.

IIpema onmpendama 3akoHa O jaBHOM HH(poOpMHCcamy U Menujuma (wi. 1), jaBHO

** Anen, Pajko: ,Mudopmanmjcko yrnpaBro npaso®, XpBaTcka jaBHa ympasa, roa. 9 (2009) 6p.1 crp.
174.

3 Yeras Peny6nuke Cp6uje (,,Cinyx6enu rmacauk PC* 6p. 98/2006)

3% 3akoH o jaBHOM HHpOpMUCawy U MeaujuMa (,,Ciryx0enu rnacauk PC“ 6p. 83/2014, 58/2015)
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uHpopMHCame ce ocTBapyje myTeM Meauja. IIpaBuna o jaBHOM uH(pOpMHUCABY
00e30elyjy W IITHTEe W3HONICKE, NMPUMake W pa3MeHy HHQOpMaIuja, Hacja u
MHIUBEHA IyTEM ME/Mja Y by yHanpehuBama BpeAHOCTH IEMOKPATCKOT JAPYIITBA,
crpeyaBama CyKo0a M O4yBamba MHPA, HCTHHUTOT, OJIATOBPEMEHOT, BEPOIOCTOJHOT U
noTImyHor nHpopMucama 1 oMmoryhaBama c1000IHOT pa3Boja JMYHOCTH (WI. 2 — b
3aKOHCKOT peryimcama). lIpeMeT 3aKOHCKOT peryimcama Ccy, MOpea OCTalor,
uH(pOpMaIHje O INIHOCTH U HCHOM IPUBATHOM JKHBOTY, Ka0 M M3Y3€LH OJ] paBuiia
00aBe3HOr MpHUCTaHKa 3a 00jaBJbUBaE IMOJATaKa W3 MPUBATHOT kuBOTa. Kama ce
panu o 3alITHTH MPUBATHOCTH, IPUBATHOT )XKMBOTA U JIMYHUX 3aIMca, 3aKOH O JaBHOM
uHpOpMHCaky W MeAujuMa mpenasuba ma ce mHGOpManMja W3 MPUBATHOT JKUBOTA,
OJTHOCHO JMYHM 3amuc (MMUCMO, JTHEBHHK, 3a0eelika, TUTHTAIHA 3alliC U CII) He
MOKe 00jaBUTH 0€3 MPUCTAHKA JIWIIA YHjeT ce MPUBATHOT KUBOTAa HH(OpMAIja THYE,
OJHOCHO JIMIIA YHje PeYH, JHK, OAHOCHO TJIaC Caap>KH, aKo ce Npu 00jaBJbUBAILY
MOJKE 3aKJbYYHUTH KOje€ je TO JIUIEe, ako Ou 00jaB/bHUBamkEM OWMIIO TIOBpel)eHO HEroBO
MpaBO Ha MPUBATHOCT WX KOje Apyro mpaBo. [locebHO cy 3amTrheHn MaloneTHUITN
oJlpe10oM Jia ce He CMejy YUYMHUTH MPETNO3HATIbUBUM y MH(GOpPMAIIMjU KOja MOXKE Ja
MIOBPEIU HBUXOBO NpaBo Ui uHTepec (wi. 80).

Mebhytum, paam ocTBapuBama Cio0oje W3pakaBamka M IpaBa  Ha
MHPOPMHCAHOCT, Y 3aKOHY je HaBe/IeHa JIyTa JINCTa U3y3eTaka O]l OBOT MpaBHJia, Kaja
HHUJje ToTpedaH MpUCTaHAK Ha 00jaBJbUBaE, YMME C€ IMOCTaBJha]y OrpaHUYCH:a MpaBa
Ha TPUBAaTHOCT W YHWHE JOCTYITHHM IIOJIalli W3 MPHUBATHOT >KUBOTA MOjeAnMHANA
YKOJIUKO, Kako 3akoH mpensuba (wi. 82), y KOHKPETHOM CIIy4ajy MHTEpEC jJaBHOCTH
7la ce ymo3Ha ca MH(POPMIIMjOM OJHOCHO 3aIFICOM IPETEXE y OJHOCY HA MHTEpeC Ja
ce cupeun objaBipuBame. [Ipucranak 3a obOjaBibHBame HHUje ToTpedaH y cieachum
Clly4ajeBHUMa: ako je Juie HH(opmamujy, OJHOCHO 3aluC, HAMEHUJIO jaBHOCTH,
OJTHOCHO JIOCTAaBWJIO MEAM]y y IIMJbY 00jaBJbHBama; ako ce MHGopMalnuja, 0JHOCHO
3aImmc, OJTHOCH Ha JIMYHOCT, TI0jaBy Wik gorahaj o1 HHTEpeca 3a jaBHOCT, IIOCEOHO aKo
Ce€ OJIHOCM Ha HOCHOILAa jaBHE WM TMOJHTHYKE (QYyHKIHja, a o00jaB/bUBamHE
uH(popMalldja je y HUHTepecy HaluoHalHe O0e30eIHOCTH, jaBHE CHUTYPHOCTH WIIH
EeKOHOMCKE J00OpOOMTH 3eMJbe pajlu CIpevaBarma Hepela WM 3J104YMHA, 3aIITUTE
3[paBJba WJIM MOpaJa WU 3alITHTE MpaBa W CI000Je APYTHX; aKO je JIHIE CBOjUM
jaBHMM W3jaBaMa, OJHOCHO TOHAIIamke, Yy MPUBAaTHOM, IOPOJUYHOM WU
npoQeCHOHATHOM JKUBOTY MPHUBYKJIO MY JABHOCTH W HA Taj HAYMH JaJl0 MOBOJA

3a o0jaBspHBam-e MH(OpMaIMje, OJHOCHO 3amKca; ako je MHpOopMalrja CaoMIITeHa,
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OJHOCHO aKO je 3allUC HAYMIbEH Yy jaBHO] CKYIIITHHCKO] PAaCIpaBU WU y jaBHOJ
pacrpaBy y HEKOM CKYMIIITHHCKOM TeIIy; aKo je 00jaBJbHBamke y HHTEpeCy mpaBocyha,
HalpoHaiaHe 0e30eTHOCTH WM jaBHE 0e30€JHOCTH; aKo Ce€ JIMIEe HHUJe TMPOTHUBHIO
npubaBibakby MH(OpMalUje, 0OMHOCHO NMPaBJbCHY 3alrca, WaKo je 3HAJIO Ja ce TO
YMHU pagu 00jaBJbUBama; ako je 00jaBJbUBakE Y MHTEPECY HayKe WM 00pa3oBama,
aKo je 00jaBJbMBamkE MOTPEOHO Paay yIO30pPECHa HAa OMACHOCT (CIpevaBame 3apa3He
OonecTn, MpOHATAKEHE HECTAJIOT JINIA, CIIpeYaBama MpeBape; ako ce 3alnuc OJHOCH
Ha MHOIITBO JIMKOBA WJIM TIJIacoBa (HaBHjada, KOHIEPTHE MyOJIMKe, IEMOHCTpaHaTa,
YIWYHUX TPOJIa3HUKA U CII.); aKO C€ paJM O 3aIKCy ca jJaBHOT CKYIa; aKo je JHIe
MIPUKA3aHO Kao JEO Iej3axa, MPUpO/Ie, MaHOpaMe, HaceJbeHOT MECTa, TPra, YIIUIE W
Kao IO CIIMYHOT TPU30pa.

[Tocneamux HEKONUKO ToAWHA y (EMHHUCTUYKO] JIMTEpaTypud ce JocTa
pactpaB/ba 0 Ci1000AM U3paXKaBamka, HHYOPMUCAHOCTH MyTEM WHTEpHETa U
IPYIITBEHUX MpPEKa, WHTEPHETCKOj LEH3ypH, Ka0 U O TOME KaKo HH(OPMATHUKO
koMmyHukarmona textosoruja (IKT) yrtude Ha HHOPMHUCAHOCT O )KEHCKUM TIPaBUMA.
NudopmatrBa TeXHOIOTHja UITaK HUj€ POJHO HEyTpaiHa jep Cy 300T KyATYpOIOLUIKUX
npeapacysia JKeHe YecTO MCKJbY4YeHE M3 Tpolieca pa3Boja TEXHOJIOTHjE M HEHE
npuMeHe. bosbu mpuctyn nHpopmanmjamMa u ympexkeHoct kojy npyxa IKT mormm 6u
3HAYajHO J1a JIOTIPUHECY TPOLECY EKOHOMCKOT OCHa)KHMBama JKEHa, CYyNPOTCTABIbAbY
naTpujapxapTy M on line HaCWJbY U CTBapamy MPaBEIHUjET IPYIITBA. 300T TOTa Cy Ha
59. 3acenamy Komucuje VYjenumenux Hanumja o monoxajy KeHa y H3BEIITajy
opraam3anuje APC (Association for Progressive Communication) ka0 OCHOBHH
mubeBn WRC (Women's Rights Programme) ucrakaytu u 60op6a 3a ciiobomxy ropopa
’KE€Ha, CIpedaBamke ,,TEXHOJOMIKOI HACW/ba™ HaJX JKEHaMma, CyNpOTCTaBJbambe
HETaTHBHUM IOCJeIUIaMa HHYOPMATHIKO TEXHOJIOUIKOT pa3Boja M M3BEIITABABE Y
MeAMjUMa Ha HAayuH Ja ce He YrpokaBa HHXOBa IpHUBAaTHOCT. Takohe je
KOHCTAaTOBAaHO Jia je MPHUBAaTHOCT 3Ha4ajaH CEerMEHT y OopOuW 3a mpaBa >keHa W Jia
[eH3ypucame HHPOpMaLrja O CEKCYalTHOM 37paBiby, PENPOAYKTHBHUM IIpaBUMa U
HacWJby HaJ »>KCHamMa CIpedyaBa >KEHE Yy OCTBapHBamy IpaBa TapaHTOBAHUX
Mel)yHapoIHUM JOKyMEHTUMA.

VY IUTUTAIHOM CBETY JKEHCKa NMPHUBATHOCT j€ 3HaYajHO YIpO’KEHa W TOBE3aHa

ca HOBMM M 3acTpamryjyhum obnuiuma online Hacusba. [loceOHO cy HOBHHApKe H
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Onorepurie M3IOXKEeHE O30WMIPHUM OOJHMLIKMA online y3HEMHpaBamba, CEKCYaJIHOT H
HACHITHOT KapakTepa, KOje Ce 4ecTo OmpaBiaBa c1006010M roBopa.” McTpakuBama
MOKa3yjy /a cy y OUTHTAIHOM OKpYXXEHYy HOBHHApKE TpH IyTa demrhe MeTa BpJo
arpeCHBHEX KOMEHTapa HEro HHXOBE MyIIKe Konere.. Kao ydecHHIe y jaBHOM
rOBOpY M MH(pOpPMHUCAKY, H3HOIICHY CBOI MUIBEHA U CTaBa, HOBHHAPKE CYy YECTO
M3JI0KEHE TIPEeTHhamMa, CEKCYyaTHOM Y3HEMHUpaBamwy, cyber cekcuzmy u cyber yxohemy,
mMTO TMOKa3yje na je y online KOMyHHMKAaldju BeOMa BHUIJBUB TPEHJI POJHE
HejennakocTH.” IIpeTe, YBPEA/bMBH KOMEHTAPH, AarpecHBHO IOHAUIAMmE M
OMaJIOBaXkaBama KOjH ce y OpyTaJHUM OONUIMMA jaBJbajy Ha MPEKU MMajy 3a LU,
MOpex OCTajor, Na XEHe, ald W CBE JbyJe W3 MApTHHAIHUX Tpyna, KOju Cy
IMCKPUMUHHCAHM, YKJIOHE M3 JUTUTAJIOr mpocTopa. 300r Tora je BeoMa BaKHO Jia
APYLITBEHE MpeXe NMpeay3My oJpeheHe Mepe y cripedaBamy OBHX I10jaBa, ajlk U J1a ce
rpaau pemunucTuku nokper offline m online, koju he ce 3amaratu 3a 3amITHTY

MIPUBATHOCTH U 00j€KTUBHY HH(POPMHCAHOCT.

7 Byjuosuh, Aumpea: “Kako uH(OPMALHjCKO-KOMYHHKALMjCKA TEXHOJIOTH]ja yTjede Ha JKEHCKa
npaBa”, Vox Feminae 3-8/11/2015, http://www.voxfeminaes.net/feministstyle/item/7420-kako-
informacijsko-kominikacijska-tehnologija-utje¢e-na-zZenska-prava, nperpaxeno 02. 11. 2015. roaune

¥ Kuknh, brsana: “ O online koMyHnKammju: uaTEpBjy ca ap CHjexxamoM Mumnsojesuh”, Cpricku
Kyntypuu nenrap “anmno Kum®, http:/dkis.si/o-online-komunikaciji-intervju-sa-prof-dr-snjezanom-
milivojevic/, nperpaxeno 08. 11. 2015. rogune

3% HoBuuapkama ce CIMKOBUTO OMHCYje IiTa he MM ce JecHTH: CHIIOBabe, yOHUCTBO, HAMAj HA [eIy U
apyre wianoBe mopomune. Emma Watson je ogmax nomro je Hactynuia y YjenumenuM Hauujama y
kamnamu He For She nobuna nperme na he joj o6jaButu Hare ororpaduje. bpurancka HoBHHapKa U
¢demunucTkuma Caroline Criado-Perez nokpeHyina je jaBHy akuujy aa ce Ha OpUTAaHCKMM HOBYaHHIAMa
I0jaBe JKeHe, TOCIIe Jera je Onira m3II0’keHa TakBoj online kaMIamy Oa je yracuiaa cBoj Twiter HaJor,
jep BUIE HHje MOIJIa Ja TOIHECe BYyNTrapHE MpeTme na he OuTu yOmjeHa, MacakpupaHa U OIIHCE
cuioBama koMme he OnTH m3noxeHa. A3apOejaHCKa HOBHHApKa je CIMYHE IpeTH:e No0Hjala Kao
'HaIlMOHAJIHA M3Jajulla’ U OHE Cy YKJbYYMBaje ONUC CHJIOBama M MECTO rae he OWTH 3aKkomaHa Kajaa
Oyne youjena. Ibid.
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1.2. IIlpaBo Ha MPUBATHOCT KA0 OCHOBHO JbY/ACKO MPaBO —
Mel)yHapoaHonpaBHa peryJjaTuBa

[IpaBo Ha MPHUBATHOCT, KA0 OCHOBHO JbYJACKO IPaBO, UMa MocebdaH 3Ha4aj y
KOpITyCy JbYACKHX TIpaBa. MehyHapogHONpaBHH HOpPMAaTHBHH OKBUpP TIpaBa Ha
MPUBATHOCT YMHU HEKOJWKO MehyHapomHux nokymeHata. OHU 3ajeqHo oOpasyjy
OIIITH HOPMAaTHBHU OKBUP 32 KOHCTHUTYHCAHkhE M Pa3yMeBambe MpaBa Ha MPUBATHOCT,
anmu ce MelycoOHO pasiuKyjy y HauWHy HpUMEHE, TyMauelhy M CaHKIHOHHCAY.
3amTHTa MpaBa Ha MPUBATHOCT HAa Mel)yHAPOTHOM M HAIIMOHATHOM HHBOY OJHOCH CE
Ha MpUBaTHY cepy KUBOTA, TIOPOIUYHH KHBOT, HETIOBPEANBOCT JIOMA M MPEMHCKE,
YacTH M yriela MOjeAMHIA. YHHMBep3aJHa JAeK/JIapanuja o JbYACKHM NPaBHMAa
(1948) je mpBu cBeOOYXBaTHM JOKYMEHT O JbYACKHM IpaBHMa, Koju je I'enepanna
CKyNIITHHA YjeIWICHUX HalWja YCBOjWwIa Kao pe3onynmjy. HMmak, wuako
YHuBep3ayiHa Jekiiapandja Huje Ouia ymyheHa ap)kaBama Ha paTudUKaIujy,
HECYMIbUB je HhEeH YTHUIlQ] Ha KacHHje JoHeTe Mel)yHapoJaHe KOHBEHIIH]E O JbYICKHM
IIpaBUMa W YyHYTpallllbeé IpaBHE cucreMe Japxkasa. Y uin. 12 VYHuepsanHe
JeKIapalyje Iponucano je aa ,,HUKO He cMe OUTH M3JI0KEH MPOU3BOJFHOM MEIIamy y
ETOBY IMPHUBATHOCT, MOPOAMILY, TIOM WM TPENHCKY, HUTH HamaJuMa Ha 4acT WIN
yrinen. CBako KMMa MpaBO Ha 3alUTUTY 3aKOHA IPOTHB OBAKBOI MeEIIamka WM
nanazga“.*’ MehynapoaHu nakT o rpahaHcKuM U MOJMTHYKHM NpaBUMa (1966)"
takohe caapxu oxpende o 3aIUTUTH MpaBa Ha MPUBATHOCT, jep y wi. 17 npensuba na
,,HAKO HE MOXKE OWTH TpEeAMET CaMOBOJPHHMX HIJIM HE3aKOHHTHUX MEIIama y HHETOB
NPUBATHU JKUBOT, HETOBY HMOPOJAUILY, Y FETOB CTaH WJIHM HETOBY IPENHCKY, HUTH
HE3aKOHUTHX MOBPEa HAHECCHUX HEr0BOj YaCTH MIIH HETOBOM yTIIEdy .

EBponcka KOHBeHIHja 32 3aITUTY JbYJACKHUX MPaBa U OCHOBHHMX CJ10001a
(Pum, 1950)* je HajBakHU]jI MeljyHAPOMHONPABHH TOKYMEHT O JbY/ICKHM IIPABHMa Ha
tny EBpome, koju y3 monere Ilporokone, yTBphyje HajcBeOOyXBaTHHjH U
Haje(MKaCHUJU CHCTEM 3alUTUTE JbYICKUX MpaBa U OCHOBHUX cioboja. C 003upom Ha

TO J1a IPUBATaH JKUBOT IPEJICTaBJba MPUBATHY Cdepy, PaBo je YOBEKa Jia )KUBU KaKO

4 Hosepenux” - www.poverenik.rs, [IpaBan oxsup, MeljyHapoauu I0KyMeHTH, npeTpaxeno 12. 10.
2015. rogune

1 Meljynapouu makT o rpahaHcKuM ¥ monuTHUKEM mpaBumMa (1966) (“Cryx6enn mict COPJ“ 6p. 7
ox 04.02. 1971)

2 Epporicka KOHBEHIIMja 3a 3aIUTUTY JbYACKUX MpaBa U OCHOBHUX cioboma (Pum, 1950), (,,CayxOeHu
mucr CHI™ Melynaponau yrosopu 6p. 9/2003)
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KeJNd, 3alTHheH 0/ jaBHOCTH W Hamaja Ha JyXOBHU M MOPAIHH MHTETPUTET, KAO H
MpaBoO Ja YCIOCTaBJ/ha KOMYHHKAIMjE€ Cca JPYTUM JbyIuMa M €MOTHBHE Be3€ pPaju
3aJI0BOJbEHA COTICTBEHMX MOTpeda u pazBoja muHocTH. Ctora KoHBeHIM]a Kao jeTHO
OJl OCHOBHHMX TMpaBa M cloboma mnpensubha NpaBo TMOjeAMHIIA HAa TOILITOBAHKE
MPUBATHOT M MOPOJUYHOT )KUBOTa (Wi. §). OBoM onpendom KonBeHmumje rapanryje ce
CBaKOME IPaBO Ha MOIITOBAKE MPUBATHOT M MIOPOJAWYHOT JKUBOTA, JOMa U TPEIUCKE,
IITO 3HAYM J1a c€ TOJEeIUHIy TapaHTyje 3allTUTa OJ OMETama Off CTpaHE BIIACTH,
ApyruX TOjelMHana MW HWHCTUTYIHja, YKJbY4dyjyhm H CpeAcTBa MAacOBHHUX
KoMyHuKaiyja. Kao acriektu npaBa Ha pUBaTaH )XMBOT I10jaBJbYjy Ce€: IPaBO Ha UME,
MPaBO Ha CEKCyalTHy OpHjeHTaIHjy, IPaBO HAa TajHOCT MEIUIIMHCKHX TOaTaKa, IpaBo
Ha ¢u3nyky uHTErpuTeT. [IpaBo Ha MOIMITOBAaKE MOPOAUYHOT KUBOTA O3HAYABA IIPABO
YJlaHOBa TIOPOJMWIIE HAa 3ajeJHUYKH >KUBOT U Ha pa3BUjame Mel)yCOOHMX OaHOCa.
[IpaBo Ha moIITOBaWkE MPENUCKE OJHOCH CE€ HE CaMO Ha MHCaHy MpPEenucky, Beh u Ha
pa3nuYnTe BUIOBE KOMYHHUKAIH]e TeleoHOM, (haKcoM, IIEKTPUIHOM TIOIITOM, aJId U
CBUM JpyrMM HWHOBHpPAHUM CpEICTBMMa KOMYHHUKaldje U HHPOpMHUCama Y
JUTUTATTHOM CBETY.

Konsenuujom cy npensuhena u oagpeheHa orpannuerma npasa Ha MPUBATHOCT.
ITpema Tekcty KonBenmmje, jaBHe BiacTu ce Hehe memaru y BpIIeme OBOT IpaBa
OCHM aKo TO HHj€ y CKJIQJy ca 3aKOHOM HIIH je HEOITXOTHO y IEMOKPATCKOM JPYIITBY
y HUHTEpecy HaIlMoHaJIHEe O0e30eMHOCTH, jaBHE O0e30€JHOCTH WIM EKOHOMCKE
I00poOUTH 3eMJbe, payl clipedyaBama Hepeaa Wid KpUMUHAIA, 3alITUTE 3/1paBba WIH
MopaJla WM pajau 3allTUTe IpaBa M cinoboxa apyrux. Ha Taj HaumH je oxapeheH u
00MM TPUBATHOT JKUBOTA: MPABO Ha MOIITOBAKE MPUBATHOT KUBOTA OTPAaHUYABA CE Y
MepH Yy KOjOj TOjeArHAI] caM JIOBEJIe CBOj NMPHUBATHU >KUBOT y JOIUP Ca JaBHUM
KUBOTOM WJIM Y Be3y ca ApyruM 3amrtuheHuM uHTepecuma. CpoJiHe rapaHiyje mpasa
Ha TPHUBATHOCT mpema onpendama KoHBeHLWje ofHOCE ce Ha ciIo00qy MHCIH,
CaBECTU U BEpOUCHIOBECTH (Wi. 9) u ciiobony m3paxkasama (wi. 10).

KonBenmuja o mpasuma gerera (1989)" kao yHuBepsanum mehynapomHn
yroBOp, Caapku oapende o mpaBy Ha mpuBatHocT aene. Yman 16 Konsenmwmje

npenBuba na ,,HUjeIHO JeTe HE CMe OMTH M3JI0KEHO IPOU3BOJEHOM HIIM HE3aKOHUTOM

 Zakon o parudukanuju Kousenuuje YH o mpaBuma nerera (“Cayx6enn muct COPJC —
Melynapoanu yroopu 6p. 15/90, ,,Ciyx0enu nuct CPJ“- Melyynapoauu yrosopu 6p. 4/96 u 2/97)
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MeIIamky y HBEroBy NPUBATHOCT, MOPOIUILY, IOM HIIH MPENHCKY, KA0 HU HE3aKOHUTHM
HamnaJuMa Ha BbEeroBy 4acT U yriem .

[Ipema Pe3oayuuju Cxkymmrude CaBera EBpone,44 KOja ce OJIHOCH Ha Mac
Menuje U JbyJICKa MpaBa U NMPUBATHU JKUBOT, HABEJICHO j€ J1a Ce MPaBO Ha MPUBATHOCT
cacToju U3 Mpasa I0jeIMHIIA A3 )KUBU Ca MUHMMYMOM YTHIIaja ca CTpaHe, a Ce OHO
THUY€ TMPUBATHOT, TOPOJUYHOT JKUBOTA y IOMY, (PU3UYKOT ¥ MOPAIHOT MHTETPUTETA,
YacTH W yrjieqa, HEIONMYIITEHOCTH KIIEBETama, HEAONMYIITCHOCTH H3HOUICHA
HepeneBaHTHUX © u3HeHelyjyhux uumenuna, HeopnamheHor o00jaB/bUBamba
npuBaTHUX (oTorpaduja, 3amTute o o0jaBjpUBamba HHPOPMaLKja Koje Cy Kao TajHa
CAOMIITEHE M0jeTUHIINMA.

Ha nmBoy EBpomcke VYHHje, o1 HOHETUX JOKyMeHaTa HEONXOIHO je
criomenyTi IoBesby EBponicke YHuje o ocHOBHEM npaBuMa,” Kkoja je ycBojena 18.
12. 2000. romgune. YUnan 8 IloBesbe perynuiie IpaBo Ha 3allTUTYy I[0JaTaka o
JMYHOCTH, a MOCEOHO je Y CBETIIy 3aIITUTE MO/IaTaKa ¥ MPUBATHOCTH HA JIPYIITBEHUM
Mpexama OMTaH CTaB 2 OBOT WIaHa, KOJUM j€ MPOIMCAHO Jia je 3a o0paay mojaTaka
HEOITXOJIHA MIPETXO/HA CArIACHOCT BIACHHKA JINYHOT rojarka. "

EBpornicka YHuja ycBOjuia M HEKONMKO JlMpekTHBa Koje ce OJIHOCe Ha
3alITUTY MTPUBATHOCTH IyTEM 3aIITUTE ITOAATAKaA O JIUIHOCTH.

HajceeoOyxBatamja je JmpextuBa 95/46/EC," koja  mpencraBma
aNTepHATHUBHY BH3Wjy 3alITUTE IpaBa Ha NMPHUBATHOCT, MPBEHCTBEHO KPO3 3AIITHUTY
NOjeIMHIIA Kao TMOTpOIlaya, Kao M 3alTUTYy NPUBAaTHOCTH KOjy YyrpokaBajy
€KOHOMCKH MHTEPECH BEJIIMKHUX KOpHopauuja u apkaBe. JMpeKThBa ce OJHOCH U Ha
MOJIaTKE KOjU C€ ayTOMATCKH CaKyIubajy W oOpaljyjy myTeMm padyyHapCKHX CHCTeMa U

Ha MOJAaTKe KOjU Cy CaKyIJbCHH TPATUIIMOHAITHMM HAaYMHUMa KOJH HE 3aXTEBajy

* Council of Europe, Cons.Ass; Twenty-First Ordinary session (Third Part), Text adopted (1970);
Council of Europe, Collected Texts, Strasbourg, 1979;
https://books.google.rs/books?isbn=9041102663, nperpaxeno 02. 11. 2015. roaune

* Tloeesma Espormcke VYuuje o ocHoBHMM mnpaBuma (enri. Charter of fundamental rights of the
European Union), http://www.europarl.europa.eu/charter/pdf/text_en.pdf, mperpaxeno 15. 05. 2015.
godine

% Ha oBaj Haumn, mpuMeHOM OBe ofpende, APYIITBEHAM MpexaMa je 3a0pameHo 1a Ipepy3uMajy
0110 KakBy pajiby KOjOM C€ MEHa CBpXa M LHJb 00jaBJEHOT I0/aTKa, 0e3 NMpeTXOIHE CariacHOCTH
KOPUCHHKA — BJIACHHKA JIMYHOT MMOJIATKA.

47 Hupextusa 95/46/EC EBponckor mapiamenTa U CaBera 0 3allITUTH TOjeJIMHAIIA y BE3U ca 00paioM
mojlaTaka 0 JMYHOCTH M CIO00MHOM Kperamy TakBux momataka (Directive 95/46/EC of the European
Parliament and of the Council of 24 October 1995 on the protection of individuals with regard to the
processing of personal data and on the free movement of such data ), http://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=celex:31995L0046, 1995, mperpakeno 18. 02. 2015. romumue wu http:/eur-
lex.europa.eu/legal-content/EN/TXT/?uri=URISERV:114012, nperpaxeno 18. 02. 2015. ronune
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pauyHapcky oOpany. OOpasa mojaTaka O JIMYHOCTH j€ J03BOJbEHA YKOJHMKO j€
BJIACHUK IOJIaTKa J1a0 CBOj HEJBOCMHCIICH NMPHUCTAHAK, TOJANN CY HEONXOAHU Aa Ou
JWIEe 3aKJbydmwio oapeheH MpaBHM TOCao, HMCIYHWIO HEKY 3aKOHCKY 00aBesy,
MOCTYIIAJI0 Y JABHOM WHTEPECY WJIM BPIIMIO CIIy)KOCHA oBJlamhema Koja cy My Jara.
Jlnunu nojany Mopajy OUTH CakyIlJb€HH Y CKJIaJy ca IMPaBOM M IOIITEHO, a CMEjy ce
KOPUCTHTH caMmo y TauyHO oapeleHe mporucane cBpxe. JIuie 4nju ce TMYHH MOJAIH
oOpalyjy mma mpaBo na mobuwje cBe moTpeOHe uHOpMaIiHje O MHby oOpaze
nojaTaka, MmpaBo Ja MPHUCTYNH CBOJUM IOJallMMa, MPaBO Ha MPHUTOBOP Ha o0Opamy
noJaTaka Kao M MpaBo Ha MPAaBHHU JIEK YKOJIMKO j€ MO HAI[OHAIHUM IPOMKCUMA JTOIILIO
70 TIOBpEJe TpaBa IojenHIa yciaen oopajae moaaraka. JIMpexTrBa uMma 3a b Ja
MOJCTAaKHE JIOHOIICHE HAIMOHATHUX TPaBHUX TIponuca Koju Ou omoryhumm
MPaBUIHY 3aIITUTY NPUKYIUBCHUX OJIaTaKa o JTUYHOCTU. M3 jemHor oBako cxBaheHor
IpaBa Ha MPHUBATHOCT, MMoce0aH akleHAT je Moveo Jaa ce Oala W Ha 3alITUTy OBOT
npaBa 300T KOMIjYTEPCKUX 3JI0yNnoTpeda W y BUPTYEITHOM mpoctopy. [IpumeHa ose
TUPEKTUBE Je y TMpakCH BeoMa 3HayajHa Yy Ciy4yajeBUMa IIOBpeAe IpaBa Ha
MPUBATHOCT HA TIOjEIMHUM JPYIITBEHUM MpekaMa, o7l KOjux cy Hajuenrhe moBpene:
HETOCTOjalbe HEJBOCMHUCIICHE M M3PUYUTE CArJIACHOCTH 3a 00paay M NPHUKYIJbae
nojiaTaKa, MpUKyTIUbamkbe MojiaTaka 0e3 MPeTXoHO JaTe MOTYNHOCTH a ce KOPUCHHK
0 TOME H3jacHH, IOJEIIaBaa ONIMje MPUBATHOCTH Cy Ha BEOMa HHCKOM HHBOY

3al0TUTC U HUCY JIAKO I/ISMGI-I)I/IB'&L48

* Mojequuu ayTopu Cy IpoydaBaiIy Ja jiH je HOINTHKA IPHBATHOCTH ApYyIITBeHe Mpexke Facebook u
3alITUTA JIMYHUX I0JaTaka Koju ce 00jaBibyjy y cCKiamy ca oxpenbama oBe aupektuse. Kako
KOPUCHHUIIM HEMajy JI0OBOJbHO MH(OpMaIja O IOJUTHIM npuBaTHOCTH PDejcOyka M Kako ce HUXOBU
noJjany npuMajy u oopaljyjy rmpe Hero mTo KOPUCHUIM YOIIITE MOTY Jia pearyjy, mospeheH je ui. 6 cT.
1 (a) HupextmBe. OBa ompenba je moBpeheHa HeEmocTojameM aIeKBaTHE TPAHCHAPEHTHOCTH Y
nocrymimma DejcOyka u ynozopema KopucHuIMMA. L{wib cHUMama, npociejuBama U CUTYPHOCTH O
npujaresbrma Ha DejcOyky je mpobiemMaTndaH M HHje y ckiaay ca @wi. 6 cT. 1 (0) dupexTuse jep 3a
NPUKYIJbakhe JMYHUX ToaTaka u Gotorpaduja, kao u 3a Opucarme HaIora Koje Tpaje o JIBe Hellesbe
na 10 90 naHa, HE MOCTOjW JIETUTHMAH IMJb Tj.CBpPXa 4yBama OBHX I0JlaTaka, yUMe Jajba o0paja
nojaraka mariena npexomepHa. Ha oBaj HaumH ce kpiue u oapende wi. 6 cr. 1 (1) u (x). [TocebHo je
yO4JbHBA MOBpEa MPHIUKOM OpHCama KOPUCHUYKOT Mpoduiia, Koja 3ampaBo He omoryhasa Opucame
Beh camo neakTHBanujy npoduia I0K CBU mojaaiy octajy Ha DejcOyKoBHM cepBepuMa 3a CIydaj 1a
KOPUCHHUK K€M Ja MOHOBO ,.Bpatu” mpodui. JlaBameM HauelHe cariacHOCTH Ha 00paiy JIMYHHX
rojaraka KoOjy KOPHUCHHUK OBE JAPYIITBEHE MpEXe Jaje IMPWIMKOM NPUCTyNamba MpPEXH je y
cynpotHocTH ca Wwi. 7 (a) JupekTuBe jep He MOCTOjU crenuduyHa HEeIBOCMHCIIEHA CariacHOCT
kopucHuka. OBa onpenda je moBpeljeHa M ayToMarckuM coTBEpOM 3a IpeNoO3HaBame JHIA ca
IocTaBJbeHUX (oTorpaduja u cyrepucameM HMeHa ocoda Koje ce Hajase Ha ciumkama. Ommyja ,tag”
(mmm ,,00enexxaBame’) Takohe mpeacTaBipa Tpyoo Kkpiieme oBe oapende. OBom onmmjom DejcOyk maje
MoryhHOCT CBOjuUM KOpHCHHIMMA Ja Ha (oTorpaduju obenexe HEKOT IOPYror KOPHUCHHUKA WITH
npujaresba. CaMu KOPUCHHIIM HHCY Y MOTYHHOCTH Ja cIpede Hekora jaa Hx ,o00enexu” Ha
¢dororpaduju jep ce dororpaduje Hajupe 00jaBibyjy, a 0OeNeKEH KOPUCHUK MOXKE Ja BUAU 00jaBy
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Kako je pnomaswino 10 MHTEH3UBHOI pa3Boja TEJICKOMYHMKalWja U
padyHapcKux oOpajia mojaTaka O JMYHOCTH, MAa CaMHM THM M JI0 TOTpede na ce
IPEH3npajy YCIOBH pACIONiarama, dyBama W AUCTPUOYLMje JTHIHMX IOLATAKa,
EBponicku Ilapnament u Caser nonenu cy 1997.ronune JlupeKkTuBy 97/66/EC,”" a
Hekonuko roauHa kacHuje U JupextuBy 2002/58/EC o0 o0pagum mnojaTtaka o
JMYHOCTH ¥ 3aUITHTH HPHBATHOCTH Yy CEKTOPY ENEKTPOHCKHX KOMyHHKAIHMja. '
HupextuBa 2002/58/EC cnpencraBma aonyny JupexktuBe 95/46/EC y cmuciy
npunucuBama 0Oojbe M CBEOOyXBAaTHHje 3allITUTE I@paBa Ha MPHUBATHOCT Yy
CJIEKTPOHCKUM KOMYHHKaiujama. Hbom ce yTBphyje OKBHp 3alITUTE MPUBATHOCTH,
nojaTaka O JIMYHOCTH M MHTETPUTETA jaBHUX MpEXka eNEKTPOHCKMX KOMYHHKAIIW]ja.
Oga mupekTtuBa je gonymeHna 2009. roguHe n3MeHama Koje ce TUIY IMOBpee TajHOCTH

nojaTaka o JIMYHOCTH, ynorpede MuTtepHer konaunha (enrn. Cookies) u onamthema

Tek Kaja je portorpaduja 00jaBibeHa a YKIambame 03HAKE MPECTaB/ba OECMUCIICHY paliiby MOIITO CY
ocTaj M KOPUCHHUIM Beh MMaiu mpuikke 1a je Buae. KopucHuimma Huje nata moryhHoct uzbopa na iu
JKelle J1a Ce HUXOBU JIMYHU mojaund mpocielyjy y pexnamue cepxe. IIpumenHom omiuje “Friend
Finder” on crpane ®ejcOyka mpekpiieH je mopen wi. 6 ct. 1 (a) (0) () u wi.10 dupexruse, jep
dejcOyk y CBOjOj MOJIMTHLIM MPUBATHOCTH HE HAIIOMHIbE MOTYhHOCT cliama Io3WBa 3a NPHUCTYIHame
MpEeXH Y UMe KOPUCHHKA 0e3 merose rnocedne carnacHoctu. Y. 7 (a) AupekTuBe HUje UCIIONITOBAH
HU oxapendoom 14.6. mommtike mpuBaTHOCTH DejcOyka, rie je MPOMHCaHO Na MPHINKOM IIPOMEHe
MOJIMTHUKE MPUBATHOCTH OBE JPYIITBEHE MpEXe “CBAKO Jajbe KopHiheme MpeXe HAKOH MPOMEHE
yCIIOBa MpEKe IMpeCTaB/ba MPUCTAHAK KOPHUCHUKA HA OBE YCIOBE”, YMME U JIajbe HE IMOCTOjU Jar
HE/IBOCMHCJICH U HM3PHYUT IPUCTAHAK KOPHCHHKA HHUTH je JaTo O0jallibehe O HAuuHy M CBPCHU
Kopuinhema cakymbeHux mnoxataka. [lospehenu cy u wi. 17 cr. 2, wi. 25 u 4. 26 Jupextuse jep
carjJacHOCT W 3alITHTa MoJaTaka HUCY OA CTpaHe CBUX 3eMajba onapeheHm Ha oxrosapajyhem
3alITUTHOM HUBOY. Budemu: Ilpsva, paran, Jumurencku , Aunpej: “@ejcOyk u 3aiuTurta nojaraka y
EY”, Crpann mnpaBuu xwuBor 3/2012, WHcrturyr 3a ymopenHo mpaBo, beorpan, crp. 190-220,
http://www.comparativelaw.info/spz20123.pdf, nperpakeno 12. 06. 2014. ronune

* Tomuh, Harama, ITerposuh, Jamu6op: ,,JlpyIITBEHO YMPEXKaBake U 3alTUTA IPHBATHOCTH
kopucHuka nHTepHeTa™, XX VII CuMnosujym o HOBUM TEXHOJIOTHjaMa y MOLITAHCKOM U
TeJIeKOMyHUKannoHoM caobpahajy — PosTel 2009, Beorpan,
http://postel.sf.bg.ac.rs/downloads/simpozijumi/POSTEL2009/RADOV1%20PDF/Menadzment%20pro
cesa%20u%20postanskom%20i%20telekomuikacionom%20saobracaju/9.%20N.%20Tomic,%20D.%2
OPetrovic.pdf, mperpaskeno 05. 08. 2015. roguue

30 NMupextua 97/66/EC Epornckor mapiamenta i1 CaBera 0 06paiu MOJaTaKa O THIHOCTH H 3aIITHTH
MIPUBATHOCTH y TeJeKoMyHHKauoHoM cektopy (Directive 97/66/EC of the European Parliament and of
the Council of 15 December 1997 concerning the processing of personal data and the protection of
privacy in the telecommunications sector),
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31997L.0066:EN:HTML,

nperpaxeno 18.02.2015.roqune

o Hupextusa 2002/58/EC o oOpaau mojgataka O JMYHOCTH M 3AIUTHTH MPHUBATHOCTH Y CEKTOPY
SJICKTPOHCKMX KOMYHHKalMja — JIMpeKTHBa O TNPHBATHOCTH W EJIEKTPOHCKHUM KOMYHHKalldjama
(Directive 2002/58/EC of the European Parliament and of the Council of 12 July 2002 concerning the
processing of personal data and the protection of privacy in the electronic communications sector
(Directive on privacy and electronic communications,
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:32002L0058:en:HTML, mperpakeHO
18.02.2015.ronuue
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oreparopa Ja IMpeny3uMajy akKl{je NPOTUB EeMUTepa He3aTpakeHUX IMOpyKa H
CTIIaMOBamba.

Jenna on mpeTHmM TmpaBy Ha NOPUBATHOCT U CIOOOJHOM MPUCTYILY
unpopmanvjama Ha  MHTepHety je  TproBuHckM  cmopa3ym  NpPOTHB
dbancudukoBama (CropasyMm o 3alITUTH AYTOPCKHUX Npaa Ha VIHTepHeTy, eHIJI.
The Anti-Counterfeiting Trade Agreement, ACTA).”” Ilub oBor Criopasyma’ je
na ce moomTpu O0opba 3a MOIITOBamE WHTEIEKTyadHE CBOJUHE, Ka0o U Cy30Mjame
WuTepHer nuparepuje u gancudukara OUIo Koje BpcTe, aiu ¢y Beoma Op30 mojenHe
3eMJbe WIAHUIIE MoYelse ca HaBoguMa aa ce oBUM CriopazyMoM 3ampaBo yrpokaBajy
HEKa OJf OCHOBHUX JbYJACKMX IIpaBa TOMyT NpaBa Ha MPHUBATHOCT, CJI000Je
u3paxkaBama, IpaBa Ha JICUCHE U MPUCTYIY MEJUKaMEHTHUMa U MpaBO Ha MPaBUYHO
cyheme.”

Konauan Ttexct Cnopasyma caapxu ojpende Koje ce OJHOCE Ha 3allTUTY
1paBa MHTEJCKTYaJHE CBOjJUHE KOj€ MOTY Ja JOBEAy /O JIOHOIICHA HEaIeKBATHHUX
HallMOHATHUX TIporuca y oonactu MHTepHET KOMyHHKaIija U on-line yciyra, a xKoje
030MJBHO MOTY Jla yrpo3e TMPUBATHOCT M CJIO00JYy U3pakaBamkba KOPUCHUKA
Nutepuera. KonkpeTHo, cTpaxyje ce ga 6u ogpende Crnopazyma Morje aa J0BEAy 10
OpOjHUX TOCIEIUIa, TOMYT HEMOIITOBAakha OCHOBHHX JbYACKHX IpaBa M BJaJlaBUHE
npaBa,” HECTAHZAPJAHMX HAYMHA CAHKIMOHMCAIba KOJH HHCYy y CKIagy ca

BJIaJaBUHOM HpaBa,56 MOCTOjaba CYMIbE J1a TIOCTOJM MAaCOBHO HAJTJICame MoJaTaka

32 The Anti-Counterfeiting Trade Agreement — ACTA,

https://www.eff.org/files/filenode/actal 105_en.pdf, mperpaxeno 20. 08. 2015. roaune

3 Cropasym je nornucan 01. 10. 2011. roxgune, a nornucane cy ra cieache apxxase: CAJl, Janan,
Kanana, Mapoko, HoBu 3enanx, Cunranyp u Jyxna Kopeja. Cnopazym cy Tokom 2012. roxune
motmucane u creaehe npkaBe wianmne EBporcke YHuje: Aycrtpuja, bemrmja, Byrapcka, Yemka
Penry6nuka, Jlancka, @uncka, @panmycka, 'puka Mahapcka, Upcka, Uranmja, Jletonnja, JIutBanwmja,
Crnosennja, JlykcemOypr, Manrta, [Tosscka, [lopryran, Pymynuja, lllnanuja, [lIBencka u YjenumeHo
KpassesctBo. Budemu. Stop ACTA, http://www .stopacta.info/, mperpaxeno 20. 08. 2015. rogune

54 Maneruh, Bapsapa, [axuh, Jenena: ,,Iutepuer, couujaniHe mpexe u Jbyncka mnpasa“, INFOTEH-
JAHORINA Vol. 11, 2012., ctp. 774, http://infoteh.etf.unssa.rs.ba/zbornik/2012/radovi/RSS-5/RSS-5-
8.pdf, nperpaxeno 06. 08. 2015. roaune

3 Hnp. mnpocnehuBame cakylbeHMX JIMYHUX TOJaTaka KOpPUCHUKA IHTepHETa MOjeAnHUM
HHCTHUTYIMjaMa 0e3 MPeTXOAHO JoHeTe cyicke omnyke, Budemu: ACTA: Updated Analysis of the
Final Version, https://www.laquadrature.net/en/acta-updated-analysis-of-the-final-version, mperpaxeno
22.08.2015. rogune

%Y un.27 Crnopasym mponucyje o6aBe3y ApiKaBa [a HOJAPIKE CHPOBOlerme KPHBUUHMX H TpahjaHCKHX
caHkiuja y MHTepHET OKpyXemwy, IITO YaK HOAPa3yMeBa U IOJHLI]CKE POLEAYPE U KaKibhaBama BaH
PETYIPHUX CYACKUX ITOCTYIIaKa, Ha 3aXTEB IIPUBATHUX KOMITaHHUja KOje O MOTJIe OBaKBe CaHKIIH]jE U J1a
cipoBone. Cropasym, ca apyre cTpaHe, He 00e30elyje edukacHe mpaBHE JIeKOBE KaKO OM y OBUM
MOCTYNIIMMA 3alITUTHO OCHOBHA MpaBa M cropoBoheme ¢dep cyhema, y Ckimagy ca HpUHIHIIAMA
BJIaIaBHHE IIPaBa.
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Koje HHje y cknamy ca II0Be/bOM O JbYJACKHM HPaBHMA,” HOAPHBAE JEMOKpATHje,
OCHOBHHX CJ1000/a M BIaJaBHHE NpaBa,” yBoheHme OMTPHX HAYMHA KPHBHUHOT
KaKHaBamba U CIL.

Cnopasym je y EBporckom mapnamMeHTy H3a3Bao NPHIMYHE AUCKYCHje Ha
TEMy YIpo’kaBamba OCHOBHHX JbYACKHX IpaBa, na je EBporicka YHHja OBaj TOKYMEHT
npocieanna EBpornickoM cyny mpaBiae Kako OM ce M3jaCHHO Ja JIM 3aHucTa IOCTOjU
Moryha moBpema rpalhjaHCKuX JbYJICKHX TMpaBa M Ja JIM j€ WMIUIEMEHTAIHja OBOT
Cnopasyma y ckiIaay ca TeMeJbHHM IpaBuMa u ciobonama Esporcke Yauje. [Toctoju
HEKONMKO pasyiora 30or kojux ce CropasyMm KapakTepulle Kao JOKYMEHT KOjH
MIPEBHUIIIE 33aUpe Y MPUBATHOCT W TrpahaHcka mpaBa MOTpoIIada a Koja ce 0JHOCE Ha
Hutepner. Ilpe cBera, 300r nmperoBopa koju cy Bohenu y tajaoctu, Criopasym HHje
npomao cBe oJroBapajyhe mocTymnke mpoBepe W yckiahuBama ca HalMOHAJHUM U
MehyHapoqHUM JOKyMEHTHMa, a MpBa Bep3uja Tekcra Cropadyma je 3BaHUYHO
o0jaBsrera 2010. ronmuHe kKama je Owio Hemoryhe najbe MperoBapatd O CHOPHHUM
onpendama. 3aTuM, 3eMJbe IMOTIMCHHUIIE MOpajy Ja YCBOje HOBE Mepe Koje Ou
cagpkajie pPECTPUKTHBHA TIpaBWja mpuMeHe ojpenada Cnopasyma Kako Ou
3alITUTHIIE TIpaBa KOPHCHUKA Ha ci0001y roBopa, MPUBATHOCT, MOT'YhHOCT yBOhema
nHoBanuja. CropazymoM je ctBopeHo HagHanuoHo teno ,,ACTA Komitet” (,,ACTA
Comitee), koju 4YMHE HewW3aOpaHW WIAHOBM KOJU HAITIIENA]y HMILUIEMEHTAIU]Y
Cnopazyma u Tymade ra, 0Oe3 3akOHCKe oOaBe3e Ja Oyay TpaHCHApeHTHH Y

CllyyajeBUMa Koje pelaBa.

" Cnopasym 3axteBa oi MHTEpHET mocpelHHKA Ja OTKPMBAjy JIMYHE MOJATKE CBHX OHMX 3a KOje
MOMHCIIE J]a Cy MO/ YYHUHWIN HEKU OPEKpIlaj, ITO cTBapa npobdiieme rpahanuma mupom EBpore.
VYnpao 360r oBora, CriopazyMm ce KpUTHKYje jep Jaje IPBEHCTBO Pa3IMuUTUM AP>KaBHUM HOCHOLMMA
npaBa, a He CJI000JM rOBOpa, 3alITUTH MPUBATHOCTH M OCTAIIMM OCHOBHHMM NpaBHMa. Jour jeqHa on
KpuTHKa ymyheHa je 30or mocrojama moryhnoctn na Crnopa3sym Moxe aa oMmoryhu nma ce Bpmiu
HENPUMETHO HaJINefalhbeé MIIMOHA TOjeJnHala U KOPUCHHKA, 0e3 003upa Ha TO Ja JIM Cy OHH IOJ
CYMEOM HJIM HE Ka0 M CHCTEMATCKO CaKyIUbame MoAaTaka npexo MHTepHera.

¥ Onpenbe Criopasyma yrpoxkasajy cI0601y roBopa, mpasa Ha NPHBATHOCT M CI060/1e KOMYHHKALH]a
U yOPYXKUBama, TAKO IITO CE MPHOPHUTET Jaje 3alUTUTH MPUBATHOI CEKTOpa U NPHMEHU PENPECUBHUX
Mepa YCMEPEHHMX Ka 3allTUTH WHTEJICKTyalHe CBOjHHE, INTO je y CYNpOTHOCTH ca EBporickom
KOHBEHI[HjOM O JbYACKUM IIPaBUMA.

> EDRi:Protecting digital freedom, https://edri.org/ACTAfactsheet/, nperpaxeno 22. 08. 2015. rogune
% Electronic Frontier Foundation, The Anti-Counterfeiting Trade Agreement — ACTA,
https://www.eff.org/issues/acta, nperpaxeno 20. 08. 2015. rogune
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1.3. IIpaBHU OKBHP 3alITUTE MPaBa HA NPpUBATHOCT y PenyOosuum Cponju

1.3.1. Ycmae Penyonuke Cpouje

Yerap Peny6muke Cp6uje’’ y HeKoNMKO umaHOBAa rapaHTyje HpaBa Koja
MPOMCTUYY W3 TpaBa Ha mpuBatHOCT. [IpuBaTHOCT 00yXBaTa, m3mely ocrarnor, mpaBo
Ha HEMOBPEIMBOCT CTaHa, NMPABO Ha TAjHOCT MUCaMa W TOMWBKH W 3alITUTY
nojiaraka o JMYHOCTH. [Ipema ycTaBHUM oapeadama CTaH je HEMOBPEIUB U HUKO HE
Moke 0e3 mucMeHe oyke cyna yhu y Tyhu ctaH wnm apyre npocTopHje MpOTHB
BOJbE HUXOBOT JIP)Kaolla, HUTH y BUMa BPIIUTH mperpec. M3y3eTHo, ynasak y tyhu
ctaH 0e3 oJuTyKe cyJia WK IpeTpecame cTaHa 0e3 MpUCyCTBa CBEIOKA JO3BOJHEHO j€
aKo je TO HEONXOJHO PaJH HEMOCPEIHOT JIMIIeHha CI000/1e YYHMHUOLA KPUBUYHOT
JieNia WIK OTKJIambarkha HerocpeiHe U 030MJbHE OMACHOCTH 3a JbY/Ie I UMOBUHY (1.
40).

VYcraBoM ce rapaHTyje HEMOBPEAUBOCT TAjHOCTH MUCAaMa U JPYTUX CpelcTaBa
KoMyHuIMpamwa. OjacTyname Off OBOI INpaBHJa JI03BOJbEHO j€ camMo Ha ojpeheHo
BpeME M Ha OCHOBY CYJCKE OJJIyKEe aKO je TO HEONXJHO paau Bolhema KPUBHYHOT
MOCTYIKA WM 3amTuTe 6e30eaHocTH 3eMibe (wi.41).

VY mormemy 3amrTuTe NOAaTaka O JHMYHOCTH, YCTaB mpenBubha na ce
NpUKyIJbake, JApKambe, o0pasa M Kopuimheme MojaTaka O JMYHOCTH JeTaJbHHU)E
ypehyje moceOHuUM 3akoHuMMa. M3puuuto je 3abpameHa U CaHKIIMOHHCAHA
HeoBJamheHa ynotpeda JUYHUX MOJaTaka Koja HHUje Y CKJIaay ca CBPXOM HbHUXOBOT
CaKyIJbamha, OCHM y CJIy4ajeBHMa KaJa jeé TO MOCEOHMM 3aKOHOM O3HAYeHO Kao
moryhe. CBako nWie WMa NIpaBO 1a, YKOJIMKO cMaTpa Jla Ce€ HEeroBH MOJanu

37I0yNOTPEOJbEHH, 3aTPAXKU a/IeKBATHY CYJICKY 3aIUTUTY (WI. 42).

1.3.2. 3axon o 3auumumu nooamaxa o 1uuHoCmu

3akoH o 3amTHTH moxataka o Jmusocts (33[L1)* ypeljyje ycmose 3a
NpUKYIJbakhe U 00pady IMmojaTtaka O JIMYHOCTH, MPaBa JIMIA M 3aIUTHTY MpaBa JIHIA
YHjU ce MOAALM MPUKYIUbajy 1 00pal)yjy, mpeasuha orpaHuuermba 3aTHTE OJaTaka o

JIMYHOCTH, MOCTYIaK Mpca HAAJICKHUM OPraHoOM 3a 3allTUTY IoJaTaka O JIMYHOCTH,

' yera Peny6muke Cpouje (,,CryxGenu rmacuuk PC” 6p. 98/2006)
62 3aKOH 0 3AIUTHTH MOJATAKA O JIMYHOCTH (,,Cnyx6enn rnacauk PC” 6p. 97/2008, 104/2009 - np.
3akoH, 68/2012 - omnyka YC u 107/2012)
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obe3beheme monmaTaka, €BUJCHIIM]jA, U3HOIICHE Nojaraka u3 Pemybmuke CpOuje u
HAJ30p HaJ W3BpIIABAaKEM OBOT 3aKOHa (Wi 1).

VY un. 3 3akonHa nedUHKUCAH je 1ojaM TojlaTaka O JMYHOCTH, KOJH TIPEICTaBIbha
cBaKy MH(poOpMalnjy Koja ce ogHocH Ha GU3NYKO Juile, 6e3 003upa Ha OOJIUK Yy KOMe
je u3paxkeHa u Ha Hocay MH(popmMaiyje (manup, Tpaka, (puiaM, eIeKTPOHCKUA MEau] U
ClI), TIO 4YHjeM HaJory, y uHdjeé WUMe, OJHOCHO 3a YMjH padyH je wuHpopmammja
MOXpameHa, JAaTyM HacTaHkKa WHQoOpMaluje, MECTO MoXpamHBama HHbOpMaIyje,
HAuMH Ca3HaBama HH(popManuje (HEMOCPEAHO, MyTEeM CIIyllama, IIefama U Cl,
OJTHOCHO TIOCPEIHO, IyTeM YBHJA y JOKYMEHT y KOjeM je MH(popmalija caapkaHa u
i), wim 6e3 003upa Ha APYTro CBOjCTBO HHPOpMAITH]e.

up 3akoHa je ma TPWIMKOM o0Opaje MojaTaka O JIMYHOCTH CBAaKOM
¢usmukoM nuily, 0e3 o03upa Ha JAPKaB/HAHCTBO M NPEOMBAITUILNTE, pacy, TOAWHE
KMBOTa, TOJ, j€3UK, BEPOMCIIOBECT, IMOJUTHYKO U JPYrO YBEpEHE, HAIMOHAIHY
MIPUITATHOCT, COIMjaJTHO TIOPEKJIO M CTaTyC, IMOBHHCKO CTamke, poheme, 00pa3oBame,
JIPYUITBEHU TIOJIOXKA] WIH JIpyTra JIMYHA CBOJCTBA. 00€30€11 OCTBAPUBAKHE U 3AIITUTY
npaBa Ha MPHBATHOCT M OCTAIMX TpaBa W cioboxa (wi.2). Y 3akoHy je M3PUYUTO
HarJalleHo J1a ce oapeade 3akoHa He MPUMERY]y Kaja ce paiu O MoJanuMa Koju cy
JOCTYITHU CBaKOME€ W KOjU Cy O00jaBJbCHH y jaBHHM IJIACWIIMMa W MyOIMKanujama
(un.5 cr.1 Tau.l) ¥ moganMMa Koje je HEeKO JIMIIe, CIIOCOOHO J1a ce cTapa o cebu, camo
o cebu Herae ob6jaBmino (wi.5 cr.1 Tau.4). C 0063upoM Ha HaBeneHE onpeade, MOXKe ce
3aKJbYUYHTH JIa je 3aKOH HeMoryhe MpHUMEHHUTH Ha 3allITUTy KOPHCHHKA JPYINITBEHUX
MpeXxa NPHWINKOM 3J10yrnoTpede 00jaBJbeHHX JMYHHMX IOJaTraka OJ CTpaHe HEKOr
tpeher nuna.

VY un. 8 nmpensuleHo je ga oOpaga momaraka HUje T03BOJbEHA Kaja (PU3NUIKO
JMIe HUje JaJlo MPHCTaHaK 3a 00paly mojaTaka, kaaa ce oOpajaa rmojgaraka BpIIu Oe3
3aKOHCKOT oBiamthema, Kaja je HauyMH oOpajie HEeI03BOJbEH WIM KajJa HUjE jacHa
cBpxa oOpane. Ilog obpamom mojaraka moapazymeBa ce CBaka pajma IMpeny3eTa y
BE3W ca I[oJanuMa Kao IITO Cy: TPHKYIUbame, OCleKeme, MpPenuCUBambe,
YMHOXaBame, KONHpame, MPEHOIIEHkEe, MPETPAKUBAKBE, Pa3BpPCTaBambe,
MOXpabUBaAke, Pa3/iBajambe, YKPIITame, 00jeIumbaBame, Ynoao0sbaBambe, MEHaIbe,
obe30ehuBame, Kopuimheme, CTaBJbakbe€ Ha YBHJI, OTKpUBame, 00jaBJbUBambE,
IMpeke, CHUMAame, OPraHNW30BamE, UyBame, NMpHUiIarohaBame, OTKPUBAHE ITyTEM
NpeHoca WIHM Ha JIPYyTd HAaYMH YHHCHE JOCTYIHUM, PUKPHBAE, N3MEIITAkE U HA

JpyTY HAUMH YUECHE HEOCTYITHUM, Kao U CIpoBOheme APYrux paamu y Be3H ca
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HaBEJICHUM T0o/IallMa, O0e3 003upa J1a JIii ce BPILIU ayTOMATCKH, IMOJIyayTOMATCKH WIIN
Ha Ipyrd HauuH. Ha oBaj HaumH 3aKOH HMIIaK OCTaBJba MOTYNHOCT 3aIUTHTE JIMYHUX
rmojaTaka Koju ¢y 00jaB/be€HH a 3a KOje He MOCTOj! U3PUUYUTO JIaT MIPUCTAHAK, IITO j& Y
MOTIYHOCTH Yy CKJIaAy ca 3a0paHoM mponucaHoM y wi.146 KpuBHYHOT 3aKOHHKA
KOjUM j€ CaHKIIMOHMCAHO HEOBJAIINEHO MPUKYTUbAE IMYHUX [T0/1aTaKa.

OOpany momaraka Oe3 TpUCTaHKA JHUIA KOje je TojaTke 00jaBMIIO 3aKOH
J03BOJbaBa CaMO KaJia je€ HEONXOIHO 3alITHTUTH HEYHMjH >XHBOT, 3/PABJbC HIIH

(U3NYKM UHTETPUTET, Ka0 U y CBPXY MOIITOBamka MpaBHUX Npomnuca (wi.13).

1.3.3. 3akon 0 cn10600H0M npucmyny unghopmayujama oo jagnoz 3navaja

3akoH O cnobogHOM mTpuCTyny HWHpOpMan#jamMa O]l jaBHOT 3Hayaja
(3CITNI3)* ypehyje mpasa Ha mpucTyn MHpOpPMALHjaMa OJ jaBHOT 3HAuaja KOjuMa
pacriosiaxxy opraHy jaBHE BJIACTH, paJH OCTBApEHa U 3aIUTHTE MHTEPEca jJaBHOCTHU Jia
3Ha M OCTBapema CIO0O0IHOT JEMOKpPATCKOT MOPETKa W OTBOpEHOr ApymTBa. OBUM
3aKOHOM ce Takohe ycraHoBsbaBa ce [loBepeHuk 3a mHbOpMaIje o1 jaBHOT 3Ha4aja
Kao caMOCTajlaH [Jp)KaBHU OpraH, 4YWja je Iy>KHOCT, IMOpel OCTallo, Ja IpaTu
MOIITOBake 00aBe3a OpraHa BIACTH Yy BE3W NMPHUKYIUbamka MH(OpMAaIuja o1 jaBHOT
3HaYaja W Ja 0 TOME M3BEIITaBa jaBHOCT W HapomHy ckynmTuHy. 3aKOH nehUHHIIE
mTa ce cmarpa HWHGOPMANMjOM OJi jaBHOT 3Hayaja HarjamaBajyhw ma je To
nH(poMaIHja KOjoM pacIoyiake OpraH jaBHE BJIACTH, HacTala y paay WM y BE3H ca
paoM opraHa jaBHE BJIACTH, CaJpaHa y oxpeheHOM JOKyMEHTY, a OTHOCH C€ Ha CBE
OHO O YeMy jaBHOCT MMa OIpaBJaH MHTepec Ja 3Ha. [Ipu Tome, kako ce HaBOAH Y
3aKOHY, Ja Ou ce Heka mH(opMalHja cMaTpaia HHGOPMAIMjOM O] jaBHOT 3HAYaja,
HUje OMTHO Ja U je u3Bop MH(OpMaIlja OpraH jaBHE BJIACTH WIW HEKO JIPYTO JIUIIE,
HUje OuTaH Hocau nHpopmanvja (manup, Tpaka, GuaM, eIeKTPOHCKH MEIUjU U CIL.),
JaTyM HacTaHKa MHQOpMalMje, HAUWH Ca3HaBama MH(poMaluje, Kao U Apyra CIuyHa
CBOJjCTBa.

3aKoHOM O CII0OOHOM TPHUCTYITy WH(OpMAaIMjaMa Of jaBHOT 3Hayaja MTUTH
ce TPUBATHOCT U Jpyra NpaBa JIMYHOCTH Ha Taj HAYMH INTO OPTaH BIACTU TPaKHUOILY
uHpopmanrja onemoryhaBa ocTBapeme rpaBa Ha MPUCTY HH(OpMaIjamMa o]l jaBHOT

3HaYaja ako TPaKUIAIl 3JI0yNOTpeObaBa TO MPaBO, aKO je TPAKEHEC HEPa3yMHO WIIH

53 3akon 0 c10G0aHOM mpHCTYy HHpOpMAHjamMa o jaBHOr 3Hadaja (,,Cayx6enn riackuk PC” 6p.
120/2004, 54/2007, 104/2009 u 36/2010)
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ce Tpaxku mpeBenukd Opoj mHpopmarnmja (wi. 13). Ocum Tora, npeasuheHo je ma
opran BiacTH Hehe JO3BOJMTH TpPaXHOIy HWH(OpMAalHWje Ja OCTBApH MNpPaBO Ha
MPUCTYN WH(pOpPMaIMjama O] jJaBHOT 3Havaja YKOJUKO OM Ce THMME IMOBPEIUIIO MPaBO
Ha TPUBATHOCT, TMPaBO Ha yIJIEA WIM HEKO APYro MpaBo JHIA Ha KOje ce TpaKeHa
uHpopmanuja uyHO onHocHu (uin. 14 cr.l). Ocrama wWCKIbyuYema M OTpPaHHYCHHA
CJIO00THOT TpUCTYTIa HH(pOpMaIHjamMa o] jaBHOT 3Havaja OJJHOCE Ce Ha CIIy4ajeBe Kajl
O ce ocTBapemeM MpaBa Ha MPUCTYN MHQOpMalMjamMa O] jaBHOT 3Hauaja: yrpo3uo
’KHMBOT, 3/IpaBJb€, CUTYPHOCT WJIM HEKOT JIPyT0 BaYKHO AOOPO HEKOT JIMIA; YIPO3HIIO,
OMEJIO WJIM OTEXaJl0 CIIPeuaBamke MM OTKPHBAHE KPUBUYHOT JIeNla, ONTYXKEHa 3a
KPUBUYHO €0, BUlEHmE MPETKPUBUYHOT IIOCTYIKAa, BOhEHmE CYyICKOT TOCTYIIKa,
U3BpIICHE MPECye WIN CHPOBOhEme KazHe WM HEKOT APYTror MPaBHOT IOCTYTIKA,
¢dep moctymama W TpaBUYHOr cyhema; 030MJBHO yrpo3wia oja0paHa 3eMIbe,
HaIlMOHA/IHA WM jaBHa Oe30enHoCT Win MelyHapoaHu opHOCH; OMTHO yMamHia
CIOCOOHOCT JAp)KaBe Ja YINpaB/ba €KOHOMCKHM IIPOIECHMa y 3eMJbH WM OHWTHO
OTEKAJI0 OCTBAapEH-C ONPABAAHMX CEKOHOMCKMX HWHTEpeca; IOBPEAMIIO UyBambe
Jp>KaBHE, TIOCIOBHE WM Ipyre TajHe (4. 9).

HctoBpemeno, npeasuleH je M u3y3eTak Of IMpaBa Ha MPHUBATHOCT M Jpyra
MpaBa JIMYHOCTH y TPH CIydaja: ako je JIMIE Ha TO MPHUCTANIO; aKO CEe Paju O JTMYHOCTH
nojaBu WM norahajy ol MHTEpeca 3a jaHOCT, a HAPOUYHTO aKO C€ paad O HOCHOILY
Ip’KaBHE W TOMUTHYKE (GyHKIHMjEe W aKo je WH(pOpMalHja BakKHa C 003UpPOM Ha
GYyHKIM)y KOjy TO JHIIE BPIIM; aKO C€ Paaud O JIMIy KOje€ CBOJUM IOHAIIamheM,
HApOUYUTO y BE3W ca MPUBATHUM >KUBOTOM, JAJIO TOBOJA 32 Tpakeme HH(popmaruje

(un.14 cr. 2).

1.3.4. 3akon 0 enekmpoHcKuUM KOMyHUKayujama

EnexTpoHCcKa KOMyHHKAIHMja, Ka0 YMPEXKEHHU CUCTEM MPOTOKa HH(pOpMaIHja U
€JIEKTOHCKUX KOMYHMKAIlMOHUX OJHOCa, IPaBHO J€ peryjucadHa 3aKkOHOM O
CJIEKTPOHCKUM KoMyHuKarujama.”! V 3akoHy je meduHHMCaH HH3 [MOjMOBAa KOjH Ce
OJTHOCE Ha eJIEKTPOHCKE KOMYHUKauuje (3nauere nojedunux uspasa 4i. 4) Taxo je
MHTEPHET y CKJIOMY €JIEKTPOHCKE KOMYHHMKAIIMOHE Mpexe NeUHHUCAH Kao TI00aTHH

EJIEKTPOHCKM KOMYHHMKAIIMOHM CHCTEM CA4YHMIbeH O] BeIHWKOr Opoja mehycoOHo

%4 3akoH 0 eekTpoHCKHM KoMyHHKarmjama (,,Ciyx6ernn rmacank PC” 6p. 44/2010, 60/2013 — omyka
VC u 62/2014)
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MOBE3aHUX padyyHApCKUX Mpexka u ypehaja, Koju pasMmemyjy mnopaTke Kopuctehu
33jeTHUYKN CKYyIl KOMYHUKAalMOHWX mpoTokona (wi. 4 tad. 15). Kao jemam on
OCHOBHHMX IIMJb€BA M Hadyella peryjimcama OJHOCAa y OOJIACTH EJIEKTPOHCKUX
KOMYyHHKaIMja, HaBelIeHO je oOe30ehuBame BHCOKOI HHMBOA 3allITUTE TOJaTaKa o
JMYHOCTH M MPUBATHOCTH KOPHCHHUKA, Y CKJIaQy ca 3aKOHOM O 3aIUTUTH I0JaTaKa o
JUYHOCTH ¥ IPYTUM 3akoHUMa (1. 3 Tad. 12). Y ToM cMucity 3aKoH BEITUKAM OpojeM
ONpenOn peryiuile MUTakbe NPUBATHOCTH, JMYHHX I[I0JIaka Yy EJIEKTPOHCKO]
KOMYHUKAIUjH, JOCTaBJ/bakbe IIOJaTaka W 3allTUTy TajHOCTH, Oe30eIHOCT U
MHTETPUTET jaBHUX KOMYHHMKALIMOHUX MpeXa M YCIyra, TajHOCT EJIEKTPOHCKHUX
KOMYHHUKaIHja, 3aKOHUTO TPECPETakhe U 3a/Ip)KaBambe 1MoaTaka u Jp.

VY morneny nocTtaBibama IMojaTaka M 3alITUTE TajHOCTH, MPEABUNECHO je HU3
obaBe3a omeparopa, KOju je JyKaH Jla, Ha 3aXTeB ATCHIUje 3a EJICKTPOHCKE
KOMYHHUKaIl{je, JOCTaBH CBE MOoJaTKe M MH(OpMalMje HEONMXOAHE paau 00aBibama
MOCJIOBa W3 HA/UIGKHOCTH ATEHIMje, IMOCeOHO OHE KOju Cy TMOTpeOHH 3a
o0e30ehuBame 3amTMTe TMOJAaTaka O JIMYHOCTH W TPUBATHOCTH KOPHCHHKA,
NpOICHUBalke 0€30€THOCTH M MHTETPUTETA EICKTPOHCKUX KOMYHHUKAIIMOHUX MpEka
U yciyra, yKJbydyjyhu monutuke 6e30enHoctu, 00e30ehuBama KOHTUHYHTETA pajia |
3amtute nmoaaraka (wi. 41 tau. §). [TocebHO cy HaBeneHe o0aBe3e onepaTopa mpema
KOPUCHUKY (TpeTIUIaTHUK, MpUMaall) y Horieqy He3aTpakeHux nopyka (wi. 118).
3aKkoH ToJIa3¥ O] MPUHIIKMIA J1a je KopulTheme cucTeMa eIeKTPOHCKEe KOMYHHUKAIIH]e
(cucTeM 3a ayTOMaTCKO TO3MBamke W KOMYHHKANHWjy 0O€3 JbyJICKEe HHTEPBEHIIH]E,
(dakca, eNeKTpPOHCKE IOIITEe, JAPYre eNeKTPOHCKE MOpyKe) AOMYLITEHO CaMo Y3
MPETXOJHU MPHCTaHAK KOpPHCHUKA. 300T Tora je omeparop oOaBe3aH Ja KOPHCHUKY
cucrema oMoryhu ¢untpupame He3aTpaKEHUX, NIKOJJBUBUX EIEKTPOHCKUX IMOpYKa,
Kao M jeJHOCTaBaH HAuYWH 3a IMOJCIIABAKE WM HCKJbyuHBame ¢uirepa (wi. 119).
Ocum TOTra, omeparop je AyXaH Jda jaBHO 00jaBU EJIEKTPOHCKY ajpecy 3a
NPUjaBJbUBAKE HE3aTPAKECHUX W IIKOJJPUBUX EIEKTPOHCKUX IOpyKa M Ja, II0
npHjeMy 0Ka3a 0 He3aTpakeuM M IIKOIJbUBUM IOpyKama Koje Cy Mmociare oJ1 CTpaHe
HETOBUX MPETIUIATHUKA, YTBPAH YWELCHHYHO CTamkhe W, Y 3aBHUCHOCTH Ol CTEICHA
3710ynoTpede, OoMeHe NpeTIUIaTHUKA WIM My MPUBPEMEHO oHeMoryhu kopumiheme
yciyre m 0 ToMmMe ra 0e3 oJyuiarama 00aBeCTH. YKOJIHMKO Jole 10 TOHOBJbEHE
3510ynoTpede, ornepaTop uMa IIparo J1a NMPETINIATHUKY TPajHO OHEeMOoryhu Kopuiheme

yciyra, OJHOCHO pacKHHE YToBOp 0 Kopulihemy yciyra.
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[TpuBaTHOCT KOpUCHMKa 3amThheHa je U oxpendama o obpaau mojgaTaka o
caoOpahajy u mokarmuju. Oneparop jaBHUX KOMYHHKAIMOHUX MpEXa WIH OIepaTop
JaBHO JIOCTYNUX EJIEKTPOHCKUX KOMYHUKAIIMOHUX YyCiIyra, Koju oOpahyje m dyBa
nojatke o caoOpahajy mpermiaTHMKa W KOpUCHMKA (MOJALM HEONXOTHH 3a U3PaIy
pauyHa, OrjamaBamke W IMPOJajy yciyra), Ay)KaH je Ja Tpe OTIouMmama obpaje
nojaTaka 00aBecTH MPETIUIATHUKA WM KOPHCHUKA O BpCcTama IojaTtaka kKoju he outu
oOpahuBanu u Tpajamy obpane (wi. 122). [lomatke o JoKanuju KOPUCHUKA OTIEPATOP
MOXxe oOpahBaTé camo IMOJ yCIOBOM Jia C€ KOPHUCHUK YYHMHH HETPErO3HATHHBUM
WIN aKo OH Ha 00pajay MpeTXOAHO MPHCTaHe, ajld CaMO Y OHOj MEpH U 3a OHO BpeMe
Koje je moTpeOHO 3a Te cBpxe (wi. 123).

OcuMm 3amTuTe MPUBATHOCTH KOPHUCHUKA, 3aKOHOM O EJIEKTPOHCKUM
KOMYHHUKalljamMa ce IITUTU HallMOoHaJIHA U jaBHa 6e30eaHocT. Onepatop je AyXkaH Ja
y nuiby 6e30€HOCTH M MHTETPUTETA eNIEKTPOHCKUX MpEXa, TajJHOCTH KOMYHHUKAIMja
W 3alITUTE TOAaTaka O JIMYHOCTH, caoOpahajy ¥ JOKanuju, NPUMEHH aJeKBaTHE
TEXHHYKE M OpraHu3allMOHE Mepe mpuMmepeHe pusuimma. O pH3HKY TOBpenae
6e30eTHOCTH U UHTETPUTETA jJaBHUX KOMYHHKAIIMOHUX MpeXka U yciayra (HeoBiamheH
NPUCTYI, 3HA4ajaH TyOHMTaK II0aTaka, YrpoXKaBamke TajHOCTH KOMYHHKAIH]ja,
0e30eIHOCT JIMYHUX TI0JjaTaKa | JIp.) ONepaTop je MyKaH J1a 00CBECTH NMPETIUIATHUKE
(un. 124).

3aKOHOM ce MpPEIUIaTHUKY WM KOPHCHHUKY TapaHTyje TajHOCT IOjAaTaka U
npeaBubha na mpecperame eIEKTPOHCKHX KOMYHHKAIMja KOJUM Ce€ OTKpHBA CaapiKaj
KOMYHUKaIlje HUje JTOMyIITeHO Oe3 MprCcTaHKa KOPUCHUKA, OCUM Ha oJpel)eHo Bpeme
¥ Ha OCHOBY OJUTyKE Cy/ia, aKO je TO HEOIXOAHO pajau Bolerma KPHUBHYHOT MOCTYTIKA
unu 3amtute Oe30eqHocTH 3eMibe. C THUM y Be3H, MNpeABul)eHO je 3aKOHUTO
npecpeTame EJICKTPOHCKHX KOMYHHKalWja y3 o0aBe3y 3aJpkaBama I0/aTaka M

3aIUTUTY 3aJpKaHuX noaaraka (wi. 126-130).

1.3.5. Kpueuunu 3axonux Penyonuxe Cpouje

IIpaBo Ha mpuBaTtHOCT 3amTuheHo je M oapeabama KpuBHYHOT 3akoHHKa
. 65 . .
Peny6muke CpOuje™ Ha Taj HAUMH IUTO je MHKPUMHHKCAHA CBaKa MOBpea MpaBa Ha

MPUBATHOCT OJI CTPAaHE BJIACTH, JIPYTHX IMOjeIUHANAa U MHCTUTYIHUja, YKIbYydyjyhu 1

% Kpusnuuu 3axonuk Peny6muke Cp6uje (“CiyxGenu rmacauk Pemy6muxe CpGuje” 6p. 85/2005,
88/2005-ucmp., 107/2005-ucnp., 72/2009, 11/2009, 121/2012, 104/2013, 108/2014)
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CpeAcTBa MacOBHHX KOMyHMKanuja. Koa cBUX KpHUBHYHHX JieJIa pa3IUuuT je o0jexar
pamme U3BpIICHa (CTaH, MPOCTOPHjE, JIMIE, IMHCMO, IOMNJbKA, CIHC, CHHUMAK,
padyHap), ajld je UCTH OIIITH 3alITUTHU o0jekaT — mpuBaTHOCT. KpuBHuHOMpaBHa
3allITUTa paBa Ha MPUBATHOCT je cyOcuaujapHe Mpupoe, MTO 3Hauu 1a ce y BehuHn
cllyyajeBa OHA MPUMEYje KaJa ce 3allTUTa MIPUBATHOCTH HE MOXKE MOCTUNM APYTHM
CpeAcTBMMa WM Kpo3 apyre Tpane mpaBa. C jpyre crpaHe, KpUBHYHOIIPABHA
3amTUTa je parMeHTapHa, IMITO 3HAYM Ja C€ KOPUCTH CaMO Yy TEXKHM CydajeBHUMa
noBpezie npaBa Ha npuBaTHOCT.®® KPUBHUHM 3aKOHHK KOHKDETH3yje 3alITHTY TpaBa
Ha MPHUBATHOCT MpeaBUNamkeM IM0jeIMHIX KPUBHYHA JieNa KOojuMa ce mTHure ciueneha

npasa:

1. mpuBaTHOCT BepoBama U UCIOBeAama Bepe (moBpera cinoboje
HCIIOBEIahba Bepe U BpIIewma Bepckux oopeaa — wi. 131 K3 PC);

2. MpHUBATHOCT JIoMa (HapyllaBame HemoBpenuBocTu craHa — ui. 139 K3 PC
Y HE3aKOHUTO TpeTpecame — wi. 140 K3 PC);

3. momamu o aUYHOCTH (HeoBmamheHO OTKpuBame Tajue — wi. 141 K3 PC,
HeoBnantheHo MPUKYIUbalke INYHUX nofaTtaka — wi. 146 K3 PC, ogaBame
nocioBHe TajHe — wi. 240 K3 PC, neornamhenu npuctyn 3amruheHoM
padyHapy, pauyyHapCKO] MPEXH U EJIEKTPOHCKO] 00paau MmojaTraka — 4.
302 K3 PC, noBpena tajaoctu nocrynka — 337 K3 PC, onaBame cityxOeHe
tajae — 369 K3 PC);

4. mpuBAaTHOCT MUcCaMa M JPYrMX HNOUIMJBKM (IIOBpeAa TajHOCTH IHCcaMa U
npyrux nomsbku — wi. 142 K3 PC),

5. TPUBATHOCT pa3roBopa (HEOBIAMINEHO MPUCIYIIKUBAKE U CHUMAabhe — Uil
143 K3 PC);

6. TPUBATHOCT JIMKAa U JIMYHOT KMBOTa (HeoBiamheHo dororpaducame —
w1144 K3 PC, neoBnamheno o0jaBibrBame U PUKa3UBamke Tyher crmca,
noptpeta U cHumaka — wi. 143 K3 PC);

7. wyact u yraen (yBpena - ui. 170);

8. TPUBATHOCT MOPOJUYHOT >KMBOTA (M3HOUICHE JHMYHUX M TMOPOTUIHUX

npwimka — 1. 172 K3 PC).

8 Crojanosuh, 3opan: ,,['panuie, MOryhHOCT M JIErHTUMHOCT KPUBHYHONPABHE 3aIITHTE, CaBPEMEHA
agmuHUCTpanmja, beorpan, 1987., ctp. 79-80, mur. mpema Cunlenuh, XKapko: ,,[IpaBo Ha mpuBaTHOCT
— KPHBUYHOINIPABHH, KPHBUYHOIPOLECHH M KPHUMHHAIMCTHYKH ACIIEKTH’, JHOKTOPCKA IHCEepTaldja,
beorpan, 2012., www.doiserbia.nb.rs/phd/university. aspx?-BG20107404sindeli¢, npucrymbeno 22.
10. 2015. roguue
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2. IpymiTBeHe Mpe:ke Ha UHTepHEeTY U IPUBATHOCT

2.1. [lojam 1 pa3Boj APYIMITBEHUX MpexKa

[Iponanazak ¥ pa3Boj KOMIjyTepa CBAaKakKo je MOCIeAHIla 3HAYajHOT Pa3Boja
JbYACKE MHCIW M TmpoHanazamTsa. [lojeauHuu, Tpyme W JApxkKaBe 3aBUCE OJ
KOMIIjyTepa ¥ MHTEPHETa jep Ha Taj HauuMH 00aBibajy WM THM IIyTeM HyJe HajBehu
0poj cBojux yciyra. nak, nako kopunrheme KOMITjyTepa IpeacTaB/ba HePOLCHUBY
nomoh Ha OMJT0 KOM TMOJBY paja, KOMIjyTep MOXe Aa Oy/ie ynoTpeOsbeH U 3a BPIICHE
KPUBUYHHX Jena.

WuTepHer ce naHac kopucTd y BehuHH 3eMasba CBETa W CBAKHM JaHOM pacTe
Opoj meroBux KopucHuka. [Ipema momamuma o oOuMy KopHuinhema WHTEPHETA, O
2000. no 2008. roguHe 6poj KopUCHKKA HHTepHETa je moBehan 3a oxo 305% y ogHOCy
Ha paHHje MepPHOJIE, a MPOLCHYje Ce 1a OKO 3 MUJIHja/ie JbyAU Y CBETY Ha HEKU HAYHH
¥Ma IIPUCTYI HHTepHET Mpexn.’

[Ipema mocTymHMM TOAanyMa, BETIHKH je Op0j KOPUCHHUKA WHTEPHETA HMIMPOM
ceera: y CeBepHOj AMEpUIIM j€ PETHCTPOBAHO OKO 158 MmIIMOHAa KOpPHCHHUKA, Y
EBponn 95 munmona, Asuju 90 munumona, JyxHo) Amepuuu 14 u y Adpumm 3
MHJIMOHA KOpI/ICHI/IKa.68 VY nepuoay ox 2000-2008. roaune, 6poj KOPHCHUKA HHTEPETA
je, Ha mpuMep, y Asuju mopactao 3a 406%, a y Adpurm 3a 1031%.% V Pycuju je 6poj
AKTUBHUX WHTEPHET KOPHUCHHUKA TMOCIEAKBUX ToauHa noehan ca 3,5 Ha 8 munona.”’
bpoj untepHer kopucHuka y CpOuju je ueTHpu IyTa mnopactao y oxHocy Ha 2006.
roauny, kana je y Cpouju 6mto 1.400.000 kopucHuka.’'

Ca acnekrta 0e30€QHOCTH, WHTEPHET CE€ MOXE IOCMaTpaTH Kao (axkTop

yrpoxaBama 0e30eqHOCTH, amu W Kao (akTop yCHoCTaB/bamka HapyIIeHe

6e36ennoctu. Mnak, y naHamme BpeMe MHOro yerthe je kopuinheme WHTEpHETa 3a

7 ITU releases 2014 ICT figures: Mobile-broadband penetration approaching 32 per cent, Three billion
Internet users by end of this year — noganu CrenujanuzoBane Arenuuje Yjeaumenux Hamwmja (ITU),
http://www.itu.int/net/pressoffice/press_releases/2014/23.aspx#.VTy _iiGqqgkr, mperpaxkeno 24. 04.
2015. ronune

% World Internet Usage and Population Statistics, http://www.internetworldstats.com/stats.htm,
nperpaxeno 07. 11. 2014. ronune

% Ibid.

7 Ibid.

7 Kynuh-IlaBnosuh, Becna, KoaueBmh-JlemojeBuh, Mapuna, Menryc, Tatjana: , HeratuBue
MOCNIEANIE COLMjATHOT YMpPeXKaBamha Ha nHTepHeTy", KoMyHHKal#ja U JbyICKO UCKYCTBO — TEMATCKU
300pHUK panoBa, dunozodceku paxynrer Yuusepsutera y Humy, 2013., cp. 138
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yrpoXxaBame U HapyllaBame 0e30eqHOCTH. IHTEpHET ce KOPUCTU 32 OpraHU30Bambe
TEPOPUCTHUKUX aKIWja, LIMpPEHEe IMponaraHae, HEMOPAIHUX CajapiKaja, pa3HUX
HAIMOHAINCTUYKHX, JAUCKPUMHHATOPCKUX M JAPYTHX JAPYIITBEHO HETPHXBATIBUBUX
uzaeja. Y oureparypu Cy 3acTyIJb€Ha pa3iIMuuTa CXBaTama O yTUIAJy MHTEpHETa Ha
KOPUCHHUKE y CMHCIY MOJCTHULAha arpeCUBHOCTH M BpIICHA KPUBHUUHHUX Jela Y3
nomoh wWH(pOpMAIMOHNX TEXHOJIOTHja. 3acTyIUbCHa Cy M TakBa CXBaTama Koja
HErupajy KpUMHUHAJIHA yTHIIA] MHTEpHETA U UCTUYY J1a j€ HhEroB yTHUIlA] Ha ocehamba,
CTaBOBE M TIOHAIIAKE JbYyIM MHOTO BHIIE MO3UTHBAH HETO INTO MMa ETHOJIOUIKH
3Ha4aj KPUMHHOTEHOT (paKkTopa.

MogepHu CBET MHTEpHETa 3HAYajHO j€ NMPOMEHEH HACTAHKOM JPYIITBEHHX
JaBHUX Mpexa, KOje Cy TMoCTalie jeJHa O]l HajIOMyJIapHUJUX YCIyra Ha MHTEPHETY.
Buptyennu npocTop je panuje Ouo MyH 3aHUMJBHBUX U KOPUCHUX MH(pOpManuja, amu
je 6mio BeoMa Maso MOryhHOCTH /1a ce 0Baj IPOCTOpP YYMHU MHTEPAKTHBHUM U J1a CE
y Kpeupamy IojaTaka akTUBHO y4YECTBYje, IITO je OMOTYheHO M0jaBOM JpyIITBEHUX
Mpexa. OBy pUBWIIETH]Y Aa 00jaBibyjy HH(pOpPMAIIHje 3HaAYajHE 3a MIUPOKE HAPOIHE
Mace mMMao je orpanuueH Opoj Jbyau. [lanac je cBe Beha MacoOBHOCT KOPHCHHKA
APYIITBEHUX MpeXa, ajli UCTO TaKO je 3acTyIJbeHa HEETYKOBAHOCT KOPHUCHHKA O
0e30eHOCHUM pH3HIMMa 1 MOTYhHOCTHMA 32 3aIlITUTY.

Kako ce moBehaBao Opoj m MmomyJIapHOCT IPYIMITBEHUX MpPEkKa, PacTtao je H
Opoj KOpHCHHKA, IITO j€ JTOBEJIO W JIO I10jaB€ HETaTHBHHUX IOCIEAMIIA M HACTaHKa
noceOHOr 00JIMKa KpUMUHAIUTETA KOjU ce MaHHu(]ecTyje MpeKo APYIITBEHUX Mpexa 1
y BUPTYEITHOM IPOCTOPY YOIIITE, KA0 U JI0 CTBapama HOBOT OOJIMKA 3aBUCHOCTH —

2
3aBMCHOCTH OJl MHTEPHETA M APYIITBEHMX Mpeka.” OCHM TOra, CMaTpa ce ja cy

> Bugnern ,,CBe BHIIE 3aBHCHHKA O/ APYIITBEHHX Mpexka®, MuTepHeT Marasun Mongo ox 29. 01. 2012.
roguae, http://www.mondo.rs/s232269/Magazin/Sve_vise zavisnika od_drustvenih_mreza.html,
nperpaxerno 12. 05. 2013. romune: Y beorpagy je 2010. roguHe ocHOBaHO Ae(EKTONOLIKO
caBeroBauiute “EHTepa”, mpema uujuMm mnomanmma cy “rejmepu” (ocobe Koje Cy 3aBHCHE O] Urpamba
BUJICO UTapa, MPUM.ayT.) HeKal YnHUIK Buile oa 90% 3aBUCHHKA 0] KOMITjyTepa, aju Aa Ce U3 TOJUHE
y roauHy noBehaBa Opoj Jby/AM KOjU MMOCTajy 3aBHCHM OJ] NPYLITBEHHX Mpexa, a y HajBehoj mepu
npyurBeHe Mpexxe Facebook. Meljy ocobama koje mocTaHy 3aBHCHHUIM O] KOMIIjyTepa HajBHUIIC je
MylIKapana, y3pacra ox 15 no 25 roauHa. Pa3sHoBpcTaH canpiaj YMHH JPYIITBEHE MPEXe ITOTOTHUM
3a CTBapame 3aBHCHOCTH, jep 0co0e MOouMiby Ja MX CTIHO KOPHCTE M Jia He pajie HHUIITa JPYTo.
3abeexeH je U CITy4aj NalrjeHTKUBE Koja e JICYHIa Y OBOM CaBETOBAIUINTY 300T OBAKBE 3aBHCHOCTH
Jjep je mpecTana aa uzue Ha 1mocao M Jana oTkas. “‘Pexkopa” mo Opojy caT IpoBENEHHX 3a pauyHapOM
Mely ocobama Koje Cy ce JIedWse y OBOM CaBETOBAIHUINTY IPXKH MYIIKapam KOju je KOMI[jyTep
KOPHCTHO HeNpeKuaHo 36 catu. YecTH cy ciydajeBd 3aBHCHOCTH Yy KOjUMa MYIIKapIy IyTeM
JPYLITBEHUX MpeXxa CTyIajy y HeKy BPCTY €eMOLMOHANHE NpesbyOe, jep UM IPYLITBEHA MPEka CITyKH
Kao MECTO TAe AHEBHO MOTY CTYIHMTH y KOHTAaKT Ca BEJIUKHM OpojeM jKeHa M [a jeé yIpaBoO M3 OBOT
pasiiora y OBOM CaBETOBAIMILITY Y jeJJHOM Iepuoay Owia odopMmibeHa MoceOHa rpyrma 3a Teparnujy
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APYIITBEHE MpEXKEe HJICATHO MECTO 3a TyOJbelme BpeMeHa - 300r IpeKoMepHOr
Kopuihema OPYIITBEHHX Mpeka J0Ja3d 10 oljarama obOaBe3a 3a KacHHje, IITO
MOXK€E M3a3aBaTu CcTpec, ocehame KpuBHIle, TYOUTaK JIWYHE MTPOYKTUBHOCTH, TyOUTaK
KOHIIGHTpALKj€ U HEro/10Bame Jpyrux 300r HEUCIyHhaBamka OArOBOPHOCTH U 00aBe3a.

[Ipereua npymrTBeHMX Mpexka HacTtama je 1978, rommne y Ywukary, y
Cjemumenum AmepuukuMm JlpkaBama, Kaja Cy JIBOJHUIIa KOMIT)YTEPCKHX 3Haiara
amaTepa HalpaBWIW HEIITO MOIMyT BUPTyeaHe “‘oryiacHe Tabne” (enria. Bulletin board
system - BBS),” Ha Kk0joj Cy MOIie Ja ce OCTaBJbajy MOpYKe, ODABEIITEHAa U
pasMemyjy uHbopManMje O pa3snuuuTHM Jorahajuma kpo3 T3B. “moctoBe”. OBa
rOAMHA C€ 3ampaBO CMaTpa TOJUHOM PYIUMEHTAIHOT II0YETKa pa3Boja MalHux
BUpTyeNHUX 3ajeqHunia. ['ogune 1992. ocHoBaHa je mpBa BHPTYyEIHA 3ajeIHUIIA 3a
CTyACHTE M MJiajJe JbyAe, a 1997. roauHe mpBU MyT Cy MOYENH @ Y BUPTYEITHUM
3ajeJHMIIaMa HacTajy NpoQHId KOpUCHHKA, 1a ce (opMupajy Tpyre mpujaresba a
HacTaje 1 MOryhHOCT KOpHCHHKA 18 KOMyHHIHpajy myTeM “hackarma” (enrm. Chat).”
[IpBa mpaBa apymTBeHa Mpexa Hactana je 1999. ronune y Benukoj bputanuju mos
cuMGoTHIHIM Ha3uBoM “TTOHOBO OKyIUbeHH npHjatessn” (enri. Friends Reunited),”
KOjU je yKa3uBao Ha paslor yApYyXHBamba KOPHUCHHKA OBE MpPEXKE y BHUPTYyeENHA
JpyIITBa — MOTpara 3a npujaTeJbiMa ca KojuMa CTe HeKaJla MUK Y TIKOJY.

VY naHamme BpeMe APYIITBEHE MpEXKe MPECTaBibajy HAYMH 32 TOBE3MBAME

JbYIM IIUPOM IUIaHeTe. Y3 MoMoh APYIITBEHHUX MpeEka, CBET je y MOTryhHOCTH a

caMmo 3a OBaj THII 3aBUCHOCTU. 3aBUCHUK O/l HHTEPHETAa CE MOXKE IPENO3HATH 110 TOME ILITO CBE BHIIIE
BpEMEHA IIPOBOJM 32 KOMI[jyTEpOM, HE MOXE Jla KOHTPOJHIIE CBOjy MOTPedy, YKOJINKO My HEKO
3a0paHy J1a KOPUCTH KOMILjyTep OJUIa3h y MIPaoHHMIE, KOJ JIele CE jaBjbajy MpOoOJIeMHU ca IIKOJIOM, a
aKo TOKyIIaTe Ja YKakeTe 0co0u J1a MMa mpobiem oHa he mocTaTi arpeciBHA WIA HETUPATH IIPOOIIEM.
CTpydmany U3 OBOT CaBETOBAJMINTA KXy Ja 3a JAWjarHOCTH(UKOBAHmE 3aBUCHOCTH MOpa J1a TIOCTOj!
HajMame TPHU OJ1 IIECT CUMIITOMA - CHa)KHA JKeJba 3a yrnorpedoM MHTepHeTa 1 HeMOTYhHOCT KOHTPOJIE;
rojaBa arncTUHEHIMjajHe KpHU3e YKOJIIMKO 0co0a HHje 3a pauyHapoM; MOpacT TojepaHiuje Tj. cBe Beher
Opoja caTW NPOBENSHUX MpeN padyHApOM; IPOTPECHBHO 3aHEMapHBame OCTaIUX obaBe3a U
HHTEepecoBamba; KopHiheme padyHapa Hako IIOCTOJH CBECT O TOME Ja TO cTBapa oapeheHe mocneaunne
W KeJba Jla ce TPeKHHE U YCIOCTaBHU arncTuHeHnuja. Tperupame 3aBUCHOCTH 071 MIHTepHeTa pasiukyje
ce 01 OCTAJIMX TepaIlija 3aBUCHOCTH I10 TOME LITO MAlMjeHT UaKo je Ha OJIBUKaBaby MOXKE Jla KOPUCTH
pauyHap, alnu My HHje JI03BOJbEHO Jia YUECTBYje Y IPYIUTBEHUM Mpexama, jep HJb Tepamnuje Huje Ja
ocoba Oyze y JMOKMBOTHO] arllCTHHEHLHWjU oJ] yrnorpebe MHTepHeTa, Kao MITO je ciydaj KOa JIpyrux
3aBUCHOCTH, HETO JIa CE BpaTH Ha HUBO KOPUCHE yNOTpeOe HHTEpHETa.

7 The Brief History of Social Media: Where people interact freely, sharing and discussing information
about their lives,
http://www?2.uncp.edu/home/acurtis/NewMedia/SocialMedia/SocialMediaHistory.html, mperpasxeHo
07.02.2015. rogune

™ Ibid.

7 Ibid.
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BI3yanmsyje Bese m3Mely mojemmnana.’® Yak Mako BPeIHOCT OBHX Be3a HE OCIHKABA
y TIOTIYHOCTH peajlaH JKMBOT M CTBAapHE OJHOCE, NPYIITBEHE MPEXKE IMOMaXy Ja ce
cazHajy Be3e wu3Mely Jbyau, Kako OW ce Jbyau OoJbe pasyMenu H YTBPIWIH
melyycobuy mosesanoct.”’

VY nocnenmux HEKOIUKO FOUHA, Opoj IPYIITBEHUX Mpeka yOp3aHo pacTe jep
ce nosehana norpeda 3a OBUM BHUJOM YMpe)KaBawma JbYJId U PA3MEHOM DPa3IMYUTHX
cajipkaja ImyTeM JIPYLITBEHUX MPexa.

VY Peny6muuu CpOuju, momamy ykasyjy Ha IOCTOjamk€ HMCTHX TPEHIOBAa U
TeHaeHIMja mnoBehama Opoja JpYIITBEHUX Mpeka M HUXOBUX KOPHCHHUKA.
HctpaxkuBame 0 ynorpeOu MH(OOPMAIIMOHO-KOMYHHUKAIIMOHUX TEXHOJIOTH]ja, KOje je
ypaano PemyOnmuku 3aBoj 3a cTraTUCTUKY modeTkoMm 2012. roauHe y CKiIaay ca
“EBpocTar” METOZOTOTHjOM 06jaBIbEHO Y MOCIOBHOM mopTany Economy’® mokasamo
je ma y CpGuju 55,2% nomahmMHCTaBa moceayje padyHap, IITO MPEACTABIbA
noBehame 3a 3,1% y omnocy Ha 2011. roguHy. Y HCTpakwBamy je HABEACHO 1a
MHTEPHET MpHUKJbydak nocenyje 47,5% nomahuncrasa, mro ynHu nosehame 3a 6,3 %
y onHocy Ha 2011. ronuny, kao u na caku jgaH Bume o 2.100.000 craHoBHMKa
KOpUCTH VIHTEpHET a HaJIoT Ha JAPYLITBEHUM Mpexama uma 92,1 % nonynauuje ox 16
1o 24 roguHe.

[ToBehamem ymorpebe wuHTEpHETA H Opoja KopucHUKA, Behe cy w
pa3HOBpCHHje W MoOryhHOCTHM 3a 3yI0ynoTrpedy HHTEpHET Mpexe. Y Be3Hd ca
KOMITJyTepCKUM 3JI0ynoTpebamMa TMOCTaBWIO C€ MUTame 3allTUTE M0jeINHAYHOT
JIMYHOT TIpaBa - MpaBa Ha MPUBATHOCT.

Pa3Boj MoJepHUX TEXHOJIOTHja Y BEIMKO] MEPH j€ YTPO3UO JTHYHY MPUBATHOCT
y BUpTyenHoM npocTtopy. CaMa unmeHuIa Ja je JInyHe nojaatke mMoryhe cakymparu,
4yBaTH, AUCTPUOYUPATH, YMHOKABATH, 00jaB/bUBATH U YNHUTH JTOCTYITHUM HIMPOKOM
KpYTy JbyJaW, CTBOpMJIA je HecurypHocT u ocehaj HemoBosbHe 3amutuheHoctu. IIpe
HEKY JICIICHU]Y, IOK Cy padyHapCcKe TEXHOJIOTHje TeK OUie Y pa3Bojy, CBU OBH IOJAIH
npedarBaly Cy W3 BUPTYEIHOT MPOCTOPA HA PA3IUYUTE TUTHTAIHE Meauje, ynHehu

SAuruTanHe pgocujee”. Pa3Bojem wuHQOpMAIMOHUX TEXHOJOTHja, omoryheHo je

® Top 10 Social Networking Sites, http:/news.discovery.com/tech/top-ten-social-networking-

sites.html, mperpaxkero 05. 08. 2012. romune

77 Ibid.

" IMocnosun nopran Economy, http://www.economy.rs/ , npetpaero 27. 09. 2012. roauue
7 55% nomahusncrasa y Cp6uju moceyje pauynap, 47,5 0/ICTO HHTEPHET,
http://teslio.com/blog/post/tbloger/3865, nperpaxeno 27. 09. 2012. rogune
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MOBE3MBAKE PA3IMUUTUX 0a3a Tojaraka, INTO je NOJAaTHO MoBehajao pHU3HK O
HapyIllaBama MPUBATHOCTH HHUXOBUX KOPHUCHHUKA.

[TojaBoM MHTEpHETA, TPEHOC TUTHUTATHHUX TMOJaTaKa U HH(opMaIrja mocrao je
jom makmu. Y TIOYeTKY, ,,IPUMHUTHBHU IIOYETHH HMHTEpHET je omoryhaBao
KOpUCHHUIIMMa aHOHUMHOCT — HH(popMaiuje cy npocinehusane npeko IP anpeca koje
HUCY MOTJIE J1a TIPETI03Hajy HU KO je TOIIMIbajiall HUTH KO je TpuMaan HHpopmanuje.
Janammu  ,,IPOTPECUBHUA" MOJIE]I HWHTEPHET KOMYHHUKalHMja je€ y TOTIIYHOCTH
ApYTayuju ¥ OTIACHHjU TI0 IPUBATHOCT CBOjUX KOPHCHUKA.

,2Komaunhu* (enrn. Cookies) u ,,0y0e* (enri. Bugg) ctBopmin cy BUPTyelTHH
MpOCTOp KOjU HE INTHTH mpuBaTHe uHTepece, Beh ¢daBopusyje m Hamehe kao
UMIIEPATUB TPHHIUI CTAIHOT ITOCMaTpama CBUX KOpHUCHHKA. OBaKkBH padyHapCKu
NporpamMy CakyIjbajy ca MHTEpHETa MH(OpMaluje MOMyT JIO3WHKH, Tperie aBaHux
MHTEpHET cajpkaja, caapikaja mociatux mnopyka. Pesynrat je HemoryhHOCT
KOpPHUCHMKA WHTEpPHETAa Ja C€ HENPUMETHO W aHOHUMHO Kpehe BupTyemHUM
npocropoM. Ha oBaj HaumH, mepcoHanIM3anyja BUPTYEITHOT MPOCTOpA CBE BUILIE CE
u3jeIHavaBa ca MaHUITYJIAIM]OM JJMYHUM TIO/IallIMa ¥ TPUKPHUBEHOM EKCIIIOATALINjOM
KOPHCHHKOBHX KeJba i rotpeta.™’

Jenny on HajMohHHMjUX MHOBaNMja y KPaTKOj HCTOPHUjHU MOCTOjamba MHTEPHETA
MpeJICTaB/ba HACTAHAK JPYIITBCHUX MpeXka, Koje cy omoryhwie Hajpa3InduTHje
KOMYHHUKaIje Jbyau, 0e3 003rupa Ha KOM Kpajy cBeTa ce Hayaze. Heke ox uHTEpHET
aljIMKanMja cy JOBele 10 3JI0yrnoTpede NpPUBAaTHOCTH KOPHCHUKA APYHITBEHHX
MpeXa, OTBOPWJIE Cy pacrpaBe Ja JIM je KOJA IPYILITBEHUX Mpeka 3arpaBo ped o
KOMEpIMjaTHOM HMHTEPECy, WM O CTBapamy HOBUX KOMYHHKAIMja M TOBE3HMBAMY
JbY TV IIUPOM TIJIaHETE.

TMojennHa MCTpaXMBAA" Cy MOKa3aga Aa je aKTMBHOCT HA APYIITBAHHM
Mpexkama Hajuemhu pasjor 300r uYera JbyAM IMPOBOJAE BpeMe Ha HMHTEPHETY: Ja
3anpaBo 31,3% KOpHCHHMKA MHTEpHETA BpeMe NMPOBOJU Ha UHTEPHETY CAMO Y OKBHUPY

CBOj€ aKTMBHOCTH Ha HEKO] O] APYIITBEHUX MPEKa YHjHU j€ PETUCTPOBAHU KOPUCHHUK.

% Spinello, Richard.:”Privacy and Social Networking Technology”, International Review of
Information Ethics Vol. 16 (12/2011), ctp. 44, http://www.i-r-i-e.net/inhalt/016/spinello.pdf,
nperpaxkero 01. 03. 2013. rogune

8 STUDY: Kids Try To Access Social Networks Nearly Twice As Much As Porn Sites,
http://www.adweek.com/socialtimes/kaspersky-lab-study-kids-parental-control/422432,  mperpaxeHo
10. 01. 2015. rogune
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Kaspershky Lab

Social networks
Pornography, erotic materials
Online stores

Forums and chat

Web mails

lllegal software

Casual games

Violence

Explicit language
Payment systems
Weapons

Gambling

Drugs

Anonymous proxy servers

2
I'pacdmxon 1: Heku o pasiora kopuuiherma nHTepHETa ©

JlpymTBeHe Mpeske M IPYIITBEHO YMPEKaBambe MPeICTaB/ba jeTHOCTaBaH YHH
oJpKaBama W/WIM OjadyaBama Iocrojeher kpyra mpujaresba W/MIM MO3HAHUKA U
caMHM THM LIHpeRe THX Kpyrosa.” OBako ce mopex mocrojehmx dopmmpa
yIIO3Haje HOBa MpeXka TpHjaTesba W MO3HAHWKA, INTO JOBOAM IO HACTaHKAa Mpeka
MOjeIMHAIA U CTBAPAE 3aje)1H1/1ua.84

ITocToje n cxBarama mHpemMa KOjUMa JPYIITBEHO yMpeKaBame JONPUHOCU
KBAJIUTETY COLMjaTHUX HHTEpaKifja, yMOTIymaBa M 0oxpadpyje KOMYHHUKAIUj)y y
($U3NYKOM CBETY, MOJCTHYE Pa3BOj TOJEpPAHIMj€ HA PA3IMUUTOCTH, IMPEBAZUIAKEIHE
KIIACHUX, BEPCKHUX, Y3PAaCHUX, KYyJITYpHHX, TIOJUTHUYKAX pa3IhKa, TOJCTHYE
KpEaTUBHOCT, aKaJIeMCKE CIIOCOOHOCTH, COILMjaJIHE BEIITHHE, Ca3peBamke M Pa3Boj
unenTHTeTa.”

VYnpaBo cBojoM momyJapHouihy W BeIWKHM OpojeM KOPHCHHUKA, IPYIITBEHE
MpEXKe Cy CTBOPHIIC CBOJEBPCTaH ,,HAI30p” HAJl CBAKOJHEBHUM aKTUBHOCTHMA JbY/IH,
bUXOBUM HAaBHKaMa, HUXOBHUM KpPETameM M JApYXKemeM. Y paHujeM Iepuomy,
BUPTYEIIHHU MPOCTOp OMO je MyH 3aHUMJBUBUX U KOPUCHHUX MH(OpMaLMja, aau je Ouito
BEOMa Mayio MOT'yYhHOCTH Ja OBaj MpocTop Oy/ie MHTEPAKTUBAH U J1a Ce y KPeupamwy

noJiaTaka aKTHMBHO y4YecTBYje. Y NaHAIIkEe BpeMe JPYIITBEHE MPEXE MPEICTaBIbajy

82 .
Ibid.
% Kymmh, Cuauma: “Online drustvene mreZe i drustveno umrezavanje kod uéenika osnovne kole:
navike facebook generacije”, )Kuot u mkomna, 6p. 24 (2/2010), rox. 56, ctp.103
84 1y
Ibid.
% Kynnh-TTasnosuh, Becna u ap., op.cit.,2013, crp. 139
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HAYWH 32 TIOBE3UBAKLE JbYIU IUPOM TUTaHETe. Y3 moMoh APYIITBEHUX MpPEXkKa, CBET je
y MoryhHOCTH 1a BH3yanu3yje Bese usmely mojeausara.*

Hako cy mpBu OOJMIM cepBUCa 3a JPYIITBEHY MpPEXY HACTAIH PaHHX
nesenecetux ronuHa XIX Beka, kaga cy Owse momyT coOa 3a hackame rie je Buiie
KOPHCHHMKA MOTJIO Ja Heo0aBe3HO Mel)yCOOHO KOMYHHUIIUpa a MpHCTyn je Ouo
JI03BOJBCH CaMO TPEKO perucTpanuje Wik HaauMka (eHri. Nickname), cepBucu 3a
IpymTBeHY Mpexy ce y XXI BeKy ycioxkaBajy W Aajy KOpHCHHKY Behu mpuctyn
nomaruma. CTBapajy ce CajTOBU KOju he TONako 3aMEHUTH CTape BHIIOBE
KOMYHHUKaIl{je: OHE Iopea NpPBOOMUTHE YyJore Yy KOMYHHMKAllMjU, UMajy YIOTY
MapKeTHHTa, MPOMOBUINYhH Ipyre BeO-cajTOBE M HU3 PA3IMUUTUX yCIyTa.

JpymtBeHa (coumjamiHa) wmpeka (eHria. Social network) Hajuenthe ce
neuHUIIE Kao JAPYIMITBEHAa CTPYKTypa cacTaBjbeHa O]l MojeauHaria  (Wid
opraHu3aiyja) Koju ce Ha3MuBajy ,,UBOPOBH, a KOjU Cy MOBE3aHU jJEIHUM WM BHIIE
CHCIM(PUIHAX THUIIOBA Mely3aBUCHOCTH, Kao MTO Cy BPEIAHOCTH, BH3Hje, HJE]e,
(UHAHCH]|CKM  HWHTEPECH, TPHUJaTeIJbCTBO, CPOJCTBO, 3ajeHHMYKH  HHTEpEC,
(duHaHCHjCKa pa3MeHa, HEOMNa/lame, CEKCYalHH OJHOCH WU OJIHOCH IOBEpEHa,
3HAFba MM PECTIKA.

JIpymTBeHe Mpexe ce MOory Ae(HHUCATH U Kao CKYT HHTEPHET Iporpama Koju
ciiy’)ke na O ce JbynM Yy KOMYHHKAIMjH TIOBE3aJM Ca CBOJUM TIIpHjaTesbuMa,
pohanuma, Kojerama W KIHJEHTHMa, NMPH YEeMy HUXOBH HHTEPECH MOTY na Oymy
IPYIITBEHH, TOCIOBHH MM MEmIOBHTH. OHe omoryhaBajy JbymuMa ga Gydy Aco
BHPTyENHE 3ajeJHAIE y KOjOj MOTY Ja pasBHjajy pasimuuTe OfHOCE, a
MIPEJICTaBJbajy TEPMUH KOjU C€ KOPHUCTH 3a OOJIHK JhbyJICKe HHTEPaKIIHje, IPH K0joj ce,
myTeM nocTojehnx mo3HaHuka, yro3Hajy HoBe 0co0€e pajy oCTBapHBama APYIITBEHUX

HJIK IIOCJIOBHHUX KOHTAaKarTa. %0

% Top 10 Social Networking Sites, http:/news.discovery.com/tech/top-ten-social-networking-

sites.html, mperpaxkero 05. 08. 2012. rogune

¥ Bunanosuh, MBan: , PedHuK cOLMjaHOr paga“, YapyKeme CTPYUHHX PajHHKA COLHMjaTHe 3aIITHTE
Cpouje, [pymrBo couujanaux paanuka CpOuje, Aconmjanuja neHtpa 3a couujainau pan Cpowuje,
Vuuja Crynenara couujaisor pana, 2006, beorpan, ctp. 437-438

% Social networking, http://www.investopedia.com/terms/s/social-networking.asp , mperpaxeno 07.
06. 2014. roqune

¥ Social networking, http://www.techterms.com/definition/socialnetworking, mperpaxerno 07. 06.
2014. rogune

% CurypHOCHM PH3MIH JPYIITBEHHX MpeXa - XpBAaTCKa aKajeMCKa M HCTPaKHBAYKA MPEXa,
www.cert.hr, mperpakero 17. 03. 2015. rogune
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YecTo 03HaUEHa M Kao ,,BUPTYyETHA 3ajeJHHUIA" WIH ,,CKYN JUYHUX Mpoduia
Pa3NMMYUTUX JbyIU*, APYIITBEHA MpeXa MPEICTaBJba MPE3EHTANN]y HA HHTEPHETY
KOja Ha JETHOM MECTy cClaja JbyjJe Kako OW pPa3MEHWUJIM MHILJbEHA, NMPHYAIIH,
TOIEITHIIN HCje W HHTEPECOBAba i CTBAPAIN HOBE KOHTakTe.” OBAaKBA aKTHBHOCT Ha
MHTEPHETY MpPEACTaB/ba KapaKTEpPUCTUYaH JPYIITBEHH MEAM], YUjU CaApKa] 3a
Pa3NMKy OJ] IPYTHX MEJHja KPEHpajy CTOTHHE Ta YaK U MUJIMOHH JbY /.

[Toxg mpymTBeHMM Mpekama MOJpa3yMeBajy ce M Beze u3Mely ,,9BopoBa‘ -
Mel)ycoOHO HCTperuieTaHuX OJHOca TMOjerHana | OpFaHI/ISaHI/Ija.92 [Tojenuuim
KopucTe oApeheHe UHTEPHET CTpPaHMIle KaKo OW CTBOPHUIIM CBOje jaBHE JIMYHE KapTe
(mpodwmiie) u crBapaym onpeheHe ogHOCE ca APYrHM JbyJAMMa KOjU MMajy TPHUCTYII
mruxoBoM mpodury.” ITpoduin MpencTaBibajy jeIMHCTBEHE CTPAHMIE HA KOjUMa
CBAaKM TOjeIMHAIl MOXKe ceOe 1a MpeACcTaBd APYrHMa, ' y OHOj MEPU W HA HAYHMH HA
KOjH TO YKEJIH.

[Tojemuuan ayropu, monyt Penmu [lojepmajepa (Randy Duermyer), cmarpajy
Ja ce APYITBEHa Mpeka MOXKE OJPEAWTH Kao CKyN WHAWBHIYya KOjU JieJie CBOja
3ajeHMYKa HHTEpecoBama. Tadka IMOBE3AHOCTH OBHX MHIMBHIYya MOXe 13 Oyle
OKpY)X€Hhe y KOME >KHMBE, Bepa, IMOCIOBHH HHTEPECH, 3ajeIHUYKU TpHUjaTesbu WIIH
yBepema Koja gerne.

HacympoT neduHucamy IpymITBEHUX MpeXa Kao CKyla WHAMBHIYa, TIOCTOje
u aytopu monyT bojma m Emucon (Boyd & Ellison) koju cmatpajy na apymTBeHe
Mpeke NpeaCcTaBibajy yclyre Koje ce 0a3upajy Ha KopHilhewmy HHTepHeTa momohy
KOjUX MojequHIM 1) MOry Ja cTBapajy CBOj€ jaBHE WJIM IOJyjaBHE Mpoduiie yHyTap
JEOHOT OTpaHWYEHOr CHCTeMa, 2) cTBapajy ypeheH crmmcak KOpHUCHHKA ca KojuMa

KOHTaKTHPA]y U pa3Memyjy uHbopManuje u 3) 1a npeTpaxyjy JUCTE KOHTAKaTa OHUX

1 Social network, http://www.computerhope.com/jargon/s/socinetw.htm, mperpaxero 08. 06. 2014.
T'OJHUHE

2 Social network, http://www.webopedia.com/TERM/S/social network.html, mperpaxerno 07. 06.
2014. ronune

% Social networking site, http://www.webopedia.com/TERM/S/social networking_site.html
nperpaxeno 07. 06. 2014. ronune

 Kymmh, Cunnma, op.cit., 2010, ctp.104

% Duermyer, Randy: “ Social Networks - Define Social Networks®,
http://homebusiness.about.com/od/homebusinessglossarl/g/social-networks.htm, nmperpaxeno 07. 06.
2014. ronune

% Ibid.
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ca KOjUMa Cy IOBE3aHH y CHCTeMy. AKTHBHOCT HA ADYINTBEHHM MpeKama MM
,yMpexkaBame“ (eHrin. Networking) mma 3a Wb Ja WHUIUPA YCIOCTABJHAHE
KOHTAKTa, YIIaBHOM m3Meljy by koju ce Meljyco6HO He mosHajy. °°

AHanu3upameM je3UYKHX Tymauerma IMojMa ,,IPYIITBEHA Mpeka‘, IpUMETHE
Cy pasiiUKe y Caap>XHHM KOjy OBaj mojaM oOyxBara. /IpyliTBeHa Mpeka MpecTaBiba
cnenu(UYHy WHTEPAKIjy JAPYIMITBEHUX M JIMYHUX OJHOCA, OAHOCHO WHTEPHET
CTpPaHMIy WM aIuIMKalWjy Koja omMoryhaBa HEHHMM KOpHUCHUIIMMA na MelycoOHO
KOMYHHIIMPAjy Ha Taj HaYWMH IITO pa3Memyjy uHbopMaluje, KOMEHTape, MOpykKe,
cimke u cin.” TIox APYIITBEHOM MPEXOM IOApasyMeBa Ce M MHTEPHET 3ajeIHMIA
JbyIA KOjU CY OKYIUbEHH OKO 3ajeJHHYKHX HHTEPECOBama KOPHCTE KOMIIjyTepCKe
TEXHOJIOTH]e 1a O Mel)yCOOHO KOMYHUIIMpAIM U pa3MEHHUBAIM UHPOpMaIHje, a CBE
TO IIPEKO HHTEPHET MOPTaa KOji oMoryhaBa mBHXOBY KOMyHHKAIH]Y.

JlpymiTBeHe Mpeske Mory na Oyay, Y OJHOCY Ha MPUPOIY Be3a 300T KOjUX ce
Jby/IU CTIajajy, XOpU30HMAIHe, YKOIUKO Cy KOPHUCHHIIM TIOYENH Jia ce MoBe3yjy 0e3
TayHO onpeheHux 1ubeBa WX W3 3a0aBe, U GepmuKkaiHe, YKOIUKO ce O0aBe TayHO
onpeeHUM aKTHBHOCTHMA WJIM WHTEpPECOBamMMa (HIP. NPOHATAKEHE IOCha,
yrosHaBame u ci). '

[lopen mojma ,,apymTBeHE Mpexe”’ dYecTo KOpuImheH je HW TEepPMHH
,JIPYIITBEHOT yMpekaBama™ (eHri. Social networking), ma ce Beoma 4ecTo oBa /Ba
1ojMa KOPUCTE Ka0 CHHOHUMH, MAKO TIOCTOJU paslidKa. ,,YMpexkaBame”, 3a pa3iukKy
Ol NPYIITBEHUX Mpeka, oOyXxBaTa WHHUIMPAmE M TMOKPETame OJHOca, Hajuelihe
u3mely ocoba koje ce He mo3Hajy. > Mako je ymMpexaBame Moryhe i Ha IpyIITBEHAM
Mpexama, OHO HHje MHUXOB MNpUMapHH Wb, OHO INTO YHHHA CHEHH(DUIHOCT
JIPYUITBEHUX MPEKa je Ja oHe oMoryhaBajy mojeAMHITIMA 1a apTUKYJIHPA]y U YIUHE

BUJJPUBUM CBOje Beh moctojehe mMpexke KOHTakaTta M MO3HAHHWKA, a HE J1a YIO3Hajy

o7 Boyd, M.Danah, Ellison, B.Nicole: “Social Network Sites: Definition, History,and Scholarship”,
Journal of Computer-Mediated Communication Volume 13, Issue 1, International Communication
Association, oktobap 2007, crp. 211, http://onlinelibrary.wiley.com/doi/10.1111/j.1083-
968101.2007.00393.x/fu11, nperpaxeno 11. 12. 2014. rogune

1bid.
% Oxford dictionaries, http://www.oxforddictionaries.com/definition/english/social-network
nperpaxeno 07. 06. 2014. ronune
1% Social network, http://dictionary.reference.com/browse/social+network, nperpaxeno 07. 06. 2014.
rOJINHE
%1 Financial times, http:/lexicon.ft.com/Term?term=social-network , mperpaxeno 07. 06. 2014.
rOJINHE
102 Kyuuh, Cunminia, op.cit., 2010, ctp.105
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Herno3Hate ocobe.' > J[pyIITBEHE MPEXKe 3aIpaBo MPBEHCTBEHO CIyKe 1a KOPUCHUIA
KOMYHHUIIMPAjy ¢ ocobama Koje cy Beh J1eo0 lHUXOBOT “peanHor”, CBaKOJHEBHOT CBETA,
jep Wako IpyIITBEHE Mpeke oMmoryhyjy u oakmiaBajy yrmo3HaBamke€ HOBHX 0co0a
jenaH oJ IJbeBa HUXOBOT MOCTOjamka je M OJpKaBamke W/WIH OjayaBame OJHOCa ca
JbyiuMa Koju ce MelycoOHo Beh mo3Hajy uim apyske.

CBe mpymTBeHe Mpexe (YHKIMOHHUITY MPEKO CEPBHCA 3a APYLITBEHY MPEKY.
CepBuc 3a IpymITBEHY MpPEXy IedHUHHINIE ca Ka0 MHTEpHET yciayra koja omoryhasa
nojeIvHIMMa JAa 1) HampaBe jaBHM WU TONYy-jaBHU TPOoGUI Yy OKBUPY jeOHOT
OrpaHUYEHOTI CHCTEMa, 2) KOHTPOJMIIY JHCTYy JAPYTHMX KOPHUCHHKA ca KOjUMa Cy
TI0BE3aHH, i 3) KOHTPOJIHIITY OIHOCE KOje MMajy ca KOPHCHHIMMA yHyTap mpexe.

19%) ¢y ncrpaxusane

[Tojenune mapkerunmike areHnuje (Hmp. Pew Internet
npoduiie KOPUCHUKA Pa3IMUUTHX IPYIITBEHUX MpeXka, y JKeJbU Ja Ca3Hajy KO Cy
Jby/IM KOjU CBAKOJHEBHO Mocehyjy BUPTYeTHO MECTO 3a APY>KEHhe U KOMYHHUKAIH]Y.
[Tomany nOOMjeHN MPUIMKOM OBOT MCTPAXKMBaa KOj€ je CIPOBEICHO y MEPUOTY O
23.-26. janyapa 2014. roguHe noka3zyjy aa je y janyapy 2014. ronune 74% onpaciux
oco0a aKTMBHO KOPUCTHJIO APYIITBEHE MpPEXKE Ha KOjUMa Cy MMalld PErHCTPOBaHE
npodrre.'*® Uctpaxupame je mokasano 1a ¢y To y Hajsehiem 6pojy xeme (74% xena
j€ OIrOBOPHIIO Ja KOPUCTH JPYIITBEHE MpPEXKeE, JOK CBOje HAJIOre Ha JPYHITBEHUM
Mpexama uma 62% wyikapana), crapoctd oa 18-49 romuHa, CpeaEmOIIKOJICKOT
oOpasoBama. McTo uctpaxkuBame crpoBeneHo centeMopa 2014. roguHe mokasano je
na 71% mnyHONeTHHX o0coba Koje KOpPHUCTE [PYLITBEHE MpEeXe HMajy Hajor Ha

npymtBeHoj mpexxu Facebook, 23% kopucte Twitter, 26% Instagram, 28% Pinterest

1 28% mocnoBHy apymTBeny mMpexy LinkedIn.'?’

' Ibid.

1% Boyd, M.Danah, Ellison, B.Nicole, op.cit., 2007, ctp. 216

15 pew Research Center, http://www.pewinternet.org/fact-sheets/social-networking-fact-sheet/
nperpaxkero 07. 02. 2015. romune

"% Ibid.

"7 Ibid.
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2.2. [IpuBaTHOCT KOPUCHUKA APYIITBEHUX MpPeKa

JIpymTBeHe Mpexe Cy CTBOpWIIE IpaBe JAeTajbHe 0a3e JIMYHUX TOjaTaka U3
JKHBOTA CBOJUX KOpHCHHKa,' ™ a oBe Gase ce CBAKOZHEBHO NOMyHYjy UHME ce
nosehaBa Opoj uHpopMaIja Koje Cy jaBHE M JIOCTYIIHE CBUM aKTEpHUMa BUPTYyeEIHE
WHTEpaKIHje Ha HHTepHeTy. UnM ce JIMYHU MoJIaTaK 00jaBH Ha MHTEPHETY OH IOCTaje
jaBaH M JOCTYIIaH CBHMa JIa Ta MIPOUYUTAjy M yrnoTpede, ma KOPUCHUK I'yOr KOHTPOITY
KO MMa yBHUJA Yy HEroBy HMHTUMY W HH(oOpMmaiuje koje je objaBuo. KopucHuim
Hajuemthe mpeuemwyjy cBojy Moh KOHTpoje Haja MojanuMma Koje 00jaBibyjy MHpeKo
IPYIITBEHUX MpPEXka, IPH YeMy HHCY CBECHH HH CBOj TEXHHYKOT HE3HAa BE3aHOT 32
KopHuIIheme caMHX JIPYIITBEHUX MpeXa U MOJeIaBamba IPUBATHOCTH KOPUCHUYIKHX
npoduna.

OcHOBHa cBpxa IIOCTOjalba JAPYIITBEHHX Mpeka je MHTEpakuuja |
KOMYHHUKaIFja MPEeKO MHTEPHETa, a KOPUCHUIHM ce Mel)yCOOHO IMpeNCTaBibajy CBOjUM
JUYHUM cTpaHunama (T3B. ,,ipoduianMa’™) W Ha Ta] HAYMH BHU3YyEJIM3aIlU]y CBOje
oanoce. OgHoc u3mely npuBaTHOCTH M TpomiTa KOPUCHUKA HAa APYIITBEHO] MPEKH
BUIIECTPYKA: Y HEKUM MpPUIMKaMa KOPUCHUIIM Kelle a nHpopMmalmje Koje 00jaBibyjy
0 cebu Oyy AOCTYITHE caMO YCKOM KPYTY JbYJH, IOK Y HEKUM JIPYTUM CHTyalljama
KOPHUCHUIIA Cy CHOPEMHH Jia OTKpHU]y CBOjeé TajHE HEMO3HATUM W aHOHWMHHX
ctparuma. Cee oBe mHpOpPMaIje, YKOIUKO Ce 310yIoTpede, MOTy J1a IPOY3pOKYjy
TEIIKE TOCIEAMIE, Y pPacmoHy oX Kpahe HIeHTHTETa ma 10 y3HEMHUpaBamba W
IpoTamama, 0 MPETPIJbEHE CPAMOTE, IPEKO PA3TUUYUTUX BPCTa UCKPUMHHAIM]E HITH
YaK J0 yIeHmHBama. YIPKOC CBECTH Jia CBE NMPUBATHOCT Ha APYIITBEHHM Mpekama
MOxe Outu moBpelheHa, JTUYHU TOJAlM C€ U Jajbe JOOpPOBOJHAHO 00jaBJbYjy Ha
OBaKBUM CajTOBUMA.

CaBpemeHe npkaBe Cy ce Haluie Impea npodjJeMoM Kako Ja YCIOCTaBe
paBHOTEXKY M3Mely mpaBa TOjeMHIIA Ha TPUBATHOCT W TpaBa jaBHOCTH na Oyne
nH(opMHUCcaHa, JBa MpaBa Koja MAKO Y]y CYNPOTHO YMHE JIEJIOBE HCTOT TeMesha
MOJICpPHOT JIEMOKPATCKOT APYLITBA Y OKBHPY Kora Ap)kaBa MMa MpPaBO Ja y LUJbY

CBOj€ 3allITUTE OTpaHUYaBa MPaBoO MPUBATHOCTH I0jEIUHIIA.

1% Viggas, B. Fernanda: “Blogger’s expectations of privacy and accountability: An initial

survey”, Journal of Computer—Mediated Communication, volume 10, number 3, 2005, ctp.18,
http://jemc.indiana.edu/vol10/issue3/viegas.html, nperpaxeno 23. 05. 2014. roaune
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VY OKBHPY KOMIjYTEPCKOT KPUMHHAJIMTETa CTBOPEH j€ HOB, COMUCTULIUPAH,
HEYTaJJbUB, TEXHUYKH 00pa30BaH MpOQHI W3BPIIMONA KPUBHYHOT Jeia KOME je
TEIIKO CYNPOTCTABUTH C€ 300T HEroBe “HEBUIJBMBOCTH M ~HEONMMIJBUBOCTH . 300T
U3y3€THO BEJHMKOr Opoja KOPUCHMKA, JOCTYIHOCTHU I10/1aTaka, OTBOPEHOCTH Y
KOMYHUKAIljH ajJl M HEJOBOJbEHE 3aKOHCKE PETyJIMCAaHOCTH Ha HAIlMOHAIHOM M
Mel)yHapoJHOM IIJIaHy, APYIITBEHE MpPEXe MPECTaBJbajy OJJIMYHO CKPOBHUINTE 3a
U3BPILINOLIE OBE BPCTE€ KPUBUYHUX J€TIa.

Pa3Boj MoJepHUX TEXHOJIOTHja Y BEIMKO] MEPU j€ YTPO3UO JUYHY MPUBATHOCT
y BUpTyeJHOM mpocTopy. Cama uni-e€HHIIA J1a je JIMYHE Mo/aTKe Moryhe cakymnbary,
MOXPakbUBATH, JUCTPUOYUpPATH, YMHOKABaTH, 00jaBJbHUBATH M YHHUTH JOCTYITHUM
IIUPOKOM KPYTy JbYIW CTBOPHJIa J€ HECHTypHOCT U ocehaj HemoBosbHE
3amrtuheHoctd. KibydyHe oGnacTv y KojuMa Jo0ja3d 10 EJIEKTPOHCKOI CaKyIlJbamba
JUYHUX ToJaTaka M 10 MOTyYhHOCTH HUXOBE 3J0ymnoTpede Cy eJIeKTPOHCKO
MOCTIOBAkE, MPYKAke METUIMHCKAX yClyra W KOpHUIINeme pasIHuuTHX BpCTa
MHTEpHET cepBHca. ' Ipe HeKy HCLEHH]Y, JOK Cy pauyHapcKe TEXHOIOTHje TeK Ouie
y Pa3Bojy, CBM OBM MOJALM NMpeOalMBaHK Cy U3 BUPTYEIHOT MIPOCTOPA HA Pa3IUuUTe
IUTUTaTHe Meauje, unHehu “aururanHe nocujee”. Ca pa3BojeM HHGPOPMALMOHUX
TEXHOJIOTHja, OMOTYheHO je TOBe3MBamke Pa3IMIUTHX 0a3a moaaraka, miTo je T0JaTHO
nosehalto pu3uK 0] HapyIIaBamka MPUBATHOCTH HBUXOBUX KOPUCHHKA.

[TojaBoM MHTEpHETA IPEHOC AUTUTATHUX TMOJaTaka U HHGOpMaIlMja mocTao je
jomr Jjakmu. Y TIOYeTKy, “IPUMUTHBHM~ TOYETHM HHTEpHET je omoryhaBao
KOPUCHHUIIMMAa aHOHUMHOCT — uH(popMmaruje cy npocinehuBane npexo MUII agpeca koje
HUCY MOTJIE J1a TIPETI03Hajy HU KO je MOIIMbajiall HUTH KO je TpuMaal HHpopmanuje.
Janammsu  ,,IpOTPECUBHA MOJIE]I HWHTEPHET KOMYHHKalMja je€ y TOTIIYHOCTH
Apyrauvju U ONacHUjU 1O MPUBATHOCT CBOJUX KOPHUCHUKA, jep MOBpEJe MPUBATHOCTH
U yrpoxaBame 0e30eIHOCTH MOTy TMOTHIATH OJ JAPYI'MX KOPHUCHHUKA JpPYyIITBEHE
Mpexe, 011 TpehHX JIUIIa any ¥ O CaMOoT NPy Kaolia yCIIyre APYIITBEHE MPEKeE.

[TocToje weTnpu oCHOBHA pa3jora 300T Yera J0ja3u A0 MOTYNHOCTH KpIIeHha

110
I[IpaBa HAa IPUBATHOCT HA APYUITBCHUM MpEKama:

19" Cnacuh, Bunoje: ,,Hekn acriekTy nmpuBaTHOCTH y cajbepernejcy, 36opuuk IIpaBHor dakynrera y
Humry, Hum: IpaBau daxynrert, 2005. - 6p. 46 (2005), ctp. 209
1% Shah, Mahmood, op.cit., 2013.

56



1/(}({/?(’()(/ npaea Ha npueamHocm J.7({\'/I()/H/)(’(j().ll ()]{I‘Illlll({(’llll.\'.11])({)/(‘(1 Kao 0o1uK /\'().1II]/:I‘III(’])(‘K()H KpumuHaiumema
o
°

L 4

1. Hecaspwienocm Kopucnuka opywimeene mpeice — OJTHOCE C€ YIIaBHOM
Ha HECaBPIICHOCTH YOBEKa Kao JbyJCKOr Omha W Ha HEroBy moTpedy aa
CBOjy MPUBATHOCT JIEJH Ca APYTUM JbYJIMMa; CBECT O COTNICTBEHO] U Tyhoj
MPUBATHOCTH HE MOCTOjU Y ONEPATHBHO] MEMOPHUjU YOBEKA IMa KOPUCHHK
TaxKo ,,0/1a” OCETJbUBY MH(OPMAIHN]y A2 U HUjE TOra CBECTAH;

2. mamne y npozpamuma (cogpmeepuma) Koju ce Kopucme Ha OpyuimeeHum
Mpexcama — TOBOJIE IO TOTa Jia Cy Ha JIPYIITBEHUM MpeKama MEXaHH3MH
3a KOHTpPOJIy TIPUBATHOCTH BeOMa CJla0M M He3alTHNeHH OJ CBHX
JUPEKTHUX 3JIOHAMEpHUX Hamajaa, NomyT Kpahe IW4YHHMX mopaaraka,
CTBapama JaKHUX poduIia u ci.;

3. HenamepHo o0O0asamwe IUYHUX ROOAmMaKa — 10 JIMYHUX TOJaTaka Ha
JPYIITBEHO] MPEXH ce MOXe JOhM M METOJIOM MCKJbYYHMBOCTH (HITp.Kaza
Ha OCHOBY TOAMHE JHUIJIOMHUPaa MOXKEMO 33aKJbYUHTH KOje je KOPUCHUK
TOJMINTE WAKO TO HHUj€ HAMKCA0 Y MPOQIITY); HAKAIOCT, IPOTUB OBAKBOT
“mypema’” ToJaTaka KOPUCHHK C€ HajTexe OOpH jep Ha JAPYIITBEHUM
MpekaMa MOCTOju HeOpOojeHO MHOro MH(popMaIja U Mojaataka oJ KOjux
KOPUCHHK HE MOXeE JIa C€ cauyBa HUTH MPUIIA3H;

4. cykob6 unmepeca — BehuHa IpymTBEHUX Mpeka ce (puHAHCHpa O orjaca
KOje pPEKJIAMHE arcHIMje TOCTaBJbajy, 1A OBa YUIHCHHUIA JIOBOJH [0
Ccykoba MHTepeca Kaja je ped O JUYHUM ToJalrMa KOPHUCHUKA KOje
JPYIITBEHE MPEXKE MOTY Jla YCTYIajy PeKIIaMHUM arcHIMjama; KOPUCHUIIN
JKelle Ja BUXOBU MOJAIM HEJOCTYIHHU JbYJUMa KOje HUCY O3HAUMIM Kao
»IIpHjaTesbe” OK peKjIaMHe arcHIMje jkeie aa aohy y mocen mTo Beher
Opoja nmuHux uH(pOpManMja Kako OM 00Jbe M JIAKIIE TIACHPAIA CBOjE
TIPOM3BO/JIE WITH YCIIyTE.

3amTura nojxataka, no nepuHHNMjU kojy aaje llozedp Kamaraum (Joseph

Cannataci)''' 3Haun 3amTHTY MOjeAMHIA OJ 3I0YIOTPeOe WK HeaneKBaTHE YIoTpeoe
JUYHUX TOJaTaKa Off CTpaHe HEKOr JIMIA, MPUBATHE OpTraHM3alMje WU Jp)KaBe.
VHTepHET KOPHCHUIIM MOTY Ja 3alllTHTE CBOjJY MPUBATHOCT MPEKO KOHTPOJIHMCAHOT
OTKpHUBama JUYHUX HH(popMarja. OHU KOPUCHHUIM KOjU Kelle BUIIE Ja 3aIlITUTe

CBOjy IPUBAaTHOCT MOTY Jia TIOKYIIajy J1a TOCTUTHY MHTEPHET aHOHUMHOCT — Ha Taj

" Cannataci, Joseph A.: “Privacy and Data Protection Law: International Development and Maltese
Perspectives”, Complex series, 1987.
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HauuH je Moryhe kopumrheme naTepHeTa 6e3 gaBama MoryhHoctu Tpehem nuiy aa ce
MOBEXKE Ca WHTEPHET AaKTHBHOCTHMA 3a JIMYHY WJICHTU(UKAIU]Y WMHTEPHET
KOPHCHHKA.

[TpuBaTHOCT Ha MHTEPHETY YKJbYUYje MPaBO Ha JIMYHE HHPOpMAIHje Y BE3U ca
qyBameM, ynorpebom, obe3zbehemem ox Tpehux numa M NpUKa3UBAKbE JIMYHUX
uHpOpManrja MPEeKO HWHTEpHETa, Kao W HIeHTH(HKannoHe MHOpMaILHUje Koje ce
oJJHOCE Ha moceTnona onapeheHe MHTEpHET cTpaHuIe. [IpMBaTHOCT y BHPTyEITHOM
OpOCTOPY MOXe Ja ce JepHHUIIE H Kao ,,0rPaHWYEHH MPUCTYH JHYHUM
10 JaIHMa/OrpaHIYeHa KOHTPONA INYHKX mojaraka™;' >

a) Ozpanuuenu RPUCMYN JUYHUM RNOOAUUMA TIOAPA3yMEBAa Ja IIOCTOjU
NPUBAaTHOCT KOPUCHHUKA MHTEPHETA M J1a C€ JIMYHU MOJaly KOPUCHUKA HE KOPHCTE U
npocielyjy 6e3 ’BbHXOBE cariacHOCTH.

6) CymtuHa ozpanuyene Konmposie Tu4HUX n00amaKa orieaa ce y Tome Ja
CBaKHM TIOjeIMHAI] MOpa J1a OrpaHu9H Opoj mojaaraka koje he 00jaBuTH Ha UHTEPHETY,
Kako Ou cripeuno cBe Moryhe 3yoynorpede cBOjuX mojaTaka.

Behuna xopucHuKa IpyImITBEHUX Mpeka 00jaBibyje BEIMKH OpOj MPUBATHUX U
JMYHUX TOJaTaKa, Koje 0JMax IMOCTajy JOCTYIHE HeOPOjeHUM KOPHCHUIIMMA HMIHUPOM
cBeTa. YKOJIMKO KOPUCHHK JOOPOBOJFHO 00jaBH MOAATKE O CEOU MU U3 CBOT KHBOTA
(mpUHIHAT ,,0TPaHWYCHE KOHTPOJIE JTUYHUX IOAaTaKa*), afMUHHUCTPATOp JPYIITBEHE
Mpexe o0aBe3aH je Jla TpakH CarjacHOCT KOPHCHHKA MpeXe Ja Jnajbe mpociehyje
MoJIaTKe Koje je OH 00jaBHO Ha MpPEXU (MIPUHIIMII ,,0TPAaHUYCHOT MPUCTYNA JIUYHUM
nonanuMa“). Ha oBaj HaumH ce 00jaBJbeHU MOAAIM IITUTE amu 10 onpeheHe mepe:
YKOJIHKO JToh)e 110 ymaga y cucreme, 3710ynotpedy 00jaB/beHHX MojgaTaka je Hemoryhe
cnpeunTd. VIHTEpecaHTHO je na cy OpojHa MCTpakMBama IMOKa3aia Ja KOPUCHHIIN
pPa3MUUTHX JPYIITBEHUX MpeXa CBECHO Jejle CBOjeé NpUBATHE IOAATKE MPEKO
npymrBernx Mpexka: mehy 4000 crynmenata koju umajy npodpun Ha DejcOyky
HE3HATHO MaJIM MPOLEHAT j€ TIPOMEHWIO OCHOBHO IOJICIIABAE TPUBATHOCTH KOjUM

Cy CBU MOJAIl¥ JaBHU M JOCTYITHU CBUM KOPHUCHHUIIUMA I/IHTepHeTa113 a mehy 20.000

"2 Tavani and Moor, 2001., naBexeno kox Spinello, Richard, op.cit., 2011.

'3 Gross and Acquisti (2005) HaBeneno kox Utz, Sonja, Kramer, C. Nicole: “The privacy paradox on
social network sites revisited: The role of individual characteristics and group

norms”, Cyberpsychology: Journal of Psychosocial Research on Cyberspace, volume 3, number 2,
article 1, 2009, http://cyberpsychology.eu/view.php?cisloclanku=2009111001 &article=1,
npetpaxeno 10. 12. 2014. roqune

58



08pedc 8a HC 3 m 3, ompebo; UIMBEHUX MPENCA KAO 0OIUK KOMIJYMEPCKO2 KU, IUINE
[lospeda npasa Ha npusamuocm 310ynompedoM OPYumeeHUxX Mpexca Kao 0OmuK KOMIymepcKkoe KPUMUHATUMema
o
v

L 4

npodwmiia Ha OpyIITBEHO] Mpexxu MySpace camo 27% je cBoje mpoduie y4nHUIO
npuBatauMa.'

[TpuBaTHOCT ce Moxe aedUHUCATH KaO ,,CTalke OpPWIKIBMBO OTPAaHUYCHOT
npuctyna uaHAM momanuma“.''> CBako IOCTymame JApyradmje O OIHCAHOT
IpeCTaBJba 3M0yNoTpedy MpaBa Ha MPUBATHOCT, @ CAKYIJbaHhe OCETJBUBUX JIMYHUX
rmojaTaka O HEKOME 0€3 IberoBe CarllaCHOCTH W 3Hama MOXE 3a IJb Ja uMa
MaHHMITYJIAIHN]y THM TOIAIMA.

VY eNeKTPOHCKUM KOMYHHKAIlMjamMa, MPUBATHOCT MOXE Ja Ce CXBaTh Kao
,CII000/Ia OJ] CHCTEMATCKOT IOCMaTpama M Oellexema AaKTUBHOCTH M JIMYHUX
1moJiaTaka, OJJHOCHO IPaBo IOjeIMHAIA J1a caMU o/pel)yjy Kaza, Kako U y K0joj MepH
nH(popManrja 0 BUXOBUM KOMYyHHKamMjama Tpeba u Moke na Oyae JoCTyIHa
npyruma“.''® Opako cxBaheHa MPHBATHOCT KOPHCHHKA MOXe OMTH moBpeljeHa Ha
BUIIE HAYWHA: YHaJOM Yy 30HY MPHUBATHOCTH (IIPUCTYIIOM, NPUKYIJbAEM H
oOpamom), 310ynorpebom (olaBameM WM JIeJOBalkbeM Ha OCHOBY JOCTYITHE
uHpOpMaIMje) M IpecpeTameM M yKiamameM nHbopManmja (mpodmmcamenm).!”
[TpuBaTHOCT Ha WHTEpHETY Takohe MOXe &a ce CXBaTH Kao CKyn HWHQopmaiuja
HEPaCKUIMBO BE3aHUX 3a MOjeAMHIA KOje /1ajy MeyaT HheroBoj MHIMBUAYAIHOCTH, a
KOje Cy MpaBHO 3amTuheHe oJ1 HeoBNamheHOT MPUCTYIIA, KA0 U O] MOBpPEIEC CBAKOT
ApYyTor JHIa, a THYy Ce MMEHA, CIIMKE, Opa4HOT WJIM MOPOAMYHOT JKUBOTA, HABUKA,
X0GHja MK APYTor JIMYHOT HHTEPECOBamba MojeuHIa.

HajOoospu HauwH 3a 3aIITHTYy MPUBATHOCTH CBUX HMHTEPHET KOPUCHHKA je
YOpaBO MPUHIMI KOHTPOJMCAHOT OTKpHBama JHYHUX HHPopmaruja. KopucHuim
KOjU JKeJie BHIIE Ja 3aIITUTE CBOjy MPUBATHOCT MOTY Ja TOKYINajy Ja MOCTUTHY
WHTEPHET aHOHUMHOCT — Ha Ta] Ha4MH je Moryhe kopuntheme nHTepHETa 03 TaBama
moryhHocTH Tpehem nmily na ce MOBeXe ca MHTEPHET aKTUBHOCTHMA 3a JIMYHY

UACHTUUKAIM]Y UHTEpHET KopucHHka. OO0jaBbHBame ,,IOCTOBA U JIMYHUX

nHpOpMaNKja Ha WHTEPHETY MOXE OWTH INTETHO 3a MPUBATHOCT MOjEIHMHIA jep Cy

14 Thelwall (2008) HaBeneno xox Utz, Sonja, Kramer, C. Nicole, op.cit., 2009

'3 Spinello, Richard, op.cit., 2011., ctp. 44

"% Nikoli¢, Milan: “Prakti¢ni aspekti zaitite privatnosti korisnika i bezbednosti elektronskih
komunikacionih mreZza i usluga u Srbiji”,
http://www.telekomunikacije.rs/arhiva_brojeva/peti_broj/milan_nikolic: prakticni_aspekti zastite priv
atnosti_korisnika i _bezbednosti_elektronskih komunikacionih_mredja i usluga u srbiji_.305.html#
ftn18 , 30. 07. 2014. rogune

" Ibid.

"8 Criacuh, Bunoje, op.cit., 2005, ctp. 210
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uHpopmanuje (6JI0roBH, CIMKE M MHTEPHET CTpaHe) Koje Cy jeIHOM o0jaBJbeHE Ha
WHTEPHETY TpajHe.

[Topen kpuiema NPUBATHOCTH KOPHCHUKA IPYIITBEHHX MpEkKa OJl CTpaHE
ApyruxX TojequHana, y cdepy NpuUBaTHOI BeoMa 4YeCTO 3ajla3d M cama JpiKaBa
KopucTehu mojaTrke Koju ce CKIAJUILTE Y BUPTYEIHOM IPOCTOPY. Y OBOM CIy4ajy,
MOCTaBJba Ce MUTAE JI0 KOje je Mepe 3a (PYHKIMOHHUCARE jeTHOT MOJEPHOT APYIITBA
MOTpeOHO M OMPaBIaHO MPUKYIIJbakhe TUYHUX MMOJJaTaka, Kao U KOJUKH je 00MM TpaBa
OCTaJINX KOPHCHUKA JPYIITBEHHX MpeXa IMPHIUKOM KOopHIIhema W pacrojaramba
TyhUM JTHYHUM [TOIAIMA.

VY Be3m ca 3alITHTOM NPUBATHOCTH MOJAaTaka MOCTaB/ba C€ HU3 THTama
(OYHKIIMOHAJTHOT, OPTraHW3allMOHOT W 0e30eIHOCHOT KapakTepa, Kao IITO Cy:
OrpaHWYaBame pacrnojiarama ojJpeheHuM BpcTama Tojaraka, o0aBe3a JaBamba
uHpopManMja JAp>KaBHUM  OpraHMMa OJf CTpaHe HEJpXaBHHX cyOjekara,
obaBemTaBambe rpahjaHa 0 BHHUXOBUM IMOJAIMMa, TEXHUYKH CTaHIApId CHCTEMa,
CTPYYHOCT JHIIa Koja o0palyjy momatke, Mmepe obe3zbehema xapasepa, codTBepa,
()

Ha kpmieme mpaBa Ha TIPHUBATHOCT Y BHPTYETHOM CBETY yka3ao je EnBapn
Cuoyner (Edward Snowden),'"” 6uBIIM KOMIjyTepckn aHamuTHuap, KOjH je jyHa
2013. roguHe cakynmuo WH(pOpMAIHje KOje Ce OAHOCE Ha MpeKopauemke oBiamhema
BJIAJIMHUX TIporpama 3a npaheme, Koja cy Ousa MpOTUB3aKOHUTA B KOj€ Cy OTKpHUBaje
oOMaHe y 3BaHMYHUM TBpAKBaMa BIaJe Koje Cy jaBHO oOjaBibuBaHe. TayHHje,
CHoyJleH je ycTaHOBHO Ja je amepuyka Hammonanna arenimja 3a 6e36ennoct (HCA)
IIeCT TOAMHA CHOPOBOJWJIA TIporpamMe KojumMa cy npaheHnm cBH momamud |
KOMYHHUKAIMje JbyIU Ha JPYIITBEHHMM Mpexama, kao W na je Bmaga CAJl mpeko
cepBepa BeNWKUX VIHTEpHET KOMIaHHMja WMaja TOTIHYHH MPUCTYI OTPOMHO]
KOJIMYMHU ToJlaTaka U MOTyhHOCT mpahema CTOTHHE MWIMOHA Jbynu Ha WHTepHeTy
IIUPOM CBETa y pealHoM BpeMmeHy. Microsoft je cBe cakymbeHe moOJaTKe
npocinehuBao HCA ox 2007. romuure, Yahoo u AOL ox 2008. romune, Google u
Facebook on 2009. ronune, YouTube ox 2010. rogune a Apple ox 2013. ro;:u/IHe.120

CHoyneH je objacuuo na ce y CAJl, a 3aTuM U y ocTasiuM MOhHUM Jp’kaBaMa CBETa,

"9 Bugern: Bio., http://www.biography.com/people/edward-snowden-21262897, nperpaxeno 03. 03.
2015. romune
120 Hageneno xox: Hunurencku, Auapej, [Ipmpa, paran, op.cit., 2014., ctp. 102
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Kopucte onpeheHn mporpamu Kojuma je Moryhe NpHKyNUTH JHM4YHE MOoJaTKe ca
WHTEpHETa (T3B. METANo/JaTKe) HABOJHO y IWJbY CaKyIUbamka OO0aBEUITAJHUX W
0e30eJHOCHUX TMojlaTaKa II0J] OMPaBJamkEeM pas3jiora HaIlMOHATHE oz[6paHe.121 Cse
uHpopManyje 10 kojux je pomao, CHOyJeH HMje XTeo JMYHO Ja o0jaBH, Beh ux je
o0jaBspuBao mpexo HoBuHapa ['nmena I'punBanna, Jlope Ilojrpec, Jyana Mekackuia
n baprona I'enmana.

Jenan on oBHMX mporpamMa 3a NPUKYIUbame JIMYHUX I0JaTaka ca MHTEpPHETa
6uo je PRISM'? mporpam, 3arum BULLRUN'®, EDGEHILL u HajHOBHje OTKPHBEH
LEVITATION'* koju ce npumemyje y Kanamn.'>> Kopuiihemem OBHX W CITHYHEX
mporpama, Jp)kaBa je y MOTYhHOCTH &a OTKpHje TZle KOPHCHUK IPYIITBEHE MpPEXKe
KUBHU, Ca KHM ]j€ TIOBE3aH, KO Cy My IMpHjaTeJbHl, Yy 3aBHUCHOCTH OJ CajprKaja
00jaBJbEHUX CIHMKAa Y KOra jé KOPHCHHK 3aJbyOJheH, C KUM je y Be3U, Koja Cy My
MOJIUTUYKA M BEPCKA HHTEPECOBAbA.

CHoyzleH je HaBeo Ja IOCTOju mporpam y Bemmkoj bpurtanmju, xoju ce
3oBe Ontiakn  Heps'*® neo ammjance |, Ileropo oumjy” (emrn. Five Eyes)'”” koja
okymsba CAJl, Benuky bpuranunjy, Kanany, Ayctpamujy u Hosu 3enana, a
omoryhaBa bpuranmuma na ykipyde BeO Kamepy OMIIO KOI' KOPHCHHKA JPYIITBEHE

MpeXe M Jla TIOAAaTKe KOjU Cce Haja3e Ha padyHapy W jaa npecpehe KoMyHHKanujy

JbyJH MIPEKO CEPBUCA 32 MHCTAHT MOPYKE.

12l pexoncrpykumja — Kemnckn domn, http:/www.rwfund.org/kriticne-teme/izvori-epistemologije-

kriticki-zivot/edvard-snouden/, nperpaxeno 08.04.2015.roaute

122 PRISM je Tajun nporpam Amepuuke 6e30eHOCHE areHIMje 3a NPUCTYIKHBabe MHTepHeT
KOMYHHMKaI[je CTpaHUX 3eMasba noMohy Benukux MHTepHeT komnanuja, nancupan 2007. ronuse,
Bue Ha Everything you need to know about PRISM,
http://www.theverge.com/2013/7/17/4517480/nsa-spying-prism-surveillance-cheat-sheet, mperpaxxeno
08. 04. 2015. rogune

'Z Bullrun je TajHH, CTPOro MOBEp/BMBH NpOrpaM 3a JeUIH(ppPOBAEmE KOjH KOpHCTE AMepHuka
0e30eqHOCHA arcHIWja W FHEH OpPHUTAHCKM EKBHUBAICHT. lako HE NOCTOjU Mpenn3Ha TEeXHUYKA
crenurKayja OBOT MporpaMa y OTKpUBEHHM JOKYMEHTHMA, oapel)eHn HaBOaM OpHTAHCKHX TajHUX
CIIy’)kOM HaroBelITaBajy Ja je mporpam oMoryhno mpucTyn nojanuma Koje je 1o yrnorpebe oBor
nporpama ouio Hemoryhe aemmdpoary, Buiie Ha Project Bullrun — classification guide to the NSA's
decryption program, http://www.theguardian.com/world/interactive/2013/sep/05/nsa-project-bullrun-
classification-guide, npetpaxeno 08. 04. 2015. roaune

124 CSE tracks millions of downloads daily: Snowden documents,
http://www.cbc.ca/news/canada/cse-tracks-millions-of-downloads-daily-snowden-documents-
1.2930120, mpetpaxeno 08. 04. 2015. rogune

% Ibid.

126 Optic Nerve: millions of Yahoo webcam images intercepted by GCHQ,
http://www.theguardian.com/world/2014/feb/27/gchg-nsa-webcam-images-internet-yahoo,
mperpaxkero 08. 04. 2015. romune

2" Unmasking the Five Eyes’ global surveillance practices,
http://www.giswatch.org/en/communications-surveillance/unmasking-five-eyes-global-surveillance-
practices, mpetpaskero 08. 04. 2015. rogute
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ITopen oBor otkpuha, CHOyJeH TBpAM JAa Cy CyIOBH TH KOju omoryhaajy
OBaKBe MMOBpEJIE MpaBa Ha MPUBATHOCT HeoOe30ehuBameM afieKBaTHE IIPaBHE 3aIITUTE
00jaBJbeHMM TOfAIlMMa W WTHOPUCAKEM II0CTOjama  3JIOyNmoTpede Heuwje
npusatHoctn.'”® Kaja ce mormenajy mcrpare Koje cy BoljeHe HAKOH 0GjaBIbHBAmba
OBHUX WU3BelITaja, pesynrata je umak Owno. Y CAJl je ¢opmupana He3zaBuCHa
xomucja'> Koja je, 3ajeXHO ca PEBH3OPCKUM TEIOM, HA OCHOBY IYHOT MPUCTYIIA
MMOBEPJbMBUM HMH(OpMalMjamMa yTBpAWIA 1a Cy CBU HaBEJCHU MPOTPaMU HEMOTPEOHHU
W Jla BpIIe MPOTUBIIPABHA MAaCOBHHU HAJ30p a HE HAJ30p HaJ MOjeAMHIIUMA 32 KOje Ce
TPEANOCTaBIbA [a MOCTOjH pasyior. " EBPONCKH Cyj NpaBie je CTAaBHO BaH CHAre
JIUpeKTHBY O 3aipikaBamby [OJATaKa ' Koja je Halaraga [pOBajaepuMa W
oreparepuMa TeJICKOMYHHKAIIMOHHUX YCIIyTa Jia 4yBajy MOAAaTKE O CBOjUM KJIMjEHTHMA
y Tmepuoay 1o 24 Mecella M Jla UX Ha 3axTeB mpocielyjy paznmuuutum ciyxbama, a
Koja je Omiia npuMemhBaHa Ha TepUTOpUju 3eMasba EBponicke YHuje. M melhyHapoane
opraHusaimje cy ce Takohe ykipyumie y oe ucrpare. Caser EBpomne je morBpano na
HHU]jEJIaH O]l HaBEJICHUX M CIWYHHUX IMporpama HHje HEONXoJaH U edukacaH, 1a Tpebda
Ja ce YKMHYy M Jla Cy y CykoOy ca IMOIITOBalkEM OCHOBHUX JBbYJICKHX TIpaBa.
VYjenumeHe HalHje Cy MoJpsKajie OBaj CTaB.

Ha Northeastern University y Cjenumenum Awmepuukum J[prkaBama
CIpOBEJICHA je cTyanja o cTpaHe Anana MucinoBa (Alan Mislove) 1 meroBux kosera
ca Makc [lnank mHCTHUTYTa 3a COPTBEPCKE CHUCTEME, Y OKBUPY KOj€ j€ HaIpaBJbCH
aITOpUTaM 4Hja je CBpxa OWiIa MOKYyIa] MPOHATAXKCHha JHYHUX KAPAKTCPUCTHUKA
KOPHCHHKA JpyIITBeHe Mpexke Facebook Ha OCHOBY NHCTE HEroBHX mpHjaTesha.'
Crynmja je mokasana aa ce caMo 5% JbYIu CETHJIO JIa 3alITHTH JIUCTY MpHUjaTesha U

CBOje JIMYHE IMOJATKE KOj€ Cy M3HENIU Ha MPEXY JIOK OCTajJd TO HHUCY y MOTIYHOCTH

%8 Ibid.,

122y CAJL je unp.dopmupan Oxbop 3a npaheme mpusatHOCTH 1 rpahanckux cnoGoa (The Privacy
and Civil Liberties Oversight Board - PCLOB), https://www.pclob.gov/, mperpaxeno 09. 04. 2015.
T'OJHUHE

130 Roller, Emma: ,,This is what secton 215 of the Patriot Act does®,
www.slate.com/blogs/weigel/2013/06/07/nsa_prism_scandal what patriot act section 215 does.html
, mpetpaxkeHo 09. 04. 2015. ronune

! European Union Law — Data Retention Directive,
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:L:2006:105:0054:0063:EN:PDF,
nperpaxkero 09. 04. 2015. romune

132 Hayden, Erik.: ,,On Facebook, You are who you know*, 2010, http://www.psmag.com/culture-
society/on-facebook-you-are-who-you-know-10385/, nperpaxxeno 12. 08. 2012.c roaune
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YUYUHWIN Y TIOTJIely Pa3lM4YUTUX OOJIACTH U3 XKMBOTa - 19% CBHUX KOpUCHHKA je
oMoryhuII0 jaBHH MPHUCTYT CBUM HH(bOpMarmjama o ceOm. >

WuTepecanTHO MCTpakuBame MocBeheHo CBECTH O MpaBy Ha MPUBATHOCT HA
IPYIITBEHUM MpekaMma CIPOBEICHO je U Yy YjeaumeHuM AparckuM Emupatuma u
Erunty,* kao adpuukuM 3emspama ca HajseliiM 6pojeM KOPHCHHKA HHTEPHETA H
IpyITBEeHUX Mpexa. Mcrnmrano je ykynmHo 325 xopucHuka naTepHera (157 Mymikor u
168 sxeHckor moja) crapoctu ox 14 mo 57 roauHa, a MOCTaB/baHO UM je 26 muTama
Koja cy Omna kiacupukoBaHa y 4 pazmuuute rpyme: (1) koje cy HajuomyiapHH]je
ApymTBeHe Mpexe? (2) Koju cy pasno3u Kopuirhema JpyIITBEHE MPEXe, a KOJU CY
pasno3W HamymTama JpymTBeHe Mmpexke? (3) Koje JUYHE TOoJATKEe KOPHUCHHUIU
00jaBJpyjy TIPEKO APYIITBEHE MPEKE CTaBJhajyhu MX Ha CBOje KOPUCHHUYKE Mpoduie?
u (4) Kako KOPHCHHMIIM pearyjy Ha Hemo3HaTe Jby/e KOje YIO3Hajy MPeKo MHTepHeTa?
Hajsehu Opoj aHKeTHpaHUX C€ HW3jaCHWIO Ja BOJAE NPOCEYHYy OpHUTy O CBOjOj
MIPUBATHOCTH Ha MHTEpHETY (68.2%), mok je camo 17.07% oAroBOpwIO Aa MOIMITY]y
CBe Mepe MOHalama 0e30e[HOT 110 IPUBATHOCT Ha MHTepHETY. HTepecaHTHO je
na je 37.07% wucnuTaHWKa OJITOBOPHIIO Ja Ca HEMO3HAaTHM JbyJuMa HE CTyla y
KOHTaKT NPEKO MHTepHeTa, a 37% MpBO MOCTAaBM MUTame 300r yera ra Ta ocoda
KOHTAKTHpa YKONHKO ce He mosHajy.° Takolje, HampaBibeHa je HHTEpECAHTHA
KOMIIapaiyja OJroBopa Koje Cy JaBajii MYIIKapId B OJIrOBOPA KOje Cy JaBalie JKeHe.
Huje 6uno 3HauajHe pa3nuke y Morjeay MPOLEeHTYaTHOT OJHOCa MYIIIKapala 1 *KeHa
KOJU KOPHUCTE MHTEPHET, ajJH je 3aTO YOUEHO Ja 0co0e KEHCKOT IOJia MHOTO BHIIE
CTpaxyjy 3a CBOjy CUTYPHOCT Ha MHTEpPHETY, Ja Cy MyIIKapiu 4emhe akTHBHU Ha
IPYIITBEHAM MpeXama W J1a UM Bepyjy BHILE HETO KEHE, I1a CAMHM THM JKEHE ce U
BUIIE TpyA€ Ja 3allTUTe CBOJy NPUBATHOCT KaJa NPUCTYNa]y IPYLITBEHUM

137
MpceiKaMma.

133 77
1bid.
1* Mohamed, Azza Abdel-Azim: “Online Privacy Concerns Among Social Networks Users”, Cross-
cultural communication, Vol. 6, No. 4, 2010, ctp. 80, www.cscanada.org, mperpaxero 03. 04. 2014.
TOUHE
135 .
1bid., ctp. 81
13 Ibid., ctp. 82
57 Ibid., ctp. 85
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Fomumsy u3BemTaj curyprocte gupme Sophos'™® mokasao je ma je TokoM
2011. romuue y cBery HamagHyTo 67% KOpPHCHMKA OPYIITBEHHX MpEXKa, HajBHIIE
npymreene mpexe Facebook, mrTo mpencraBma 90% Bume y omxHocy Ha 2009.
roguny.” Pesyntar HCTpakuBama y Koje je OWIO YKbydeHO 1.4 MummoHa
KOpUCHHMKa JpylmTBeHe Mpexke Facebook moxazano je na je mpuMeTaH MopacT

14
HHTCPCCOBAba KOPUCHUKA JPYIITBCHC MPCIKE Y IUJbY 3allITUTC IPUBATHOCTH. 0

% Byrnenuja, Haranmja, Casuh, Amna, Casuh Cphan: “Be3GemHOCT padyHAPCKHX CHCTEMa Y
CaBpPEMEHOM EJICKTPOHCKOM TocioBamy”’, http://infoteh.etf.unssa.rs.ba/zbornik/2011/radovi/E-IT1/E-III-
10.pdf, mpetpaxkeno 06. 08. 2013. rogune

B9 Npymreene wpexe: Cyber kpumuman jamm  nopactao 3a 90 mocto, http:/www.
24sata.info/tehnologija/internet/53981-Drustvene-mreze-Cyber-kriminal-lani-porastao-posto.html,
mnperpaxkero 06. 08. 2013. romune

140 Dey, Ratan, Jelveh, Zubin, Ross, Keith,: “Facebook Users Have Become Much More Private: A
Large-Scale Study*, 2011., http://cis.poly.edu/~ratan/facebookusertrends.pdf, nperpaxeno 04. 08.
2013. rogune

64



1/(}({/?(’()(/ npaea Ha npueamHocm J.7({\'/I()/H/)(’(j().ll ()]{I‘Illlll({(’llll.\'.11])({)/(‘(1 Kao 0o1uK /\'().1II]/:I‘III(’])(‘K()H KpumuHaiumema
o
°

L 4

2.3. [IpaBuiia (MoJIMTHKA) MPUBATHOCTU HA Hajuyennhe kopumheHum
APYLWITBEHUM Mpexama

JlpyluTBeHe Mpexe M KoMIlaHHuje, Koje o00e30ehyjy cajroBe 3a ApyIITBEHO
yMpekaBame, CBoja 00raTcTBa M IOMYJIApHOCT Tpajie Ha IMOCMATpamy MOHAIIAka U
OJIHOCA y JPYIITBY, KA0 ¥ Ha IUJHAHO OTJIANIABAIGE PA3INYUTHX CTBAPH, IIPH YEMY Ce
MacoBHO KOPHCTE CaKyIlJbCHHM IMOJald O KOPHCHHUIIMMA JAPYIITBEHHX MpeXa Hu
JTHEBHUIM HUXOBUX PENOBHHX aKTHMBHOCTH Ha JIPYIITBEHHUM Mpekama. YIpaBo U3
OBOT' paszjiora JPYLITBEHE MpEKe BEOMa YECTO JIMYHE TOAATKE CBOjUX KOPHCHHKA
LIeIe ca pa3NMYuTUM KOMIaHHWjaMa, a Hajuemhe ca KOMITaHHWjama Koje ce OaBe
MapKEeTHHIOM M pEKIaMHHM IIOCJIOM, MpemymrTajyhu uM 3ajeHo ca JTHYHHM
TMOJAIMMa O KOPHCHHUIIMMA U HHX0BA HHTEPECOBamba. !

Haxo je Benuku Opoj KOPUCHUKA JPYIITBEHHX MPEXa CBECTaH UHILEHUIIE HA
JIPYUITBEHUM Mpekama MPUBATHOCT MoOXKe Aa Oyzae moBpelheHa wim Gap yrpoxeHa,
BEIMKU Opoj JTUYHUX MOJaTaKa KOPUCHHIIM U J1aJbe HACTaBJbhajy Aa 00jaBibyjy MyTeM
ApYyITBEHUX Mpexa. Hekn on pasnora 3a 1oOpOBOJbHO OTKPHBAKE JTMYHHUX MOJIaTaKa
KOje Cy TOjeIMHU ayTOpH NPEMO3HAIHM Cy JKeJba 3a MaKEOM, HE3aMHTEPECOBAHOCT
WIN OINYIITEH CTaB NpeMa IOLITOBAlkY CBOje WM Tyl)e NPUBATHOCTH, HEMOTITYHO
iacupasse nHpopmalrja, moBepeme y 6e30eTHOCT mofaTaka Ha JPYIITBEHO] MPEXKH
K0 H [OBEPEH-E y IPHjaTesbe Ha APYIITBEHO] MpesK.

Beha mnomymapHOCT cajToBa 3a JApPYIITBEHO YMpEXkaBame JOBela je M0
WHTCH3MBHHJET pa3MaTpama 3amrTute npuBaTHOcTH. Crokeo (Spokeo) He
IpeACTaBba KIACHYHY JPYIITBEHY MpEXKy, ajld TNPEICTaB/ba NpEeTpakuBad 3a
NIOBE3UBAkE JbYAU KOjH KOPHCTH IIOJIaTKe CKYIUbeHE arperanujoM. Hawmme, cajr
cazpxu MH(popMaIHje Kao MITO Cy CTapocT, CTaTyc Be3e, MyhHocT, HHpopMarmje o
OMVMKMM YJIaHOBHMA IIOPOJAMIIC, KA0 M aJpece PErucTpoBaHMX KopucHuKa. OBe

nH(popManrje cy cakymbeHe MoMohy mojaTaka Koju Beh mocToje Ha MHTEPHETY a

"1 Catanese, A. Salvatore, De Meo, Pasquale, Ferrara, Emilio, Fiumara, Giacomo, Provetti,

Alessandro: “Crawling Facebook for Social Network Analysis Purposes™, 2011, http://arxiv.org/
pdf/1105.6307.pdf, mpetpaxkeno 15. 02. 2015. roguue

2 Gross, Ralph, Acquisti, Alessandro: “Information revelation and privacy in online social networks”
- In Proceedings of the 2005 ACM workshop on Privacy in the electronic society, ctp. 77., ACM,
2005, http://www.heinz.cmu.edu/~acquisti/papers/privacy-facebook-gross-acquisti.pdf, nperpaxeno
15. 02. 2015. rogune
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KOj€ Cy KOPUCHHIIY JPYIITBEHUX Mpeka HaBOAWIH, AJIM CajT HE TapaHTyje 3a TAYHOCT
nonaraka. '

[ToBpena mpaBa Ha HMPUBATHOCT Hajuyenthe ce BPIIM y OKBHPY APYIITBEHHX
Mpexxka ca HajBehuM OpojeM perucTpoBaHUX KOPUCHHUKA, kao mTo cy Facebook,
Twitter u LinkedIn. ITutama koja ce Hamehy cy Aa JM Cy KOPUCHHUIM JIPYIITBEHUX
Mpeka W J1aJbe BIIACHUIM CBUX MH(OpMaIHja U 1a Jik je Moryhe TpajHO yKiIamame

Hajora u Opucame jeTHOM 00jaBJbeHHX To1aTaKa’?

2.3.1. Facebook (FB)

[TonuTHKa MPUBATHOCTH M JIOCTYITHOCTH 00jaBJbEHUX JMYHUX IOJaTaka Ha
0BOj IPYILITBEHO] MPEXH MEHbala Ce TOKOM EEHOT mocTojama.’ ™! V moderky, kaxo je
Facebook mpencraBibao IpymTBeHY MpeXy Koja je Ouia HaMemeHa caMo CTYIEHTUMA
JEeIHOT KamIlyca, HUKO JPYTH OCHM CTyAEHaTa HHje MOrao Ja BHOU OWIO IITa Of
nojaTaka Koju Cy ce o0jaBJpHBAJIM. YCJEN OTBapama OBE MPEXKE M 32 KOPHUCHHKE
IIUPOM CBETAa M yCJea peAu3ajHupama caMme crpanuie, Facebook je xopucHHIIMMA
oMoryhno na camu mpuiaroje omiuje mra he JeTuTH ca KUM OJAPEIMBIIM UM Jia
HBUXOBE 00jaBJ/beHE MOJaTKe HE MOXKE BHJIETH HHUKO, MOTY BHJETH CaMO INpHjaTesby,
MOTY BHJIETH W NIPHjaTeJbH TpHjaTesba, CBU KOPUCHHUIIM OBE JIPYIITBEHE MPEXKE HIIU
CBako Ko yommTe npuctyna uHrrepuery. Kama je Facebook mocrtao mmatdopma 3a
JIPYUITBEHY MPEXY Ha KO0jO] CY M Pa3jIu4MTe KOMIIAHHW]€ MOTJIE Jla OCTaBJbajy CBOjE
aIIMKanuje, KOpUCHUIMMA je Jata MOTryhHOCT J1a ce OJuTyde Jia JIM JKelle a HUXOBU
nojany Oydy IOCTYIIHM OBUM KoMIlaHMjama wiu He. CBaku myT kaga je Facebook
J0JIaBa0 HOBY OMIMjy 3a caJpikaje Koje je Moryhe JemuTH, MPUBATHOCT CBAKOT O
KOpPHUCHHKA ayTOMaTCKu Ou Owmta BpahaHa Ha OMIH]y JaBHOT MPHUCTYIIAa MPOQHUITY.

[TpoyuaBajyhu oBy OpyHITBEHY MpEXY CTHYE CE YTHUCAK Ja je TeKHba Ja IITO
BUIIIE JIMUHUX TOJaTaka O KOPHCHHUIMMAa Oyne MOCTYIHO 3a MperJie]] LENOKYITHO]
jaBHOCTH Koja ce Kpehe BHPTYyeIHHM IPOCTOPOM HHTEPHETA, jep CYy NPUIHKOM
perucTpalyje KOpUCHUKA CBU TOAAIM HA MUHUMAITHO] OIILIUjH 3aIITHTE TPUBATHOCTH
JOK KOPUCHUK caM He moctaBu oapelhene rpanune. KopucHuim Mory na camu mojece
OIIMje CBOje MPHBATHOCTU HA OBOj JPYIITBEHO] MPEXU W Ja HA Taj HAUMH cedH

OCHTYpPajy HEKOJIMKO Pa3TUYUTHX CTEIEHA 3aIITHTE CBOjE MPUBATHOCTH.

1> About Spokeo, http://www.spokeo.com/blog/about, mperpasxero 12. 08. 2012. roause
14 “The evolution of privacy on Facebook”, http://mattmckeon.com/facebook-privacy/, mperpaxeno
17.02. 2014. rogune
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KopucHuK Koju 1a caMo MPHUCTYNH OBOj IPYIITBEHO] MPEXH MOpa Jla YIHILIE
cBOje ocHOBHe memorpadicke mudopmarje, > a kaja Keln 1a Kpenpa Hajzor Mopa 1a
HaBeJe CBOje MMe, e-Mawj aapecy, AaTyM polema, Mmoi, JOK Cy HOXKEJbHH alld He
00aBe3HM W TOJAAIM O AJPECH CTAHOBAKA, 3aHUMAly M PaJHOM MECTY WIM HIKOJH,
dororpaduje, WHTEpecOBama W JPYrd JeTajbM KOjU CE€ OJHOCE Ha JIMYHOCT
xopucunka. ** Takolje, 01 KOpHCHHKA ce OdeKyje Ja CTBapajy HOBE Be3e Ca APYTHM
KOPHUCHUIIUMA, TakO IMTO he WX O3HAYUTH Kao ‘‘Tpujaresbe”, Aa Jeie CBoja
pasMulUbakba M MEOUjCKe caapikaje, axypupajy cBoje cratyce, ¢doTorpaduje u
komeHTape. OBH MOAalH, 3ajeTHO ca MPO(PUIHOM CIMKOM KOPHUCHHUKA, KOPHCHUYKUM
MMEHOM H JIO3MHKOM TMOCTajy DOCTYIHH CBHMa Ha MHTepHETY . ['poc u AKyHcTH
(Gross & Acquisti) cy, HAKOH CIIPOBEACHOT HMCTPaXMBama O HAYWHY KopuIIhema
APYIITBEHUX MpeXa M 3alUTHUTH MPUBATHOCTH, JOLLIM 0 MOAAaTKa na 4dak 82%
KopucHHKa ApymTBeHe Mpexxe Facebook oTkpuBa crnenehe nosepsbre nHpOpMaLyje
0 cebu: garym pohema, Opoj mMoOwIHOT TenedoHa, anapecy, Ma 4ak U UME CBOT
cexcyanmHor maprtHepa.'” Cama mpaBmia OBe ApYIITBEHE MpEKE Cy TakBa Ja
MOJICTUYY KOPUCHHKE J1a OTKPUBAjy IITO BHIIE JIMYHUX MOAATaKa W J1a Ha Taj HAYMH
caMH pylIIe CBOjy MPUBATHOCT.

KopucHuk cam Mopa Aa 1Mo perucTpanujy 1mojJecH MPHUBATHOCT CBOT HAJOTA.
OCHOBHO TOJIENIaBabE¢ HAJIOTA MPWJIMKOM PETHCTpaluje je na je CBakd mpodui u
cBaka 00jaBJbeHa MH(OpPMaIIMja jaBHA, IITO 3HAYU JIa j€ JOCTyITHA CBAaKO] 0COOHM Koja
j€ KOPHCHHK HHTEpHETA.

CBaku myT Kajla ce KOPUCHMK YJIOTYyje Ha CBOj mpodui, Kaaa mperieaa tyhu
npodwI, TOTpaXxu oApeleHy CTpaHUIy WIH TpHjaTesha, KIUKHE Ha Orjac KOju ce
Haja3W Ha CTPAaHUIM WM KOpPUCTH Ouio kojy arumkaiujy Facebook nobOwuja,
MPUKYIUba W YyBa OBE MOJATKE, a YKOJIWKO KOPUCHUK 00jaBu Qororpadujy umm
Buzeo 3amuc, Facebook Oenexu u Bpeme, 1aTyMm u MecTO Ha KoMme je (ororpaduja

WIA BUAEO 3amuc Hactao. [lomamu ce NpUKYIUbajy W CKIAIWINTE HAa OCHOBY

145 Boyd, Danah, Hargittai, Eszter: “Facebook Privacy Settings: Who Cares?*, First Monday, Volume
15, Number 8, 2010, http://firstmonday.org/article/view/3086/2589, npetpaxeno 15. 04. 2014. rogune
1 dejcOyk - [onmurnka o kopumhery noxaraka: Mudopmaruje 1o6ujeHe o kopucHuka, Registration
information, http://www.facebook.com/about/privacy/your-info#inforeceived, mperpaxerno 04. 08.
2012. rogune

17 MejcOyk - Momutrka o kopumhery noxataka:Mudopmanmje nobujere o kopucHuka, Information
that is always publicly available, http://www.facebook.com/about/privacy/your-info#inforeceived,
npetpaxeno 04. 08. 2012. roqune

148 Gross, Ralph, Acquisti, Alessandro, op.cit., 2005, ctp. 77

67



Buoa Bunuh

A 4

L 4

,komaunha” (enrn. Cookies), Koju TMpeAcTaBibajy Majie TEKcTyanHe (ajioBe Koje

CBaKM MHTEPHET CajT CKIATUINTH Ha padyHapy KOPHCHHKA, KaKo O ce 1Mo MOoTpeOu

Op30 U MOHOBO MPETO3HAIN, YUME j€ OMOTYheHO OpiKe yUHTaBamke KeJbEHE CTPAHHUIIE.

Cakymbame nogaraka je Moryhe 6e3 o03upa Kako M OJakjie cy MocjiaTH Ha npodui

KOpUCHHMKA (1a U Cy TOCJaTH ca padyyHapa, MOOWJHOr TenedoHa MM OWUIIO KOT

apyror ypehaja ca xora je Moryhe MpHCTYTIUTH MPEXKH).

JlpymTBeHa Mpeka TNpHKYyIUba JIMYHE TIOaTKE O  PETHCTPOBAHUM
KOPUCHUIINIMA y3 O0O0pa3liokKeme Ja Cy KOPUCHHIM, TPHXBATAakhEeM MpaBUia
Kopuirhema Mpeske Jalii carylacHOCT 3a 00pay cBOjUX nozaraka. IlocToju HEKOIuKo
BPCTA INYHKX [OATaKa Koje ce Ha DejcOyKy cakymbajy:

1. Jlucra mpujarespa (enri. List of Friends) — y k0joj ce Hayiia3m crnmcak CBUX
KOPUCHHUKA JPYIITBEHE MpeXe KOjy je HEKH KOHKPETaH KOPHCHHUK MPUXBATHO
¥ 03HAYMO Kao “TpujaTespa’; y 3aBUCHOCTH O]l 0€30€I0HOCHUX TIOJICIIaBamba
CBaKOT KOPUCHUYKOT HAJIOTa, OBaj IMOJATaK MOTY BHIETH HJIH CaMO MPHjaTeIbH
KOPHUCHUKA WM MOXe Ja Oyne jaBaH M JOCTYIIaH CBHMa KOjU Cy Ha
UHTEPHETY.

2. Jlnune mHbpopmanuje o KopucHUKy (eHri. Personal Information) — neo xoju
o0OyxBara cBe HH(pOpMAIIHje KOje je KOPUCHUK KeJIeo J1a HaBee O CeOH, MOy T
MMEHa W Tpe3uMeHa, 3aHuMama, CTAPOCTH, TMOJUTHYKE U  BEpPCKE
NPUIAaTHOCTH, CTBAPHU KOj€ KOPHCHUK BOJIM, IMYHA HHTEPECOBAA, WIAHCTBA Y
Pa3IMUUTHM TpyIHaMa Ha JIPYIITBEHO] MPEXKH U CII.

3. TlocroBu Ha ,,3uay* KOpHCHUKOBOT npoduia nin crarycu (enri. Wall posts) —
NPEJCTaBJbajy jaBHE TOPYKE KOje j€ HEKHM KOPUCHHK MPUMHO Of JAPYTHX
KOpPUCHUKA WJIM aruIMKaIija Koje KOPHCHH Ha APYIITBEHO] MPEXKHU, MOTY Ja
MPE/ICTaB/bajy M pa3IMuuTe BpPCTE O0aBEIITEHAa; OHM Hajuenthe u3paxanajy
KaKo ce KOpHCHHMK oceha, mTa paau, mTa MUCIH U ca KuM je y onapeheHom
TPEHYTKY.

4. Tlopyke (enrn. Messages) — IpencTaBibajy MPUBATHE MOPYKE MPUMIBEHE O]
IPYTHX KOPUCHHKA OBE JPYLITBEHE MpEXKe, CIMYHO MOpyKama eNEeKTPOHCKE

IomrTe.

9 McCown, Frank, Nelson, L. Michael: ,,What happens when facebook is gone?*, In Proceedings of
the 9th ACM/IEEE-CS joint conference on Digital libraries, ctp.251-254. ACM, 2009,
http://www.cs.odu.edu/~mln/pubs/jcdl09/archiving-facebook-jcd12009.pdf, nperpaxxeno 15. 02. 2015.
rOJINHE
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5. ®otorpaduje (errn. Photos) — koje kopucHUK HHje oOaBe3aH na 00jaBIbyje

Beh ux 00jaBibyje 10 CBOjOj BOJBH M HA BbUMa MOXe Jja o3Hauu (eHri1. Tag) cee

ocobe Koje ce Hama3e Ha IMMa; O OBHUM ClIMKaMa y 3aBHCHOCTH O]

0e30eTOHOCHUX TOJEUIaBaba KOPHCHHUIM JAPYHITBEHE MpEXe MOTry Ja

MOCTaBJbajy KOMeHTape. VHTepecaHTHO je Ja KOPUCHHMILM OBE JPYIITBEHE

MpEKe YKOJIMKO 3allaMTe HHTEPHET aJpecy Ha KO0joj ce Hayiasu ojapeheHa

CIIMKA, MOTY jOj IIPUCTYIINTH YaK W HAKOH I1ap TOIMHA OJf FBeHOT Oprcarma.'

6. bememke (enrn. Notes) — mpencraBibajy NHcama KOPHCHUKA CIHMYHA

OJ0rOBHMA KOjU CaMHM KOPHCHHUIM KpEUupajy U KOjHU MOTY Jla CaapiKe TEeKCT U

dororpaduje, TOK OpPyTd KOPUCHHUIM MOTY Ja WX KOMEHTApUINY WU Jeje

nasee.

Hapenene nnpopMmarnuje xoje je Facebook caxymmo'™' mocrajy mocrymme
BEJIMKOM KpYTy JIMIA: MpUjaTe/bMa KOPHUCHUKA, CBUM KOPHCHHUIIMMA OBE MpEXe, a
YKOJIUKO C€ OBa OI{ja He UCKJbY4YH Omhe IOCTyImHE M MapKeTHHIIKHM MapTHEpUMa
ca kojuma Facebook capal)yje, ormammBadunma Koju KyIyjy peKJIaMHH IPOCTOP, Kao U
ayTopuMa BHJEO Urapa M pa3IMuuTHX ariukanuja. OCHUBAa4YM OBE MpEXe Cy 0IMax H
o0jacHUIM CBpXy Kopuiihema JIMYHUX IOAAaTaka KOPHUCHHUKA: Pagdl CHTYPHOCTH
MPOM3BOJIa M YCIyra MpeXe, 3allTUTe MNpaBa HHTEIECKTyallHE CBOJUHE MpEeXe M
IBETOBUX KOPUCHHKA, JeJbea JIOKaTHUX Jjgorahaja ©m ycioyra ca OCTalluM
KOPHUCHUIIUMA, Mepema MU OO0JbeT pasyMmeBama edekTa Koje PEeKIaMHH IMPOCTOP
M3a3uBa KOJI KOPHCHHKA JlaBama MperopyKa 3a HaJaKeme MOryhux npujaTesba WiIn
JeJbeha 3aJeIHUYKMX CIUMKA, 3a pellaBambe TEXHUYKHX MpolieMa M HaduHa
1060JbIIIAbA CAME yCIIyTe.

Ha ocHoBM cBHMX cakylsbeHHX NopaaTaka, Facebook kopHCHHIMMa Ipeko
omuuje “Friend Finder” Hyau omuumjy Aa UM cyrepuiie Koje ocode MOTy Aa MO3Hajy.
Kopumheme oBe ommuje je MNPUIMYHO CIIOPHO Ca CTAaHOBUILNTA MPUBATHOCTH
KOpHCHHKA, jep caMa JAPYIITBEHa Mpexa oOpajoM JIMYHUX IOJaTaka Cy)kaBa KpyT
JbYJIM KOj€ KOPUCHHUK MOJKE J1a TI03HAaje WM ca KOjuMa ce IpyKu, 0e3 003upa Ha TO /1a

JU Cy OHU DPETHMCTPOBAHM Ha JPYIUTBEHO] Mpexu Miau He. HakoH mTo oOpanu

'Y ©F uyga obpucane dororpaduje, http://www.b92.net/tehnopolis/

vesti.php?nav_id=465257&fs=1, mpetrpaxeno 07. 08. 2012. roguue

B ®ejcbyk - MTonutuka o kopumhery noaaraka: Mudopmanuje godujene o kopucauka, How we use
the information we recieve, http://www.facebook.com/about/privacy/your-info#inforeceived,
npetpaxeno 04. 08. 2012. roqune

%2 Ibid.
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o0jaBJbeHE JIMYHE MOJIaTKe KOpUcHUKA, Facebook y nme kopucHuKa 11asbe Mo3uBe Aa
ce Moryhu TO3HaHUIM TPUAPYKE NPYIITBEHO] MPEXH WM Aa Beh perucrpoBaHH
KOPUCHHUIIM TIOCTaHy IIpHjaTeJbl ca KOPHCHUKOM Yy 4Hje HMME C€ INajbe IO3MB.
CariacHOCT KOPUCHHKA CE TEK TPaXXH HAKOH OBUX 00aBJbEHHX pallibi, a MaHH(pecTyje
ce Tako mMTO he KOpUCHUK onpeleHO NuIle MPUXBAaTUTU Kao IpujaTesba wiu he ce
JIMIIE KOje HUje KOPUCHUK MPHUIPYKUTH IPYIITBEHO] MPEKH.

Kako 6u Facebook m mame Omo OecraTaH 3a KOPHUCHUKE, OCHUBAYd OBE
ApYUITBEHE MpexXe ,,Mopajy” aa ,Jene” JIMYHE KOHTaKTe KOPHCHUKA Pa3TUYUTHM
MapKEeTUHIIKMM KOMIIaHHWjaMa Kako OM MM OHE IIOCPEICTBOM HHTEpHETa Claje
pexiaMHE MaTeprjar. > Y momucy o kopumhemy yciyra HaBeeHo je 1 je KOPHCHHK
U Jajb€ BJIACHUK CBUX HHoOpMaluja, na je y MoryhHocTH 1a 3a0paHu MpEekKu
Kopuinheme TUYHUX MH(POpPMalMja W TOAaTaKa WM Ja 3axXTeBa Jia My Ce UME He
CIIOMUI¢ Kako Ou maeHTudukanuja Ouna crnpeueHa. MHTepecanTtHo je na Behuna
KOPHCHHMKA MpEXe M HE 3HAa 32 OBe MOTYNHOCTH Kao HHU 3a CBOja Mpasa, jep HajBehu
Opoj KOPHCHHUKA PETKO yJIa3u y ITOJEIIaBamba HAJOTa W HE MOCTaBJba JIMYHE 3aXTEBE
3a peanuzanujy oBux MoryhHoctu. CakyIubame IMOJaTaka O KOPHCHUIIMMA paau
Je/bemha y PEeKIIaMHe CBpXe BpImM ce W y3 momoh ,komauwmha® (enrm. Cookies) u
nyrmeta ,,Ceuha mu ce (enrn. Like button). YV 3aBucHOCTH 0 TOra KOje peKiiaMHE
calpkaje KOPHCHHUK TIperjieiaBa, BpIIM c€ Tpylalyja O CBPCTaBambe KOPHUCHHKA
ApYUITBEHE Mpeke y moceOHe Tpyle, Ha OCHOBY HHMXOBHX MHTEPECOBama M HA Taj
HAuYMH ce KOPHCHUK KaCHHje 3aTplaBa HE)XEJbeHUM pekiiamama. Ha oBaj HaumH ce, y3
nomoh ,,komaunha®, mpaBu JeTaJbHO NPOPUINCAKHE KOPUCHUKA OBE JpPYIITBEHE
MpeXxe Koje HHje y CKJIay ca MPHHIUINMA 3allTHTE MojaTaka. Y3 momoh mgyrmera
,CBuha mu ce* xopucHuim Facebook mpexke ce aytromarcku pasBpcTaBajy mpema
CBOjUM a(UHUTETHMA, a MPUKYIUbEHH TMOAALM CE CHMAjy M CKIQAWINTe, ald |
npociielyjy KoMIanujama 3a 4iju Cy cajip>kaj KOpUCHHIIM TIOKa3ald HHTEPECOBAE.

Kana O HeKM KOpPHCHUK XT€O Ja JICaKTUBHpA CBOj HAJIOT, TIOJMTHUKA MPEKE
My TO HE J103BOJbaBa Ja oJjeHOM yuuHHU. Hasor ce Hajupe ,,cTaB/ba Ha YeKamke” U 3a

TO BpeMe HUje BUAJbUB IPYyIMM KOPHCHUIMMA JIpyIITBeHEe Mpexe. CBe nHpopmaiuje

133 pexnamupame npuaaroleHo noHamamky KopucHuKa (eHri. “Behavioural Advertising ) npescTasiba
noceOHy BPCTY peKIaMHparha Ha HHTEPHETY KOjOM ce IIOCMaTpa KpeTamke KOPUCHUKA Ha HHTEPHETY U
KOjU ce calpiKajy IpeTpaxyjy Kako OM WM ce mpukazao oapeheHn pekiamMHH Marepwjai y3 momoh
pexnama (13B.0anepa). Budemu: Junurencku, Auapej, [Ipipa, Iparan: ,,dejcOyk u npaBo®, MHCTUTYT
3a ymopeaHo npaso, beorpax, 2014.roguna, ctp. 10
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Koje cy Owmie o0jaBjbeHE NMPHIMKOM JEaKTUBUpPamka HaJlora ce He OpHily, Yak HHU
HAKOH JIeaKTHBHpaa Hajlora. 3a JIeaKTUBAIlH]y HaJora moTpeOHO je OKO Mecell AaHa,
JIOK Heke MH(popMalje MOTy Ja OCTaHy y pe3epBHUM KOIMjaMa U €BHJICHIIMjama JI0
90 nmaua.

WuTepecanTtaH je mojaTak Ja je oBa JApyIITBEHA MpeXka KOPHCTHIIA HE3HAHE
KOPUCHHUKA W FHMXOBE JIMYHE MOJIATKE YMHHIIA JOCTYITHUM 03 HHXOBE CariacHOCTH.
Jom 2007. ronune Facebook je moueo ma xopuctu T3B. bukon mporpam (Beacon
program) Koju je MMao 3a 3aJlaTak Jia NpHujaBJbyje UHTEPHET aKTUBHOCTH KOPHUCHHUKA
CBUM HETOBUM ,JIpujaTesJbuMa’ M pEKIaMHUM areHijama, IITo je pa3decHeno
MUJIHOHE KOPHCHHKA OBE ApYIITBeHE Mpexke. ' Ha Taj HauMH, CBaKa KyMOBHHA KOy
O0u mpeko mHTepHeTa Heku Facebook kopucHuK 00aBHO WM yciyra KOjy j€ HEKO
KOpHCTHO Omia OM cMelTeHa y axypupame akTuBHOCTH (eHrn. News Feed) u
JOCTYIIHA Ha YBUJ CBUM MHTEPHET MpHjaTesbuMa TOr KOpUcHHUKA. KOpHCHUK mpu TOM
HUje HU CBECTaH Ja je y CEeKyHIHU ILIEJI0 MHTEPHET JPYIITBO YIO3HATO Ca EHETOBOM
aKTUBHOCTH, HUTH JIa M0J] MOAELIaBakbUMa KOja ce OJJHOCE Ha NMPUBATHOCT KOPHCHUK
OBY O]y HE MOX€ HHMKAaKO Ja TPajHO MCKJbYYM WJIN Oap NMpHUBpEeMEHO OJOKHpa.
Paznor 3a kopumheme OBOr mporpama OJ CTpaHe JPYIITBEHE Mpexe OHo je
E€KOHOMCKE TpHpojie: oJpeheHn KOPUCHWK HaW3Tea ,pernopydyje” ocobama ca
KOjUMa je y KOHTAKTy MPEKO JPYIITBEHE Mpeke oapeheHe yciayre u Mpou3Boje U Ha
Ta] Ha4YMH ,,pexnamupa’ oapehene kommanumje. Facebook je tek 2009. romamne y
NOTIYHOCTH TpecTao ca KopuilhemeM OBOI Iporpama mnocjiae OpojHUX KpUTHKa
EnextpoHckor wuH(popManuoHoOM IeHTpa 3a 3amtury npuBatHocTH (Electronic
Privacy Information Center — EPIC)."*

[Toznar je cimydaj ma je rpyma EPIC momgnena xanOy mnpen DenepanHom
TproBuHckoM komucujom CAJl 360r codTBepa 3a ayTOMAaTCKO IMpeno3HaBame JINIA
koje Facebook kopucTi mnpuamkom ymotpebe ommmje “tag”.”® Ox ®enepanne
TproBuncke komucuje CAJl Omio je 3arpakeHO Ja AETabHO HCIHTA W UCTPAKU
JETUTUMHOCT OBE€ OIIHj€ ayTOMAaTCKOI TIpEelo3HaBama JHuIla jep HE IOCTOjH

MNPpETXOAHO AaTa CarjlaCHOCT KOPUCHHKA 3a IIPUMCHY OBAKBC PAbEC, KA0 U J1a 3aXTCBA

13 dejcbyk - Iomutuka o kopumhemy moxataka:Mudopmanmje gobujene oy kopuchuka, Deleting and
deacrivating  your  account, http://www.facebook.com/about/privacy/your-info#inforeceived,
mnperpaxkero 04. 08. 2012. romune

133 Spinello, Richard, op.cit., 2011., ctp. 43

156 [pswa, dparan, Junurencku , Auapej, op.cit., 2012, ctp. 202
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CTpOKHj€ CTaHAapjAe 3a 3allTHTy mpuBaTHOCTU. Facebook monurtrka HemomToBama
npuBaTHOCTH je 2009. roamHe TOKpeHyia OpojHE akmuje Kako OW ce 3allTHTHIIA
NPUBAaTHOCT KOPHUCHUKA OBE IPYIITBEHE MpEXe, Ha Taj HAUYMH IITO OBA IPYIITBEHA
Mpeka He OM cMena Ja y jaBHOCT mpocielyje nu4yHe mojgaTtke momyT KOPHCHHUYKOT
MMEHa, CIMKe U moyia KopucHuka. 36or aktuBHOocTH EPIC U jaBHEe KpUTHKE KOja je
pacna u3 gaHa y naH, Facebook je mpoMeHHo CBOjy MOJMTHKY NMPUBATHOCTH HAjIpe
2010. rogune, omoryhaBajyhu KOprCHHUITMMA 1 MOJCIIaBalbUMa CBOT KOPUCHHYKOT
HaJora yTHYy Ha JOCTYIMHOCT M BHJJBMBOCT JIMYHUX IoJaTaka, a 3atum u 2014.
rOAMHE KaJa je YKUHYTO NpPaBUJIO Ja Cy CBE IOYETHE OIUje HOBHX UIAHOBA
MoJICIIICHe Ha jaBHY BHUIJBMBOCT TojaTaka Beh he momamu kopucHuka OWUTH Of
MOMEHTA TPUCTyNamba MpPEXH OHTH BHIJBMBH Yy TIOTIYHOCTH CaMO HHXOBHUM
npujatessuma. > OBO HOBO TIPABUIIO MPUMEEbYje ce i Ha (poTorpaduje i Ha IpBe JBe
¢dororpaduje xKoje MpeacTaBibajy KOPUCHUIKH MPODUIIL.

Ynpkoc HampeTKy y 4yBamy NpuBaTHOCTH Koje Facebook mimacupa u maspe
MTOCTOjW HEKOJIMKO ,,cTTAa0MX Tayaka“ Koje yrpokaBajy IPHBAaTHOCT JUYHHUX IMOJAaTaKa
KOpHCHUKA OBE JpyIITBeHEe Mpexke. Ha mpumep, mpuimkoMm mnpetpare oapehenor
umeHa npeko Google mperpakuBaya, mpBa OMIMja Koja ce J00Wja Kao pe3ynraTt
nperpare je komrieran Facebook naior, ykomuko oH mocroju. Jeman ox mpoOiiema
Ha Koju je Beh cyrepucano ox crtpane EPIC (EPIC 2011) je m moryhHOCT 3amTuTe
rmojaTaka MoIyT aapece u TeiaedoHCKOTr Opoja KOPUCHUKA, KOJU CYy cajla, YKOIHKO Cy
YHETH y KOPHCHUUKH MPOMIII, TOCTYITHH CBHMA.

Kanazncka HeBmaguHa opraHusainyja kKoja ce 06aBu moiautukoMm HHTepHeTa U
jaBrmM nuTepecom (Canadian Internet Policy and Public Interest Clinic — CIPPIC)"’
ynyTwia je Kannenapuju nmoepenuka 3a npuaTHocT nHpopmanuja Kanane (Office
of the Privacy Commissioner — OPC)'®® mpuryx6e kako je Ha BHIIe HAuMHA
U3BpIIEHA TMOBpeAa NPUBATHOCTH KOPUCHUKA JpyiuiTBeHe Mpexe Facebook:

HeoBaltheHuM NPUKYILUbAIKLCM PA3JIMUUTUX IMOoJaTaKa O JHWYHOCTH, HeoBamheHo

15724 cara, http://www.24sata.rs/specijal/it/vest/veca-privatnost-profile-novih-korisnika-i-cover-slike-
}/Sigdece-samo—prijatelji/ 137514.phtml , mperpaxeno 26. 05. 2014. ronune

1bid.
139 Canadian Internet Policy and Public Interest Clinic — CIPPIC, https://cippic.ca/, nperpaxeno 14. 06.
2015. rogune
1 Office of the Privacy Commissioner — OPC, https://www.priv.gc.ca/index_e.ASP, nperpaxeno 14.
06. 2015. rogune
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JaBamke JMYHUX I0JaTaka KOPUCHUKA TpehuM nMiuMma y CBpXY peKIaMupama U
cm).'!

Facebook moueB on janyapa 2015. rogune yBoam oxapelheHa HOBa MpaBuiia
KaJa je y MUTamy NPUBATHOCT JMYHHUX IOJaTaka KOPUCHHUKA OBE JIPYIITBEHE MPEKE
KOju ce 00jaBJbyjy M KOjU Cy BHJJBMBU IIUPOKOM KPYTy KOPUCHHKA. Y JIOMEHY
3aIITHTE TPUBATHOCTH KopucHHKa, ®* Facebook ce MOTpymwo na AeTakHO MOjacHHM
KaKo caM KOPHCHHUK BHJIU CBOj Mpodui, Kako Taj mpodus1 Buae Apyrd KOPUCHHUIU U
Kako KopHcHHIM Mory MehycoOHO ma komyHuuupajy. OBUM H3MEHama je camo
no0oJbIIIaH HAYHMH 3aIITHTE KOPUCHUKA y OJHOCY Ha Jpyre KOpUCHHKE, jep je moryhe
onpenutu koje he mHpopmanmje OUTH KOMe NOCTymHE W TpukasaHe. Takolhe, oBe
HOBUHE JI03BOJbABAJY W Jla CE€ OrpaHMYMd OpOj KOPHCHUKA KOjU MOTY 00jaBJbHBATH
CBOje MMOCTOBE Ha HeuHjeM NMpo(puIy Kao U KOHTPOJIHMCAHO OOenexaBame JbyIU Ha
dororpadujama koje ce 00jaBIbyjy, YMME c€ JOHEKIEe CIpedyaBajy MOAPYTJbUBH
TIOCTOBHU ¥ HACHJBE KOje HACTaje Ha 0Baj HauMH. O MIaK, Ha OBaj HAYMH je KOPUCHUKY
OBE JIPYIITBEHE MpEXe CaMoO MOjallllbeHO HITa MOXKE caM Ja YYHHH Kako O of
APYTHX KOPHCHHKA MOKYIIA0 Jla cadyBa CBOjy MPUBATHOCT, ajIH jOII YBEK HHjE PELICH
npobieM Kako cama JAPYIITBEHa MpeXa M Y KOjoj MEpH CMe J1a pacloiake JTUYHUM
nojanrMa Koje joj KOPHCHHWIMM, cariamaBajyhum ce ca mpaBmiuma Kopumhema,
OCTaBJbajy ,,Ha YyBambe .

Hajo3HaTHj1 CHI'YPHOCHH TIPOITYCT HA 0BOj JPYILITBEHO] MPEXH O Be3aH je 3a
yunTaBame (oTorpaduja Ha KOPUCHUYKUA TPODUI, jep TOM MPHIMKOM KOPHCHUK
Mopa J1a y cBOj pauyHap yuuTa ActiveX KOHTpONYy y3 KOjy je OO ,IpuKavyeH” u
3JIOHAMEpPHU TporpamM 300T Kora je Hamajgad O0Mo y MoryhHocTH aa no0uje TmpucTymn
noJjanuMa M3 KOPHCHHKOBOT padyHapa. Ha 0Boj ApyIITBEHO] MpeXn BHUILE IyTa ce
JOTONIMIIO J]a Cy Halaja4yy Ha HEMO3HAT HAYMH yCIIeN J1a OTyl)e KOpHCHIYKA NMEHa U
JI03UHKE oapel)eHnX KOPUCHHKA, a TaKO YIpo3e MPHUBATHOCT CBUX IOJIaTaKa KOjU ce
HaJla3e Ha BbUXOBUM MpoduiInma.

Hajsehn Opoj cynckmx cmopoBa KOjU Cy TIOKPEHYTH M BOhEHH MPOTHB

npymtBeHe Mpexke Facebook onHoce ce Ha cakymbame Mmojaraka y3 I[omoh

1! Buoemu: Tomuh, Haramra, [erposuh, Jamubop, op.cit., 2009., ctp. 99

12 Facebook, https://www.facebook.com/about/basics, mperpaxeno 29. 11. 2014. rogune

19 Facebook, https://www.facebook.com/about/basics/how-others-interact-with-you/, nperpasxero 29.
11. 2014. ronuue

1% CurypHocHM pu3MIM JPYIITBEHHX Mpeka, XpBaTcka aKafeMCKa M HCTPaKHBAYKA MpEKa,
www.cert.hr, mperpakero 17. 03. 2015. rogune
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,komaunha” u nyrmerta ,,Cuba Mu ce”. Jegan o1 HajIIO3HATHjUX CIy4ajeBa je CBAKaKO
cmyuaj Makca Illpemca, koju je 3aTpaxkuo ox npymTBeHe mpexe Facebook ma my
JIOCTaBH CBE MOJATKE KOjeé MMa CaKyIJbEHE O HeMy.' " 3a MepHoi O 3 TOJuHe
kopuirhema apymTBeHe mpexe, Facebook je cakymuo 1.222 crpanune A4 ¢opmata
nmuuHEX nogataka. ®® Hajeuine maxme je NPUBYKIA YHECHHUIA 13 Cy HH(pOpMALHje
koje je Makc IlIpemc oOpmcao ca ApymITBeHEe Mpexe (IMOmyT oOelekaBamuMa Ha
dotorpadujama, obOpHcaHUX MOpPYyKa, OOpUCAHUX TMpHjaTesha, MPOMCHCHUX HMEHA
KOPHCHHKA U CJ1.) ocTaje u najke y Facebook apxuBama.

Huxona — Huk Yy6punosuh, CpOuH KOju XKHUBH y AycCTpaiuju, OTKpHO je 1a
Facebook nHe Opumie ,.xomaumhe™ KOju ca OpyIITBEHE MpEXE IIajby IOJAaTKE Ha
padyHap KOPUCHHMKA U OOPHYTO, YUME MPUKYIUba HH(MOpPMAIH]je O UMEHY KOPUCHHUKA,
J03MHKaMa, CajToBHUMa Koje mocehyje, U Ha Taj HAUYMWH BPIIM TEIIKY IMOBPEIy
IPUBATHOCTH CBOjUX KopucHHKA.'®' OH je TBPAMO Ja Kaja ce KOPUCHHUIIM OjjaBe ca
Facebook mMpeske, Mpexa U J1ajbe MpaTu BHUXOBO KPETame 10 CajTOBUMA KOjU MMajy
nyrMe ,,CBula Mu ce* ¥ Ha 0Baj HAUMH 3JI0yNOTpeOIhaBajy MoaaTKe.

Kopumhewmem ayrmera ,,CBuha mu ce Hucy mnoBpeheHa camo mpaBa
nojequHana, Beh W pasnmuUUTUX KOMIAHMja, JAPKAaBHUX MHCTHUTYIMja A YaK |
JOKAIHUX camoympaBa. Ha BeO cajty rpama XamOypra (www.hamburg.de)
MOCTaBJbCHO je ,,CBuha mu ce myrme. ['pag XamMOypr je, cyMmajyhu y TOmyImTeHOCT
OBAaKBOI' HauMHA MpUKyIUbama IOJaTaka, 3axTeBao MuLUbeke o7 Facebook
KOMIIaHHUje Y Be3H ca HAaYMHOM Kopuihewma oBe ¢pyHkimje. Facebook je oarosopuo na
ce 00pajia mojaTaka 3arucra BpIIH, Kao U J1a Ce CAaKyIJbeHU MOJIAIi OpUITy HAaKOH TPH
Mecela 0J1 lbUXOBOT cakyIybama. Kako ['pax Huje O1o 3a10BOJbaH OJTOBOPOM KOjH je
no0no, aaMUHUCTpATOpW 3BaHWYHE Mpe3eHTanuje [pama cy ca cBoje cTpaHHIE
ykinoHunu ayrme ,,Csuha mu ce“.'®™ Crmuano Cy IOCTYNWJIE M BJIACTU HEMayKe
nokpajune I1lne3sur-XommrajH, Koje cy ca apymrsene mpexe Facebook yknonune u
nyrme ,,Ceuha Mu ce™ u cTpaHy 3a 000’kaBaolle KOjy Cy UMaJId Ha OBOj JPYIITPBEHO]

169
MPEXH.

' Ipswa, Jlparan, Jumurencku , Auapej, op.cit., 2012, cp. 193
1% europe-v-facebook.org, Haseneno xox Ibid.
17 Kypup- nueBna HouHa o1 30. 09. 2011. rouse : ,,ExckmysusHo: CpouH koju je pazono dejcbyk™,
http://www kurir.rs/ekskluzivno-srbin-koji-je-razbio-fejsbuk-clanak-113719, mperpaxeno 14. 08. 2012.
TOUHE
122 Hageoeno xoo: Tpiva, lparan, Junurencku , Auapej, op.cit., 2014, ctp. 14

1bid.
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2.3.2. Twitter

Kama xopucHuk kpeupa wiam pekoHctpyuiie Twitter Hajor, o6aBe3aH je na
OCTaBH HEKe MoJaTKe O ceOu: MMe, KOPUCHUYKO HME, JIO3UHKY M EJIEKTPOHCKY
anpecy. CepBepu ayTOMaTCKU €BHICHTHPA]y CBE MOAATKE (T3B. IHEBHHUK I10/IATaKa)
KpeHpaHe o CTpaHe KopucHHKA. ' CaMHM y4lamemeM Ha APYIITBEHY MpEKY,
KOPUCHHK J1aje JI03BOJy MpPEXH Ja IMPUKYIJba MOJATKE O HEMY, CKIAJUIITH HX,
MaHMITYJIMIIE HUMa, MpOCiIeau HX Jake y oapeheHum cydajeBuma. JIHEBHMK
nojaTaka Moke Ja caiapxu uHpopmammje kao mro cy MWII agpeca, Tun
npeTpaxuBada, noceheHe crpaHuIe, omeparep MoOwmiIHEe TenedoHHje KOPHCHHUKA,
Hajuenmhy TpEeTpaXWBaHU TEPMUHHU, HHTEpPAKIMja ca CajTOM, aruIMKalyjamMa |
pexnamama. Twitter IpuUKyIba JIUYHE MOJATKE O CBOJUM KOPHCHUIMMA, IPUBATHE U
jaBHE TIOpYKe, jaBHE TBUTOBE WJIM OpOj KOPHCHHKA KOjU Cy KIMKHYJIU Ha onpeheny
BE3y, U CBE OBE MOJATKE MOYXe 1a Jenu ca TpehuM mmmuma.' '

OBa [npymTBEeHa Mpeka IMPUKYIUba HHPOpPMALMje O PErucTpOBAHUM
KOPHUCHUIIMMA MPEKO PA3IUUYUTUX MHTEPHET CajTOBA KOjUMa MPUCTYIAjy KOPUCHMIIY,
arTMKaIyja Koje KOpHcTe, MOCIaTUX TBUTOBA, 0OaBelITeha U KOpUIThEeHUX yciyra.
CamMuM MOMEHTOM pETHCTpOBama M TPUCTYyNama MPEKH, KOPUCHHK je J1ao
CarJIaCHOCT J1a C€ HETOBU JIMYHH MOJAIM CaKyIlJbajy, CKIAauINTe U 00pal)yjy, anu u
Ja ce noJ oxpeheHnM ycaoBUMa OBM MOJALM U JIeNle ca HEKUM JIPYIMM KOMIIaHHWjaMa.
Moryhe je Takohe na ce mojany 0 KOPUCHUIMMA TOJENIe U ca JPYTUM JIPYIITBEHUM
Mpexama, YKOJHUKO MCTU KOPUCHHK MMa OTBOPEH M PETHMCTPOBAaH HAJIOT W HA HEKO]
Apyroj npymrTBeHoj] Mpexku. OBakBUM MOTryhHOCTHMa KoOje OBa JAPYIITBEHAa Mpeka
Hymqu motBphyje ce HameHa Mpexe — rIobamHa pasmeHa uHbopMaumja.'’’
KopucHunumMa je ocraBibeH M300p JAa caMu Ipuiaroje NpUBAaTHOCT MH(OpMaluja
Koje cy o0jasbeHe Ha IpoQuiy.

ITo ce Tude ,,TproBUHE” MPUKYIUBEHUM IOJAlIMMa O]l KOpUCHHKA, Twitter

3apKaBa MpaBoO Ja MpoJia CBE CakyIJbeHe HMH(opManuje ako aohe a0 MpoMeHe

" Tpurep - INomuruka mpusatHOCTH - CKyIbame,Kopuimheme i H3MeHa KOPHCHHUKHX I0JaTaKa,
https://twitter.com/privacy, nperpaxeno 04. 08. 2012. rogune

"V Buoemu: Rushe, Dominic: ,,Icelandic MP Fights US Demand for Her Twitter Account Details®, The
Guardian, January 8, 2011, http://www.guardian.co.uk/media/2011/jan/08/us-twitter-hand-icelandic-
wikileaks-messages, mperpaxkero 04. 08. 2012. romune

172 Camuornh, Aumpeja: ,,5e30emHOCT APYIITBEHHX Mpexka ca ocBproM Ha Twitter”, INFOTEH-
JAHORINA Vol. 12, 2013., ctp. 861, http://infoteh.etf.unssa.rs.ba/zbornik/2013/radovi/RSS-5/RSS-5-
9.pdf, nmperpaxeno 06. 08. 2015. roaune
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BJacHHKa Mpexxe. Kaja je Hamor Ha 0BOj APYIITBEHO] MPEXKH JACAKTUBUPAH, OH Ce He
opue 30 nana. Tek HAKOH MCTEKa OBOT TEpHOJA MOYMLE MPOIlec Opucama Haora,
IITO MOKE JIa OTpaje 1 10 Heesby AaHa.' > TIoNMTHKA IPUBATHOCTH OBE APYIITBEHE
MpeXe je jacHa KajJa Moryhe OTKpHMBAaTH MOJATKE KOje jeé KOPUCHUK OCTaBHO Ha
MpEXH: y Clyyajy capagmbe ca MOJHIMJOM WM BIAJAWHUM TEIUMa, Yy CIydajy
OTKpHBama MpeBapa WIN 3alTUTe 0e30€IHOCTH HEeKe 0co0e, HeUWjuX IpaBa WIH
MMOBHHE MPEXa je Ty)KHa Jia OTKpHje TpaxkeHe MmoxaTke oxpeljeHor kopucHuka.

Jlo cana je Omto BUIlIe CUTYPHOCHHUX TPOITyCTa Ha JPYIITBEHO] Mpexu Twitter
ayu cy 3a0€eJIeKeHH U CIIy4ajeBU rpyOor KpIliewa MpaBa Ha IPUBAaTHOCT.

WuTepecantan mpuMmep 3710ynoTrpede mpaBa Ha NPUBATHOCT IOTOAHMO Ce
janyapa 2011. ronune, kana je Bimana Cjegumennx Amepuukux JpkaBa ypyduia oBoj
APYUITBEHO] MpEXH CYIACKH HaJIOT 3a OTKpHBamke HHQPOpPMalMja O HEKUM
KOpUCHUIIMMA KOjU cy Ownm ymemanu y ciydajeBe Buxwmnukca (WikiLeaks).
Wutepecantan je ciyuaj bpurure Jopucmorp (Birgitta Jonsdottir), mocnanumne y
HcnanackoM mapiaMeHTy M HEKaJallkber BOJIOHTepa BHKMIMKca, Koja TpEeHYTHO
BOJIY CYACKH CHOp Ca aMEpHUYKUM MPaBOCYJHHM CHCTEMOM 300T IMOKyIIaja aa ce
HCKOPHUCTE EHE IMPHUBATHE IMOpPYKE KOj€ je cllaja U MpuMala MPEeKo JpyIITBEHeE
Mmpexke Twitter moueB ox 1. HoBemOpa 2009.roaune. JOPHCIOTP je M3jaBHIIa KAKo je
CBECHA Jla C€ OBJIE HE paJii camMo O leHNM HH(popMaIrjama, Beh 1a je 0Bo ymo3opeme
CBUMa Koju cy capahuBamm ca Buxwimmkcom. by, kao mocmaHuily ap:KaBHOT
mapJaMeHTa o] jaBHOr Kopuinhema M 00jaBJbHMBamba NPUBATHUX IMOPYKA INTHTH
MOCIIAHUYKU UMYHUTET, alii Ta he ce TecuTH ca OOMYHUM JbyAUMa KOjU C€ U3 HEKOT
pasiora Halyy y cimuHoj cuTyaumju? > Twitter je pearoBao OIO3HBAEEM CYICKOT
Hajora, 3ajaxyhu ce 3a uaejy na OM KOPHCHHMIIM HMHTEpHETa Tpebaio aa Oymy
o0aBelITEHH W Ja UM ce TPYXKH NMPWIMKa Aa oJ0paHe CBOja YCTaBHA ITpaBa Ipe
CYJIOM TIpe Hero mro 0y1y KOMIPOMHUTOBAHA.

Jenan on HajIO3HATHjUX CUTYPHOCHHX IPOITYyCTa HA OBOj APYIITBEHO] MPEKHU

je TIPOIyCT Be3aH 3a JI03BOJbaBakE U3BPIABaka MPOU3BOJEHOT MTPOrPAMCKOT KOJia Ha

' Tpurep - Iomuruka npuBaTHOCTH - CKyIUbame, KOpUIIheme U M3MEHa KOPHCHHYKHMX T0JaTaKa,
https://twitter.com/privacy, nperpaxeno 04. 08. 2012. rogune

7 Tbid.

17> Government Requests For Twitter Users' Personal Information Raise Serious Constitutional
Concerns, Says ACLU, ACLU — American Civil Liberty Union, 2011,
http://www.aclu.org/technology-and-liberty/government-requests-twitter-users-personal-information-
raise-serious-constitu, mperpakero 12. 08. 2012. roaune
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HeudjeM mnpoduiry, mro je uckopuctuo upB StalkDaily, koju ce mmpuo mpexom
CaMuM MperieaBameM Ipoduia KOPHCHHKA.  © JOII jeHO O OMACHHX YrpoXkKaBarba
0e30eHOCTH JIMYHMX TOoJlaTaka O KOPHUCHUIIMMA JOTOAMIO CE€ Kaaa je Xakep IOj
HaauMkoM ,.Hacker Croll* ycneo na yhe y cangyde enexkTpoHCKe MOLITE JeJHOT O
aJIMUHHUCTpaTOpa OBE JPYLITBEHE MPEXkKE U J1a YKpaJe KOPUCHUYKO UME U JIO3HHKY 32
[EJIOKYTIHY JAPYUITBEHY MpEXY, YAME je JOBEO y OMACHOCT NMPUBATHOCT MHIIMOHA

KOPHCHHKA Mpexe.

2.3.3. LinkedIn

Kao w mpwmkom perucrpanmje Ha Facebook wmm Twitter, npuimkom
peructpanuje Ha LinkedIn nadpopmanmje o kopucHuIMMa o0yxBaTajy uMe, e-aapecy,
3aHNMamke ¥ TOCIIONABIA, 3€MJbY KOPHCHHMKAa M JI03MHKY. Ilomatke je wmoryhe
NPUKYOUTH W KaJa MX KOPUCHUK M3PUYMUTO HE Jaje Beh NpMWIMKOM mperjiena u
kopuirthewa Bed crpanuia ca ucre UII anpece, npu yemy je moryhe noburu u UII
anpecy KOPHCHHKA, THI KOPHIINEHHWX MpeTpakuBaya, OMEPATUBHHU CHCTEM KOjH Ce
KOPHCTU U ajpece CBUX NocehuBaHUX CajTOBa y KojuMa cy yrpaheHe TEeXHOJOTH]e
LinkedIn nnatdopme.

WutepecantHa je oxapenba na npukymsbeHe mnomatke LinkedIn we moske
NpoJIaBaTh, M3HAJMUTHU WM JeTUTH TpehuM nunmma 6e3 mpucTaHKa KOPUCHUKA, OCHM
VKOJIMKO je To HeomxoxHo mapraepuma LinkedIn y mpyskamy yeayra' ™. LinkedIn ce
orpahyje ox HeoBnamheHor Kopuiihewma JIHMYHUX MOJaTaka Ha cieiehu HauuH:
,»JlnuHe uHpopmauuje KopucHMKa Ouhe Oe30emaHe y CKiIamy ca HHIYCTPH]CKUM
CTaHmapauMa W TexHojordjama. [lomro wHTEpHET HUje okoiauHa Kkoja je 100%
CUTYpHA, HE MOXXEMO Ja TapaHTyjeMo Wi 00e30e1MMO CHUTYpPHOCT OWIIO Koje
unpopmanuje kojy mnocraBute Ha LinkedIn. He moctoju rapanuuja na
uHpopmanujama Hehe OuTH mpucTynaHo, na Hehe OWTHM KomHMpaHe, MeEHaHe,
noxesbeHe ca apyruma win yummrene”.'” LinkedIn uyBa momaTke cBe IOK je

KOpPHUCHHUYKH HAJIOT aKTHBaH.

170 “CyrypHocHM pH3MIH JPYIITBEHHX Mpeka”, XpBaTcKa aKaJieMcKa M HCTPaKHBauKa MpExa,
www.cert.hr, mperpaxerno 17.03.2015.rogune
177 g7 :
Ibid.
178 LinkedIn - ITonMTHKA MPUBATHOCTH,
http://www.linkedin.com/static?key=privacy policy&trk=hb_ft priv, nperpaskeno 04. 08. 2012. rogune
179 17 -
Ibid.
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[Momam o0 perucTpoBaHMM KOpPUCHHMLIMMA WIM HH(pOpMaIHje Koje Cy
00jaBJbHBAIIM KOPUCHUIIM MOTYy OWTH y ciepaehum ciydajeBuMa MojieJbeHn ca Tpehum
JUIIMMa TEK HAKOH Jo0Oujama um3puuute cariacHoctu: (1) ykomumko cy OWTHH 3a
Boheme Cy/ICKOT TMOCTYIKa, M3/laBamba CYACKOT Hajora WM H3pHIame OMIIO0 KaKBe
npaBHEe caHkiuje; (2) 300r momToBamka YTroBopa O yciaoBUMa Kopuinhema yciyra
Mpexe; (3) ako HeKH APYTrd KOPHCHUK TPHjaBH Ja je JIONUIO 10 KpIIema MpaBHia
MoHAIIamka Ha MpeXH; (4) ako je y MHTepecy 3allTUTe HEUHJUX NpaBa, UMOBHHE WJIU
JMYHE CUTYPHOCTH.

CurypHOCHM TPpONYCTH Ha OBOj JAPYIITBEHO] MpeXH MaHH]ecTyjy ce
Hajuernrhe MpeKo HeXeJbEHUX MOPYKa, jep KOPUCHHIM BEOMa YeCTO MPUMAjy MOpyKe

OJ1 aIMHHHCTPATOPA MPEKE WITH OCTATHX KOPUCHUKA. ™

180 ,»CUTYPHOCHH pU3HIM [PYIITBEHHMX Mpexka’, XpBaTcKa aKageMcKa W HCTpaKMBadyka Mpexa,
www.cert.hr, mperpaxkero 17. 03. 2015. rogune
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2.4. UaTepHeT NpaBa v NPUHLIUIIU 32 3aIITUTY JbYJACKHUX NpaBa

JlunamMyyHa Koanuiyja 3a MHTEpHET npaa u npuHiune (Internet Rights and

Principles Dynamic Coalition - IRP)'®'

NpeJCTaB/ba MPEXY KOjy YMHE TOjeMHIN U
OpraHusalyje M3 LeNor cBera Jenyjyhy yjeAumeHo y Luiby /1a 04yBajy M 3allTUTE
JbYJICKa TpaBa y BHPTYENHO] cpenuHu. Pan oBe koanmumwuje ce Oasupa Ha pamy
HNutepuer ¢opyma VYjemumenux Hanuja (UN Internet Governance Forum), xoju
OKyIUba BJIQZIC 3€MaJba WIAHMIIA, TOCIOBHE MapTHEPE W OpraHU3aIfje IHUBUIHOT
JpYyIITBA Kako OW ce pacmpaBibajio O CBUM 3ajeJHHYKUM MpPOOJIEeMHMa U MUTAkUMa
KOjH 3amMpy y JDOMEH MHTEpHET IpaBa ¥ yIpaBbama. ~ Koamummja ce 10 caga
0aBMJIa TPUMEHOM JOCAIallbUX TPUHIMIIA OYyBama JbYACKHX IpaBa y WHTCPHET
OKpYXKEHY, Kao M HW3rPaJlbl CBECTH, pa3yMeBama M 3ajeJIHMYKe IuiardhopMme 3a
MOOWJIM3aLKjy OKO TpaBa W TNpUHIMIA 3a HWHTepHeT. Kako OM CBU KOPHUCHUIH
WHTEpPHETa MOIITOBAIM WM IITHTWIH JbyACKa TpaBa Ha HWHTepHeTy, Koamummja je
3ay3ena CTaB Jla ce MOpajy Ipemy3eTH ojpeheHn Kopaly Kako OW ce OCHrypaiio 1a
WuTepHeT (yHKIMOHMIIE M €BOJBUpPA Ha HAYMHE KOJH TOIITYjy JbyJICKa IpaBa o
MaKCHUMAaJTHUX pa3Mepa.

Kako Om momornm ma ce octBapu Bu3Wja VHTEpHETa Kao CpeiacTBa 3a
OCTBapHBame JbyICKHX NpaBa, Koamumwuja je ycBojura 10 npasa u npusruma:'™>

(1) YHHBEp3aIHOCT M JETHAKOCT — CBH JbYAH Cy pol)eHu c1000IHU U jeTHAKH,
y JIOCTOjaHCTBY H ca IpaBUMa Koja ce MOpajy TOIITOBaTH U OCTBapuBaTu y MHTEpHET
OKpYXKEHY;

(2) TlpaBa um commjasHa mpaBaa — VIHTEpHET je TPOCTOP 3a MPOMOIH]Y,
3alITUTY W OCTBapUBAamE JbYJCKUX IpaBa Kao W 3a yHampeheme colujaiHe MpaBle.
O0aBe3a cBUX je J1a TIONITY]Y JbY/ICKA MpaBa IPYTUX Y BUPTYEITHOM OKPYXKCHY;

(3) Ilpuctyn uMHTEpHETY — CBM JbYAM MMajy jelHAKa IMpaBa Ha MPHUCTYN H

ynotpeOy cUrypHor u orBopeHor HTepHera;

" Internet Rights and Principles Dynamic Coalition (IRP): Internet rights & Principles Charter -
Internet rights & Principes,
http://internetrightsandprinciples.org/site/wp-content/uploads/2014/08/IRPC_Booklet-

English 4thedition.pdf, mperpaxeno 06. 08. 2015. ronune

"2 Internet Governance Forum, http://www.intgovforum.org/cms, nperpaxeno 28. 08. 2015. rozuse.
' Internet Rights and Principles Dynamic Coalition (IRP): Internet rights & Principles Charter -
Internet rights & Principes,
http://internetrightsandprinciples.org/site/wp-content/uploads/2014/08/IRPC_Booklet-
English_4thedition.pdf, mperpaxeno 06. 08. 2015. ronune
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(4) MspaxaBame U yIpyXKHBamke — CBAKO MMa MPABO Jia CIOOOJHO TPaKu,
npuMa U nenu uHpopmanuje Ha MHTepHeTYy, 0€3 LeH3ype WIM APYTuX YyIUTUTamba.
Takohe, cBako MMa mpaBo Ja ce ciao0oaHO yapyxkyje myTem HHTepHeTa y 1uIby
MOCTU3akba IPYIITBEHUX, KYJATYPHUX UM CIMYHHUX IIUJbEBA;

(5) IIpuBaTHOCT W 3amITHTA MMOJATaKa — CBAKO MMa IPaBO Ha MPUBATHOCT Y
WutepHer okpyxkemy. To moapazymeBa u ciI000dy O HaArIeqama, MPaBO Ha
Kopuiiheme €HKpHUINIKje U MpaBO Ha aHOHMMHOCT. CBako MMa IPaBO HA 3aLUTUTY
nojaTaka, ykjby4dyjyhu KOHTpOJYy HaJ JUYHUM IMOAalKMMa, yyBame, oOpalhuBame,
pacriosiarame 1 00jaBJbUBabE UCTUX;

(6) XKusort, cimobona u curypHoct — Y WHTEpHET OKpyKemy MOpajy Aa ce
MIOIITY]y, 3allITUTE U OCTBAPYjy MpaBO Ha KHBOT, cI000ay M curypHoct. OBa mpaBa
HE CMejy Jla ce KpIlIe WJIM KOpUCTe Kako OM ce Mpekpliuia Heka JApyra npasa y
HHTepHET OKpyKEBY;

(7) Pasnuumrtoct — Ha VHTepHeTy Mopa Ja ce NpPOMOBHIIE KYITYpHH U
JE3UYKHU IUBEP3UTET, a Jla € MOJACTUYY TEXHHWYKE U MOJUTUYKE MHOBALUjE y LMY
MOJPIIKE TTypaIU3MY;

(8) JennakocT Ha Mpexu — cBako Tpeba Ja UMa jeJJHaK WIK OTBOPEH MPHUCTYI
canpkajuma Ha MHTEpHETY, 0€3 AMCKPUMHHATOPCKOT (haBOPU30Bama, (GUIITEpUCaha
WIA KOHTposie Kopuinhewma VHTepHeTa y KOMepIHWjasHe, MOJUTHYKE WIH JApYTe
CBpXE;

(9) Crangapau u perynangja — cTpykTrypa MHTepHeTa, KOMYHUKAIU]jCKU
cucteMd W ¢opmaTd JOKyMEHaTa W IMojaTaka Mopajy aAa Oyny 3acHOBaHH Ha
OTBOPEHHUM CTaHJapIuMa KOjU OCUTYpaBajy IMyHY MHTEPONEPAaOMIHOCT, YKIBYYCHOCT
Y jeTHaKe MPUITNKE 3a CBE;

(10) VnpaBmame — JpyJacKa NHpaBa M COLMjajHa MpaBAa Mopajy na Oyay
IpaBHE M HOPMATHBHE OCHOBE Ha Kojuma he MHTepHeT na QyHKuuoOHUIIE U 1a Oye
ypehen. OBo Tpeba ja ce oABMja HA TpaHCHAPEHTAaH W MYJTWIATepaJlaH HAYWH, Ja
Oyle 3acHOBAaHO Ha TMPUHIMIKMA OTBOPEHOCTH, JE3WYKOr yuemha CBHX H

OATOBOPHOCTH.

80



1/(}({/?(’()(/ npaea Ha npueamHocm J.7({\'/I()/H/)(’(j().ll ()]{I‘Illlll({(’llll.\'.11])({)/(‘(1 Kao 0o1uK /\'().1II]/:I‘III(’])(‘K()H KpumuHaiumema
o
°

L 4

CBu OBM NpUHIMII Cy JeTa’bHO pazpahenu y [loBesbH JbyACKHX MpaBa u
npunuuna na MuTepHeTy, o' KOja MpeacTaB/ba 3ajeJHIYKN CTAHAAPA KOjH MOpa Ja
ce nocturHe. CBaKyW MOjeMHAIl U CBAKHM OPTaH yIlpaBibamka JPYIITBOM Mopa Ja paau
Ha TMPOMOIMjH TOINTOBaka OBUX IpaBa W clio00/a, Ka0 W Ja Tpeay3uMa CBe
HEOIXOJHE Mepe jaa 00e30enu HHUXOBO Iperno3HaBame. Takole, CBakM KOPUCHHMK
WHTepHeTa mMMa Iy>KHOCT W OATOBOPHOCT Ja MoOpa Ja TOWITyje TpaBa JIpYyrux
KopucHuKa [loBesbOM ce TapaHTyjy: npago Ha npucmyn unmepHemy, a TOCEOHO
KBaJIUTET MPYXKEHE yCiIyre, cio0oaa n3dopa OnepaTuBHOT CUCTEMa U Mporpama Koju
Ce KOpHUCTE, TUTHTAIN3AIH]Y, JSAHAKOCT U HEYTPAITHOCT UHTEPHET MPEXKa; npaso Ha
HeOUCKPUMUHAYU]Y npuiukom omocyhasarsa, kopuwheroa u ynpasmaroa uHmepHem
nPUCMYnoMm, Koje nojpasymMeBa  jEIHAKOCT MPUCTYTIA, MPUCYTHOCT
MaprUHAJIM30BaHUX TPyMa M MOAPKABAKE POJIHE JEAHAKOCTH; NPAo HA CIOO0OAH U
cueypan HMumepnem, y OKBHpPY KOra ce IoJpa3syMeBa 3alllTUTa OJf CBUX OOJHKa
KPUMHHAINTETa Ka0 U cUTrypHOCT MHTEpHEeTa; npaso Ha paseoj kpos3 MnmepHnem xoje
nenyje y Iujby CMambemha CHPOMAIIITBA, MOJICPHU3AIHN]Y JbYACKOT pa3Boja U OJPKUBU
Pa3Boj YOIIIITE; €10000a U3paA@ca8area u 00CmMynuHux ungopmayuja na Uumepuemy, y
OKBHpPY KOje ce MmojIpazymeBa clio00Ja H3pakaBama IMPOTECTa NMPEKO HHTEPHETa,
cmoboja oA IeH3ype, MpaBo Ha HWHOpMaIHje, cl1o0oga Meauja W HETOCTOjarmhe
roBopa Mpkme Ha MIHTepHEeTY; npaso Ha eepcko onpeodemerve U uspaxicasaroe npeko
Humeprnema, cnobooa opeanuzosara u yopyscueara npeko Uumeprnema, npaeo ua
npueamuocm Ha Mumepremy, Koje ToIpa3yMeBa JIOHOIICHE HAIIMOHAIHUX MPOIHCA
KOjU c€ OJJHOCE Ha NMPHUBATHOCT, Pa3BHUjam-e MOJUTHKA MPUBATHOCTH M MoryhHocTH
BUXOBOI TOJelaBaka Ha VHTEepHETy, TOCTOjame CTaHgapja IOBEPJHHBOCTH H
uaterputeta WT cucrema, 3amTura BHUPTYETHE TEPCOHAIHOCTH, MIPaBO Ha
AHOHUMHOCT W KOpHWIINCHE CEHKPHIIIUje, HENOCTOjamee Hairienama WHTepHEeT
KOMYHHKaIije, HeMOTyhHOCT IMpea IIIacCHHa M KieBeTa npeko MHrepHera; npaso
Ha 3aumumy OUSUMAIHUX no0amaxa Koje Topa3yMeBa 3alITUTy JHYHHUX TT0aTaka,
o0aBe3y cakyIlbama I0JIaTaka, MOCTOjalbé MUHUMyMa CTaHIapaa 3a Kopuinheme
JUYHUX TIOJaTaka M HajariieAame VIHTepHeTa O] CTpaHe HE3aBHUCHHUX OpraHa 3a

3al0TUTY MoAaTakKa.

' Internet Rights and Principles Dynamic Coalition (IRP): Internet rights & Principles Charter -
Internet rights & Principes, http://internetrightsandprinciples.org/wpcharter, nperpaxeno 06. 08. 2015.
rOJINHE
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[ToBesboM ce Takohe TapaHTyjy: npago Ha edykayujy 3a Kopuuiherve
Humepnema, xoje ce peanmsyje Kpo3 oOpa3oBame myteM MHTepHETa M enyKanujy o
MOITOBakY JbYJACKHX TpaBa Npu Kopuithewy WHTEpHETa; npaso Ha Kyamypy u
npucmyn 3xary npexko Mumepnema je TpaBo Koje MoapazyMeBa MpaBo Ha ydemihe y
KyJITypHOM >KHUBOTY APYIITBA, PA3IMYUTOCT je3UKa U KyJITypa, IpaBo Ha Kopuurheme
MaTepHET je3uKa, HerocTojame 3a0paHa y o0iacTh KyiType M TMPHUCTyNa 3HABY
npeko MHTepHeTa, AOCTYmHOCT OecrulaTHHX copTBepa M OTBOPEHUX CTaHIAp/a,
npasa oeye Ha MnmepHemy, oJ1 KOJUX cy OCeOHO MpEno3HaTa npaBo Ha JOOPOOUT o1
kopuithema MHTEpHETA, IPaBO AeTeTa Aa He Oyae uckopuihaBaHO M Y3HEMUPABAHO
HACHJTHUM CJIMKama npeko MHTepHeTa, MpaBo Ja ce IeYHju Tiac 4yje, MOCTyname y
Haj00JFEM MHTEPECY NIeTeTa; npasa ocoba ca uxearuoumemom Ha Mnmepuemy, xoja
MoJIpa3yMeBajy mpaBo Ha npuctyn MHTepHeTy u mpaBo na npuyinte ceobu MHTepHeT;
npaeo ma pao u HMumepnem, TIpU YeMy C€ MHCIH Ha TOLITOBAm-€ IpaBa paJHUKA,
WHTEepHET W pagHO OKpyXeme, Kao W Ha paa npeko WHTepHera; npaso oa ce
yuecmayje y 00Iyuugarby 0 numarbuma o0 jasHoe sHauaja npexo Mumeprema,npago
Ha 3awmumy nompowaya npexko Mumepnema; npago Ha 30pagcmeeHu U COYujaiHu
cucmem 3auimume npexko Mnmepnema, xoje o0yxBaTa M JOCTYIHOCT 3APaBCTBEHUX
ciy)xOu mpexo MHTepHeTa; npaso ma npasumu nexk u Ha ¢ep cyhere; npaeo Ha
oocosapajyhu  Opywmeenu u melhynapoonu nopedax ua Humepuemy, Koje
MoJpa3yMeBa IOIITOBAWkE JbYJICKUX IPaBa, BUIICJE3MYHOCT M PA3IMYUTOCT Ha
WuTepHeTy Kao M €EKTHBHO YYECTOBAHE KpEeHpamy TIJI00AHE TOJUTUKE MPEKO
NHurepHera.

[Mume IloBesse je, mopem OCTalor, CTBapame IOYETHE Tadke Iujaiora H
capaame m3Mel)y pa3mmIuTUX MHTEPECHUX TPyIia, IPAaBHU OKBUP 32 CTBapame HOPMH
Ha JIOKAJIHOM, HAI[MOHAIHOM W TJI00aJIHOM HHUBOY Koje he ce OaButm MHTepHET
yIpaBJbamkeM, Kao U CTBapame OJAroBapajyhe mojauTUKe U MEeXaHHW3aMa JIoOupama 3a
BIIaJie, mpeay3eha u rpyre MUBIIIHOT JAPYIITBA Koje cy nocBeheHe pa3Bojy OCHOBHUX

npuHnuna Marepuera.
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3. be30eIHOCHU PU3MIU HA IPYIITBEHUM MpeKaMa u
Nnpenopyke 3a bUX0BO CMAalbNUBaH€

YOp3anu pa3Boj TexHoJOTHje oMoryhuo je cBe Opky oOpaay mojaraka H
edukacHO (PYHKIIMOHHCAKE KA0 M JOCTYITHOCT OpOjHUX MH(OpMaIHja, HCTOBPEMEHO
00e30ehyjyhu mojeauHily na xao Jeo orpomHe 0as3e mojaraka OcTaHe ,,aHOHHUMaH .
Yysenu marasud The New Yorker je jomr 1993. ronune moueo na o0jaBibyje CTpHUIL

1 .
"8y je Ha

KOjU je TMOopydYWBao Ja ,Ha WHTEPHETY, HHUKO HE 3HAa Ja CH Tac
WHTEPHETY N0 T€ Mepe TEHIKO OTKPUTH HEYHMjH HACHTHTET aa cy MoryhHocTH
3noynorpede HeOpojeHe. Y 1miby OopOe MPOTHB CBUX BHUAOBA KOMIjYTEPCKOT
KpUMUHAINUTETa, OWIO je jeAuHOo Moryhe KOHTpOJHCATH MPHUCTYH KOMIIjYTEPCKOM
CHCTEMY ayTOMAaTCKH, KOpHWIIhemeM JIO3MHKH, JaBamkeM Mamer wid Beher
oBnamhema KOPUCHUIIMMA U CII. 3alTUCHBAKbEM, OJJHOCHO OENeKEHhEeM CBHX yJla3zaka y
CHUCTEM U HKbUXOBOM TIPOBEPOM, OHIIO je MOTyhe OTKPUTH U CAHKITMOHUCATH CBAKH WIIH
Oap BehuHy HeoBnamheHuX MpUcTymna.

JIpyluTBeHE Mpexe ce€ MOTy 3JIoynorpe0dspaBaTH Ha pa3He HauuHe, a
KPUMHHAIMTET KOjU CE€ peajn3yje Ha OBaj HaYMH MOXXE€ MMAaTH OOJHK OMIIO KOT Of
TPAIUITMOHATHUX BUI0OBA KPUMUHAIUTETA. 3a0pHUHYTOCT BEIUKOT Opoja KOPHCHHKA
MHTEPHETa H3a3MBa YMICHUIIA Ja ce HWH]opMalHje Koje ce THYy HBHX CaMHUX
ayTOMAaTCKU T€HEepHIlly, IPUKYIUbajy, cKiaaumTe, Mel)ycoOHO moBe3yjy U KOpHUCTe Y
pasTHunTe CBpXe, yKJbydyjyhu KOMepIHjasiHe, ma i He3aKoHHTe.

[Toganuma o WHAMBHIyamMa KOjU c€ HEoBJIaheHo MpubaBbajy 370ymoTpedomM
MHPOPMALIMOHUX CHUCTEMAa MOJKE C€ Ha pa3He HauyMHe MaHumyiucatu. OTKpUBamEeM
BEJIMKOT Opoja JTUYHUX MOoJaTaka KOPUCHUIIM 3alpaBO CBECHO C€ OJpUYy Jeja CBOje
MIPUBATHOCTH jep Ce Ha OBaj HAYHMH MpaBH jeHa OoraTa KOJIEKIMja JIMYHHUX MMO/IaTaKa
o kopucHunmuma. Ilopem Tora, mocraBibame (ororpaduja Moxe ma omoryhu

UACHTUUKALM]Y KOPUCHHKA MOMONy MpOrpaMCKUX ajnara 3a Hperno3HaBame JMIA,

Qi ¥ MECTO Ha KOME c€ KOPHCHUK Ha Toj dororpaduju Hanazu. Jom jeaHa o

185 Steiner, 1993, naBeneno kox Hargittai, Eszter: “Whose Space? Differences Among Users and Non-
Users of Social Network Sites, Journal of Computer-Mediated Communication, volume 13, issue 1,
ctp. 276-297, oktobap 2007,
http://onlinelibrary.wiley.com/doi/10.1111/5.1083-6101.2007.00396.x/full, npetpaxeno 13. 04. 2013.
TOJMHE

1% Crracuh, Bunoje: ,,Onnaju 6e36eamoct, 36opank [pasror daxynrera y Humry, Humr: ITpasan
¢axynrer, Llenrap 3a mybnukanuje, 2010. - 6p. 56 (2010), ctp. 78
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MOTEHIIMjaJTHUX OMACHOCTH HAJla3H CE Y YMI-CHUIM Jla Ha TMOJeIMHUM JPYIITBEHUM
MpekaMma Huje Moryhe oOpucaTu cBe MmoJaTKe Koje caap ki KOPUCHUYKH mpodwt, Beh
je moryhe caMo JeakTHBUpPATH MPOQWI YMME TMOAAIM W JaJbe OCTa]y MOXpameHU
HerJie y BUPTYEITHOM MIPOCTOPY.

VY EBponu 06poj KOpHUCHHMKA JIPYHITBEHUX Mpeka KOjU Cy NpPUjaBWIM Ja Cy
OWJTH KpTBa Hallaja Ha TMPUBATHOCT HA HEKO]j O] APYIITBEHUX Mpexa je ca 6% (2009.
roauna), Hajmpe mosehan Ha 12% (2010. roauua) a satum Ha 15% (2011. romuna).'™’
Y CAJI oBaj 6poj je ca 8% (2009. roauua) mopactao Ha 18% (2011. rogumna).'*®

[Tpuctyn xommjyTepckoM cucteMmy Omio je moryhe, y musby 60opOe mpoTuB
CBUX BHIOBa KOMIIJYTEpPCKOT KPUMHHAIUTETA, ayTOMATCKH KOHTPOJIHMCATH
KopuihemeM JIO3MHKH, JTaBalkbeM Mamer win Beher oBnanrthema KOPUCHULIIMA U CII.
3anucuBameM, OTHOCHO OENeKemheM CBUX yia3aka y CUCTEM U HBUXOBOM MPOBEPOM,
6uno je moryhe OTKpUTH M CaHKUIMOHUCATH CBaKd WIM BehumHy HeoBiamheHux
MIPUCTYTIA.

MehyTtum, mpuMmepu yka3yjy U Ha Jpyry CTpaHy HampeTka. YIpaBO OBaKaB
BUJ ,,yJaKelka y Tpar’ H3BPIIMOIMMA Pa3IUUYUTUX O0ONIMKa cajoep KpUMHUHAIUTETa
7I0BeO je 10 cBe yemhux TIJI00aTHUX Hamajga Ha MPUBATHOCT, YHjU je IUJb
3nmoymnoTpeda uHpopManja o mojeauHy. Ha ocHoBy Tx mHpopMmanuja, Moryhe je
UACHTU(PUKOBAKHE TMOjeIUHIIA, HETOBOT JIMYHOT JKMBOTA, TPYIHE MPUIAIHOCTH,
CBaKOJIHEBHOT KpeTama M MOHaIlamka - Moryha je peKOHCTYKIIH]ja )KUBOTa U IMYHOCTH
CBaKoOT Cy0jeKTa rmojaraka.

WHTepHeT KOPUCHUIIM MOTY @ 3alliTUTe CBOJy MPHBATHOCT MPEKO
KOHTPOJIMCAHOT OTKpHUBama JIHYHUX HHPopmanuja. OOjaBipHBame ,,10CTOBA” U
TUYHUX HHPOpPMAIHja Ha MHTEPHETY MOXE OWTH IITETHO 3a MPUBATHOCT I10jEIUHIIA
jep cy undopmanuje (0I0roBu, CIMKE U UHTEPHET CTpaHe) KOje Cy jeTHOM 00jaBIbeHE
Ha UHTEpPHETYy TpajHe. YTpoxkaBame Mojaaraka (6e30egHocTH) MOke Jna Oyne
Pa3HOBPCHO, )l Cce Hajuenihe, 3aBUCHO O] yTHIIaja MOTSHIIMjATHUX Haraaada Ha TOK
nH(popmanurja, KapakTepuile Kao axmugHo (MpoMeHa cajpikaja nHpopManuja uiu
IbUXOBOT TOKA, Ka0 U MoAu(UKallija MPEeKHUX MaKeTa, MPOU3BOAkba HeoBIaTheHnx

MpPEXHHX TaKeTa WK MpeKua WHPOPMAIMOHOT TOKa) U nacugHo (Koje mojpasyMeBa

187 Cybercrime on social networks continues to climb, http:/Awww.net-security.org/secworld.php?id=11464,
npetpaxeno 04. 10. 2013. roqune
" Ibid.
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cBe o0JIMKe yTHIIaja Ha TOK MH(popMaIHja, 6e3 aKTUBHUX U3MEHA Y CAMOM TOKY, HIIp.
TIPHCITY KHBARbE, HAATICAAbE U cl).

[TocTaBiba ce muTame 70 Koje je Mepe 3a (PYHKIIMOHUCAE JETHOT MOJEPHOT
ApYyLITBa NOTPEOHO U ONpPAaBIAHO NMPHUKYIJbAmkE JIMYHUX MOAATaKa, Ka0 U KOJHMKH je
Oo0MM TpaBa OCTAJMX KOPHCHUKA JPYIITBEHUX MpeXa MPUIMKOM Kopuiihema H
pacrionarama TyhuMm naumuHEM moxanuma. CaBpeMmMeHe ApKaBe Cy Ce Halle Ipen
mpo0JeMOM KaKo J1a YCIIOCTaBe PaBHOTEXKY u3Mel)y mpaBa 1mojeinHIia Ha MPUBATHOCT
W TpaBa jaBHOCTU Ja Oyae uH(OpMUCcaHa, JBa MpaBa KOja MAKO JENyjy CYIPOTHO
YMHE JIeJOBE MCTOI TeMe/ba MOJAEPHOI JEMOKPAaTCKOT JAPYIITBA y OKBUpPY Kora
IpKaBa MMa MpPaBO Ja y IIMJbY CBOj€ 3aIITHTE OTpaHMWYaBa IMPAaBO NPUBATHOCTH
nojeauHna. [Ipema nmpaBunmMa Kopuithema HajIOMyJIapHUJUX APYIITBEHUX MpExKa,
Kopuurheme TMYHUX NoJaTaka J03BOJBEHO je CaMO PETUCTPOBAHUM KOPHCHUIIUMA.

WutepecantHo je na je nememOpa 2013. roauHe ocaM HajyTHLAjHUjHX
TEXHOJOmMKNX Kommanuja Ha cBeTy (Google, Apple, Facebook, AOL, Twitter,
Microsoft, Linkedln u Yahoo) 3ajenanuku ynytwino 3axteB npeacennuky CAJl u
amepuukoM Konrpecy na mpectaHy ca HaJ30poM M HeoBinamtheHuM mnpahemem
KOpUCHHKA JAPYIITBEHUX MpeXka, Kao U J]a YBEJy CTPOTY KOHTPOJIY aKTUBHOCTHU TajHE
cyx6e.'”’ OBu ruranTi MHGOPMALMOHNX TEXHONOTHja, KOju Cy MelycobHO jemmHu
ApyruMa HajoIITPHju KOHKYPEHTH, OWIN Cy puHyeHH Ha 0Baj KOpAaK HAKOH IITO je
EnBapn CHOyzeH OTKpHO Jla aMEepUYKe BJIACTH UMajy OUPEKTaH HPUCTYI BUXOBUM
cepBepUMa 3axBasbyjyhu 10roBopy ca mpoBajiepuMa, YuMe KOHCTAaHTHO HaJrjenajy
rpahaHe W BUXOBE aKTHUBHOCTH. Twitter je kopumiheH Kako OM ce, Ha OCHOBY
MOIITAHCKOT Opoja MecTa W3 Kora ce majby Mopyke (Tj. ,,TBUTyje”) W TNpe3uMeHa
KOpUCHUKa, no0Ouja aapeca crtaHa, Opoj TeinedoHa M EJICKTPOHCKA TOMITAa TOT
kopucHuka; Facebook je kopumhen 3a mpaheme KOHEKIHMja KOPUCHHKA, TIOYEB O]
HoBemOpa 2010.roguHe Kajga Ccy MpoMEmEHa NpaBWiIa Haa30pa M Kajxa je JpkaBa
nobuna 103BONy JAa KoHTposumie rpahane, a Google je kopumrhen 3a Haazop
KOpECIOICHIIM]e Koja ce Boawia u3Mel)y KOpHCHHMKA IITO je 00yxBarajao Iy>KUHY
Tpajama Mo3MBa MPEKO Mpeke, ceprjcku Opoj MOOUITHOT ypehaja kao U MOTEHIHjaIHy

JIOKalLMjy YYecHUKa y pa3roBopy. Ha ocHOBY cBUX mojaTaka g0 KOjUX Cy JAOIILIE, OBE

189 Cmacwuh, Bunoje, op.cit., 2010, ctp. 80
% Biur — nHeBHA HOBHMHA 011 10.12.2013.rogune, www.blic.rs, gaeBHa HOBHMHA ,,biui” ox 10. 12.
2013. rogune, nmpetpaxeno 10. 12. 2013. rogune

85



Buoa Bunuh

A 4

L 4

kommnanuje cy npeacenuuky CAJl u amepuukom Konrpecy ymyTune cinenehe 3axrtese:
OrpaHUYMTH oOBiamherma BiIaga 3a MPUKYIUbake WHPOpMalHja O KOPHCHUIMMA |
CBECTH WX Yy 3aKOHCKE OKBHpE, BIaJMHA oOBlamhema Tpebda Ja KOHTPOJIHIIY
HE3aBUCHHM CYJIOBH, a CBE BaKHE TNpecyle Tpeba Ja ce o0jaBe W H3JIOKE Cyay
JaBHOCTH, TPAHCIIAPEHTHOCT HAJIaXKe Jla BJIAJE T03BOJIE KOMIIaHWjama J1a o0jaBe Opoj
Y MPUPOAY 3aXTeBa 3a MPUCTYN HHPOpMaIMjama, BIaJe HE CMEjy Ja OrpaHHYaBajy
KOj€ KOMIIaHW]€ WU T0jeMHIIA UMa]y MPaBO Ha JIeTalaH NPUCTYI nHpopMalujama u
BJIaZlc MOPAjy Ja YCKIIa e 3aKOHE O IPUKYIUbamby HH(opMarmja."” "

[TpuBaTHOCT Ha APYIITBEHHM MpEXama 3aBUCH U Of CTEIeHa KOHTPOJIE KOjy
KOPUCHHUK JPYIITBEHE MPEXKE MMa HaJ MPHUCTYIIOM M YHOTPEOOM JIMYHHX IOJATaKa.
VYTIaBHOM CBH CajTOBH KOjUMa C€ MPHCTYNa Ha pa3jiMyuTe APYIITBEHE MpEKe
3aXTeBajy OJI KOPUCHMKA Jia TIPUXBATH IMOJUCY O ycioBUMa Kopuirhewma (eHri.Terms
of acceptance, Terms of use) mpe HEro mITo My JOMYCTE J1a KOPUCTH HUXOBE YCIIyTE.
WHTEepecaHTHO je 1a YmpaBO Ta MOJHUCAa O YCIOBMMAa Kopuimhema 4YecTo CaipikKu
KJIay3yJie KOjuMa je J03BOJBCHO OIlepaTopHMa JPYINTBEHHUX Mpeka He camo Ja
CKJIAJIUINTE TIOAAaTKEe O KOpUCHHIIMMA, Beh U na ux nene tpehum nuimMa, Hajuenrhe
MapKEeTHHIIKAM Kommauujama.' > ['pemka Hajseher 6poja KOpHCHHKA je INTO OBE
TIOJTHCE TIPUXBaTajy 03 MPEeTXOAHOT YUTama, jep Cy OHE 32 KOPHCHUKA HEPa3yMJIbHBE
¥ TIPeOOMMHE, a YECTO IMOCTOje CaMOo Ha SHIJICCKOM Je3UKY T1a j& ’bUXOBO Pa3yMeBambe
3a IPOCEYHOT KOPHCHUKA MPYIIMIHO TEIIKO.

Pemiewe koje Ou cmamii0 MOTYhHOCT 3710ynoTpede mpaBa Ha MPUBATHOCT Ha
UHTEPHETY, a MOCeOHO Ha JPYIITBEHMM Mpekama, MOpa Ja ce 3acHHMBa Ha TpHU
pa3nuynTa HUBOA — PEIIaBake JPYIITBEHUX MpoOiieMa yclea KOjuX I0Ja3u IO
37I0yNOTpede TpaBa Ha MPHUBATHOCT, NMPEBAa3HIAKEHE TEXHHUUKHX MpobdiIema ycien
YHjer MocTojama je HeoBinantheHuM nuiuma omoryheHo na nohy mo Tyhux audHuX
nojlaTaka U CTBapameM aJIeKBATHOT MPAaBHOI OKBHPAa M MEXaHH3aMa 33 OTKpUBAmbE,
CTpeYaBamke M CaHKIMOHHUCAKkE JeNla Koja ce M3BpIIE. 3a peliaBame IPYIITBEHUX
npobjieMa KOjU pe3yJiTyjy IOCIEeIUIIOM TIOBpEIe IIpaBa HAa MPHUBATHOCT CY O

KJbYYHOT 3Hayaja MOpOAMIA U OKOJIMHA y KOjO] KOPUCHHUK NPOBOAU Bpeme (ILKoIa,

191 .

1bid.
2 Bangeman, Eric: “2010. Report: Facebook caught sharing secret data with advisers®,
http://arstechnica.com/tech-policy/2010/05/latest-facebook-blunder-secret-data-sharing-with-
advertisers/, npetpaxeno 04. 10. 2013. rogune
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110Ca0, Ipajicka WK pypaiHa cpemuna).' > [ToTuTHKa CBAaKe O APYIITBEHHX MPEXa je
JIa BOAM padyHa O TEXHHYKMM MoOryhHOCTMMa Koje Ou 370ymoTpebe mojaaTaka
onemoryhmite wiu cBene Ha HajMamy Moryhy mepy.' " Jlpyurrena mpexa MySpace
HIp.je uMana copTBep KOju je oMoryhaBao na ce ,,[Ipermo3Hajy”’ nena Koja uMajy
Mame ox 14 roauHa u ,,3a0pamkuBa0” UM je Ja ce NPUKJbyYe OBOj JAPYLITBEHO]
mpex.'”> AICKBATHAM MPAaBHHM HOPMHPAI-EM HA HAJHAIMOHAIHOM HUBOY OHIO 61
OJIAKIIAHO Ca3HaBamkbE 3a IOBpEJC NpaBa HAa NPUBATHOCT KAaO M CAHKIHOHHCAHE
YUMHMJIAIA OBHX JIEJa.

EV je 2004. romune popmupana EBporicky areHmujy 3a 6e30eqH0CT Mpexa u

1 .
% a sarum mouerkom 2007. ycBojuia

nHpopmannonux cucreMa (ENISA),
Crtpaternjy 3a 6e36eqHo HHpOpMAIMOHO ApyiTBo y EBporm,'”’ uuju je s 6uo na
ce Mperno3Ha AWjalor, MapTHEPCKU OJHOC M OCHocoOJbaBame KJbYYHHMX aKTepa,
noGoJsbliajy 0e30enHocTH Mpexka u uHpopmaimja, ojaua ENISA u moxnpke Hamopu
J[prKaBa WIAHHIA 33 OCTH3am-e CHHEpruje. © Kao MoTeHIHjalHe PETHhe CHIyPHOCTH

npyurrennx Mpexka, ENISA je y cBom mokymenry 6poj 1'°°

CBE yOYCHE NPETHE
nojenuia y 4 kateropuje:

[IpBa kateropuja oOyxBaTa NpeTH€ NPHUBATHOCTH KOPHUCHHMKA, Y Koje
CHaajy cmeapamwe 0aze JTUYHUX HOOAMAKA KOPUCHUKA (M36. ,,0UUMATHUX
docujea”), jep ce CBU IMOJAIM Ca JAPYIITBEHUX MpPEKa MOTY yUHUTATH HA OWIIO YHjH
pauyHap M TakO YUYMTaHU 4YyBaTH; caKynmarwe npamehux nodamaka o
AKmMueHOCMUMa KOPUCHUKA, Ka0 HIOp. TOJAIM O Tpajarby OOpaBKa Ha MPEXKH,

npopwin KOPHCHUKAa KOju cy TmocehuBany, TOciare IOpYyKe, npozpamu 3a

npeno3nasarme auya Ha pomozpaghujama Kopucnuka, jep Gororpaduja npeacrapba

193 Barnes, Susan, op.cit., 2006.

194 Duffy, Michael: “A dad’s encounter with the vortex of Facebook,”
http://www.time.com/time/magazine/article/0,9171,1174704,00.html, mpetpaxkeno 23. 01. 2015.
rOJINHE

193 State wants MySpace to raise minimum age, Reuters, 2006, http://www.rapidnewswire.com/5036-
myspace-0245.htm, npetpaxeno 29. 12. 2013. rogune

¥ Bugern European Union Agency for Network and Information Security,
http://www.enisa.europa.eu/

17 Crparernja 3a 6e36emH0 nHbOpMarmoHo apyuTeo y EBporm —Strategy for a Secure Information
Society in Europe “Dialogue, partnership, and empowerment”,
http://ec.europa.ev/information_society/doc/com2006251.pdf , nperpaxeno 21. 11. 2014. rogune

1% pesonymmja Espomnckor Casera 6p. 2007/C 68/ —European Council Resolution 2007/C 68/01,
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32007G0324(01)&from=EN,
mperpaxkeHo 21. 11. 2014. romune

1% ENISA Position Paper No.1: Security Issues and Recommendations for Online Social Networks,
2007, http://www.enisa.europa.eu/publications/archive/security-issues-and-recommendations-for-
online-social-networks , mperpaxeno 19. 03. 2015. rogune
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OuHapHH WICHTU(UKATOp KOPHCHUKA; Npeno3nasare npocmopa/mecma ca
domozpaghuje; mozyhnocm nosesusarwa ciuka u nooamaka u3 yeine mpeyice, jep
CBE JIPYIITBEHE MPEXKE J03B0OJhABA]y KOPUCHHIIMMA JIa O3HAYaBajy JbYJAE U MecTa Ha
dororpadujamMa mTO MOXKE Aa JOBeAC A0 OCCKOHAYHOT YKpIITamka IOJaTaka H
IUXOBE pa3MeHe 0e3 3Hama U BOJbe KOPUCHUKA; Hemozyhnocm da ce y nomnynocmu
u30punie KOpUCHUYKU HAI02, Jep YaK ¥ aKO KOPUCHHK yCIe Jja n30pHuIie cBe MoaTKe
Koje je 00jaBsprBa0, Hehe Mohu ma oOpuIlle KOMEHTape Koje Cy HBheMy MHUCATH IPYTH
WJIA OHE KOj€ j€ OH TMOCTaBJha0 Ha KOPUCHUYKE HAJIOTE IPYTUX JbYIH;

Jlpyry KaTeropujy 4YuMHE NpeTH-€ APYIITBEHHM Mpexama u 0e30eqHOCTH
uHpopManmja, y Koje Craiajy ciarme HexcebeHux nopyka (T3B. CIaMOBambe); Cldrbe
3/10HamepHux npozpama (BUPyCH U LPBU); Mozyhnocm pazmene nooamaxa usmely
OpYUIMGEHUX Mpedca De3 3HAA KOPUCHUKA,

Tpeha kareropuja cy nmpeTwme Mo WAEHTHTET, y KOj€ CIAAajy OHACHOCHL 00
unmepHem npeeapa (uwunza), jep cy ApPYUITBEHE MpEXe BEOMa OCETJbHBE Ha
paszIuuuTe 3JI0HAMEpHE MporpaMe KojuMma je Moryhe m3a3BaTu Jia c€ OBaKBH JIMHKOBU
KOjU TpeycMepaBajy Ha CajTOBE 3a MPEBapHE pPaambe ayTOMAaTCKA KOPUCHHUIIMMA
0TBapajy; Op30 wupewe uHgopmayuja, iako MHOTE APYIITBEHE MPEKE BUIBUBOCT
rmojaTaka OTpaHWYaBajy camMO Ha KOPHCHUKE O3HA4YeHE Kao ‘“TIpujaTtesbu’, HOBE
KOHEKIIMje Ce JIaKo CKJamajy TMa ce Tako W TMOoJaly O KOPHCHHIIMMA Op30 IIUpE;
mozyhnocm npeysumara Heuujecz udenmumema, jep je Moryhe perucTpoBatu
KOPHUCHUYKH HAJIOT Ha OWJIO YWje MMe a MHTePHET oMoryhasa Jia ce CBako cakpuje u3a
AHOHUMHOCTH,

YeTBpTy KaTeropujy 4MHE APYUITBeHe MpeTHe, y KOje Clanajy: npozararse
npexo opyuimeene mpexce, Koje ce MaHudecTyje mnperehuM TOHAMIAKBEM Te
MOYMHMJIAI] BUIIIC MTyTa KOHTAKTUPA JKPTBY CIIEKTPOHCKUM IyTEBUMa KOMYHHKAIIH]e,
MOMYT EJEeKTPOHCKE TIOMITe, NpPUYAOHUIA WIH QOopyMma; Maampemuparse u
Y3Hemupasarwe, K0je MOXe J1a ce MaHU(ecTyje U JeJbemheM NMPUBATHUX cajpkaja 0e3
3Hamba KOPUCHUKA, KOPHOPAMUBHA WINUJYHAX CA, KOja c€ MaHU(ECTYje TaKO IITO CE
MPOMYCTH JPYHITBEHUX MpEKa KOpPUCTE 3a yOalMBame 3JIOHAMEPHUX Iporpama
KOjUMa Ce pyIId KOpIOpaTUBHA HHC(PACTPYKTypa HHUXOBUX HHPOPMALMOHUX

TEXHOJIOTHja.
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VY ucToM DOKyMEHTy Jare cy U onapeleHe mpemopyke, Ha KOjU je HAUMH ce
MOYE 3HAYAJHO CMAaFHTH MOIYhHOCT 370ynoTpede ApyITBEHIX Mpexa: ™ "

1. mpenmopyke Koje ce OJHOCe Ha BJAJMHEe peryJaTopHe MOJHTHKe:
OXpaOpHUTH MOIM3akbe CBECTH U OPraHU30Bambe €AYKAaTHBHUX KaMIlamba; PEBUANPABE
IpaBHE peryjJaTHBe Yy OBOj o00jacTH; moBehame TPaHCHAPEHTHOCTH pPYKOBamba
nmojalMa KOjU C€ Haja3e Ha JPYIITBEHHM Mpekama; 3a0paHuTé Kopunrheme
APYUITBEHUX MpeKa I10 IIKOJIaMa;

2. mpemopyke HHTEpPHeT MNpPOBajaepuMa: NPOMOBHCATH jady IIPOBEPY
WJICHTUTETa NPWIMKOM Kopuiihema JPYIITBEHHUX MpeXa W MOojayaTH KOHTPOIY
MPUCTYTIA; CIPOBECTH oxaroBapajyhe Mepe kKako Ou ce chpedmiia KOpPIOpaTUBHA
mmnyjyHaxa; moBehat MOTyhHOCTH 3a TIpHjaBJBHBAIE 3JIOYNOTpede MmojaaTraka Ha
APYUITBEHUM Mpekama; oMOTyhuTH 1a modyeTHa nojeniaBama KOPUCHHYKUX poduia
Oyay mojellieHa y IWJby 3aITHTE MPUBATHOCTH JIMYHUX I10/IaTaKa KOje Cy KOPUCHUIIH
00jaBuIH;

3. TeXHMYKe Mpenopyke: oMOryhuTn 1a omeparepu MOTy Aa y TOTITYHOCTH
oOpuily ca JIpyIITBEHE MpeXe IMoJaTKe KOPHUCHHKA KOjU TO JKeJe; MOACTHIIATH
ynotpeby caMo TpOBEpPEHHUX U 0e30€T0HOCHO AOKa3aHMX TEXHHUYKHX MOTYhHOCTH;
OCMHUCIIUTH ayToMarcke (QuiTepe 3a 3JI0HaMEpHE Mporpame KOju ce IIUpe TPEKO
IPYIITBEHUX Mpeka u oMoryhasajy kpal)y TuuHNX mojaTaka o1 KOPUCHHUKA; YIHHUTH
00aBe3HUM J00HMjame CarjJjacCHOCTH O] KOPHUCHHUKA JPYIITBEHE MpEKE 3a CBaKO
O3HavaBame Ha (oTorpadujama; yBeCTH PECTPUKTHBHO YUNTABAKE JIMYHUX MOAATaKa
ca JPYUITBEHUX Mpexa; OOpaTHUTH MOceOHy MaKiby Ha pe3yJsitaTe Koju ce 1o0ujajy
KopuithemeM pa3IMYUTUX TpeTpakhBada, jep MHOTH KOPUCHHIM JAPYINTBEHHUX
Mpeka HHCYy CBECHM KOJIMKO C€ JIMYHHMX IoJaTaka NpoHalje mpeTparomM HHXOBOT
MMEHa TMpEeKO MpeTpakuBaya;, M3paAUTH oJrorapajyhe mporpame kojuma Ou OuIO
Moryhe enMMUHHCATH HaMEpHO 3aTplaBame IOINTE HEXKEJbEHHUM IOopyKama;
MPETOYUTH y TPaBHY DPETYyJaTWBY CBe MpuMepe no0pe mpakce kojuMa je moryhe
CIIPEYHTH TpeBape Ha HHTEPHETY;

4. npenopyke y 00/1aCTH HCTPAKUBAKA U CTAHAapAN3anuje: omoryhutu na
ce HE OTKpHMBa HJIEHTUTET ocoba Ha d¢ororpadujama Beh ma cBe ocobe Oymy

aHOHMMHE, OCHUM aKO HE IIOCTOjU MHXOB IPHCTaHAK Ha 00jaBy ¢doTorpaduje;

200 1pid.
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MIPOMOBHCATH MOOUJIHE IPYIITBEHE MPEXKE; CIIPOBECTH LITO BHUIIIE HUCTPAXKHUBAKHA KOja
Ou TojacHWIIa CTIIOHY M3Mel)y CTBapHOT W BUPTYETHOT CBETa, 3JI0ymoTpede Koje ce
jaBJbajy Ha APYIITBEHMM Mpekama kao W Mmoryhy Behy 3acTymsbeHOCT MOOMITHHX
JPYIITBEHUX MPEXKA.

MehynapoaHa paaHa Tpymna 3a 3alITUTY TOJaTaka y TeJeKOMYyHHKalujama
(m3B. bepmuucka tpyma, International Working Group on Data Protection in
Telecommunications)®®' oGjaBuia je 2008. roauHe M3BelITaj W BOAWY O 3aLITUTH
MPUBATHOCTH, KOjU CaJpXH OWTHE CMEpHHIIC 3a MPOBAjACpPE, ATMHHHUCTPATOPE
cepBUCa 3a JPYIITBEHO YMpEKaBame W KOPUCHHMKE IPYIITBEHHX MpeEXa, Koje Cy
MO3HAaTE MOJ Ha3UBOM ,,PUMCKH MeMopaHz[yM“.202 OBaj TOKyMEHT MCTHYE PU3UKE IO
MIPUBATHOCT U 0€30€THOCT KOPHCHHUKA JIPYIITBEHUX MPEXkKa, IPH YeMy Cy Kao HajBehe
MPETHE MPEIO3HATE:

1. Yumenuna na ce Ha MHTEpHETY ce HuUIITa HE 3a00paBiba — MOJAIM KOJH C€
o0jaBe octajy Ha MHTepHeTy OyKBajgHO 3ayBeK, jep Yak M KajJa WX HEKO
oOpwurie, moctoju MoryhHocT ma ux je Heka Tpeha ocoba Beh 3amamrtuia, a
MOCTOj€ U JPYIITBEHE Mpeke Koje He OpUIly y MOTIYHOCTH MpoduiIe CBOjUX
KOPUCHUKA;

2. cTBapame JaXHE CIUKe ,3ajelHHIe” — MHOTe JPYIITBEHE MpPEKe
HarJjaniaBajy Ja ce MOINTYyje MPUBATHOCT KOPUCHHWKA M TajHOCT 00jaBJbEHUX
nmojaTaka Tako INTO 00jaBJbeHE TOAATKE MOTY Ja BHJE CaMO KOHTaKTH
KOpHCHHUKA (,,[TpHjaTesbl”), IITO HUjE Y TOTIYHOCTH TaYHO;

3. mojam ,,0ecrutatHor” Ha MHTepHETYy — HMIITA 3ampaBoO HUje OECIUIaTHO, jep
KOPUCHHK CcBe Tutaha Kpo3 CeKyHAapHy yInoTpeOy HeroBUX JUYHUX MO/IaTaKa,
KOje JIPYIITBEHE MpEeXKe W/ IWIM TMpyXaouu yciyra mnpociehyjy apyrum
KOMITIaHWjama (HIIp. MapKETUHT areHIfjama);

4. cakymbame IoJaTaka O KpeTamy Ha VIHTepHETY M HUXOBO JEJbEHE ca
ApYyTUM KOPHCHUIIMMAa W TpehuMm nuimMa, Koje BpIIe MPYXaoly yciyra

IPYIITBEHOT YMPEKaBama;

! International Working Group on Data Protection in Telecommunications, http://www.datenschutz-
berlin.de/content/europa-international/international-working-group-on-data-protection-in-
telecommunications-iwgdpt, nmperpaxeno 12. 09. 2015. roguae

292 Report and Guidance on Privacy in Social Network Services - “"Rome Memorandum” - 43rd
meeting, 3-4 March 2008, Rome (Italy),
http://www.datenschutz-berlin.de/attachments/461/WP_social network services.pdf, mperpaxeno 12.
09. 2015. rogune
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notpeda aa ce peduHaAHCUPA]y YCIyre M JAOAATHO 3apaiu Mory jaa mosehajy
CakyIlUbame, 00paly U KOpUIINEHe Mo1aTaka 0O KOPUCHUILINMA,
o0erolamuBambe BHIIE JIMYHUX MOJaTaka HEro IITO je KOPHCHUK HMMao
Hamepy Ja obenoaHu — HIp.HAa OCHOBY o0jaBibeHe (hoTorpaduje moryhe je
YTBPAUTH MECTO Ha KOME C€ KOPUCHUK HalasW, APYLITBO y Kome ce Kpehe u
CIL;

350ynoTpeda JTUYHUX TojaTaka 00jaB/beHUX Ha mpodmiy oa ctpaHe Tpehmx
JMIA, KOja 3aBHCH OJl TOJCIICHOT HHMBOA 3alTUTE MPHUBATHOCTH CBAKOT
KOPHUCHHUYKOT MpOo(uiIa u TEXHUUKUX 0e30€I0HOCHHUX YCI0Ba KOjUMa CBaKa O]l
JPYIITBEHUX MPEXKa PACIONaKe;

pu3uK o kpale ACHTUTETA | ,,XaKOBamka~ KOPHUCHUYKHUX MPOQHIIa;

Kkopuurheme HecCUrypHe HH(PACTPyKTypeE;

. TIocTojame 06e30e10HOCHUX pobieMa Ko caMux npyskaona VHTepHeT ycinyra

Y HEYjeTHAYeHOCT TEXHUUKUX MOTYhHOCTH pa3iIMuUTHX IPYIITBEHUX MpPEXKa.

[Ipenopyke je pamHa rpyma cBpctayia y 3 rpyIe, a OTHOCE ¢e Ha Cy0jeKTe KOju

Kpeupajy mpaBHE OKBUpE (peryjaTopHa Tela), OHE Koje MpYkajy yciIyre IpyIITBEHOT

yMpekaBama (HIp. CEPBUCH 3a JIPYIITBEHO YMpeKaBame, HHTEPHET POBajaepH) Kao

M 32 OHE KOjU KOPHUCTE YCIyTe JPYITBEHOT yMpeKaBama (KOPUCHUKE):

(1) lIpenopyke Koje ce OIHOCEe HAa peryJjaTopHa Teja: JI03BOJIUTH
KOPHUCHHUIIMMa yIOTpeOy IMCeyJOHMMAa YMECTO MPAaBHX UMEHA; areloBaTH
Ha CepBUCE 3a JAPYIITBCHA yMpeKaBama Ja Oyly HCKPEHH H jJaCHU Kaja Ccy
y TOHUTalky JMYHE HH(OpMAIMje HEONXOJHE 3a OCHOBHO KOpHIINEHe
IPYIITBEHE MPEXe Ka0 W HEOMXOAHOCT M3PUYUTE CArJIACHOCTH BIIACHHUKA
nmojaTka 3a npociehuBame mojataka; odaBe3a obaBelTaBamba KOPUCHUKA
0 ToKyiajuma kpahe uAeHTUTeTa Kako O ycmenu Ja moOosblnajy cBoja
0e30e10HOCHA TIO/IeIIaBaha; PEBUUPATH TIPABHE MPOIHCE KOJU CE OJTHOCE
Ha TmpaBo oO0jaBJbMBamba JUYHUX I[OJaTaka Ha JPYLITBEHE MPEKE;
noBehaTn MHTErpUCAHOCT MHTamka KOja ce TUYy IMpaBa Ha MPUBATHOCT y
00pa30BHU CHUCTEM;

(2) lIpenopyke Koje ce OQHOCEe HA TMpPYykKaoLe Yycayra JAPyHITBEHOT
yMpe:kaBama: TPYXKaold yclIyra Mopajy Ja Kao TPHOPHTET HMajy
OYYBaWk€ CUTYPHOCTH W TPHUBATHOCTH O0jaBJbCHHX JIMYHHUX IOJaTaKa
CBOJUX KOPHCHHKA; JIaBaFh¢ TPAHCIIAPCHTHUX U OTBOPEHUX HH(MOpMaIHja

KOpUCHUIIMMA O o0Opaau M Kopuiihemy JIMYHMX MOAaTaka; oMoryhutu
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Kpeupame npoguiia noj rneey10HIMOM; o/ip>kaBame ooehama koja cy nata
KOPHUCHHUIINMA; ayTOMaTcKa IIo/iellaBama Koja MmTHTe 0e30eTHOCT |
NPUBAaTHOCT KOPHCHUKA; IOOOJbIIAE KOHTPOJEC Haja MOAanuMa ca
KOPUCHMYKHX Tpodmina W TO OJ CTpaHE CaMHX KOPHUCHHKA; YBECTH
oaromapajyhe Mexanusme 3a  pelIaBambe INPUTYKOM  KOPHCHHKA
IPYIITBEHUX  MpeXa; IMOOOJpIIATH W OApXKAaBaTH  CHTYPHOCT
MH(QOPMAIIMOHOT CHUCTEMa; YHANpEeOUTH Mepe MPOTUB WIIETATHHUX
aKTHBHOCTH TIONYT Cllakha CllaM HopyKa M Kpalhe HOeHTUTeTa; TMOHYAUTH
SHKPUIITOBaHE KOHEKIIM]je 3a ofpXkKaBame mpoguia (momyT 6e30e10HOCHOT
JIOTOBama); MOLITOBAKE CTAHIAP/Ia KOJU CE OJTHOCE Ha MPUBATHOCT y CBUM

3emMJbaMa TJIe MPY’Kajy CBOj€ YCIIyTE;

(3) Ilpenopyke Koje ce OIHOCEe HAa KOPHMCHHMKE JAPYIUTBEHHX MpexKa:

KOPUCHHIIM MOpajy J1a Oyy MaXKJbUBUJU U 1a aXKJBHBO Pa3MHCIE Tpe HEro
mTo 00jaBe HEKW JIMYHM TMOJATAK; J1a MaKJbUBO pa3MHcie na i he Ha
npoduily 1a HamWIIly CBOjE NMPaBO MME WM Jla KOPUCTE IICEYIOHHM; J1a
MOMITYjy NPUBATHOCT JPYTMX KOPUCHUKA JPYIITBEHHX MpeXa M J1a He
00jaBspyjy Tyhe nuune momatrke u ¢ororpaduje 6e3 U3pUIUTO JOOHjeHE
cariacHocTH; aa Oyaoy MH(POPMHCAaHU O CBUM OWTHHM IMUTamHMa Koja ce
THay 0e30€HOCTH W 3aIITUTE MPUBATHOCTH HA JAPYIITBEHUM Mpexama; 1a
KOpHUCTE TIoJIelaBama koja y Hajeehoj moryhoj Mepu mture mpuBaTHOCT;
7a KOPUCTE PA3IMYHUTE JIO3MHKE 3a MPHUCTYI Pa3IWYUTHM HAJO3MMa; Jia
KOHTPOJIMILY HAaYMHE KakKo MPY>KaolUu yciyra 4yBajy 00jaBJbeHE JHYHE
mojaTke, Kao W Ja MoceOHO o0pare Nakkhy Ha aKTUBHOCTH JIelle Ha

WuTepHeTy a moceOHO Ha APYIITBEHUM MpeKaMa.
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I'JTABA 11

3JIOYIIOTPEBA JPYHITBEHUX MPEXKA KAO OBJIUK
KOMIIJYTEPCKOI' KPUMMNHAJIUTETA

1. Ilojam, mojaBHM 00JMIK U ocTaJIe (PeHOMEHOJIOMIKE
KAPaKTePUCTHKE KOMIIjYTEePCKOI KPUMMUHAJIUTETA

Kommjyrepn u KoMIjyTepcka TEXHOJIOTHja Kao CaBpeMEHa CpeicTBa
KOMYHHUKaIlje MOTy OWTH Kako TpeIMeT 3Joynorpeda Koje ce OJIHOce Ha
yrpoKaBame MPUBATHOCTH KOPUCHHKA, JOCTYIMHOCT /WM TOY3aHOCT PavyyHAPCKHUX
MpeXa M TEJICKOMYHHMKAlIMOHHUX CHCTEMa, TaKO M CPEACTBO 3a H3BpIICHE
TpaIUIMOHATHUX KpUBHYHMX fAena. I1ITo je Bumm cremeH pa3BujeHOCTH oapeheHor
npymTBa, Behe cy MoryhHOCTH 3a 110jaBy M MOCTOjamk€ HAJpa3HOBPCHUJUX OOJIMKA OBE
BpPCTE€ KPUMHHAJIMTETa, HAYMHU W3BPIICHA CYy PA3HOBPCHHUJU U CO(PHUCTUIMPAHHjH, A
YUYUHHUOLM Cy KOMIIETEHTHUjU U OpojHuju. KoMyHuKaluja Ha COLMjalHUM Mpexama 1
YOIIIITE AUTUTATHA KOMyHHKAIM]ja JOBOJIH J0 KpeHpama MOTITyHO HOBOT KaprOHCKOT
jesnka, kora Heku ayropu (Prensky, M., 2001)*” nasuBajy ,,qururtaasy jesux” win
,,J€3UK UTUTATHUX ypoheHuka“. OCHOBHHM €JIEMEHTH TOT je3uka cy ckpaheHure u
o3Hake 3a ocehama M KopucTehm 3HaKOBE KOjU IMOCTOje HAa TacTaTypH, YUECHUIH Y
KOMITjyTepCKOj KOMYHUKAIMjU CTBapajy Bu3yenHe u3pase occhama. Ckpahenurne cy
HEM30CTaBHM JIEO CBHX YETOBA, a HACTajy 300T Tora Ja ce TeKCTyallHH pa3roBOp IO
Op3WHU IITO BUILE MPUOIMKUA TOBOPHOM.

KommjyTepckn KpUMUHATUTET TMOApa3yMeBa M AKTUBHO M IACHBHO
Kopuirheme KOMITjyTepa, Ia 9YaK U 9yBambe JI0Ka3a O W3BPIICHOM KPHUBHYHOM JIENy Y

pauyHapy Wi y enekTpoHckoj hopmm,>*! a xpree u Moryhe sxpTBe cy cBa (Gu3HUKa 1

% Prensky, Marc: “Digital Natives, Digital Immigrants”, On the Horizon vol. 9 no. 5., 2001.,
http://www.marcprensky.com/writing/Prensky%20-
%20Digital%20Natives,%20Digital%20Immigrants%20-%20Part1.pdf, nperpaxxeno 03. 07. 2015.
TOJHE

2% Report and Guidance on Privacy in Social Network Services - “"Rome Memorandum” - 43rd
meeting, 3-4 March 2008, Rome (Italy),
http://www.datenschutz-berlin.de/attachments/461/WP_social network services.pdf, mperpaxeno 12.
09. 2015. rogune
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MpaBHAa JIMIIA KOja Ce CIIy’)Ke pauyHapuMma U 0a3ama IojaTaka WId 3aBHCE Of] FbUXOBE
ymorpe6e.”’’ PauyHap Moxe 11a ce jaBH Kao:

- o0jekaT M3BpIICHa KPUBUYHOT Jela — palliba W3BPIICHA KPUBUIHOT Jeiia
MoJpasyMeBa YHHINTCHE padyHapa, MoJaTaka WM IporpamMa Koju ce Hajase y
pauyHapy Wi padyHapcKOM CHCTEMY, Kao M YHHIITCHE rparehe pauyHapcKe onpemMe
WJIA U3BOpa CTPYje U Hamajama MmoMohy Kojux oHH (QyHKIIHOHHIITY;

- cy0jekar W3BpIIEHa KPUBUYHOT Jelia — padyHap MOXKE OWUTH MECTO W
OKpYKeHmhe U KoMe he ce M3BpIIMTH KPUBUYHO JIEN0, Kao Kaja ce HIp. OWIo KakBa
BpCTa IpeBape Koja ce M3BPIIM IPOMEHOM MojaTaka KOju ce Halla3e y padyyHapy WIn
padyHapCKOM CHCTEMY;

- CPeICTBO M3BpIICHA KPUBUYHOT Jieja — HEKe BPCTe KPUBHYHHX JENIa HIIH
HAYMHU U3BPILIEHA KPUBUYHHX JIejIa Cy BEOMa KOMIUIEKCHH M 3aXTEBajy aKTUBHY HJIH
NacMBHY YNOTpeOy pauyHapa Kao CpEICTBO W3BpIICHA, KAa0 IITO je aKTUBHO
CKEHHpame TelNe(POHCKHX KOIOBa Kako OW ce HeoBIamheHO MpOApio Yy CHUCTEM
TenedoHU]je WM MaCMBHA CUMYJIallija KEbUTOBOJICTBEHE TJIaBHE KEHHUTe Kako Ou ce 10
Kpaja pean30Balio KpUBUYHO JIEJI0 TPOHEBEPE;

- ,,OpYXje I CPelICTBO KOJUM C€ HEKO 3acTpallyje uiu oOMamyje — JaxKHO
MPEJICTaBJbakbe HEMOCTOjehnx opraHm3aiuja, Koje MPeKo MHTEPHETa MPOJajy CBOje
ycIyre Koje ¢y (MKTUBHE U Ha Taj HAYMH CE BPILIC HHTEPHET MpeBape.

Kao mro HemMa moOTmyHEe carflacHOCTH Yy JAcHHCAmBY KOMIIjyTepCKOT
KPUMHHAIHMTETA, TAKO HEMa HH CarjacHOCTH Y Ha3MBY OBE BPCTE KpUMHHAJIHMTETA. Y
yHOTpeOM Cy pa3induTd TEPMUHU U HA3UBU: KOMIJYTEPCKH KPUMHUHAIUTET,
KPUMHUHAJIUTET Be3aH 32 KOMI[jyTepe, MHTCPHET KPUMHUHAJ, MPEKHU KPUMHHAI,
IUTUTATHK W CICKTPOHCKM  KPUMHHAJ,  padyyHapcKH,  HMH()OPMAIMOHH,

. . 206 . .
BHUCOKOTEXHOJIOIIKY,  cajO0ep  KpHUMHHaIUTET-cybercrime, e-crime, hi-tech,

205 77 -
1bid.

26 Tepmun ,.cajéep mnpoctop” mpBu je ymotpeGuo Bmmmjam LIm6com (William Gibson) y

HayyHOo(aHTacTUUHO] HOBenu Neuromanser 1984. — mur. npema: Pagnosuh, bpanucnas, Wmuh,

Munena, Panosuh, Hemama: ,,Exonomcku cajoep kpumuHan y CpOHju — acleKkT 3allTHTE WHTEPHET
norouraya”, 300pHUK pasoBa, Mel)yHapoaHa HaydHOCTpy4Ha KoH(pepeHuuja, Cy30ujame KpUMUHAIA 1
€BpOIICKE MHTETPAIMje C OCBPTOM Ha BUCKOTEXHOJIOMKHM KpuMmuHa, Jlakramm 28-30.03.2012., c. 129.,
http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf,

mperpaxkero 21.07.2015. romune. Tepmun Cyber space je Tpebano na TpuKake HeMaTepHjaTHH
NPOCTOP HE3aMHCIIMBE KOMIUICKCHOCTH y KOME PauyHApCKH MOJAIH IMYTYjy Kao NenuhH CBETIOCTH.
Hanac ce mox cajoep mpocTopoM Moapa3yMeBa BpCTa ,,3ajeJHUIE CAauUEb-CHE 01 MpeKe KOMITjyTepa y
KOjOj ce eJIeMEeHTH TPaJUIMOHAIHOT JPYLITBA Halla3ze y OOJUKy OajToBa M OMTOBA, WIIK MPOCTOP KOjU
Kpeupajy KOMIIjjyTepcKke Mpeke, OJHOCHO riobaiHa uHpopmanmoHa MHOPECTYKTypa Kpo3 Kojy ce
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electronic crime, kpumunanuret, UT kpumunanurer. Y pany he 6uru xopuirhena asa
TEpPMUHA KOMITjYyTEPCKH M BHCOKOTEXHOJIOMIKNA KPUMHHAIUTET ¢ 003UPOM Ja Cy OBHU
TepMUHU Hajuemhe Kopucte y Mel)yHapoJaHHMM W HalMOHAJTHUM JOKyMEHTHMa
noceeheHnM 0BOM 00JIMKY KpHMUHAJIHOT MOHAIIAkha U J1a je Y HallleM 3aKOHOAaBCTBY
y ymnorpebu TEpMHH ,,BUCOKOTEXHOJOIIKM KPUMHHAI . Y KPUMHHOJOIIKO]
JIATEPATYPH CE KOPUCTH TEPMHUH KOMITjyTEPCKH KPHMHUHAINTET ./ KaKo OH ce HCTAKIa
MMOBE3aHOCT KPUMUHAIUTETA ca yHoTpeOOM KOMIjyTepa, KOMIjyTEePCKUX CHUCTEMa U
Mpeka, alli ¥ IPYTHX CHCTeMa (MHTepHeTa, IPYIITBEHUX MpeXkKa) KOjU ce KOPUCTE Y3
nomoh xommjyTtepa. KommjyTepckn KpUMUHAIUTET Ce y MPaBHOj JIMTepaTypH Takole
CIIMKOBUTO HAa3WBa U ,,KPUMUHAII CUBUX meunzlpa“.zo8

[Toctoju  Benmmku  Opoj  pa3auuuTHX  AehUHUNHM]A  KOMIjYTEPCKOT
KPUMUHAJINTETA, allil jé Y TOTOBO CBHM JAe(UHHIMjaMa HarjameHa MOceOHOCT U
cneun(UYHOCT KPUBUYHMX Jefla Koja NpUIaaajy KOMILJYTepCKOM KPUMHHAIUTETY,
Ka0 M TIOCENOBame 3Hama WId yrnorpedba oapehenux BemTuHa U3 00JIaCTH
KOMIIjYTepCKHX TeXHOIornja.””

[Ipema jenHoj neUHUIM]H, KOMIjYTEPCKA KPUMHUHAIUTET MPEICTaBIba TaKaB
00JIMK KPUMHUHATHOT MMOHAIIakha KOJ KOTra ce KOpUIIheme KOMITjyTepCKe TEXHOIOTH]e
1 MHQOPMAIMOHUX CHUCTEMa MCIOJbaBa KAa0 HAYMH W3BPIICHA KPUBUYHOT JIEJIa, HIIH
ce KOMITjyTep ymnoTpedsbaBa Kao CpeACTBO WM LUJb U3BPIICHA, YAME CE OCTBapyje
HeKa Yy KpPHUBHYHO-TIPABHOM CMHCIY pelieBaHTHa mocienuna. Komrjyrepckn
KPUMUHAJHUTET IMpeJCTaB/ba Takol)e MPOTHBIPABHY MOBpPELy MMOBHHE KOJ KoOje ce
padyHapCKH MOJAlM ¢ MPeAyMHIIbajeM MEWbajy - MaHUITyJalfja pauyHapa, pazapajy

. 21
- pauyHapcKa caboTaxa, HTH Ce KOPUCTE 3ajeIHO ca XapaBepoM - kpaha Bpemena.”'”

BpIIM MAacOBHa KOMYHHKAaNHja U y KOjOj MCTOBPEMEHO IOCTOje BUPTYENHO W peanHo. Llur. mpema
Kynuh I[TaBnoBuh, Becna, Koauesuh Jlenojesuh, Mapuna: ,,IHTepriepcOHATHO HACHIBE Y ,.cybere
npocropy”, WcrpaxkuBamba y CHElMjalHO] MeNaroruju, ¢Gakyirer 3a CcheldjaliHy eayKauujy u
pexabunuranujy, beorpan, 2009, ctp. 227.

207 Koncrantunosuh-Bummh, Cnobomanka, Hukomuh-Pucranosuh, Becna, Koctuh, Mwuommupa:
“KpumuHosoruja”, 5. U3MEHEHO M JONyWmeHO usfgame, Humr: I[lpaBuu dakynrer, Llentap 3a
nyomukanuje, 2012, crp. 178.

2% Hageoeno xoo: Cmacuh, Bumoje: ,,AkTyenHa muTama y obmactd cajéep KpummHana“, buiareH
cyncke npakce Bpxosaor cyma Cpouje, beorpan: Intermex, 2006. - 6p. 1 (2006), ctp. 107

2% Schjolberg, Stein: ,, The History of Global Harmonization on Cybercrime legislation - The Road to
Geneva“, geuembap 2008,  http://www.cybercrimelaw.net/documents/cybercrime history.pdf,
nperpaxkero 20. 11. 2013. romune

219 APIS Security consalting, KommjyTepcky KpUMHHATHTET,
http://www.apisgroup.org/sec.html?ud=29, mpetrpaxeno 20. 11. 2013. rogure u Huxomuh, Crnahan:
,,Cityuaj ekonomckor oupoa KOHEKO-anapwm 3a y30yny”, APIS Security Consulting,
http://www.apisgroup.org/sec.html?id=26, nperpaxeno 08. 06. 2012. roaune.
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[IpemMa MHUIITBEHY HEKUX ayTOpa, KOMI[JyTEPCKH KPUMHUHAIUTET je Hemoryhe
neGUHUCATH jeINHCTBEHUM TI0jMOM 300T BeHKe (PEHOMEHOJIOMIKE Pa3HOBPCHOCTU M
300r TOTa j€ MPHUXBATJFUBHjEC OAPEIUTH KOMIJYTEPCKH KPUMHUHAIUTET KAo OIIITY
dopMy HCHOBaBam-a PA3THUMTHX OONMKA KPUMHHANHE JENATHOCTH,” ' To je
KPUMHMHAJIUTET KOjU j€ YNpaB/beH MPOTUB 0e30eTHOCTH  MHPOPMALMOHUX
(KOMITjyTepPCKHX, padyyHApCKHUX) CHCTEMa Yy LEIWHU WIA Y HBEHOM MOjeTUHUM JIEIy,
Ha Pa3IMYUTe HAaYMHE U PA3IMYUTHM CPEICTBHMA y HAMEPH Ja ce ceOH WU JPyroM
npuGaBH KakBa KOPHCT WIH Ja Ce APYrOMe HaHece Kaksa mTera.” > OBaj BHJ
KpUMHUHAJIHE AaKTHBHOCTH O0OyXBaTa KpPUBUYHA JieJa KOJA KOjUX €€ KOMIIjyTep
MojaBJbyje Kao cpenactBo (opyhe), mpeaMeT winm o0jeKar Hamaja 3a 4uje je BPIICHE
WITH [IOKYIIIA] HEOTIXOIHO H3BECHO 3HAhE H3 PadyHApCTBA WIH HHpOpMATHKE.

Hojemman  aytopu™ ' cMatpajy fna mOpwimkoM —aeuHHCAmA  TOjMa
KOMITJYTepCKOT KpUMHHaiIuTeTa Tpeba mohu of nepuHHcama o0jeKTa 3allTUTE:
3ajeJTHMYKY 3alITUTHH 00jeKaT KPUBHYHHX Jiela KOja MOTY Jla Ce KapaKTEpHUIIy Kao
KOMIT)YTEPCKH KPUMHUHAIHUTET je 0e30€THOCT pauyyHApCKUX IojaTaka, MpH 4eMy ce
MOJ TOJMOM padyyHapCKUX TNOjaTaka IMOApa3yMeBajy IMOJaly KOjHU C€ YHOCE WIH
KOpHUCTE paJyl HECMETaHOT pajia padyHapa, oAl KOjH Ce YHOCE paau eNeKTPOHCKe
o0pajie WiH KOju ce MPEHOCe padyHApCKUM Mpexama.

XpOHOJIOMIKK TOcMaTpano, npBo je y CjenumennM Amepuukum JlpkaBama
1979. romune Hammonanau mnpaBHu uHCTYT CAJl nponeo Ilpaktkym o
KOMIT)yTepCKOM ~ KPUMHHAIATETY,” > y KOMe je JcHHHCAH KOMIIjyTepCKH
KPUMHMHAINTET, 1a OM KacHUje W MelyHapoJHe opraHusaluje, Koje cy ce OaBuie

OBHM TIMTamkEeM, OJpEIMie IITa C€ TIOoJpasyMeBa MOJ IO0jMOM KOMIIjYTEPCKH

KpUMHUHAJIUTCT.

21 Parker, Don: “Fighting computer crime”, New York, 1983.

212 Jopamesnh, Jlparan, XammmGerosuh, Tapuk: “KpuBHYHONpaBHA 3aIiTHTa 6E30GSXHOCTH
pauyHapckux nojaraka”, http://www.itvestak.org.rs/ziteh 04/radovi/ziteh-08.pdf, nperpaxkeno 12. 03.
2014. ronune

213 Boro Bpeap: ,llojaBHe o6mmke 37m0pabe padynHuKa”, HaBemeHo kox Jopamresmh, Jlpara,
Xammm6erosuh, Tapuk: ,KpuBnunompaBHa 3amThta 0€30€JHOCTH padyyHapCKUX Iojaraka’,
http://www.itvestak.org.rs/ziteh 04/radovi/ziteh-08.pdf, nperpaxeno 12. 03. 2014. rogune

2% Tamesnh, Hatama: ,KoMmjyTepckd KpMMHHAN — TpaBHA 3alITHTA HA HALMOHATHOM HHBOY”,
Bezbennoct - Yaconmme MuHHCTapcTBa YHYTpammux mocinosa Pemyonuke Cpouje, 6poj 1-2/2009, ctp.
154.

1> The Computer Crime: Criminal Justice Resource Manual, US Department of Justice/ National
Institute of Justice/Office of Justice Programs, ypeaauk Donn B. Parker, 1979 - apyro u3game u3
1989. romune gmoctynmHo Ha https://www.ncjrs.gov/pdffiles1/Digitization/118214NCIRS.pdf,
npetpaxeHo 29. 11. 2014. roqune
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Y IlpakTHKyMy O KOMIJYTEPCKOM KpUMHUHAIUTETy, KOMIIJYTepCKU
KPUMHHAIHUTET Ae(PUHUCAH je y HajIIUpEeM CMHUCITYy Kao CBaKH 3JI0YMH KOjH Ce JEeCH y
OKBHPY HEKOT KOMIIjyTepPCKOT CHCTeMa, ajll W Kao BPCTa KpUMHHAIUTETa Oenor
OKOBpaTHHWKa M3BPIIECHOT Y OKBUPY HEKOTI KOMIIjJYTEPCKOT CHCTEMa, MPH YeMy ce
KOMITjyTep KOPUCTH Ka0 CPEICTBO H3BPIICH:A OBOI MOCIOBHOT KPHBHYHOI jaenma.”
[Tpema Tekcty IlpakThkyma, OBa BpcTa KpUBHYHHX Jieja MOKE Y ceOU Ja caapXu U
BHCOK CTEIEH arpecHje M Hacujba, KOjU Cy YCMEpPEHHM Ha yHUINTECHE KOMITjyTepa,
KOMITjyTEPCKOT CHCTEMa HMJIM HBUXOBOT CaJpiaja, M Ja Ha Taj Ha4WH yIrpo3e JbY/ACKe
KMBOTE (HIIP. aKO je ped O Hamajay KOMI[JyTePCKHX CHUCTeMa Mo OoJHHUIIaMa, Tae ce
npare XHBOTHE PyHKIM]e manujeHara). >

[lojenuan  MehyHapogHu JOKyMEHTH H3 00JIACTU BUCOKOTEXHOJIOIIKOT
KPUMUHAJIHNTETA, KOjH MpeaBulajy KpUBUYHA JIea U MEXaHHW3ME KOjUM Ce OBa Jiena
MOTY CHPEYHTH, TaKohe ne(pUHHIIY M0jaM KOMIT)yTepCKOT KPUMUHAINTETA.

[Tpemopyka OpraHuzaimje 3a eKOHOMCKY capaamy Hu pa3Boj u3 1986. roaune
KOMITjyTepPCKH KPUMUHAIUTET AC(PHUHHUIIE KAa0 CBAKO IPOTHBIIPABHO, HECTHYKO MU
HEJI03BOJbCHO TIOHAIIAKkE KOjeé C€ OJHOCH Ha ayTOMaTrcKy oOpaxy M MpeHOC
nonaraka.”'®

Y TIlpenopymm CaBera EBpome u3z 1989. romuHe moa KOMIjyTEpCKUM
KPUMUHAJIIUTETOM C€ IMOojApasyMeBa TayHO ojpeheH Opoj KpHBUYHUX Jeia Koja Cy
oBoM IIpermopykoM MpeIOKeHa HA yCBajake HALMOHATHUM 3aKOHOJABCTBHMA,
nok llpemopyka wu3 1995. rommHe neduHuMImIe KpUBMYHA Jejla IOBE3aHa ca

MHPOPMALIMOHUM TEXHOJIOTHjaMa Kao KPUBHYHA Jiefla KO KOJUX HUCTPaXHU OpraHH

MPWIMKOM BpPIIICHA UCTPAKHUX PadlBbU MOpajy Ja TMocedyjy MHdopMmaimja Koje ce

*1° Ihid.

"7 Ibid.

218 Computer-related criminality: Analysis of Legal Politics in the OECD Area (1986), HaBeneHo KOx
Schjolberg, Stein, Hubbard, M. Amanda: ,,Harmonizing National Legal Approaches on Cybercrime®,
ctp. 3, International Telecommunication Union, WSIS Thematic Meeting on Cybersecurity ,
Document: CYB/04, 2005.,
http://www.itu.int/osg/spu/cybersecurity//docs/Background Paper Harmonizing National and Legal
Approaches on Cybercrime.pdf, mperpaxeno 29. 11. 2014. roguae

% TIpenopyka CaBera EBpome 0 KpuMuHAmMTeTy Be3aHoM 3a padyHape Op. 9 (Council of Europe
Computer-related crime Recommendation No. R (89) 9), 1989, http://www.oas.org/juridico/english/89-
9&final%20Report.pdf, nperpaxeno 07. 11. 2014. rogune u 29. 11. 2014. rogune
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o0pal)yjy mimm npeHoce KOMIjyTepCKUM CUCTEMHUMA WU €IEKTPOHCKUM CHCTEMUMA 32
220
oOpay moaaraka.
Ha Jlecerom xonrpecy YjenumeHUX HallMja 3a MPEBEHIN]Y KPUMHHAIATETA U

TpeTMaH jaenuHkBeHata y beuy 2000. roxune,”!

neduHUCAaH je KOMIIjJyTepCKU
KPUMHHAIMUTET (cybercrime) Kao ONIITH T0jaM KOju 00yXBaTa KpHBHYHA JIeJIa KOja ce
BpIIIE TTOCPEACTBOM KOMIIjYTEPCKOT CHCTEMa MM MPEXKE, y KOMIjYTEPCKOM CHUCTEMY
WM MPEKU WM TPOTHB KOMITJYTEPCKOT CUCTEMa WIIM MpeXe, a 00yxBara OWIO KOju
KPUMUHAJIMTET U3BPILICH EIEKTPOHCKUM ITyTEM HJIM W3BPILICH y JIeNy WIN Y LEIOCTH Y
CJIEKTPOHCKOM ~OKpY)Xely. Y IUIGHapHOM Jelly IOCBeheHOM KOMIIjyTepCKOM
KPUMUHAQJIATETY, KOHCTAaTOBAaHO je Ja je Moryhe Tmpemo3HaTH JBE BPCTE
KOMITjyTepPCKOT KPHMUHATHTETA: "

(1) xoMIjyTepckH KpUMHHAIUTET y Y)KEM CMHCIY, KOjU TO/pasyMeBa CBaKO
HE3aKOHUTO TIOHAIIAKh€ YCMEPEHO Ha EJNeKTPOHCKE Olepalyje CHTypHOCTH
KOMITJyTepCKAX CHCTEMa M IoJaTaka Koju ce y muma oOpalyjy (rme cmamajy mena
KOja ce OJHOCE Ha HeayTOPWU30BAHU MPUCTYH KOMIJYTEPCKOM CHCTEMY WIIH MPEXH
KPIIEHEM Mepa CHI'YPHOCTH; omTeheme KOMIjyTepcKHX TojaTaka WM Mporpama;
KoMIjyTepcke caloTaxe; HeoBNamNeHO TIpecpeTame KOMYHHKalMja oI H Yy
KOMIIjyTEPCKUM CUCTEMHUMa B MpekaMa; KOMITjyTepCKa IITHjyHaxa) ,

(2) KOMITjyTepCKH KPUMHHAIHUTET y MIMPEM CMHCIY, KOjU MOIpa3syMeBa CBAKO
HE3aKOHHUTO MOHAMIAke BE3aHO 3a WM y OJHOCY HA KOMI[JYTEPCKH CUCTEM U MPEXY,
yKJbydyjyhn U TakaB KpHMUHAJIHTET KaKBO jeé HE3aKOHHTO MOCeNoBame, Hyhemwe n
aucTpulyupame HHPOpMalMja MPEeKo KOMIJYTEPCKUX CHCTeMa W Mpexa (TOImyT
KoMIjyTepckux (¢ancupukara; KOMIjyTepcke Kpahe, TeXHHYKE MaHHITyJIAIH]je

ypehajuma WM eIeKTPOHCKMM KOMIIOHEHTama ypehaja; 3ioymoTpede cucreMa

2 ITpenopyka Cagera Esporre 6p. 95 0 3amITHTH T0jeMHALA Y TIOCTYIIKY 00paje JHIHAX MOJATaKa 1
BUXoBor ciobonHor npeHomema - Council of Europe: Recommendation No. R (95) 13 Concerning
Problems of Criminal Procedural Law connected with Information Technology, yceojena 11. 09. 1995.
rogune, http://www.coe.int/t/dghl/standardsetting/media/doc/cm/rec(1995)013 EN.asp, mperpakeHO
07.11.2014.u 29. 11. 2014. roqune

! United Nations Office on Drugs and Crime, Tenth UN Congress on the Prevention of Crime and
Treatment of Offenders ”Crime and Justice: Meeting the Challenges of the Twenty-first Century”,
http://www.uncjin.org/Documents/congrl10/4r3e.pdf, mnperpaxxeno 12. 12. 2014. romuHe U
http://www.unodc.org/congress/en/previous/previous-10.html, mperpaxeno 12. 08. 2015. rogune

2 Haeedeno xoo Huxuh, Cpham: “Hajuemhe Merone Hamama cyber KpUMHHANAna M Kako ce
onbpaHuTH”,

http://www.itvestak.org.rs/ziteh _10/zbornik radova/Nikic%20Srdjan%?20-%20Metode%20napada.pdf,
npetpaxeno 25. 10. 2014. roqune
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riahama Kao MITO Cy MaHUMyJaluje U Kpahe eNeKTpOHCKUX KPEeAUTHUX KapTHIIA UITH
Kopuitheme JaKHUX MHUGPH y HE3aKOHUTUM (PMHAHCH]CKUM aKTHBHOCTHMA).

VYV cknany ca Ilpenopykom CaBera EBpone223 n3 1989. roguHe m JIHUCTOM
OECD** u3 1985. romune MPUIMKOM JleUHHUCakha KOMIT)yTepCKOT KpUMHHAIUTETa
HaBOJE C€ M JPYTW TIOjaBHU OOJUIM HErOBOT HCIIOJbaBama: HEayTOPHU30BAaHU
MIPUCTYTT KOMITJyTEPCKOM CHCTEMY WM MpPEXKH KpIICHEM Mepa CHTYPHOCTH
(xakepoBame), omreheme KOMIJyTEPCKUX IMoAaTaka WM Iporpama, KOMITjYTepCKe
caboTaxke, HeoBJAaINEHO MpecpeTame KOMYHHKALMja OA U Yy KOMIIJyTEPCKUM
CHCTEMHUMa U MpeXaMa U KOMITjyTepcKa LIHjyHaxa.

Konsenmja CaBeta EBporie 0 BHCOKOTEXHOJIOIIKOM KpuMHHATY Op. 185 u3
2001. roxuae’” KracHdHKyje KOMIjyTepCKH KPUMUHAINT Y 9ETHPH IPYIE 3aBHCHO
O]l YUYMI€HUX KPUBMYHHMX Jiella Ha: KpUBMYHA JieJa HPOTHB IOBEPJHUBOCTH,
MHTETPUTETa U JIOCTYITHOCTH KOMIIJYTePCKUX MOJaTaka W CHCTeMa, KpUBHYHA Jena
BE3aHa 3a KOMIIjyTepe, KpUBHYHA JeJla Be3aHa 3a Ca/p)kaje W KpHBHYHA Jela Jerna
BE€3aHa 3a KpLIeHhe ayTOPCKUX U CPOJHUX MpaBa.

3a KOMITJyTepCKH KPUMUHAIUTET crielu(uYHa je YUHECHUIA Aa je TOTpeOHO
peNaTUBHO KPATKO BPEME 3a CTULIAIHE 3HAHA HEOMXOAHOT 33 W3BPIIaBAe KPUBUYHHUX
7ena W3 OBE OOJACTH, KAa0 W Jla Cy TOTPEOHM Cy Malld MaTepHjaHH U JbYACKH
pecypcu y OJHOCY Ha IITETY WM NMPOTHUBIPABHY IOOUT KOja c€ MOXKE OCTBAPHUTH U
0e3 (hU3UIKOT MPUCYCTBA HA MECTY M3BPIIICHA Jea.

OO0nnuM ucnosbaBamba KOMIJYTEPCKOT KPUMHUHAIUTETA Cy pa3iIM4yUTH. JenHa
O]l OCHOBHHMX KpPUMHUHOJIONIKMX Toxena je monena ©Ha (1) TpagunuoHaTHH
KOMITjYTepCKA ~ KpUMHHaIUTET © (2) caBpeMeHe OOJHMKEe  KOMIIjyTepCKOT
KPUMHHAJIUTETA KOjU Cy CE€ Pa3BWJIN 300T 3JI0ynoTpeda KOMITjyTepa U KOMITjYTePCKHUX
mpexa.”?®  TpamuIMOHAIHE KOMIYTepCKM KpHMHHAIHTET Hajuemhe oGyxBara
KpUBHYHA Jefla Koja Cy y3 momMoh padyHapa H3BpIICHA MPOTHB HMMOBHMHE (HIIp.
KpUBMYHA Jena kpalhe, mpoHeBepe, yTaje, yIEHE M CII.), JOK CaBpPEMEHH OOIHIIH

KOMITjYTePCKOT KpUMHUHAJIUTETa 00yXBaTajy caMO OHa KpUBHYHA JieJia Koja MOTY Ja

* Ipenopyxa Casera Espone 6p. (95) 13 (Council of Europe Recommendation No. R (95) 13), op.cit.
% The United States Department of Justice, http:/www. justice.gov/criminal/cybercrime/intl.html,
nperpaxkeno 16. 04. 2014. ronune

¥ Kousenmuja Casera EBpore 0 BHCOKOTEXHOIONIKOM KpuMmuHany 6p. 185 (Convention on
Cybercrime CETS No. 185), 2001, http://conventions.coe.int/Treaty/en/Treaties/Html/185.htm, u
http://conventions.coe.int/Treaty/Commun/QueVoulezVous.asp?NT=185&CM=8&DF=&CL=ENG
npetpaxeno 07. 11. 2014. rogune.

226 Tamesuh, Harama, op.cit., 2009, ctp. 157
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U3BpILE YyIOTpeOOM padyHapa U 3J70yNnoTpeOdOM pauyHapCKuX Mpeka 06e3 o03upa Ha
TO Jla JH jé MOTHB 32 HbHUXOBO HM3BPIICHE CTUIAE MaTepHjasiHe KOPHCTH (HIIP.
MHTEPHET [pOramarbe, cajoep TepopusaM u cir.). >’

[TojaBHU 0OOMMIIM KOMIJyTEPCKOT KpUMHUHAIWTETa MOTy Takohe na Oyay:
NPOTHBIPaBHO KopuIlhewme yciayra M HeopnamheHo mnpuOaBbambe WHpOpMalyja,
KoMIjyTepcke  Kpahe, KomImjyTepcke TpeBape, KOMI[jyTepcke  caboTaxe,
KOMITjyTEPCKU TepOpr3aM, KpUMUHAJIUTET BE3aH 32 KOMITjyTEPCKE MPEKe U CII.

3aBUCHO OJ] TUIA U3BPIICHNX KPUBUYHUX Jela, KOMIT)yTePCKA KPUMUHAITUTET
MO>Ke OUTH:

a) MOJIMTHYKK (KOMITjyTepcKa MIMHjyHaXKa, XaKWHT, KOMIIjyTepcka caboTaxa,
KOMITjYTEPCKH TepOpU3aM, KOMITJYTEPCKO PaTOBAKE),

0) eKOHOMCKH (KOMIIjyTepCKe MpeBape, XakuHT, Kpal)a MHTEpHET yciayra u
BpeMeEHa, nuparepuja codTBepa, MUKpOUMIIOBAa M 0a3a IMoAaraka, KOMIIjyTepcKa
WHAYCTPUjCKA IWINMUjyHAaXKa, TpPEBApEeHE HWHTEPHET ayKUWje - HEHCIIOPyUNBaAbE
NPOM3BO/IA, JIAKHA MPE3EHTAlNja MIPOU3BOAA, JIAKHA MPOIIeHa, HajorpahuBame eHe
NPOM3BO/A, YIAPYKUBaWkEe pajy MocTU3ama Behe IeHe, TProBUHAa poOOM ca LPHOT
TPIKUILTA, BULIECTPYKE JIUIHOCTH),

1) IPOU3BOIHha U AUCTPUOYIIHja HEAO3BOJHCHUX U MITETHUX CajpiKaja (Ieunja
nopHorpadwuja, negoduiirja, BEPCKe CEKTe, MHPEHE PACUCTUYKUX, HAIUCTHYKUAX H
CIIMYHMX HJI€ja U CTAaBOBA, 3JI0YNOTpeOa xKeHa U JICIIe),

1) MaHWIylanuja 3a0pamkeHUM MPOM3BOJMMA, CYIICTaHIIaMa U podama
(Iporom, JbyICKUM OpraHUMa, OPYXkKjeMm),

€) MOBpe/Je NMPHUBATHOCTH HA HMHTEpPHETY (HaATIeAame €IEeKTPOHCKE MOIITE,
craM, TPUCTYIIKUBAalke W CHHUMame ,,JIpudaoHuIa’, mpaheme KoH(EpeHIINjCKuX
Be3a).

228

Hemauku teopernuap Cubep (Sieber), KOju ce 0aBU HUCKJbYYHBO

pobJIeMrMa KOMIIjYTEPCKOT KpUMUHAITUTETa, CMaTpa J1a ce Mpo0IeM KOMITjyTepCKOT
KpUMHUHAJIUTETA I10jaBUO MpPBU IyT KajJa je YrpoKeHa NPUBATHOCT KOPHCHUKA

229 :
HHTCPHCTA U J1a C€ KOMI[JYTCPCKH KPUMHIIAHUTET MOKC KJ'IaCI/I(I)I/IKOBaTI/I Ha

*7 Ibid.

8 Sieber, Ulrich: ,,Legal Aspects of Computer-related crime in the Information society- COMCRIME
Study“, The European Comission, 1998, http://www.edc.uoc.gr/~panas/PATRA/sieber.pdf,
npetpaxeno 04. 12. 2014. roqune

** Ibid.
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KPUMHMHAIUTET MOBpEJle NPUBATHOCTH, HA KOMITjYTEPCKA €KOHOMCKH KPUMHMHAIUTET
(KOMITjyTepCKH XaKHUHT, KOMITJyTePCKH IIITHjYHAXY, COPTBEPCKY MUpaTepujy, U3HyIe
BpIIeHE KOpHUIThemeM KOMIjyTepa, KOMITYTepCKe TMpeBape), KPUMUHAIUTET
MPOTHB3aKOHUTOT U IITETHOT cajpkaja KOMIIjYTEePCKUX TMOJaTaka M OCTalla CIMYHA
Je/1a H3BpIIEHA YIOTpeGoM padyHapa. ™’

3noymnoTpeba KOMIjyTepa jeé Y BpeMe BHXOBOT KOHCTPYHCAma U MOCTEIICHOT
ycaBpIiaBama Ouiia npaktuaHo HeMoryha y Behoj Mepu jep je ’BHX0BO KopHIheme
MOJIPa3yMEBANIO CHCIHjaHy €IyKalujy KOjy je TpOoJIa3u0 pPEJaTUBHO y3aH KPyr
MHPOPMATUYKUX CTPYUHaKa jep KOMIJyTepH Y TO BpeMe HHCY OHIM y MacOBHO]
ynotpebu. bp3 pa3Boj KOMIjyTepcke TEXHOJOTHje, CTBapame BEOMa jETHOCTABHHX
HaYMHA KUXOBE yNOTpede, Kao M MPOU3BO/IHha U MACOBHO KOpUIIhemhe TepCOHATHUX
KOMIjyTepa, JOBEJIM Cy JO CTBapama BeOMa IMOBOJFHHX YCJIOBa 3a Kopuliheme
pauyHapa y BplICHY KpUBHYHUX Jena. CBakoJHEBHa ymorpeba KOMIjyTepa On
CTpaHe INUPOKUX CJI0jeBa CTAHOBHHWIITBA, y3 JHOEpajaH MPHUCTYN TIO0ATHUM
KOMYHUKAIlMjCKUM H HWHPOPMATHYKUM Mpekama, JOBEJIHM Cy J0 Tora Ja
KOMITjYTEPCKH KPUMHUHATUTET U3 chepe GyTypu3ma MmocTaHe ornacaH U U3BECTaH BUJ
KPUMHHAIUTETA JaHAIIHHIIE.

KpumuHanureT koju ce peanmsyje momohy KOMIjyTepa MOKe Ja MMa OOJUK
OWJI0 KOT O]l TPaAWIMOHATHHUX BHJIOBA KPUMHUHAIUTETa, Kao MTO cy kpahe, yraje,
MPOHEBEPE, JOK C€ TMOoAall KOju Cce HeoBJamheHo MpuOaBibajy 3J0ymnoTpedom
WHPOPMAIIMOHUX CHCTEMa MOTY Ha Pa3MYUTe HAYMHE KOPHCTUTH 3a CTUIAC
MIPOTHBIIPaBHE KOPUCTU. Y OJIHOCY Ha INTETY WJIM NMPOTUBIPABHY KOPUCT KOjy OBaj
BUJ KPUMHHAIATETa MOXE Jla HaHEcCe IPYIITBY WM JO KOjeé MOXKE Ja JIOBEJE,
MaTepHjaHu U JbYJACKH PECYPCH KOJH CE€ yIaXy Cy MUHHUMAJHU, BpeMEe U3BpIICHA j&
BEOMa KpPAaTKO IIITO JIOJIATHO OTE)KaBa OTKPUBAHC U JOKA3HUBAKE JIela, @ BEOMa YECTO
M3BpIIMIIALL Ce yorITe (U3NUKH HE HaJla3u Ha MECTy U3BpLICHA Jea.

Hajuemhu  mojaBHEM  00JHMIM  KOMITjyTEPCKOT  KpUMHUHAJIHUTETa  CY:
KOMIT)yTepcke Kpahe, KommjyTepcke mpeBape, HeoBnamheHo mnpubaBibamke
uHpopmMaidja y3 momoh KommjyTepa, HeoBlamheHo NMpUOaBibalkbe WM YHUIITCHE

uHpopMalrja caapKaHUX y KOMIjyTepy, oHeMoryhaBame WU OTeXaBambe MPUCTyIa

20 1bid.
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TakBUM HH(pOpMaIMjaMa (KOMIjyTepcKka caboTaxa), KOMIYTepCKH TepopH3aM.”'

AXTepu HaBEJICHUX HEIO03BOJFEHHX AaKTHUBHOCTH KOPHCTE YCIyre HHTEpPHETa W
IPYUITBEHHX Mpeka y CBHM (ha3amMa KpPHMHHAJIHE aKTHBHOCTH: 3a IUIaHHpAmbE,
npunpemMame, BpooBame KpTBe, 00e30eheme cpeacTaBa, peanusalnjy U npudaBbame
KOpHCTH, 3Hajyhu na je MOTYNHOCT OTKpWBama HUXOBOT HICHTUTETAa MHHHMAIHA.
KpumuHanHe akTHBHOCTH KOj€ C€ MCII0JhaBajy MPEKO IPYIITBEHUX MpPEXa y CYIITHHH
MpeACTaBIbajy mpuiiaroljeHe OONHMKE HCIOJhaBakba KOMITJYTEPCKOT KPUMHHAIATETA.
EdukacHa mpeBeHIMja, OTKpUBAaWkE W MOKPETalkE MOCTyNaka MPOTHB W3BpIIMJIALA
KPUBUYHUX JIeJIa JOJATHO j€ OTeXaHa TPAHCHAIIMOHAIHHM KapaKTEpOM OBE BPCTE
KPUMHHAIATETA.

HNHuTtepecanTHa je knacuduKkaiyja MoOHAIIamka Ha WHTEPHETY KoOja CE€ MOTY
OKapakTepucaTd Kao JCBHjaHTHO T[IOHAllake WM Jiella  KOMIjyTepCKOT
KpuMHHanuTeTa Kojy naje Jlebpa Jlutiygon Hlunnep (Debra Littlejohn Shinder) na:
HACHJTHA M TTOTEHIIMjaJTHO HACHJIHA JIeNa, JIeCTPYyKTHBHA MMOHAIIama W Ha HEHACHITHA
NOHAIlakhba HAa WHTEPHETY. Y HACUIHA U NOMEHYUjATHO HACUIHA NOHAWAFA HA
UHTEpHETY yOpajajy ce uHTepHEeT (cajOep) Tepopu3aMm, yBpeda U TMpEeTHa IMPEKO
MHTEpHETa, WHTEpHET Iporamame M Jeuuja MopHorpaduja; y OJecmpyKmusHa
NoHawiar,a Criajiajy Jeia IPWINKOM YHjer W3BpIICHa Ce YHUIIpaBajy win omrehyjy
padyHapcKe Mpexe WIM Tojand (XakoBame, OpHcame IojaTaka WiIH Tporpama,
YHOIIICHE¢ BHpPYyCa M IITETHUX Mporpama, cajoep BaHIAIN3aM U CIl.), a Y HEeHACUIHA
NOHAWARA HA UHMepHemy CNaiajy HeoBlamheHu ymajn y 0ase mojgaraka, HHTEPHET
Kpaha, MHTEpHET NpeBapa, MHTEPHET MPOCTUTYIIMja, KOIKAame MPEKO MHTEPHETa U

232
CJI.

2. O0eJierxja M3BPLIMJIALA KPUBHYHMX J1€/1a KOMILjYTepPCKOr
KPUMHHAJIMTETA — ,,XxaKkepa”

ITojaBom MHTepHeTa kao riolaiHe KOMIjyTepCcKe KOMYHHUKALMOHE MpeXe U

CHA)KHOT' YTHIIaja KOjU MHTEPHET UMa Ha Pa3BOj MOJAEPHOI IPYINTBA, MOjaBUIIA CE U

B! Koncrantunosuh-Bummh, Co6onanka, Hukomuh-Pucranosuh, Becna, Koctuh, Muowmupa, op.cit.,
2012.

2 Littlejohn Shinder, Debra: “Scene of the Cybercrime: Computer Forensics Handbook”, 2002., ctp.
19, http://www.dvara.net/hk/Syngress%20Scene%200{%20the%20CyberCrime.pdf, nperpaxkeno 24.
10. 2015. roguue
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HOBa BpCTa M3BPIIMJIALA KPUBUYHOT Jejla — ,,XaKepH - KOJU 3a CBOj CyOjekaT u
o0jekar J1eJoBama MMajy WHTEPHET OKPYKEHe, MPUMEHYjyhn cBoje CTEUCHO 3Hame
KOj€ je 10 paBMITy 3HATHO W3HAJI 3HaMka KOjeT MMajy OpraHu OTKpHUBamba U TOHEHbA.
JenuHcTBeHM mpodMNI  yYMHMOLA ~KPUBUYHOT  Jlela  KOMIIjYTEPCKOT
KPUMHMHAJIMTETa HE TMOCTOjU, I CE CBM OHM O3HAUaBajy 3ajeIHUYKUM HA3UBOM —
XaKep.
VY nepuony me3neceTux u ceaamaeceTux roauHa XX Beka, Mol IojMOM XakKep
je moapasyMeBaHa oco0a, KOMIjyTepcka ,MyJIpHIa’, Koja TOoceayje 3Hama o
KOMIjyTepuMa, CIIOCOOHOCTH U JKeJby 3a HCTPaKUBAKEM M yHampehuBamem
KOMITJyTEPCKHAX CUCTEMa. 3HAYCH-E OBOT IOjMa OWJIO je TMO3UTHUBHO jep CYy XaKEPCKH
Hamaad TaJa MMM CIOydYajHH U J0OpOHAMEpPHHM KapakTep M HacTajaid Cy Kao
pe3yiTaT JUYHOT ycaBpIaBama XaKePCKUX BEIITHHA y LUJbY UCTPAXKHBama, 3a0aBe
Wi TakMuuema. OcaMmaeceTux rojJuHa MPOLUIOT BeKa XaKUHT OMTHO Mema CBOjy
CaJlp’KMHY, aKTepe, IUJBEBE U TOCIEINIIC U ITOCTaje MPETHa CBAKOM KOMITjYyTEPCKOM
CUCTEMY, TIOjeAMHITIMA, OpraHu3aljama, kao u ap>kaBama. Hajommruja nedpunnimmja
j€ Ja XaKUHT MpeACTaBiba YIaIamkhe y KOMI[jyTepCKe CUCTEME TajHO U 0e3 oBiamhema.
Ipema cyGjeKTy, XakMHI MOYXe Ja ce Ae(MHUIIE W Ka0 aKTHBHOCT Xakepa.”>
Y4YuHUOLM OBAKBOT Jejia HUCY AMPEKTHO MOTHBUCAHH HU OCTBAPCHEM KOPHCTH HH
MPOY3POKOBAaKEM INTETHUX NOCIEIuIa, Beh jemHocTaBHO Tpake 3aJ0BOJECTBO Yy
HeoBnamheHoM ,,ynaay’ W y3uMamy WH(}oOpmaija u3 HEKor no0po obesbeheHor
uHdopMarmoHor cucrema. OHM KOPHCTE CBOje pauyHApPCKO 3Hame Ja Ou ymajmamu y
Tyhe nobpo uyBane nHPpOpMaTHUKe cucTeMe. Xakep je ocoda Koja eTaJbHO HCIIUTY]e
MPOTpaMCKe CHUCTEME M KOjH TEXKH J1a MaKCHMAaJIHO NPOUIMPH CBOje 3HAKE Y OBOM
JIOMeHy, Kao 1 0c00a KOja Ha WIETaIHH HAUMH YIIaa Y KOMIYTEPCKe CHCTEME.
Behnna neduuunmja xakuHra CBOAM Ce Ha [JBE AKTHBHOCTH Xakepa:
UCTPAXHUBAakE M HEOBIAIINEHO KOpHIIheme KOMIJyTepPCKOI CHUCTeMa M IOKYIIaj
HEOBJAITNEHOT MPHUCTYNa KOMIIjYTEPCKOM CHCTEMY, OK C€ Xakep NepUHHIIE Kao
ocofa Koja moceayje 3Hama, CIOCOOHOCTH W JKEJbY 3a MOTIHYHHM HCTPaXKUBAHEM

cuctrema. Jlopotu Jlenunr (Dorothy Denning) cmatpa na je xakep ocoba koja

3 Galley, Patrick: “Computer terrorism: what are the risks?”, Science, Technology and Society Swiss
Federal Institute of Technology, 1996, http://www.home.ch/~spaw1165/infosec/sts_en/, mperpaxeHo
14. 02. 2014. rogune

> Ibid.
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. : 235
poBajbyje y KOMITjyTepPCKe CUCTeMe M OecriaTHO ux kopuctu - a Tomac Hopumen
(Thomas Nourten) moj xakepruMma Imoipa3yMeBa BaHAalle KOjU HEOBJIAMNEHO 100H]jajy
MIPUCTYN KOMITJYTEPCKUM CHUCTEMHUMa M YHHINTaBa]y TOJATKE M Iporpame KOju ce

Hajaa3€ Ha bbHUMaA. 236

Jenna on geguHHIMja XaKWHTA je J1a XaKUHT IMPeICcTaBba ,,lIPOLEC y KOMe
Heka oco0a CIIpOBOAM HEJNerajiaH ymaJl y KOMIjYTePCKH WM KOMYHUKAIIMOHU CUCTEM
¥ TaMO YHTa MOJATKE, OCTaBJba MOPYKE, CTApTyje Mporpame, OpHIlEe WU UCTpaBIba
nporpame u uHbopMammje”.”’’ XaKkHHT je TakaB MPUCTYI KOMI[yTEPCKOM HIIA
KOMYHHKAITMOHOM CHCTEMY 3a KOjU HE MOCTOjU J03BOJa HKEroBor BiacHuka. Ocum
TOra, XaKWHT c€ JAePUHUIIE W Kao ,HEOBIAIMheHW ymaa y KOMIJYTEpPCKE WIIH
TEJICKOMYHHUKAIMOHE CHCTeMe M HeoBiantheHo Kopuinheme KOMITJyTepCKUX WU
TEJICKOMYHHUKAIIMOHUX pecypca (YuTame, KOMUpame, U3MEHa, Oprcame, yoaluBame
nmojaTaka ¥ TporpaMa WIH EJIeKTPOHCKO TMpecpeTame IoJaTaka y HHUXOBO]
TPAaHCMUCHjH) Y [IMJby HE3aKOHHTE MAaHUIYJAlMje pe3yJiTaTUMa HaBEICHUX
aKTUBHOCTH (JIMYHA ymoTpeda, MpeHoc ymoTpede Ha Apyra Nula, Mpojaja, yIeHa,
Tepopu3aM 1 ciuaHo)”. " YipaBo oBa mocienta aehUHAIN]A, 10 HALIEM MULLBCHY,
HajOOJbE ONMHCYje KPUMHHAIHY paliby KOJOM C€ KpIIW IPaBO HA MPUBATHOCT
KOPHCHHMKA HHTEPHETA U APYIITBEHE MPEKE.

[Tojenunu aytopu, nomyt @penepuka Koena (Frederick B. Cohen) ykazuBanu
Cy Ha HEKOJMKO Hajuemhux MOTHBaIlMja yCJIeI KOJUX JI0JIa3d JI0 BPIICHA OBAKBUX
KPUBHYHUX aena.” 3apaja HOBLA CE PETKO I0jaBJbyje Kao MOTHB, MHOrO germhm
MOTHB j€ JIPYIITBEHO JOKa3WBame (IIOTOTOBO KOJ MiahuxX M3BpIIWIIAIIA) WM OCBETA

peMa HEKOME pYyIICHEeM HEroBOr yriena y ApPYIITBY, jJaBHOI KOMIIPOMHMTOBAmA,

MaHI/IHy.]'IaHI/IjOM HCTUHUTHUX MOJaTaKa WM YHUIITaABAKkCM EBbCTOBUX IMOJAaTaKa.

3% Denning, Dorothy, Drake, Frank:”A Dialog on Hacking and Security”, edicija: Computers under
attack: intruders, worms, and viruses, Association for Computing Machinery Publications, New York,
1990, cTp. 421-439

36 Nourten, Thomas:”Vandalism or Prank?”, edicija: Computers under attack: intruders, worms, and
viruses, Association for Computing Machinery Publications, New York, 1990, ctp. 522-523

»7 Jpakymuh, Mupjana: ,,OcHoBr Kommjyrepckor npasa”, JIpyIITBO OINEPAalMOHMX HCTPaKHBAYa
Jyrocnasuje - JIOINUC, Beorpan, 1996.

> Ibid.

> Ibid.
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CBakako HajllO3HATHja XaKepcka rpymna Ha cBeTy cy AHOHHMMYycH (Anonimys). Janyapa
2015. roguHe W3peveHa je kKa3Ha HOBHHApY bepery bpayry, mopTmapory AHOHHMYyca, KOjOM je
Bpayn ocylen Ha 3aTBOpCKY Ka3Hy y Tpajamy o 63 Mecellu 1 HOBUaHY KaszHy y m3Hocy ox 890.000
nmonapa, komuko he Moparm nma ucrmatu kommnauuju Crpardop, Kojy ¢y AHOHUMYCH XaKOBaJId a
bpayH je o0jaBipuBao JMHKOBE 32 (ajinoBe Koje cy xakepu ykpanu oj Crpardopa. Kao mocedbny
Mepy Cy/[ je u3peKkao Mepy Haa30pa eJIeKTPOHCKHX KOMYHHUKaluja Koje bpayH Boau, 4ak u kajia oH
Oyne uzamiao Ha cinodony. bpayna je ®BU yxancuo 2012. roaune, cyheme My je Tpajaio yKymHO
31 Mecelr, KOJUKO je OH Beh M MPOBEO y 3aTBOpY. Y IMOYETKY j€ ONTY)KHHUIIA MPOTUB Eera Ouiia
3HAaTHO Jayka M oOyxBaraja je W KpHBM4YHA Jiesla Kpalje HIeHTHTETa M moceloBambe OpojeBa
YKpaJeHUX KpeOuTHHX Kaptuia. ONTyKHHLA je KacHWje peBuaupaHa, a bpayH je anpuia 2014.
TOJIMHE CIOPa3yMHO MPU3HAO KPUBHILY MO TPU Ta4yKe ONTYXKHHILE, 38 KPUBUYHO NEJI0 NPCHOLICHA
npeTke y MelyApikaBHOj TPrOBHHH, OMETamhe H3BPLICHA MpeTpeca W CayYeCHHIITBO IOCHe
HeoBNamheHor mpuctyna 3amruheHoM padyHapy. (MHbopmammja — ca3HajTe BUIIE O
KOMIIjyTePCKOj 6e30eqHOCTH, http://www.informacija.rs/Sajber-hronika/Novinar-portparol-
Anonimusa-osudjen-na-pet-godina-zatvora.html, mpetpasxeno 26. 01. 2015. ronune)

Hoem6Opa 2013. roauHe HEeMmo3HaTH Xakep je U3BPLIMO ynaJa Ha WH(QOpMAlMOHU CHUCTEM
AreHnpje 3a NPOMOIMjy HM3BO3a M CcTpaHuMx ynarama Bmage CpOuje (CUEITA), omakie je
npocieano oko 300 MejoBa KoOju MPyXkajy YBUI Y paj jeqHe ApKaBHE arcHIUje, CapiKe Ha3HAKe
MIOCTOjarba KOPYIIHje ¥ HECAaBECHOT MOCTyIakha y PYKOBOhEmhY OBOM areHIMjoM Kao W HaBOJHE
MpoHeBepe, KOPYIIHjy, HENOTH3aM W pacumame HoBia rpahana CpOuje. Hakon nerassHOT
WCIUTHBamka calapkaja mpoclicheHe eneKTpoHCKe MOIITe, TaJallllbi IUPEKTOpP OBE ATEHIHje je
MOJTHEO OCTaBKY, ATEHIIHja 3a 00pOy IMPOTHB KOPYHIHje je TMOTBPIWIA Aa ,,U3 CaApKHHE JIOTHca
HNPUMIBEHHUX €IEKTPOHCKOM ITOLITOM, IPOU3JIa3H CyMiba Jia Cy W3BpIIEHA KPUBUYHA JeNa 3a Koja ce
TOHH 10 CITY’KOEHO] Iy)KHOCTH” U J1a CY NPUMJbEHH MaTepHjall [IPOCICIHIN ATeNalliOHOM jaBHOM
TyXWIAIITBY y beorpany Ha maby HaIIexHOCT M IocTyname. [Ipeamer ncnutuBama noceOHO cy
Ouse OKOJIHOCTH Koje ce ofHoce Ha HecaBecHO nocryname CUEITA y Be3u ca HeHarulaTUBUM
0OaHKapCKUM rapasifjama y BpeIHOCTH OJ] TPEKO J[Ba MUIIMOHA €BpPa, jaBHE HaOaBKe, OpraHu3aluja
U OmlpeMame NPOMOTHUBHHX CajMOBa y MHOCTPAHCTBY Kao M OJUIyKE O JOJENM OecrOBPAaTHHX
cpeacraBa (aBopu3oBaHMM uHBectuTopuMa. (bankanucr, http://balkanist.net/bes/siepa-leaks/,
nperpakeno 19. 12. 2013. roxune)

Mapra 2012. rogure, nonunyja je y [landeBy yxarmcmia xakepa . B. (19), xoju je 6uo
MO3HAT Mo Kopuiihewy rnceynonumMa ,,John the Ripper u ,,SunTzu* 3a xora je nocrojana ocHoBaHa
CyMmba J1a je 3a HeoBJlalheHo IPHUCTYNambe cepBeprMa JP>KaBHUX OpraHa M CIy)KOH IIPHMao HOBALl.
VY onrtyx06eHoM mpemiory HaBeneHo je jaa je I'. B. oxroBopan 3a 28 xakepckux axiyja Koje ¢y y
ONTY)KHOM MpEMJIOry KBaJM(HUKOBaHE Kao KPHMBHYHA JleJia padyyHapcka cadoTaxka, NMpaBbeHke U
YHOILIEHhE KOMIIjYTEPCKHX BUpYca, HeoBIaNeH! MPUCTYI 3alliTHheHOM padyHapy M NpaBJbee U
JlaBame CPEJICTaBa 33 M3BPILICHE KPUBUYHUX Jiejia POTHB 0e30€JHOCTH pauyHapCKUX I0JAaTaKa.
Meceny nmana kacuuje, anpwia 2012. rogmne, mnpumagHunum CoyxOe 3a OopOy npoTuB
opraHu3oBaHor KpummuHana yxarncuiu cy B.C. (28), koju ce cyMmHYM @ je ca CBOI pavyyHapa
M3MEHHO NPUCTYIIHE U CUT'YpHOCHE mapamerpe Ha PejcOyk npoduity jenHor jaBHOr mpenyseha u
IPEKO eNEKTPOHCKE MOLITE NMPETHO TUPEKTOpY mpexy3eha na My Hehe BpaTHTH NPUCTYITHE muUdpe
u nma he mpodun ocraTwm IMOX HETOBOM KOHTPOJIOM, yKoimumko My He wucmarta 2.000 eBpa.

(Beuepwe HOBOCTM — nHeBHa HoBuHa on 11. 04. 2012. romume, http://www.novosti.
rs/vesti/naslovna/aktuelno.291.html:375140-Tuzilastvo-Haker-primao-novac-za-obaranje-sajtova,
nperpaxeno 06. 08. 2012. roaune)
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Hoemb6pa 2014. rogune cyn y Janckoj je ocyauo jeaHor ox ocHuBada cajta Pirate Bay
Totdpuna Bapra Ha Tpu u 1o roxuHe 3aTBopa 300T XakoBawba. Bapr je mporuaiieH KpuBuM 300rT
xakoBatba T xomnanuje CSC y JlaHCKO] uMMe je M3BpIIMO KPHMBUYHO Je€j0 HeopiautheHor
MPUCTYIAa CTOTHHAMA XHJbajga OpojeBa COIMjaHOT OCHIyparba, MOJIMIH]CKUX JOCHjea M CYACKHX
nokyMmeHata. KasHa KoOjy je OJpenuo Cya je Mama O]l OHE KOjy je TPaKWIIO TYXKHIIAIITBO KOje je
3axTeBao na Bapr Oyzae ocyljeH Ha meT roauHa 3aTBOpa, LITO je Takohe Mame 01 MakCHMAlHE
MpONKCaHe Ka3He 3a XaKoBame Koja y Jlanckoj m3Hocu mect roauHa. (MHpopManuja — ca3HajTe
BHIIE O KOMIIjyTepckoj Oe3bemHocTH, http://www.informacija.rs/Sajber-hronika/Zbog-hakovanja-
suosnivac-Pirate-Bay-osudjen-na-3-5-godine-zatvora.html, nperpaxeno 26. 01. 2015. rogume)

[o3Har je u cinydaj neBetHaectoroauinmer kanahannna CtuBena Aprypa Conuc-Pejeca,
koju je anpuia 2014. roguHe ONTYXKEH je Ja je XakoBao €ajT KaHaJCKe IMOpEecKe areHiuje u Ja je
ToM mpwinkoM Yykpao 900 OpojeBa COIMjaJIHOT OCUTypama TaKO WHITO je Y CHUCTEM YHEO
3oHaMepHu nporpam Ha3BaH Heartbleed bugg. (Mudopmanmja — ca3HajTe BHIIE O KOMIIjYTEPCKO]
0e30eqHOCTH, http://www.informacija.rs/Sajber-hronika/Prvo-hapsenje-zbog-Heartbleed-baga.html,
nperpaxeno 26. 01. 2015. rogune)

Kasna ox 11 rogmna 3aTtBOpa Ha KOjy je oktoOpa 2014. romune ocyhen ecronan Ceprej
Huxonajesuu Turypukos (25), Boha xakepcke rpyme koja je 2008. roaune 3a 12 caru ykpana 9,4
MHJIHOHA Joyiapa ca 0aHKoMara, je[iHa je O/l HajCTPOXKUJUX Ka3HH KO0ja je U3pedeHa HEKOM XakKepy y
CA/. Turypukos je uspyuer Biactuma CAJl 300r Tora mrTo Cy OH M CelaM HErOBUX IoMarada
ynanmu y mpexy RBS WorldPay, amepuuku orpanak Royal Bank of Scotland ca ceaumrem y
ATIIaHTH M KOMIIPOMHTOBAJIM CHKPHIIIM]y cuUcTeMa 3a oOpaay kaptuia. Kama cy ycmemu na
npoOHjy eHKpHIIMjy CHCTeMa 3a o0paay KapTHIa, XakKepcka TIpyna je IOJuIIa JIMMHUTE
KOMIIPOMHTOBAHHUX Hajora a 3atuM cy nomohy dancupukoBaHux 1eOUTHUX KapTHLA HOIUrd 9,4
MHJIMOHA fosapa ca Bume ox 2.100 6ankomara y Hajmame 280 rpaioBa IUPOM CBeTa, yKibyuyjyhu
u rpagose y CA/l, Pycuju, Yipajunu, Ecroruju, Utammju, Xonr Konry, Janany n Kanagn. Ocum
TmrypukoBa, ontyxeHu cy u Bukrop [Tnemruyk (28) u3 Pycuje u Oner Kosennn n3 Mongasuje,
3aTUM ocola Koja je y ONTYXHHIM O3Ha4deHa Kao ,,Xakep 3”, Kao W jOoII YeTBOPHIA IIOMaravya u3
Ecronuje. Bukrop [lnemrdayk je xao jenan ox Boha oBe KpHUMHHAJHE rpyrie ocyljeH Ha YCIOBHY
Ka3Hy y Tpajamy oJ 4 roiuHe, a Ka3Ha My je yOJa)KeHa MOIITO je MPU3HA0 KPUBUIYY U MPUCTAO Ja
TYKWIAIITBY NPYXH HH(GOpPManUje 0 ocTaluMa KOjH Cy Y4ecTBOBaIM y Hamany. Ilopen ycioBHe
kazHe jgocyheHa My je m obaBesa na Bpatu 8,9 MuimoHa nojapa komnanuju RBS WorldPay.
(Uudopmarja — ca3HajTe BHIIE 0 KOMITjyTepckoj 0e30ennocty, http://www.informacija.rs/Sajber-
hronika/Vodja-grupe-koja-je-za-12-sati-ukrala-9-miliona-dolara-sa-bankomata-osudjen-na-11-
godina-zatvora.html, mperpaxxeno 26. 01. 2015. ronune)

Anpuna 2011. rogune y beorpajy WHTEpHEeT Npe3eHTalMja HEKaJallkber OKPYKHOT
TYy)XKWJIamTBa 3a 00pO0y MPOTHB BHCOKOTEXHOJOUIKOT KpPHMHHAja caTUMa je Owia IMOJUTOH 3a
BexkOame Oyayhux xakepa, 10 Kojux cy MHOru Ok MasnonetHu. CajTy ce MmpucTynaio y3 nmomoh
OCHOBHOI' KOpPMCHMYKOI HMeHa u mmmudpe. Henoznara ocoba mnpumermna je pa ce
aJIMUHHCTPATOPCKOM JIeJly CajTa MPHUCTYIa LIKOJICKUM NPUMEPOM KOPHUCHHYKOT MMeHa M mudpe,
na je Ty uHpopMaIMjy npeHena ApyruM jpyauma. Jpymreenom mpexom Dejcoyk urdopmaimja o
He3amTHheHOM cajTy NpOoLIMpHIIa Ce BEJIMKOM Op3MHOM, I1a Cy OJMax OCBaHyJie OpojHEe mpuBaTHE
nopyke u Bume Qororpaduja ca MopHOrpad)CKUM caipikajeM, a MHTEpHET Ipe3eHTaluja Koju
npoMoBHIIe 00pOy NPOTHB BHCOKOTEXHOJOIIKOT KPUMHHAJIA TIOCIYXXWIa jé M 3a HpUBaTHE
pasroBope mocetmnara. Ocoba koja je nHpopManujy objaBuia Omia je MOTIMCaHa TPEyTOHIMOM
I[lon Tp6ocex (John the Ripper). (bmam TtyxwmmamrBa 3a cajoep KpuMuHai, http://www.samo-
opusteno.info/forum/tehnologija/blam-tuzilastva-za-sajber-kriminal/, nperpaxeno 06. 08. 2012.
TOJINHE)
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3. 3710ynorpeda ApyIITBEHUX MPeKa KA0 1eBHjaHTHO
NMOHAIIAK:€e

3.1. ITojam 310ynoTpede ApyIITBEHNX MPEKa M 00JIMIH HCIIO/baBamha

['nmobanHe  ApymITBEHE MpeXe JONpHHENIE Cy JaJbeM  pa3BUjamby
KOMITjyTepCKOT KPUMHUHAIUTETA, Y OKBUPY KOTa Ce KOMIIjYTEPCKE MPEkKe KOPUCTE Kao
IWJb Hamaja (Hamaaajy ce cepBUCH, QYHKIM]E, caapiKajd KOjH Ce Halla3e Ha MPEXKH),
cpenctBo win anat (on line mpojaja ceKCyalmHUX yCayra, JbYJICKHX OpraHa, )KeHa U
Jere 3a TPOCTUTYIH]y, TPOM3BOAKbA M JUCTPUOYIHMja HEJ03BOJHEHUX INTETHUX
cajpxkaja, Kao IITO cy Jeddja mnopHorpaduja, neaoduianja, BEpCKEe CEKTe,
pacucTHUKe, HAMCTHYKE M CIMYHE H7eje), Ka0 M OKpYKEHme y KOME Ce Hamaau
peanu3syjy (kopumheme MpeKe 3a MPUKPUBAEbE KpUMUHATHAX pansn).”'’ Hajsehn
Opoj IpyImIBEHO HENPUXBAT/FUBUX W HEJO3BOJGEHHX IIOHAIIAKkA Y OKBHPY
KOMITjYTEPCKOT KPUMHHAJIMTETa M HEJCTAIHOT Kopulihema IPYIITBEHUX Mpeka je
npeaBuleH y 3aK0Hy Kao KpUBHYHO JEJIO.

MebhyTum, mocTOje TakBU OOJIMIM 3JI0YNOTpede IPYIITBEHHX Mpexa KOju
HUCY WHKPUMHHHUCAHH, A Cy CBAKAKO JIPYIITBEHO HENPHUXBATJHHBU W JICBUjaHTHHU.
YKONMMKO Cce TpUXBaTU IIHPE KPUMHUHOJOMIKO COILMOJIOMIKO Je(UHHUCAHE
KPUMHMHAINTETA, OBA MOHAIIAKA CE MOTY CMaTpaTH KPUMHUHATHUM. Y TOM CMHCIY H
3a moTpede OBOT paja, 310ynompeba OpYUIMEEHUX Mpedxca ce Modce Oe@uHucamu
Kao 0e8UjanmHo NOHAWARE KOje ce CACmOoju V Helle2aiHoM Kopuuthiery OpyumeeHux
Mpedica HNpOMuUGHO NPABUIUMA O 3AWMUMU  APUBAMHOCMU, NPOMOKOIUMA O
e/IeKMPOHCKO] KOMYHUKAYUJU, NPENnOpyKama u Ymephenum npasuiuma Koja nocmoje

241 .
yume ce Opywmey U HNOjeOUHYUMA KOPUCHUUUMA

Ha OpYWIMBEHUM Mpedcama,
OPYUWIMBEHUX Mpedicd, anu U OHUMA KOju MO HUCY, HAHOCU Mamepujaina u

HemamepujanHa wmema.

> Ibid.

1Y okBHpY BUPTYeIHHX 3aje/IHAIA YCTAHOBIbEHA Cy ojpeljeHa IpaBuIa Koja je MOTpeGHO MOITOBATH
U KOja THojapasyMmeBajy 3a0paHy BYJNrapHOT M3pakaBama, PacHy, BEpPCKy, HOJHY M JApyre BpcTe
JTUCKpUMUHanuje, Bpehame OCTaIMX y4YecHHKa BHPTYEIHOT MHPOCTOpPA, ,MpeliaBJbUBame’ eKpaHa
nopykama ¥ cj. 3a HOIITOBAake OBUX NMPaBHIIA CTapajy ce IBE BPCTE KOHTPOJIOPA: CYNEPBH3OPH, KOjH
Cy 3aIlOCIIeHU y CHCTEMY H ,,[IOJIMLAJIU‘, BOJIOHTEPU U3 peoBa KOpUCHUKA. OCHM OBHX CHCTEMCKUX
MpaBWja, TOCTOje M HelHcaHa MpaBmia KOja yCIIOCTaBJbajy caMH KOPHUCHHIHN M Koja ce MeljycoOHO
pasznukyjy . Buoemu suwe xoo: Cumosuh, Biragumup: ,,Conpjainu 1 mpaBHE KOHTEKCT padyyHapcTBa”,
Bucoka mikosa cTpykoBHUX CTyIja 3a uH(bOpMaIoHe Texnomnoruje, beorpan, 2010, ctp. 57.
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300r OTBOPEHOT MPHUCTYyNa JIMYHUM IOJalliMa KOPUCHHMKA, YECTO JO0Ja3u 10
BEJIMKE 3J10ymnoTpede KopuihemeM oBUX mogaTtaka. Hucy peTku ciydajeBu a pa3Hu
MporpamMepy WIH XaKepu yIajajy y CHCTEME Mpeka yrpoxkaBajyhu Kako KOPUCHHUKE
Tako U agMuHUCTpaTope. Hajuemrhe >xpTBe Cy MallONETHHUIM, TTa MHOTH OJI CEpBHUCa
MMajy 3allTHTy 332 MaJOJETHUKE KOja UM JOHEKJe Npyka CUTypHHUje Kopuirheme
ceppuca. Cre cy venthu rio0alHA HAMAIU HA IPUBATHOCT, YHJH j€ IHJb 37I0ymoTpeda
nHpopmanmja o mojeauHy. Ha ocHoBy TuxX wuH(popmamuja, wmoryhe je
UACHTU(PUKOBAkE TOjeUHIA, HETOBOT JIMYHOT JKUBOTA, TPYMHE MPUIATHOCTH,
CBaKOJIHEBHOT' KpeTama U MOHalllamka - MOryha je peKOHCTYKIHUja )KUBOTA U JTMYHOCTH
CBaKor cyOjekTa monaTtaka. [IpmBaTHOCT Ha MHTEPHETY yKJbydyje NpPaBO Ha JHYHE
nH(popManrje y BE3HM ca 4dyBameM, ymoTpedom, oOeszbehemem on Tpehux numa u
MPHUKA3WBalke JTUYHUX HHPOpMaIMja MPEeKO WHTEpHETa, Kao M HICHTU(UKALHUOHE
uH(popMaIje Koje ce OJHOCE Ha moceTnona oapehene mHTepHET cTpanuie. [Ipema
munubewy CtuBa PamOama, mpuBaTHOr JeTEKTHBa 3a 00JacT 3alTUTE HHTEPHET
MIPUBATHOCTH, BEIUKH Opoj ekcrepara W3 00JacTH KOMI[jyTepcke 0e30eTHOCTH U
MIPUBATHOCTH BEpyje Ja MPUBATHOCT HE MOCTOjH: ,,[[puBaTHOCT je MpTBa — MpedOIUTE
o<, 242

Wutepecantan npumep moryhe 3moynorpede IpymTBeHe MpEeXe 3a N3BPIICHE
HEKOT JIPyror KPUBUYHOT JeJia pecTaBba o0jaBibuBame nogaraka 2010. rogune Ha
uHTepHET moptairy www.PleaseRobMe.com, rie je mpukasan nperien cBux npoduia
KOPHCHHKA APYyIITBeHE Mpexke Twitter Koju Cy OTHIILIM Ha OAMOp, Ha BUKECH]I WU Ha
10Cca0 ¥ OCTAaBWJIM CBOj JOM mpasaH. l{usb ocHuMBawa oBOr cajra Ouo je Ja HMOoKaxe
KOPHCHUIIMMA CajTOBA 32 IPYIITBEHO YMPEKaBambe KaKo HHXOB JOM MOKE JIAKO OUTH
orbavkaH 300r uHGOpMaIlMja Koje IIacupajy MpeKo IPYIITBEHE MPEXE, J1a YII030pe
JbyZle Ha TOCIEeAMIIe KOje MOry Jnaa uMajy uHpopMaldje Koje OCTaBbajy Ha
VHTepHETY, a He Ja TH KOPHCHHIM Oyy orbaukanu.” ITomTo cy cBe mHbOpMAIIHje
Hajuemhe jaBHe W canpke KyhHy aapecy KOpPHCHHKA JpPYIITBEHE MpPEKe,
3aMHTEpecOBaHa JIMLA JIaKO MOTy Ja ojpeAe Koje cy Kyhe M cTaHOBHM Mpa3HHU.
OcHuBauM cajTa HaBOJE Ja je 3a MPHUKYIUbalke IMOJaTaka O KOPUCHUIMMA OWIIO

JIOBOJBHO 00aBHUTH TMPOBEPY HHMXOBOI CTaTyca KOjU Cy CaMH KOPHUCHHUIIM HaBelH,

2 CruB Pam6am - IpusatHocT je MpTBa — ipeGonute T0, Google video,
http://www.documentary24.com/privacy-is-dead-get-over-it--317/, nperpaxeno 08. 08. 2012. roaune
3 please Rob Me, http://pleaserobme.com/, mperpaxero 10. 09. 2012. roause
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nomajyhm mga cy ce ciuyxwnu W mojgamuma ca cajra www.Foursqure.com, koju
omoryhaga J1a ce mojeIMHIM Tpate y cromy Ha kaptu Google maps. buio je 10BoJbHO
YHETH UM€ T'pajia v IiceyI0HuM ozpehere ocode Ha TBuTepy na 6u ce 70010 IPUCTYII
MoCIelUM MopykKama Koje je Ta ocoba ocTaBuiia, To oMoryhasa a ce ca3Ha rie ce
OHa Haja3u.

HajomacHmju Bua 370ynoTpebe APYIMITBEHHX Mpeka je HWHTEPHET WU
JTUTUTAIHO HACWJbE, KOjeé CE€ MOXKe II0jaBUTH Y pas3auduTuM oOnuiuMma. I[lytem
JIPYIITBEHUX Mpeka HACUIHUIM MOTY MPHUCTYINUTH XPTBU y OWJIO KOje BpeMe M ca
OWII0 KOT MeCTa, KPTBa MOXE JIa MMOCTaHE CTalHa MeTa BUKTHMM3anwuje. bpoj ocoda
KOj€ Cy yKJbY4YCHE y HACWIIHE WHIMJICHTE IyTeM JPYIITBEHUX MpPEXa BeoMa j& TEIIKO
KOHTPOJIUCATH, a HUXOB HUJICHTUTET je HeMoryhe OTKpuTH. AHOHMMHOCT Oxpabpyje
HACWJIHUKE M TI0jayaBa HECUTYPHOCT KOJA >KpTBe. JKpTBE HHTEpPHET Hacuiba Cy
Hajuemrthe miazie oco0e aKkTUBHE Ha IPYIITBEHUM Mpexama. MHTepHeT Hacuibe (engl.

244 .
ce gedpuHUIIE KAa0 CBaKa KOMYHHKAIHjCKa aKTUBHOCT

Cyber bullying),
padyyHapCKOM TEXHOJIOTHjJOM KOja C€ CacToju Yy TPEeTHH, Yy3HEMHUPaBaABY,
OMaJlOBa)kKaBamwy, 3aCTpalllMBamky HIM APYrOM HAUYMHY YrpoXKaBamba M HAHOMICHA
[ITE€TE TI0jeIUHITY. 25

[Tocroje pasnmuunuty 0OMUIM OBEe BpcTe Hacwiba: (1) crmame y3Hemupanajyhux
MopyKa ImyTeM MOOMITHE Mpexe, e-maila numn ommmje hackama (engl.Chat), (2) (kpaha
WM HeoBJantheHa mpomeHa jo3uHke (engl. Password) 3a e-mail unu mamora (engl.
Account) Ha HeKo0j of IpyiTBeHuX Mpexka (Hip. Facebook, My Space, Twitter u ci1.);
(3) kpaha unu Heosnanthena npomeHa ,,Hagumka” (eHria. Nick, Nickname) Ha onmmju
hackama; (4) oO0jaB/bMBamE NPHBATHUX IM0JIaTaka WM HEUCTHHA O HEKOME,
kopunthemeM omniyja hackama, Ha MPUBATHUM MHTEPHET CTPAaHMIIAMa WK Ha OJory;
(5) cname y3nemupasajyhux nopyka npeko CMC, MMC wunu e-mail nopyka; (6)
MOCTaBJbakhe YBPEIBMBUX HHTEPHET aHKeTa O Hekome; (7) mMmocTaBibame CIHKa
KpTaBa U MHCaKkE YBPEIJbUBUX KOMEHTapa; (8) ciame BUpyca U IITETHUX Iporpama
(engl. Malware) Ha WHTEpHET HAJIOT WJIM CTPAHUILy HA JIPYIITBEHY MPEXKY, UNME CE
YHHILTaBa Tj. ,,XaKyje“ Heuuju mpoduia Ha IPYIITBEHO] MPEKU WIH YHHIITaBajy

NoJaly y padyHapy yclel JelioBama Mociaror Bupyca; (9) ciame yBpeIJbHBHX,

% Cyberbullying Research Center, http://cyberbullying.us/cyberbullying_glossary.pdf, mperpaxero
11. 03. 2014. ronuue.

2 Kids Health, http:/kidshealth.org/parent/positive/talk/cyberbullying.html, mperpaxeno 10. 09.
2012. romune.
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mopHOTpaCKUX WM HeXebeHHX canpxkaja; (10) maxkHO TpencTaBibame W
0o0MamUBamke KPTBE U CIL.

[Tocnenune oBakBHX MOCTyNaKa M3BpLIMJIALA BUPTYEITHOI MHTEPHET HACHUJba
MOHEKaJ] MOTy OUTH U 030MJbHHU]E O]l MOCIeNULIa ,,peaTHOI” HAacUJba - XKPTBA MOXKeE
CBaKkH ITyT IOHOBO JIa TIPOYMUTA IITA j€ HACWIHUK HAIKCA0, KOjy je CIUKY IOCTaBHO,
KOjU Cy KOMEHTapu HammcaHu. JXpTBa je jaBHO €KCIOHUpaHa JOK HACHIIHHUK OCTaje
aHOHMMAH U CKPUBEH U3a CBOT ,,HaJMMKa”, IITO j€ JeJ]aH OJ1 pa3Jiora 3allTo ¢€ OBAKBU
M3BPUINOLM KPUBUYHHX Jena ocehajy MohHu.

[Tojenuuu aytopu, kao mro cy Delmonico u Griffin Elizabeth®*®

, Kao u
Diamanduros, Downs u Jenkins **’ cmaTpajy 1a ce MOy mpero3HaTH I0jeAHHI 3HALN
KOJH YKa3yjy Ha IMOCTOjalk¢ MHTEPHET Hacuihba KoJ Mmiahe TmomyJanyje KOPUCHHKA
WuTepHeTa: mojaBa Jenpecuje i aHKCHO3HOCTH YKOJHMKO je oHeMoryheH mpuctyn
MHTEpHETY, MPOMEHA MOHAIlIalkha HAKOH J00Mjama eIeKTPOHCKE MOPYKe, OJCYCTBO U3
IIKOJIe, TOBJIAYCHE U yIajbaBambe O] TpHjaTesba U MOPOIUIIE, )KPTBOBAHE CII000THOT
BpPEMEHA M PEAITHUX aKTUBHOCTH KaKO OW ce IITO BUIIE BpEMEHa MPOBOIMIO TPE
KOMITjYTEpOM Yy BUPTYCITHHM KOMYHHUKaIljama, APKambe y TajHOCTH CBUX aKTUBHOCTH
Ha MHTEpHETY (Harjo Trameme KOMIjyTepa Kaja je HeKo y Onm3uHu, Opucame
nocehnMBaHUX CTpAaHUIIA U CII.).

JIpyImTBeHe Mpexke MpeICTaBibajy MOTOJHO MECTO 3a TOJICTHULAIE TPYITHE
MpXKE-E, Hamaje Ha TPUBATHOCT, y3HeMHpaBame, npaheme, Bpehame, HecaBecTaH
MPUCTYIT IITETHUM CaJp)KajuMa, NIMPEHEe HACWIHUX M YBPEIJBMBHX KOMEHTapa,
cname nperehux M Kpeupame T3B. ,,(paHToMckux” mpoduia Koje caapxke IMpuye,
[PTEXH, CIIMKE W Iayie Ha padyH kpTBe. C 003MpOM Ha MacCOBHOCT KOPHCHHUKA H
BUXOBY XETEPOT'CHOCT Y CMHUCITY MPHUITATHOCTH PA3IHYUTHM HAITMOHAIHUAM, BEPCKUM,
PETHOHAIHUM, JIOKAJTHUM, TIOJTHUM, 00pPa30BHUM, CEKCYaTHUM, MatbHHCKUM IpyTiamMa,
MPEeKO JpPYIITBEHHX Mpexa ce CBe uemhe WUCHOo/baBajy pa3lIuduTH OOIUIIH
EJIEKTPOHCKOT HacWJba KPO3 TOBOP MpPXKIbe (MIPETH-E, MOHIKaBamba, MAITPETHpPakba,

Jerpaguparma 1 ClL.).

6 Delmonico David, Griffin Elizabeth: ,,Cybersex and the e-teen: what marriage and family therapists
should know®, Journal of Marital Family Therapy, volume 34, number 4, 2008; crp. 431-444.
http://www.researchgate.net/publication/23481408 Cybersex and the E-

teen_what marriage and family therapists should know, mperpaxxeno 05. 11. 2014. ronune.

**7 Diamanduros Terry, Downs Elizabeth, Jenkins J. Stephen: “The role of school psychologists in the
assessment, prevention, and intervention of cyberbullying”, Psychology in School Publications., 2008;
volume 45, number 8, ctp. 693-704.
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[Topen kpahe mpenTuTeTa M pazHux oOJMKa MpeBapa Koje ce UCIoJbaBajy Ha
IPYIITBEHAM MpeXama, TOBOpa MPXKEbE, BPIIHAYKOT HACHJba YCMEPEHOT Ka Miahum
KOPHUCHUIIUMA JAPYIITBEHUX Mpexka, Tpeba MOMEHYTH oIl TpU OOJIMKA HMCIOJbaBamka
KOMITJyTepCKOT KPUMHHAIUTETa NPEKO [PYIITBEHUX Mpexa, TO Cy Muparepuja,
nopHorpaduja u negopunrja u repopusam. Iluparepuja je Beoma pacmpocTpameHa
Ha JIPYIITBEHUM MpekaMa Ipe cBera 300r oapel)eHnx armkanujckux MoryhHoCTH 1
HETOCTOjamkha TEXHUYKUX OTPaHUYCHA Y MOTJIey AUCTPUOYIHje MUPATCKOT CaapKaja.
Nako je mupaTtepuja U3pUUUTO 3a0pambeHa, APYIITBEHE MPEXE Cy BeoMma MOTOoJHE 3a
JeJbeHhEe MHPATU30BAHOT MY3UYKOT, (PMJIMCKOT, BHJIEO HIIM CIMYHOT CaapXkaja IITO
3HaYajHO yrporkaBa ayTopckKa mpasa. [lpymTBeHe Mpexe cy Takole Beoma MorofHe 3a
Op30 W MacoBHO MIKMPEHE MopHOTpadcKor MaTepujaia U neaoduirje jep ce Beoma
JIaKO TpoHasa3e, UASHTUPUKY]Y U BpOYjy KpPTBE - KOPHUCHULIUA IPYIITBEHHX MpPEKa.
[ToceOHO je mpyImITBEHO omacaH cajoep Tepopus3am, OJHOCHO TEPOpH3aM KOjU ce y
MOTIYHOCTH WM TaplIHjajJHO pealn3yje Ha WHTEPHETY WINM KOpHIIhemeM
MoryhHocTH wWHTepHeTa. JlpymTBEeHE Mpeke ce KOPHUCTE 3a KOMYHUKAIHjy Mmehy
TepOpUCTHMA 300T 3aIITHNEHOCTH KOMYHHKAIMje, MPOMarupame TEePOPUCTHUKHUX
CTAaBOBA, IPOHANAKEIHE HCTOMHIIBCHIKA 1 TOBE3UBALE €A BHMa. >

Hajuemrhe 3moynorpebe 1 moBpeie MpUBATHOCTH KOPUITNECHEM Mo1aTaka Koju
ce HaJlaze Ha JPYIITBEHO] MPEXH Cy Kpah)a HICHTUTETa, MPOTamamke, Y3HEMHPABAHE
M CEKCyaJHO y3HEMHUpaBame, MOOMHI W MaHUITyJalHja JIMYHUM IoAarrMa KOju ce
OJTHOCE Ha 3allolllJbaBame, 30ynorpeda pororpaduja Ha UHTEPHETY U AP.

[Topen HaBeneHWX MOHAIIaka Koja cy Beh Ayrum HU3 roguHa MpoydaBaHa,
JEIHO OJ1 HOBHjUX 3JIOYIOTpeda IPYMITBEHUX Mpeka je yrmoTpeda roBopa MpKmke Ha
IpYIITBEHUM MpekaMa W Ha HMHTepHery yommre. Kako OM ce OBakBO J€JI0Bame
MOJIMTUYKUX, BEPCKUX, HAIIMOHATHUX M HABUJayKUX Ipyla Ha UHTEPHETY CBEJO Ha

MuHMyM, Y Cp6uju je ¢edpyapa 2014. ronune ocHoBaH HamumoHanHu KOMHUTET 3a

¥ Tlosmara je ynora dejcOyka u TuTepa y goraljajuma mo3HaTHM O] HA3MBOM ,,aparicko mposehe®,
300r Yera ce peBONyLMje M3a3BaHe y ANy apalcKux jApxaBa Hasupajy dejcOyk omgHocHO TBuTEp
peBomyumjama. Buodemu Oemasmnuje: MunamuHoBuh, Anekcanmap, IlerpmueBuh, Butomup:
- KPUMHUHOTEHH aclleKT JpYIITBEHHX Mpexa™, 300pHUK panoBa, MelhyHapomHa Hay4HOCTpy4YHa
koHpepeHnuja, Cy30Hjame KpUMHHANIA W €BPOICKE WHTETpaIlije C OCBPTOM Ha BHCKOTEXHOJOIIKH
kpumuHai, Jlakramm 28-30. 03. 2012. rommna, c. 266., http://education.muprs.org/wp-
content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf, mperpaxeno 21. 07. 2015. rogune
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60p0y MPOTHB TOBOpAa MpPXKIE HA WHTEpHETY mpd MHHHCTAPCTBY OMIIAUHE H
cniopta Pemmy6nuke CpOwuje.

[TocToje m ayTopu Koju T0ojaBHE OOJIMKE HacWJba M 3JI0YNOTpeOe mpaBa Ha
MPUBATHOCT y BUPTYCIHOM CBETy KIacH(HKYjy M y OZHOCY Ha IONL>’ ma TaKo
cMaTpajy Ja BUKTHMH3AIMja XEHa Ha JIPYIITBEHHUM MpeKkaMa 3aBUCH Of CTEIeHA
MaTpHUjapXxajiHe HICOJIOTHjE Y jeAHOM JIPYIITBY, APYIITBCHUX yJOra IT0JIOBa, yTHIIAja
Me/ifja, 3alITUTE MpaBa >keHa u ¢i1. HacumHuim Mory na Oyay ¥ MyIIKapIy U )KeHe, a
HamaJau KOju ce JelaBajy Mory jaa Oyay cekcyallHe W HecekcyaiHe mpupoje. Kao
HEKH OJI OCHOBHHMX OOJIMKa HAacWJhba W TOBPEIE MPUBATHOCTH KOje KEHE MOTy Ja
J0KHMBE Ha JPYLIITBEHUM MpekaMa HaBOJE Ce: U3paKaBarmbe MPKIbE, IIHPEHE JIaXH,
nporamame, MOHTaxka Qororpaduja, cTBapame JTaKHUX KOPUCHHYKUX TMpoduia,
XaKOBamke KOPUCHUYKOT MPOQuIIa, 3710CTaBIbakbe, BUPTYCITHO CHIIOBame, 3a0paHa Jia
JaBHO UCKa)Xe€ CBOje MUIILJbEH-E, BPIIHAYKO HACHIhE M HA3UBAKE MOTPIHUM UMEHUMA,

251
HaCTaBaK MOPOANYHOI HACWUJbA, MPETHC U YIICHC. >

3.1.1. Kpaha u 310ynompeba uoenmumema

a) Ilojam. VneHTuTeT je CKyn CBOjCTaBa BE3aHMX 3a IOjeAMHIA, KOjU ra
KapaKTepHIly M [0 KOjUM Ce Taj MOjeAMHAIl Pa3IhKyje oi APyrux ocoba.”> ITopex
MpaBHUX CBOjCTaBa (MPOMEHJbHMBA CBOJCTBA: JUYHO MME M TPE3UMe, IP’KaBJbaHCTBO,
OpauyHu ctaryc...), GaKTHUYKUX CBOjCTaBa (HETPOMEHJbHBA CBOJCTBA: IATyM M MECTO
pohema, MatuyHu Opoj...) M (PUIMYKUX CBOjcTaBa (IMOJ, U3IJIEM...), MOCTOje U
BUpPTYEIIHA CBOjCTBA jeTHE IMUHOCTH, MOIMYT JIO3UHKE, KOPUCHUYKOT UMEHa, TUH KoJa
u e

Kpaha wunenturera ce cacroju y HeoBnamheHOM KOpHUIThewy JIHYHUX

nmojaraka (maTym pohema, TpeHyTHO mpebuBanuiiTe, Opoj TenedoHa, 3aHUMAbE,

249 binn — gaesna HosuHa of 11. 02. 2014. rogune, www.blic.rs, naueBHa HoBuHa “baun” ox 11. 02.
2014. rogune, nmpetpaxeno 11. 02. 2014. rogune

20 Halder, Debarati, Jaishankar, Karuppannan: “Cyber Socializing and Victimization of Women”,
TEMUJIA — yaconmuc O BUKTHMH3ALHU)H, JbYJICKUM MpaBUMa U poiy, Op. 3, romuna 12, cenrembap
2009, ctp. 5-26

1 1bid., ctp.12

2 Munuhesuh, Cno6onanka, Byjosuh, Cphan: “IIpoGnem caBpemeHe 106u: o6umu kpalje u
3710ynoTpede UISHTUTETa U Mjepe npeBeHnrje”’, 300pHUK pasioBa, Mel)yHapoHa HayYHOCTpyYHa
koHpepeHnmja, Cy30ujame KpUMIHANIA U €BPOIICKEe HHTETPAIlHje C OCBPTOM Ha BHCKOTEXHOJOIIKHI
kpumuHai, Jlakramm 28-30.03.2012., c. 303,
http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf,
npetpaxeno 21. 07. 2015. roqune

*> Ibid.

112



08pedc 8a HC 3 m 3, ompebo; UIMBEHUX MPENCA KAO 0OIUK KOMIJYMEPCKO2 KU, IUINE
[lospeda npasa Ha npusamuocm 310ynompedoM OPYumeeHUxX Mpexca Kao 0OmuK KOMIymepcKkoe KPUMUHATUMema
o
v

L 4

TpHjaTesbH, JTHYHE CIIMKE) KOjH Cy MOCTAlM jaBHO AOCTYMHH.”' OHa MompasyMmesa
3710yNOTpedy JMYHUX MOJaTaka KOju Ce Hajla3e Yy BHPTYEIHOM IMPOCTOpPY, Hajuemihe
pamd crumama (uHaHacwjcke no0uTH. > Kpahja mueHTHTeTa HA HMHTEPHETY
npe/cTaBiba 00K MpeBape KOjOM Ce 0/ KOPHCHHKA padyHapa IyTeM JIa)KHE MOpyKe
CJIEKTPOHCKE TMOINTe WM BeO-cajTa ca3Hajy JWYHA M (PUHAHCH]CKH IOJAIH.
[TpunrkoM kpalje WACHTUTETa HEKO JIMIE C€ JaKHO IPENCTaBba Kao JIPYro JHIE Y
HaMepH npubOaB/barba MNPOTUBIPABHE WMOBHHCKE KOPUCTH WM Jpyre JHYHE
xopucti.>® Kpaha uaeHTHTETa MIOUHEbe Ca PHCBAjakheM THYHHX MOJATAKa O HEKOM
JMIy, KOje ce BpIIM 0e3 3Hama M MpHCTaHKa TOT JIKIla, MyTeM oOMamHBama, Kpahe
WIA TIpeBape, a HacTaBjba CE€ YNOTpPeOOM NPUKYIUBCHHX II0/IaTaka 3a HW3BPILICHE
KpUBHUYHHMX Jela Koja Cy y HajBehem Opojy ciydajeBa Be€3aHa 3a CTHIAEKHE
NPOTUBIPAaBHE HMMOBHHCKE KOPUCTH JIMIIMMa KOja 3JI0yNnoTpedJbaBajy YKpaJeHU
ueHTuTer.”’

Kpaha wunentuTera mnpencraBiba Tpey3UMame ,,ylore” HEeKOr JMIa Ha
VHTepHETY, Y LM/bY CTHIAKA HEKe MaTepHjaiHe MIM apyre kopuctu.”® To je
HAjIpaCTUYHMjU aTaK Ha IMPHUBATHOCT JMYHOCTH, KOJH TPETHOCTAaBJbA MPETXOTHO
U3BpIICHE HEKOT' JPYror KpUBHYHOT 1ena (TmpeBape, ymaaa y Tyl) pauyHap WU
padyHapCKH CHCTEM, [OCTaBIbakhe BUPYCA MM APYTOT IITETHOT codTepa).”
OnpehuBamem mojMa kpale WaeHTUTETa OaBWIIe Cy Ce W HAjyTHIAjHH]jC

MehyHapoaHe opraHuzaiyje, Koje Cy IMOKyllaBaje Jla MX KpO3 CBOje CTpaTellKe

nokymenrte ne¢unumy u perynumy. Ha 12. Konrpecy YH y Be3u ¢ mpeBeHuujom

% Gross, Ralph, Acquisti, Alessandro, op.cit., 2005., ctp. 80

3 Roberts, Lynne: ,,Cyber-Victimisation in Australia:Extent, Impact on Individuals and Responses*,
http://unpanl.un.org/intradoc/groups/public/documents/apcity/unpan036070.pdf, mperpaxerno 01. 12.
2014. rogune

26 Teri Bidwell: “Hack Proofing Your Identity in the Information Age”, Syngress Publishing, Inc,
2002, ctp. 3., Hagedeno koo Vipanosuh, 3sonumup, Yieanos, Ceprej, Ypoiuesuh, Biagumup:
~<AHann3a Gpenomena kpale uaenturera”’, 300pHUK pajioBa, MeljyHapoIHa HAYYHOCTPYYIHA
koH(pepeHimja, Cy30ujambe KpUMHUHAIIA U €BPOIICKE UHTETPAIije C OCBPTOM Ha BUCOKOTEXHOJIOIIKH
kpumuHadi, Jlakramm 28-30.03.2012., c. 149,
http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf,
nperpaxkeno 21. 07. 2015. ronune

7 Munomesuh, Munan, Ypomesuh, Bragumup: “Kpaha unenturera 310ynotpe6oM HHPOPMALHOHHX
TexHojoruja”’, besdeaHoct y moctmonepHoM amOujeHTy, 300pHHMK panoBa kmura VI, Llentap 3a
CTpaTelllka WCTpaXMBama HalnuoHanHe Oez0emuoctH, Beorpax, 2009., crtp. 53 - 64, HaBemeHO KOA
Wsanosuh, 3soHuMup, Yieanos, Ceprej, Ypomesuh, Bnagumup, op.cit., 2012, ctp. 149

¥ Tpma, paran, Pemanosuh, Mapno: “BHCOKOTEXHONOMKH KPUMHHAI — YHOpPEIHA HCKyCTBa”,
Crpann npasaHu xuBoT 0p. 3/09, beorpan, ctp. 169, http://www.comparativelaw.info/spz20093.pdf,
npetpaxeno 15. 09. 2015. roqune

* Ibid.
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KpUMHHAJIa U KpUBUYHOT TpaBocyha koju je oapkan 2010.ronune kpaha upenturera
je neduHMcaHa Kao 37MOynoTpeda JMYHUX IOjaTaka APYror JHIA ca HaMepoM
Bpuremsa npesape.”’ OECD (OEBC) npexpulja ma kpahja WIeHTHTETa IOCTOJH Kaja
jenHo nuie mpubasiba, mpedailyje, moceayje Wik KOPUCTU JINYHE MoAaTKe (HU3HUKOT
WIA TIPAaBHOT JIMIIAa HAa HEI03BOJbCH HAYMH, Y HaMepu Ja M3BPLIM TpeBapy WU
MOYMHE HEKO APYro KpuBHUHO geno.”’’ Kako G mpey3enn HEUHjH HMACHTHTET U
JOLLIN /10 JINYHUX MOAATaKa O HEKOj 0COOU, U3BPIINOLY KOPUCTE Pa3IUIUTE METO/IE:
Cllalb€ W AaKTUBHpaWme 3JI0HAMEPHMX IIporpama, ClIamke eJNEeKTPOHCKUX IOopyKa
obmamyjyhe canpxune, ynyhuBame Ha Ja)KHE MHTEPHET CajTOBE KOjU OOMamyjy
MOCETHOIA KaKo OM OCTaBHO YIIMCAHE CBOje JMYHE moaaTke u cii. Kayia ce Ha jeman of
OBaKBMX Ha4yMHa JIohe A0 HEYMjUX JHYHUX T[OJaTaka, OHH MOTY OHTH
3NMOYMOTPEOJ/beHH HA pa3IUYMTEe HAYMHE OJf KOjUX Cy Hajuemthu 3moymnoTpeda
0aHKOBHHMX pauyHa, OTBapame JKHUX padyHa, OecnpaBHO Kopuiheme onpelheHnx
JpKaBHHUX CEPBHCA, CITY>KOH U JIOKyMEHaTa, PEBape y BE3H 3/[PAaBCTBEHOT OCUTyparbha
u cn.>%?

Caser EBpome je 2007. roausHe mnpumpeMuo MmiaaTgopMmy 3a Hu3pany
JEeIMHCTBEHE, YHUBEP3aJIHE JIETHCIATUBE KOja ce OHOCH Ha Kpal)y uieHTHTeTa, a Koja
je nedpuHmcana kao ,kpaha wiaM mpey3uMmame 1octojeher  MACHTUTETA
(nmeHTH(UKANMOHNX OO0eNekKja JIMIa WIM 3HAYAjHOT Jella HWCTHX) ca wid 0e3
MPUCTaHKA JIUIA Yhja cy ¥ 0e3 003upa Ja JH je BJIIACHHUK JKHB WU j€ TIPEMHUHYO .
Kpaha naentutera ce cactoju ux Tpu MaHHMdecTanoHa oONMKA: HAYMH H3BpIICHA
nena (modus operandi), MeTa Hanaga 1 MOTHBalKja U3BpIIKoNa jnena. Kao Hajuemhu
HauuHu usspuierba Oena HaBonme ce: ¢m3mukm Meron (kpaha nemoBa padyHapa,
(bM3UYKO TIPOTHUBIPABHO Oy3MMame HOCHWIIAlla mojaTtaka), gusznuka kpaha morite,
Kopuitheme WHTEpHET MNpeTpakMBauya M CUCTEMa 3a JIeJbeHhe OAaTOTeKa, Hamaiu
XaKepa Kao M HalaJu METOIUMa COLMjalTHOT MHKemwepuHra. Hajuemtha mema nanaoa

Cy mojany O WACHTU(PHUKAIMOHMUM OpojeBMMa (HIp. jeJMHCTBEHH MaTHYHH OpoOj

rpahana, JIBO 6poj u ci), OpojeBu TUUHUX JOKyMeHaTa (Opoj JTMYHE KapTe, macolia,

26012, xonurpec VH y Be3u ¢ peBeHIMjoM KpuMHUHAIA 1 KpuBuusor npasocyha (12th UN Congress on
Crime Prevention and Criminal Justice), 12 — 19. 04. 2010, ctp. 6,
https://www.unodc.org/documents/crime-congress/12th-Crime-

Congress/Documents/A CONF.213 18/V1053828e.pdf, mperpaxeno 12. 08. 2015. rogune

! OECD Ministerial meeting on the future of the internet economy — Scoping paper on Online Identity
Theft, Ministerial background report: DSTI/CP (2007)3/FINAL, ctp. 3,
http://www.oecd.org/sti/40644196.pdf, nperpaxkeno 10. 11. 2015. rogune

2 Ibid., ctp. 4
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KpeIWTHE WM IUI0ATHE KapTHIE), KOPUCHUYKA MMEHa U MmMdpe Ha pasIuuuTUM
WHTEpHET Hajo3uMa. Momusayuja 3a U3BpUICHE JIeNa je pa3InunTa: OHa je Haudemhe
yCcMepeHa Ka CTHI[aky MaTepujalHe JoOWTH, TPUKPUBAKE HEYH]Er IPaBoT
UJICHTUTETA WM KAo MPUIIPEMHA pajiba 332 U3BPIICHE HEKOT JPYyror KPHUBHYHOT
nena.’®

0) 3akoncka pecynamuea kpahe uoenmumema. Manu 6poj 3eMasba je JTOHEO
KpUBHYHE 3aKOHE KOjUMa C€ KOHKPETHO peryJuiie ¥ CaHKIHOHWIIE Kpaha
UICHTUTETAa Kao KPUBMUYHOT Jena, JOK HajBehu Opoj 3emaspa MOHAIIamka Koja
NpeacTaBibajy Kpal)y HIEHTHTETa TPEeTHpa W CAHKIMOHHILIE KAo Jejla HE3aKOHUTOT
MPUCTYTIAa TOJAIMMa, TpeBape, GaicupuKoBame, HETIOMITOBAKHE ayTOPCKUX TpaBa |
CJI. WJTH Ka0 JIeJI0 KOje MPETXOAH U3BPIICHY HEKOT JIPYTor KPUBUYHOT Jeya.

Kao kpuBuuHO neno per se, kpaha WACHTUTETA je MpPONKCAaHA 3aKOHOM O
kpahu unaentutera Cjenumennx Amepuukux Jlp>kaBa M moapasymeBa IMoJpa3yMeBa
CBAaKHM aKT JIMIIA KOje CBECHO TpaHc]epyje WM HeOBIAmMNeHO KOPUCTH OUIIO KOje MMe
U Opoj, KOJU C€ MOYK€ KOPUCTUTH CaMOCTAIHO WJIM y CHPE3U ca HEKOM JIPYyroM
uH(popmMairjom, kako O6u uaeHtudukonao oapeheny ocoly, y Hamepu Aa HU3BPIIH,
MIOMOTHE y M3BpILEHY WIN HaBee Ha HEKY HE3aKOHUTY aKTMBHOCT KOja TMpeACTaBiba
KpIIeme (hefepaiHor 3aKOHa, MM MIPECTaBIba KPUBUYHO JIENI0 TIpeMa HEKOM 3aKOHY

6% Kamama je 2007. rommee kpally HIEHTHTETa MpOINCAIa W

pKaBe WIAHHIE.’
CaHKIIMOHHCAJIA Ka0 MMOCEOHO KPUBUYHO JIENIO0, jep 0 Taja Cy CIUYHH CIIydajeBU OUIn
MPOIECYUPAaHN M CAHKIIMOHMCAHM KAa0 KPUBUYHA JIeJia JIAKHOT TpEACTaB/bamba |
dancuduropama.’®

Jenuna eBporicka ap:kaBa Koja je kpal)y uaeHTuTera mpeasuaena Kao moceoHo
KpuBu4HO neno je Benmuka bpuranumja, ompehyjyhm kpal)y mmentuTeTta Kao BUI
npeBape Koja Moke J1a OyJie M3BpIICHA Ha MHTEPHETY W TO Ha jeJaH oJ cienehux

HAuMHA: JAKHUM TpEICTaBbambeM, IyTeM HaMepHOr npehyTkuBama W MPUKpUBaAbha

263 Cybercrime Convention Comitee — T-CY Guidance Note #4, Identity theft and phishing in relation
to fraud, Council of Europe, 2013,
https://rm.coe.int/CoERMPublicCommonSearchServices/DisplayDCTMContent?documentId=090000
16802e7096, mpetpaxkero 20. 09. 2015. romune

264 Identity Theft Assumption and Deterrence Act - the Identity Theft Act; U.S. Public Law 105-318,
https://www.ftc.gov/node/119459, mpetpaxkeno 12. 08. 2015. ronune

265 Canadian Department of Justice, http://canada.justice.gc.ca/en/news/nr/2007/doc_32178.html,
npetpaxeHo 15. 08. 2015. roqune
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YHELEHAIIA MK 370YTOTpeboM Tomoxkaja.”*® dpanmycka je 2005. roauHe moKymana
Ja y CBOj KPUBHUYHOIIPABHHU CUCTEM YyBene Kpal)y MIACHTUTETa Kao KPUBHYHO JIEJO,
anmu je Beh 2006. roguHe OBaj MpEaJIor MOBYYEH U3 MPOLEAYpPE Y3 00jallmhemhe a je
OBAKBO MOHAIIAME 00yXBaheHO HHKPUMUHHICAREM JPYTHX KPUBHUHKX Aea.

VY Baxehem kpuBHYHOM 3akoHOJaBcTBY CpOuje Huje moceObHO mpeaBuleHO
KPUBHYHO JIe)I0 Kpahe uaeHTuTeTa KOpHImheleM MHTEpPHETa M JIPYIITBEHUX MpPEka.
Hajehe 6a3ze momataka o rpahanmma mmajy MHUHHCTapCTBO YHYTPAIIHBUX TOCIOBA
(eBUAEHIIMja O JMYHUM KapTama), PepyOnmuuku (QoHI 3a 3ApaBCTBEHO OCUTYpAmE
(momaum M3 3ApaBCTBEHMX KapTOHA, (pakType O M3aTHUM JIEKOBUMAa U JIEKaPCKUM
uHTEepeHnrjama), DOHA TMEH3UjCKOT W WHBAJOUICKOT OCUTypama (€BUICHIMja
MEH3MOHNX OCHUTypPaHHKa), BEJIMKe OaHke (Iopen MCIpIHe 0asze Mmojaaraka O CBOjUM
KIIMJEHTUMa, UMajy U TMOCEOHO OCETJhbMBE 3/PABCTBEHE IMOAATKE KOje MPUKYIIbajy
OPUWINKOM OJJIy4YHBama O KPEIUTHUM 3aXTeBHMMa) W BeJIMKAa je OMacHOCT 3a
37I0yNOTpeOy OBHX IOJaTaka M TOBpENy IMPHBATHOCTH YKOJIWKO CE€ OHU OTKPH]Y.
Hajehu pusuk 3a kpal)y uaeHTUTETa IOCTOJU YKOJIUKO C€ Ca3HA jeIMHCTBEH MaTUYHU
Opoj rpahaHa, jep Ha OCHOBY H-era MoOXxe ja ce ,,yhe*“ y 6a3y momaraka. [Ipouemyje ce
na 'y Cpbuju moctoju BeIMKH Opoj JbyaM KOjUMa Ha ajpecy CTHXKY padyyHHU 3a pazHa
IyroBama WM MpHjaBe 3a yTajy Mmope3a y Be3W ca MoclioBameM mpeny3eha umju cy
,,BIIACHUIIN " MaKO 3a BUX NpBH NyT 4uyjy. Ha Tyhe nme ce orBapajy dpupme, mommxy
KpeauTH, Kymyje poda u ci. Ykoauko nohe mo kpahe waeHTUTeTa, MPUMEHY]Y ce
onpenoe KpuBnyHOr 3aKOHHMKa KOje ce OJHOCE Ha padyHapcKy mnpesapy (wri. 301),
npeBapy (wi. 208), ancudukoBame U 37M0ynoTpedy IUIaTHUX KapTuna (wi. 255 cr.
4), neoBnamheHa ymnoTrpe6a Tyher mocIoBHOT UMEHa W JIpyre rmocedHe O3HaKe poode
i yeayra (wi. 233).

6) Ilojagnu oénuyu. Vzpmmonu kpalje MAEGHTHTETAa MOCTHXKY CBOj IHJb
Hajuemthe kopumhemeM IPYIITBEHUX Mpeka Kako O ca Tyher pauyHapa NpUKyIHIN
JI03WHKE, KOPHCHUYKA MUMEHA U OpojeBe KPeIUTHUX KapTHIA KOje KOPUCHUK KOPHCTH
Ha pauyHapy. CBaku padyHap NpHUKyTJba HHGOPMAIHje O KOPUCHUKY padyHapa Koje

OH y TOKYy Kopulllhewma pazIMyUTHX Iporpama M yciyra YHOCH M CKJIAQJUINTH UX Y

26 Bynern: The UK Fraud Act 2006,
http://www.legislation.gov.uk/ukpga/2006/35/pdfs/ukpga 20060035 en.pdf, mperpaxkeno 12. 08. 2015.
roguae u Out-Law news: ,,Phishing kits banned by new Fraud Act®, http://www.out-law.com/page-
7469, mperpaxeno 12. 08. 2015. roguae

7 OECD Ministerial meeting on the future of the internet economy — Scoping paper on Online Identity
Theft, op.cit. ,2007, ctp. 16.
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JaToTeKaMa CKPHUBEHMM Ha Xapna aucky. dajioBu, KOju ce Ha padyyHapy Hajase
CaKkpWBEHH, Kao mTo cy ,kem™ (enrn. Cache), ,ucropuja mperpakmpada“ (CHII.
History) u npyru ,,ipuBpemMenu unTepHeT (ajnoBu‘ (eHrn. Temporary internet files)
ce MOTy KOPHCTUTH Kako OM ce pPEeKOHCTpyucalle HHTEpHET HaBHKE KOPHCHHMKA.
VYnpaBo oBe HaTOTeKe CKIAJUINTE HH(pOpMAIMje MOMyT KOPUCHUYKHX HMEHA |
JIO3MHKH, IMEHA, azipece, OpojeBe KPeAUTHUX KapTHILIA.

Hexkn on HaumHa Ha kKoju je Moryhe u3BpmMTH Kpal)y HIEHTUTETa CY:
xakoBamwe (enrn. Hacking), pummur (enr. Phishing), ¢gapmunr (enrn. Pharming),
cnyuHr (HeayTOpHU30BaH MPHUCTYI HEKO] HHTEPHET JIOKALUJU KaKo OU ce JOILIO JI0
JIpYyTUX Ba)XHUX IoJlaTaka, €Hr. Spoofing), ¢cKMMHMHI (IIpeBapa IUIATHUM WIH
KpPEIUTHUM KapTHULlaMa y CMHUCIIy MEMOpHUcama MH(POpMalKja ca MarHeTHUX Tpaka
IUIATHUX W KPEeIUTHUX KapTUla KOjU C€ 3aTUM PEKOAMpajy paau IpaBbeHmha
¢dancudpukoBane kapTuie, eHrII. Skimming), ckaM (BpcTe rpeBapa U TPUKOBA KOjU Ce
Iajby TyTeM EJEKTPOHCKE IOINTe, Hajuemhe y BUAY JIOKHHUX JIyTpHja, (GuImmHr
MopyKa, HUIT€PHJCKUX MpeBapa v ¢i. (eHra. Scam)), mpeycMepaBame cilamba MoIaTaka,
JaxxHU (opMyJapu KOjU ce MOIyHaBajy Ha MHTEPHETY, Ja)KHa JIOroBama y Koja ce
yHOCe moBepibuBe Hdpe 3a yiazak Ha pasmmunte npodmie.’® Mnak, majuemhn
o0k kpal)e uIeHTHTeTa M IOBEPJHPUBHUX MH(POPMAIIHja ITyTeM EJIEKTPOHCKE MOIITE —
T3B. (DUIINHT.

Kpaha uoenmumema nymem enexkmponcke nowime ((GUIIHHT, €HT.
phishing) cacroju ce y cnamy e-Mauin nmopyke KOPUCHHMKY y KOjOj C€ HAaBOAM Jia
MOpPYyKy IIaJbe JIETUTHMHO MpaBHO JUIlE Wik oBlamheHa ocoba Tpaxehu nudHe
MmojaTke W TMpuBaTHe WHPopMmaryje. HaBomu y mopynu cy JIaXHH, a YKOJIHKO
puMaJal Haluile MojaTKe KOju ce Tpaxe, OHM he KacHHje OMTH MCKopuinheHH 3a
kpalhy unmentutera. Ha Taj HaumH ce mpubaBsbajy 3amTuheHe uHdpopMmaiuje of
KOpUCHHUKA (KOPUCHUYKO MME, JIO3MHKA, Op0j KpeauTHE KapTHIe), Aa Ou JOIUIO JI0
,»TIpEy3MMama‘ HIICHTUTETa KOPHCHUKA Y HEKOM OOJIMKY €JIEKTPOHCKE KOMYHHUKAIIH]e.
E-nomta ycMepaBa KOpUCHHKA Jja IOCETH BEO €ajT e ce TPaXH Jja ce JIMYHM MOJIaIH
(JTo3uHKE U KpeAWTHE KapTHIlE, COIMjaIHO OCUTYpame, OpojeBU OaHKOBHUX padyHa)

KOje JISTUTUMHA opraHuszaiuja Beh nma, axypupajy. Bed cajr je, mehytum, naxan u

268 Paget, Francois: ,Identity theft”, McAfee Avert Labs technical white paper No 1.”, 2007,
http://www.pubblicaamministrazione.net/file/whitepaper/000042.pdf, mperpaxxeno O01. 12. 2014.
rOJINHE
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TmozeNeH caMo 3a kpal)y uHbOpMarja kopucHuKa.”® PasImuuTH Cy HAYMHM Ha KOjU
ce MOYe M3BPIINTH OBAKBA 3I0YMOTpe6a,”  a IIeMa COLH]aTHOT HEKCHEPHHTa | e
cacToju u3 Tpu (hase M3BpIIEHA: Y npeoj ¢hazu, N3BPIIUIAL] MOTSHIIU]ATHO] KPTBH
1aJb€ eJIEKTPOHCKY MOPYKY 3a KOjy C€ YMHH Ja je MocyiaTa y uMe 0aHke KOjy KpTBa
KOPUCTH WIH y UME HEeKe JJpyre opraHusaliyje koja Ou xpTBH Moria aa Oyae 6ircka a
KOja MOKEe Jla 3axTeBa ojpeleHe JHUYHE MOJATKe; dpyea ¢haza TOUWIE Kajaa KpPTBa
IIPOYMTA EJIEKTPOHCKY TIOPYyKy, OATOBOPM Ha ®bYy WiIM Oyne mpocieheH Ha
onropapajyhu jakHu MHTEpHET €ajT MOIIMJbaolla MOPYKE OCTaBJbajyhul CBOje TUYHE
nogatke M mpeha ¢haza Koja moapasymeBa mpociehuBame momaraka O SKPTBH
IUPEKTHO M3BPILIMOILY, KOjU T0OMjeHe ToJaTKe KOPUCTH KaKO OM M3BPILIHO jOIT HEKO
IPOTUBIIPABHO e0, a Hajuernhe KPHBUYHO 1eiI0 IpeBape.”

,,@UIIMHT TeXHUKe™ Mory jaa Oyay: kpaha uaeHTHTeTa MyTeM 3J0HaMEepHOT
codBepa (T3B. hapMUHT) U WAIBAHH ,,prumaar.>”

Kpaha uoenmumema nymem 310namepunoz cogpmeepa ((papMMHI, €HIJI.
pharming) npencraBpa moceban 00NHK ,,(pHUIIMHTA TIPUIMKOM YHjET H3BPIICHA
XaKep IMOKYyIIaBa Ja MpeycMepu eJIeKTPOHCKY KOMYHHUKAIM]y U pa3MeHy IojaTaka ca
JETUTUMHE BeO CTpaHUIE Ha MOTIYHO ApYyrauujy WHTepHeT azapecy. OBaj HauuH
3nmoynoTpede ce Hajuemthe Bpm mpoMeHoM (pajioBa Ha KOMITjyTepY KOPHCHHUKA -
KPTBE WM WCKopuIThaBamkeM HeJocTaTaka Ha cepBepy KOju ce KopucTu. Pamm ce o

COpUCTUIINPAHU]O] BPCTH ,,(DUIIMHTA* jep Y OBOM CITy4ajy KOPHUCHUK HU HE Tpeba 1a

29 All  About Phishing, http://www.webopedia.com/DidY ouKnow/Internet/2005/phishing.asp,
nperpaxeno 07. 09. 2012. ronune

0 EnexTpoHcKa mopyka oGHYHO Caapiky HEKe O]l HaBEJCHHX elleMeHata: MoJbe ,,from* u3riena kao xa
je ol JeTMTUMHE KOMIIaHHje TIOMEHyTe y e-nopyuu. E-nopyka yoOu4ajeHo caapsKH JIOTO U CIIMKE Koje
Cy y3eTe ca cajTa KOMIIaHHje Koja je MOMEHYyTa y JaXXHO] e-mopyIu. E-mopyka yoOmdajeHo caapKu
JUHK TIPEKO KOTra je HEONMXOIHO YHETH JIMYHE MOoJaTKe BIacHWKa e-Mamna. O0muHO he y e-mopyuu
OUTH HaBeleHA IIOCIIEAWIIa HEAaKTHBHpama JHMHKA W3 TOpyke, Ha mpumep “Bamr Hanor he Ourm
CyCIIeHJOBaH WM 3aTBOpeH”. OBaKkBa eNEeKTPOHCKA IOIITa MOXKE Ja CaApXH U JIOTO KOjH HHje MCTH
Kao JIOr0 KOMIIaHHje, TPellKe y CIIeNoBamy, [10jaBJ/bUBakE 3HaKa ,,%  npaheHor OpojeBuMa Wi ,,@"°
3HaMMa YHyTap XHIEpIMHKa, HACYMUYHA MMEHA WM €-Mejil ajpece y Telly TeKCTa WM 3arjlaBiby e-
nopyke. /bid.

21 Couunjanay MEKEHEPHHT MPEACTaBIba METOAY A0BONEra XKPTBE y CHTYalnjy aa omaje oapehene
MOBEpJbUBE IMOJAaTKEe ocobaMa Koje HuCy oBiamheHe Aa UX 3HAj)y, TO j€ OPUTMHAIHO CMHIIJBEH
“¢ummHr” Hamax y3 mpuMeHy oOMamyjyNHX WM JIAKHUX W IPUKPHBEHUX CNEKTPOHCKHX MUCcaMa U
“xakoBaHUX” BeO cajToBa KOMIIaHHMja M OaHaKa KOjH je OCMHIIUBEH y LIMJBbY Jia 0coda K0joj je mopyka
ynyhena ona onpeljeHe maeHTHUKanmoHe MHPOpMANMje W CBOje JIMuHe nojarke. Budemu: Ilpiwa,
Hparan, Banosuh, 3soanmup, Pespanosuh, Mapno, op.cit., 2011, ctp. 116

"> OECD Ministerial meeting on the future of the internet economy — Scoping paper on Online Identity
Theft, op.cit., 2007, ctp. 17

73 OECD Ministerial meeting on the future of the internet economy — Scoping paper on Online Identity
Theft, op.cit., 2007, ctp. 16
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oJiroBapa Ha Meja Aa O6u T3B.“dapmepu’’ MOTIH aa 10hy 10 meroBux moaaraka. Camo
OTBapambEeM OBAaKBE EJCKTPOHCKE IIOpyKe y padyHap C€ YYHTaBa BHPYC WIIH
,Tpojanam’ (enrn. Malware) u ,,ku reneparop® (enrn. Key generator), koju kpane
uH(pOpMaIMje KOPUCHHKA - JIO3MHKE, KOPUCHHYKAa HWMEHa M OpojeBe KpeIUTHUX
KapTHI[A Koje KOpHCTe Ha padyHapy.” W HakoH moGujama momataka, moryhe je
KpeupaTu JaxHe wuaeHTHukanuje, ¢aicudukoBaTH HTOKYMEHTa, YEKOBE HIIH
KpPEIUTHE KapTHIIE.

Huwvanu ,,pumun” (,,pUIIMHT KOMbEM”, yCMepeHU (PUINUHT, €HIJI.
Spear fishing) ce 3a pasnuky on ,,yoOuuajeHOr” (QUIIMHra HE BpPUIM CIambeM
MacOBHHMX €JIEKTPOHCKHX Iopyka Beh ce pTBe 100po m3abepy y CKiIaay ca HEKHM
CKJIOHOCTUMA WIHM HaBHKaMa, a jé caMMM THM M MHOro npernmsHuju. OBa BpcTa
,,(HIIMHTa” je ycMepeHa Ha TagyHO oapel)eHe rpyre HHTepHET KOPHCHUKA MIIH YaK Ha

KOHKpPETHE I10jeINHIIE.

Agrycra 2011. rogune y bujenom [losby J1BaHACCTOTOMUINIGY IEBOJUHILY je cUIoBao M.
K. (20). deBojuniy je KOHTaKTHpao, yIo3HA0 W HaMamHo npeko dejcOyka, MpHu YeMy ce JIAKHO
MPENCTaBHO KAa0 MEeTHACCTOTOMIIBAK, YCIEO Ja JOrOBOPH CYCpeT y OJIM3MHHU IeBOjYMIMHE Kyhe,
cauekao je, 3almpeTHo NHIITOoJbeM M cuioBao. (Bujectu online, http://www.vijesti.me/vijesti/u-
bijelom-polju-silovana-djevojcica-napasnik-je-namamio-preko-fejsbuka-clanak-34026/,
nperpaxeno 10. 08. 2012. rogune)

Y Humy aprycra 2012. rogune P.C. je youo apyry cympyry u cBojy hepky u3 mpBor
Opaka, a 3aTUM H3BpHIMO camMoyOucTBo. Cympyry je ymo3Hao JIaKHO ce mpeicTaBibajyhul Kao
panuuk y BUA npeko apymreene mpexe DejcOyk joj je mOHy 1o Opak, a ’eHOT olia je yoeauo aa
My /1a CBOj IIUILUTOJb KOJUM j€ M3BpIIMO yOHCTBa moj m3rosopom aa he na ra ocnoboau nimahama
nopesa. ([Topran Humke Bectu, http://www.niskevesti.info/hronika/vesti/krvni-delikti/578-preko-
gfejsbukaq-do-velike-tragedije , mperpaxkeno gana 16.08.2012. rogunae u biui — 1HeBHA HOBUHA
ox  23.08.2012.rommue,http://www.blic.rs/Vesti/Hronika/338974/Ubica-iz-Nisa-spremao-i-trece-
vencanje, mpetpaxkero 23. 08. 2012. ronune)

*“How to Defend Yourself Against Identity Theft,
http://www.webopedia.com/DidY ouKnow/Internet/2006/identity theft.asp, mperpaxeno 17. 09. 2012.
rOJINHE
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Bpuranarn Jan Byx ycreo je na ox cBojux KOMIIMja U3 UCTOT cTaMOEHOT OJI0Ka y KOMe je
XuBeo ykpazae y nmepuoay on 2010. mo 2012. rogure ykymHO 35.000 ¢hyHTH TaKo IITO je IpUCBajao
BHUXOB HICHTHTET, CaKyIlUbajyln mHomaTke Koje Cy OCTaBJ/baIM MO Pa3InYUTUM IPYLITBEHHUM
Mpexkama. Hamme, mpoydaBajyhm nmgHe mHoJaTke CBOjUX KOMIINHMja KOj€é CYy OCTaBJbald Ha
IPYIITBEHUM Mpexama, Byx je Ha BUXOBO MIM€ aIbINIHAPao KOJ pa3NuuuTHX OaHaka 3a moOujame
KpPEeIUTHUX KapTuia. Takolje, KOPUCTHO je U Tene(OHCKO U eNEKTPOHCKO OAHKOBHO MOCIIOBaHE
Kako OM y3MMao HOBAIl ca padyyHa CBOjUX KOMIILHja ca KOjUMa jeé KOHTAaKTHPao MPEKO APYIITBEHUX
Mmpexa. Orneparepe je MOJIMO Jia My peceTyjy mudpy 3a yiaa3ak Ha padyH MOILITO HE MOXeE Jia je ce
CeTH, a Kako je MNo3HaBao BehWHy IJMYHMX NoAaraka, MOMYT AarymMa polema, JeBojaukor
Npe3UMEHa KOPUCHHUKA, KOPUCHIUYKOT UMEHa Ha JIPYIITBEHO] MPEXH U ClI. JIAKO je MOrao Ja rnpohe
ayreHTUUKaKjy. ByJ je 10 Te Mepe 1IOCTao CUrypaH y CBOjy TakTHKY Ja je I0Ye0 Ja AUPEKTHO
npebairyje HoBall ca padyHa CBOjUX KOMIIMja Ha CBOj PadyH, I1a je TaKO Ha Kpajy M OTKpHBEH. 3a
U3BpILICHO KpUBMYHO ocyheH je Ha ka3Hy 3arBopa y Tpajamy on 15 meceum. (Find Law UK,
http://blogs.findlaw.co.uk/solicitor/2011/08/computer-crime-hacker-uses-facebook-to-steal-3 5k-
from-neighbours.html, mperpaxeno 26. 01. 2015. rogune)

JemaH TONMLMjCKM MHCIEKTOP C€ Ha JAPYIUTBEHHM MpeKaMa MpPEeICcTaBHO Kao
YETPHACCTOTOUIIKHA JEBOjYHIA KAKO OM OTKpUO Meaoduiie Koju Cy ce MOojaBJbUBAIM Ha MPEXKU.
(McGrath, Michael, Casey, Eoghan, 2002.). Tako je crymuo y koHnTakt ca Yapicom Bajrom (49)
KOju My ce jaBuo Ha hackamy mpeko apymreeHor cepruca AOJL. Hapenna nBa u mo mecena, Bajt
je mokymiaBao Aa 3amo0uje ToBepeme ,, KPTBE 3a KOjy jeé MHCIHO Ja jé YeTPHAEeCTOTOJHIIha
JIEBOjUYHIIa, HAJIIPE je TO YMHUO Mpeko hackaoHWIa, 3aTHUM je TOYeo Ja Iajke CBOje CIHKE, Ja Ce
MOCTaBJba 3AIUTUTHUYKH U 3aBOJJbHBO. [locie u3BecHor BpeMeHa, Bajt je ox , KkpTBe™ 3aTpaxkuo
Jla My mnolrajee nap rahuia u a ce ca \BuM U yxuBo Hahe. Y melyBpemeny je moueo aa "xpteu"
iajbe Jeunjy nopHorpadujy, ynMe je 3ampaBo omoryhuo uHcnekropy na ra otkpuje. [Ipunnkom
xamiiema ko Bajra cy Hal)eHe ciMKe CEeKCyaJIHOT OJIHOCA ca JICBOJYUIIOM M3 KOMIIMIyKa. Bajr je
MpOoIJIalieH KPUBHUM 32 CEKCyallHy €KCILIOaTalljy MalloJIeTHOT JIMIA, TIOCE0BakbEe U TUCTPUOYLIH]Y
Jeurje TopHOrpaduje, WICTAIHO MpEIaKeHhe IPXKABHE TPAHHIE pPajd MPOTHB3AKOHUTOT
CEKCYaJTHOI' 0JHOCAa Ca MaJIOJIETHHUM JIMIEM W HE3aKOHHTO IMOCEeIOBamke opyXkja, n ocyhen Ha 10
roguaa 3atBopa. (U.S. v. White, Case No. IP99-CR-0005-01-M/F (S.D. Ind.1999),
http://www.casebriefs.com/blog/law/criminal-procedure/criminal-procedure-keyed-to-israel/arrest-
search-and-seizure/united-states-v-white/, mpetpakeno 12. 09. 2014. ronune)

Pymyn Jlaypentny Kpuctunan Bycka (26) ocyhen je mapta 2013. romune Ha 3aTBOPCKY
Ka3Hy y Tpajamy 0of 5 roxuna 30or ¢uiuuHr npeBapa (obnuka kpahe npeHTuTera) unje Cy xKprBe
KJIMJEHTH aMEepUYKUX KOMIaHWja M (MHAHCHjCKMX WHCTUTYyLHWja. Bycka je, 3ajelHO ca CBOjUM
Cay4yecHUIIMMa, CJa0 MOPYyKe MyTeM CJIEKTPOHCKe ToliTe y uMe Kommanuja PayPal, eBay,
Comerica Bank, Regions Bank, LaSalle Bank, Well Fargo, Citibank, Capital One, Bank of
America i JP Morgan Chase, KOjuM je KJIHjEeHTe OBHX KOMIIaHHja O0aBEIITaBao Ja IOCTOjU
npo0OiieM ca BUXOBUM payyHOM M Ja Tpeda Ja Mmocere cajT Ha KoMe Tpeba Ja ocTaBe CBOje JIMUHE
nojaTKe, yKJby4yjyiil U mojaTke Kao ITO ¢y OpOjeBH IUIATHUX KapTULA, AATyM HCTEKa KapTHLE,
[MNH-oBu, umeHa, anpece, OpojeBH TeneoHa, U OpPOjEBH COLHUJANHOT OCHrypama. 1ako
NpUKyIUbeHe HH(OpMalHMje, NpeBapaHTH Cy KacHHje KOPHCTIIM 3a MPUCTYNl padyyHUMa H
M3BlIAYeH-¢ HOBIA M TO Hajuemhe ca Oankomara y Pymynuju. IIpermocraBiba ce ma je bycka, y
neprony ox 2004. nmo 2006. rommHe, Ha oBaj HaumH ykpao 10 000 OpojeBa neOWTHHX WK
KpEeIUTHUX KapTHIa, a Mope] bera jour 18 npxasibana PyMyHHje ONTYXEHO je 3a CaydeCHHUIITBO Y
oBoM cuyuajy. (Mudopmanmja — ca3HajTe BUIIE O KOMIjyTepckoj  Oe30eaHOCTH,
http://www.informacija.rs/Sajber-hronika/Pet-godina-zatvora-zbog-fising-prevara.html,
nperpaxeno 26. 01. 2015. roqune)
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[lenoduinja U CeKCyaqHO HACHIBE YECTO MOYHMILE HAjIpe KOHTAKTOM IPEKO MHTEPHETa
WM JPYIITBEHE MpEXe Kaja ce M3BPLIMOLM MPEICTaBJbajy Kao Iela WM THHEjIEpPH Kako Ou
HaMaMWJIM MaJIoJIETHE JKPTBE Ja UM Hajupe Bepyjy, Ila 3aTUM M Ja ce ca BmHuMa Buie. Puudapa
Pomepo (35), xoju je Hajmpe 3amo0HMO TOBEpeHE jEAHOT THHEjIIEpa IpencTaBibajyhn ce Kao
netHaecTorogummak. (McGrath, Michael, Casey, Eoghan, op.cit., 2002.), 6uo je ocyhen 3a
OTMHILy, IpeBohere MaJoJISTHOT JIMLA MPEKO Ap)KaBHE IPaHHIE ca HAMEPOM 1a Ta yKJbY4H Y
IPOTHUBIIPaBHY CEKCyalHy aKTHBHOCT M 32 OMETame IIpaBle jep je MOKYIIao Aa YHWIUTH JOKas3e
cBojux kpuBnmunux gena. (U.S. v. Romero, 189 F.3d. 576 (7th Cir. 1999), http://openjurist.
org/189/f3d/576/united-states-of-america-v-richard-romero, nperpaxeno 12. 09. 2014. roaune)

AJIBOKaTCKy CTpy4YHY jaBHOCT je 3a0pHHYJa YMEbEHHLA Ja CE HAa MHTEPHETYy II0jaBibyje
cBe Behu Opoj JaXHUX aBOKATCKUX (PUPMH KOje HyJIe CBOje yCIyre TaKko IITO CaKyIlJbajy NOAaTKe
0 (MHAHCHjCKOM IIOCIIOBalky IOTEHIMjaIHUX ,KiujeHarta. OBe JaxHe aaBoKaTcke (upme
Kopucte ouorpaduje u npoduie ,,IpaBux" aaBoOKaTa U aJBOKATCKUX KaHLlelapHja, MoKymasajyhu
J1a Ha OBaj HAYMH yJIHjy OBEpEHE ,,KIIMjEeHTUMA * KOje MOKyIaBajy na npesape. Ha npumep, naxHa
mpe3eHTanmja HenocTtojehe amBokatcke kyhe Carter Legal Associates je 3a maptHepa y ¢upMmu
HaBena ume Exapma Ckora (Edward Scott QC), agBokara xoju 3ancTa IMOCTOJH U KOJjH je BeoMa
MIOIITOBAH Y CTPYIH KaJia je ped O 3aCTyHamuMa 1 OI0OpaHy y KPUBUYHO] U IPEKPIIAjHOj MaTePHjH
(Neil, Martha: ,,Fake law firm websites using real lawyers' profiles are increasing, bar group says®,
ABA Journal — Law Practice Management, http://www.abajournal.com/news/article/fake
law_firm_websites using real lawyers profiles are fishing for financia, mperpaxeno 23. 02.
2015. rogune).

Hajexctpemunju 3a0enexxeHn ciydaj Kpalje HIOSHTHTETa je CBakako ciydaj Oermopyca
Jumutpuja Hackosera (26), koju je nmpu3Hao na je pykoBoauo BeO cajrom CallService.biz koju je
HyZAu yciyre kpale HIeHTHTeTa OHMMa KOjH Cy KacHHje 3Baji OaHKe IpecTaBbajyhu ce kao xa cy
JIETHTHMHH BIACHHUIM OaHKOBHUX Halora ¥ TBpAEhH Ja Cy OHH y CTBAapH XpTBE Kpale nueHTurera.
CallService.biz ce pekiaMHpao MOJATKOM J1a je MPEKO mera o0aBibeHo 5400 OBakBUX IMO3MBa
O0ankama. (MHpopmanmja — caszHajre BuIIe O KOMIjyTepckoj Oe3bemHoctH, http://www.
informacija.rs/Sajber-hronika/38-godina-zatvora-zbog-kradje-identiteta.html, nperpaxeno 26. 01.
2015. rogune)

Cnyuaj Meran Majep, koju ce gorogno y Mucypujy (CAJl), uma ereMeHTe u JIa)KHOT
IpelCTaB/batba U BPLIKHAYKOI HACHIbA. |pPHHAECTOTOAMINEA NEeBOjYMIa MeraH H3BpIIMIA je
CcaMOyOHCTBO HAKOH INTO jOj jé HCH IIECHASCTOrOAMINU "TpHjaTess”" ca IPYLITBEHE MpEexe
MySpace, kora oHa HMKaJga HHje YNO3Halla HUTH cpelia, pekao na he "cBer OuTu MHOro 0osbe
MECTO YKOJIMKO OHa HecTaHe ca mera'. 3ampaBo, Taj IIeCHASCTOrOJUIIELH JISUaK HUje HU MOCTOjao,
Beh je To Ouita ocoba Koja ce Kpria u3a JaXHOT Npoduiia H3MHUILBEHOT fevaka. JIaxxHu npodu je
Hanpasmia Jlopu Jlpy, Majka JeBojuuiie kKoja je ca MeraH uIula y HCTO OJIeJbehe U XTena Jia ce
ocetu Meran 300r cBalje Koja je y TOKy HCTpare Onia ONTy»KEeHa 32 KOMITjYTepPCKy mpeBapy 300r
npaBJbeiba JTAXKHOT Npoduia Ha APYIITBEHO] MPEXKH, Clamba YBPEIJbUBUX MOPYKa U U3HY)HBamba
MOBEpJbUBUX HH(pOpPMALMja O MAaJOJETHOr JHIA, ald M 3a KpIICHE MpaBHia MOHAllaka Ha
IpymTBeHoj Mpexku MySpace. (Bume o cinydajy Meran Majep Ha uaTepHET cTpann Megan Meier
Foundation,http://www.meganmeierfoundation.org/megans-story.html,mpeTpaxeno
03.01.2015.rogune, a Bumetu u Decision of Defendant’s F.R.CRIM. 29(c) Motion, Case UNITED
STATES of America, Plaintiff, v. Lori DREW, Defendant. No. CR 08-0582-GW. | Aug. 28,
2009., http://stanford.edu/~jmayer/law696/week1/United%20States%20v.%20Drew.pdf,
nperpaxeno 03. 01. 2015. rogune)
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[IpBu 3abenexxeHn npumep Koju je y30ypkao jaBHoct y CpOuju ¥ OTBOpHO OpojHE
pacrpase 0 peryJIMCaHOCTH KOMIIYTEPCKOT KPUMUHAIUTETA, CHTYPHOCTH KOMITjyTEPCKUX CHCTEMA
W pearoBama CY/ACKMX W TOJMIHMJCKUX OpraHa NpH KBajdu]uKoBamwy Jela U Bohewy camor
nocrynka je ciuyyaj ,,KOHEKO”. beorpagcku “Exonomcku Oupo-KOHEKO”, jenna on
HAaj3HAYajHUjUX CABETONABHUX (PMPMH M MapTHep MUHHCTAPCTBA 32 MPUBPELY U MPUBATH3ALM]Y U
AreH1je 3a IpUBaTH3aLK]jy, OIJbaukaH je y Hohu nsmelhy 26. u 27. nenem6Opa 2002. roguHe, Kaaa
Cy ce Helmo3HATH M3BPIIMOLY MOIENU Kpo3 HeobezOeheHu ynas srpane, momenu Ha Tpehu crpart,
pasBalMiIMN yia3Hy OpaBy W ca IIecT (0l YKYIHO JECEeT) KOMIIjyTepa CKHHYIH M OJHENIH XapJH
JMCKOBE Ca CBUM IOJalliMa KOjU Cy ce Ha BbHMa Halaswid. HakoH caMo HEKONMKO NaHa, y Hohu
mmelhy 10. u 11. jaryapa 2003. roqmre KOHEKO je moHOBO 610 MeTa Hamajia, IpUIAKOM Yera je
OJIHETO HELITO TEXHWYKHX ypehaja u Benuku Opoj KOMIAKT-IMCKOBA HAa KOjHMa je OMO CHUMJbEH
Jeo BaKHE JOKyMEHTaluje o mpemy3ehnma 4mja ce BpeIHOCT HporemnBaia y oBoM bupoy. Ha
XapJ AUCKOBMMa M KOMIIAKT-JUCKOBUMAa KOJH Cy YKpaJeHH Halla3Wia ce NPOIeHa BPEIHOCTH
KOMIUICTHOT KaluTajlla BHINE CTOTHHA CpICKUX mpeny3eha koje cy ce mnpunpemaia 3a
npuBaTH3alyjy. bBupo je oBe momaTke MPUKYIBao W 0OpajuBao ca 3BAHUYHOM JIHIICHIIOM
MuHKCTapCTBa 3a MpUBpeny W mpuBaruszaiijy. CBako KO je y JaTOM MOMEHTY MOCEI0Ba0 OBE
MOAaTKEe UMao je CTApTHY MPEAHOCT y OJHOCY Ha KOHKYPEHILHWjY, Ha ayKLHjaMa WK TeHAepUMa
KOju Cy OWiM pacmucaHu 3a mpeay3eha y mpoliecy HpHBaTH3aldje. YNPaBo je Ta YHECHHUIA
otBopuna OpojHe MoryhHocTH 3a 31moymorpely, MOIITO MPOLEHA BPEAHOCTH KaluTana
MpoescTaBJba MOCIOoBHY TajHy cBake ¢upme. (Cmyuaj KOHEKO je HaBemeH y wianky Huxommh
Cnahana “Cnyuaj exonomckor 6upoa KOHEKO-amapm 3a y30yny”, APIS Security Consulting,
http://www.apisgroup.org/sec.html?id=26, nperpaxeno 08. 06. 2012. roaune)

Jenan on mocnenmux 3abenexeHUX ciydajeBa Kpal)e JUMYHMX HOBEPJBMBHX IOAaTaKa
JIOTOTNO ce y nepuoay netembap 2014 - janyap 2015. roaune, Kajia Cy IeTOPUIA MIaJUX CPIICKUX
Xakepa HeoBnamheHO YIUTH y Ap)KaBHE CHCTEME ca JMYHUM mojauuMa cBux rpahana CpoOwuje.
Hamme, xakepu cy mHociaid eJIeKTPOHCKY MOPYKY je[HOj OJ HajuuTaHWjUX NHEBHUX HOBHHA Y
CpOuju y K0joj je mucayo aa cy AOLUIN y Moce]l MaTHYHHUX OpojeBa, ajapeca u OpojeBa Tenedona
BenuKor Opoja rpahana CpOuje W Kao MOKa3 y MOPYIH JOCTaBHIIM M ocaM Tabena ca JTUIHUM
monmarmMa HekonunuHe Tpahana beorpama, Hosor beorpama, Yauka, Cpemckux Kaprosama,
Hosor Cama, ApanfenmoBua u Jarommue. (bmum — mHeBHa HoBmHa ox 12.12.2014.romuwe,
http://www.blic.rs/Vesti/Drustvo/518714/KAKO-SU-HAKERI-DOSLI-DO-NASIH-
PODATAKA-Upali-u-spiskove-partija, nperpaxeno 12. 12. 2014. roaune).

VY cBoM oOpahamy, ka0 MOTHBE OBAKBOT ITOCTYIKA XaKePH Cy HaBEJH Ja ,,HapoJ Tpebda na
BH/IM KOJIMKO j€ HEroBa MPUBATHOCT Y OBOj 3eMJbH yrpOKeHa, 1a BUE Kako je Moryhe aa ce aohe
JI0 CBHX NOJaTaka O CBaKOME ajM M Ja JpXKaBa BHJM M IIOCIIE BHUIIE YIIO30peHa CXBaTH Ja je
3alITHTA CHUCTeMa Yy KOMe ce u4yBajy mnomamu cnaba“. (Bmun — JHEBHA HOBHHA O
11.12.2014.ronune, http://www.blic.rs/Vesti/Drustvo/518514/DRZIMO-SRBIJU-U-SACI-Hakeri-
tvrde-da-su-ukrali-JMBG-gotovo-svih-gradjana, nperpaxeno 11. 12. 2014. roxune). Hekommko
aHa KacHHje, Y WCTHM [IHCBHHNM HOBHHAMa 00jaBJheHA je BecT Ja Cy 300T OpraHM30Bama
XaKepCKHX HaraJa Ha 3amrtuheHe Mpexe yxallieHa JBa Ie4aka o 16 roanHa, WIaHOBH XaKepcKe
rpyme "Cpricku Xakepu', KOju Cy HEOBJAmINeHO MPHUCTYIIN 3alITHNCHOM padyHapy M CKUHYIH
HoAaTKe Koje Cy IOCTaBWIM DPEeJaKIWju AHEBHUX HOBHHA, y3 HAllOMEHY KOja jeé HaBeleHa y
00jaBJEEHOM TEKCTY Ja Cy CBH IOAAIM O rpalaHMMa KOju Cy Ha CIUCKOBMMa OWMIIM OCTABJbEHH
3anpaBo JaxHU. [IpOTHB HUX je MoJHeTa KpUBUYHA IIpUjaBa 300T CyMmbe /1a Cy Ha HaBeleH HaulH
JIOIIUTY y TIoce]T Oa3e YWiIaHCTBA jelHE MOJIUTHYKE MAPTHje U MPOCISAIH je MearjuMa. [Iperiemom
padyHapCcKe OmpeMe Koja je MpHmajgaia JIBOJUIM MOMaka mpoHal)eHH Cy 3JI0HaMepHHU MpOrpamu
KOju ciayxe 3a kpal)y momaraka, TeKCTyalHH (ajiioBH Ha KOjUMa Ce Hajla3e KOPUCHHYKA MMEHA U
mugpe eIeKTPOHCKUX Hajora 3a Koje IOCTOju CyMmba Ja npumanajy rpahanuma Cpbuje kao u
MOJAIM O BHILE [UIATHUX KapTHLA y eNEeKTPOHCKOM OONUKY. J[BOjUIIM OCYMBHYCHHX je onxpehen
npuTBOp y Tpajaky mo 30 jmaHa, a padyHapcka ompema Koja je CIY)KWiIa 3a H3BPLICHE OBOT
KpuBHYHOT genma je opxysera. (bmmm — npHeBHa HoBmHa on 14, 01. 2015. rogwune,
http://www.blic.rs/Vesti/Hronika/526500/SAZNAJEMO-Uhapseni-tinejdzeri-koji-su-objavljivali-
zasticene-podatke, mpetpaxkeno 14. 01. 2015. ronune)
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Hejun Pej Kames (22) ocyhen je maja 2014. roaune Ha 20 roaumHa 3aTBOpa, ruiahame
HaKHaJe mreTe y u3Hocy o 20 MHIHOHA JoJiapa M Ha TPU TOJHMHE CIyKeHa Ka3He MO HaJ30pOM
300r ontyx0e aa je OMO wiaH KPUMHHAJIHE OpraHH3aldje Koja je pPYKOBOAMJIA TPrOBHHOM
YKpaJeHUM JIMYHUM TOJalluMa KOPHUCHHMKA JpyIITBeHHMX Mpexka. Kames ce 2008. romune
npuayxuo ¢popymy Carder.su, xoju je y jyiay 2011. ronune umao oko 5500 unanosa. Toxom 2009.
u 2010. ronune oH je ox arenta ®BU koju je 6uo ybaueH Ha oBaj GOpyM KyINOBao JaKHE BO3ayKe
J03BOJIE a mpoaaBao (ancupukoBaHEe KpPEOUTHE KapTHLE Koje ¢y My mociare u3 IlakucraHa.
Ipumukom npetepca Kamesosor goma y @ennkcy, nponaljeH je 1 Benuku Opoj parcupuKoBaHUX
KPEAWTHUX KapTULIA M ONpeMe 3a BbHXOBY U3pady, paicu(uKoBaHN HOBAIl U JIMYHE KapTe, 0K je Y
KamesoBoM pauyHapy NpHIMKOM nperpeca npoHaheH codTBep 3a KOAMpame KPeIUTHUX KapTUIa
Kao M YKpajeHH mojauy xprasa kpalje unentutera. (Clan foruma Carder.su osuden na 20 godina
zatvora, http://www.informacija.rs/Sajber-hronika/Clan-foruma-Carder-su-osudjen-na-20-godina-
zatvora.html , mperpaxeno 26. 01. 2015. rogune)

2) Oébnuyu 3ammume. Kpaha unenturera myteM Kopuihewma HHTEpHETA
pasnukyje ce ojn Kkpahe wunmeHrurera Oe3 kopumihema HHTEpHETa (Oqy3MMarbe
HOBYAHMKA Ca HOBIEM M KDPEIUTHHM Kaprtuiama).” Kpalha mmenTuTeTa myTeMm
WHTEpPHETa MOKE MMAaTH 3HAauYajHE MocieAuIle jep BehuHa kpTaBa Kpah)e WIeHTHUTETa
Ha MHTEPHETY YOIILUTEe OAMax He Ipeno3Haje Aa je HEIITO YKPaJEHO OJ HHUX JOK Ce
HE T0jaBe (PMHAHCHU]CKU T'YyOMIIM WM KaJ Ce MPUBATHE M MOBEpJbHUBE MH(pOpMaIyje
KOpHUCHHUKA WCKOPHCTE 3a J00Wjame JIAXKHUX JOKyMeHaTra (JIOKyMeHT ca Tyhum
mogamuMa u (ororpadujom m3Bprmora).”’® 36or Tora KprBa TpeGa OIMax Kaja
MMOCYyMHEba J1a TIOCTOJU Kpaha uaeHTuTeTa 1a obaBecTd OAHKY y KOjO] ©Ma padyyHe WU
(DMHAHCH]CKY MHCTHTYI]Y KOja BPIH TPaHCAKIA]y.” '

Kako kopucHUK He OM mocTao XpTBa Kpahe MACHTUTETa, HEOMXOIHO je Ja:
HUKaJa He Jaje Opoj KpeauTHEe KapTUlle MPeKo TelieoHa OCUM aKo jeé KOPUCHHK Taj
KOJH je 3Ba0 W CUTYpaH je y TOY3JaHOCT CaroBOpHHKA; CBAKOT Mecella MpoBepaBa

CTalkbC Ha pavyyHy U J1a O CBUM CTBAapuma KOje My C€ YMHC YyAHUM OJMax obaBecTH

25 Internet Identity Theft, http:/articles.winferno.com/computer-fraud/internet-identity-theft,

nperpaxkeno 17. 09. 2012. ronune

%76 Beal, Vangie: "How to Defend Yourself Against Identity Theft”,

http://www.webopedia.com/DidY ouKnow/Internet/2006/identity _theft.asp, mperpaxeno 17. 09. 2012.
TOUHE

%77 Mlako He 1OCTOje MpEIM3HH MOJAIH KOIHKA j€é yYeCTATOCT BPUICHA OBOT KPHBHUYHOT JeNa, Heka
amepuyka HMCTpaXKHBama Cy JOLDIa JO NOJATKa Ja je y NPOTeKIMX IeT TOJHWHA jedaH O ocaM
aMepudkux rpahana/rpahanku Omo kpTBa MHTEpHET Kpahe nunentutera. [Jum. npema: Internet Identity
Theft, http://articles.winferno.com/computer-fraud/internet-identity-theft, nperpaxeno 17. 09. 2012.
TOMHE
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0aHKy; YKOJIMKO YOouH, OaHIM U TIOJHMIIMjU TIPUjaBU CBE HeayTOpU3UBaHe (PMHAHCH]CKE
Tpancakumje.”’"

Kopuchunn npymrBeHHUX Mpeka Mopajy cebe ma 3amrtute on Moryhe kpabhe
Wik 370ynorpebe HMOEHTHUTETa M HAa Ta] HAuWH MTO he MaxJpHMBO OWUpaTH CBOje
npujaTtesbe M KOHTakTe. MHTEepecaHTHO MCTpaKMBame CIPOBETa je CHUTypHOCHA
dupma Sophos®” y mHBYy mNpHKasMBama HEJOCTATAKA IPYIITBEHHX MPEXKa,
MOTyhHOCTH BHXOBE 3710ynoTpede Kao M HEONpe3HOCTH caMHX KopHucHHKa. Hamme,
HaNpaBJbeHA Cy JBa JakHa Mpoduia Ha ApymTBeHo] Mpexu Facebook: mpsu npodun
je peructpoBan Ha uMme Daisy Feletin crape 25 roauna koju je 3a npouiaHy CIUKy
MMao JIMK TYMEHe TMaTKHIle, a JIpyrd nmpodus Ouo je peructpoBaH Ha mme Dinette
Stonily crape oko 50 roauHa, a 3a TpoHIIHY CIUKY je IMao JIMK Ma4yke Koja ce Urpa.
HcTpaxkuBame je 6110 yCMepeHo Ha KOpUCHUKe apyiTBeHe Mpexe Facebook koju cy
u3 Aycrpanyje, a ca CBakOr' Of JIaXHUX mpoduia mocmaro je mo 100 3axTeBa 3a
MIPUjaTeJbCTBO PA3IMUUTHM JbyauMa. Ha 3axTeBe 3a mpHjaTe/bCTBO KOJH Cy IMOCIATH
MMO3UTHUBHO j& OATOBOPHIIO 87 KOHTAKTHPAHUX 0c00a, a MHTEPECAHTHO j€ Ja j€ 3aXTeB
3a MPHUjaTeJLCTBO MOCIANO joil 5 ocoba Koje HHCY Ouiie HEeMOCPEeAHO KOHTAaKTHpaHe
Beh UX je MpUBYKao jenaH oJ oBa JBa (UKTUBHA Npoduiia. HTepecaHTHO je KOJIUKO
ce JMYHUX TOJaTaka pPa3MEHWIO Ha OBaKaB HAa4yWH: Mpeko 87% je yYuHWIO
JOCTYITHUM aJpecy CBOje €JIEKTPOHCKE MoImTe, a TeledOHCKH Opoj je (PHUKTHUBHO]
“npujarespuy’ gano 23% wmiahe u 7% crapuje nomnynauuje. Jluune creapu o cebu u
YJIaHOBMMA CBOje mopoauue npuyano je 46% muahux xopucHuka u 31% crapujux,
1ok je 89% mmahux u 57% crapujux HamMcano y KOMYHHUKAIMjH CBOj MyH JaTyM
pohema.

OECD je ykazao Ha HEKe O] TJIaBHHUX NIpoOiiemMa ca KojuMma C€ CBE Jp)KaBe
cpehy npunnkoM pernaBama mpobdiemMa Kpalje HISHTUTETA: HETIOCTOjalbe JeTUHCTBEHE
ne(GUHUIIje OBOT JIeNa, HePEryJIHcaHoCT Kpal)e IeHTUTeTa Kao KpUBUYHOT Jea per
Se y HaIMOHAJIHUM 3aKOHOJABCTBHMA, TOOOJBIIAE Capajme ca IPUBATHUM
CEKTOPOM, HEIOCTOjarbeé OKBUPHUX CTATHCTHYKHX MOJAaTaka O oOMMY M CTPYKTypH

U3BpILEHa OBOT JleNla, HEMOCTOjalkhe MporpamMa MmoMohu kpTBama M oAropapajyhux

*® The FBI — Common Fraud Schemes: Internet Fraud, http:/www.fbi.gov/scams-safety/
fraud/internet_fraud , mpetpaxkeno 03. 05. 2013. roguue

279 Sophos, http://www.sophos.com/blogs/duck/g/2009/12/14/facebook-privacy-video/, mperpaxero
19. 12. 2012. rogune
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MIPaBHUX JIEKOBa, HEJOBOJbHA €lyKallfja KOPHCHUKA IPYIITBEHUX Mpeka Ha KOjU CBe

2
HAauMH MOXe 1a nohe 10 kpale uaenturera. >

3.1.2. Ilpozaware npexo unmepuema (cajoep npozararve, yxolerve, enau.
cyber stalking)

a) Ilojam npozarmwarmwa u unmepnem npocararpa. lloHamama mONYT
Iporamama U CEKCYaJHOI y3HEMHpaBamba YBEK Cy CE€ y CTBAPHOM JKUBOTY BE3MBAIU
MCKJbYUYHUBO 3a OJH3aK (PM3NYKU KOHTAKT HACHIIHUKA M JKPTBE: JKPTBA C€ MPOTOHH ,,U3
Onmu3uHE”, a TMPOTOHUTEJbU JKEJIe Ja WX JXXPTBAa BUAM M Oyle CBECHA HHHXOBOT
npucycra.”®! Meljyrum, Ha WHTepHETy, OIM3MHA 100Wja HOBO 3HAYCHE jep
BUPTYEIIHOM CBETY KOPUCHHULIM UMa]y WITy3Hjy OJIM3MHE HaKo Cy (PU3NYKHU yIaJbEeHU.

Ocehaj peanne, ¢u3uuke OMM3MHE HACUIHHMKA W JKPTBE je MOTKPEPIJbEH
YHBLEHUIIOM JIa JAPYIITBEHE Mpexe y mpoduinMa CBOjUX KOpPHCHUKA Hajuemihe
caapxke wuHpOpMaNHje O JOKanuju OopaBKa, pacrmopeay akTHBHOCTH H MECTY
TOCTIE/IIbEr JOTOBaka KOPUCHHUKA,~ MITO MOTEHIM]ATHOM YXOAUTE/bY TOMaxe ja
oapenu (Gpu3MuKy JoKauujy KOpHCHHKA. lIporamame M CEKCyalHO y3HEMHpaBabe
MyTeM WHTEpHETa MPE/CTaBibajy BEeMHKH, Yy CpOHju joul yBeK NMpaBHO HEpeTyJMcaH
po0JIeM, KOjU y TIOTITYHOCTH PEIaTUBU3HUPA]y TTUTAKE OIM3HHE.

[Tojam mporamama MyTeM HWHTEpHETa (cajOep Mporamame, €Hra. cyber
stalking) jomr yBek HMje MOTIYHO MpPEUM3HO oApeheH W ycarjalieH Yy TEOPUjCKUM H
UCTpaXUBaykuM panoBuma. lllupe nepununmje cajéep mporamama ce OJHOCE Ha
MpOTamamke MyTeM CBUX CpeAcTaBa MH(OpMaIMoHe W KOMYHUKAIIMOHE TEXHOJIOTH]E,
HE caMO IyTeM HHTepHeTa. [Iporamame mpeacTaB/ba HEXEJbEHY U 3JI0HAMEpHY
KOMYHUKaIujy, omrehewe Tyl)e *MOBHHE U (PU3MUKK WM CEKCYaJHH HaraJ Ha HeKy
0c00Y, KOjH je MHTCH3UBAH H HEXCJbCH 1 H3a31Ba CTPax.” >

OcuMm ToOra, mpuiaukoM onpehuBama 1MojMa WHTEPHET MpPOramama, IMOCTOjU
BEJIIMKM OpoOj cXBaTama Koja HACTOje Ja YTBpAE pasiuky wusMely KiacHyHOT

nporamama U cajoep mporamama. M3Mmel)y MHTepHET NpOroHuTesba W ,,CTBAPHUX

NPOTOHHUTEJhA TOCTOje OpojHe CIMYHOCTH U pasiauke. CIMYHO TpaBUM

%0 OECD Ministerial meeting on the future of the internet economy — Scoping paper on Online Identity
Theft, op.cit., 2007, ctp.5

Bl Gilbert, Pamela: “On Sex, Cyberspace, and Being Stalked”, Women and Performance 9, No.1,
1996, ctp. 125-149

2 Gross, Ralph, Acquisti, Alessandro, op.cit., 2005., ctp. 78

283 Virtual world, real fear: Women’s Aid report into online abuse, harassment and stalking, Women’s
Aid Federation of England, 2014, www.womensaid.org.uk, nperpaxeno 08. 01. 2015. roxune
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MIPOTOHHUTEJFUMA, Cyber MPOrOHNUTEJbH MOKYIIIAaBajy Jla HAArJIe1ajy akKTUBHOCTH CBOje
KpTBe, J1a MpoHal)y MTO BHIIE MMOJaTaKa O HOj, 1a KOHTAKTHPajy 0co0e ca KojuMa je
XKpTBa OJMCKA, 1a HA HE3aKOHUT HAYMH YUTAjy TMOIITY CBOj€ KPTBE U Jia MpaTe HeHE
online aktuBHOcTH. JKpTBa TmOCTaje HECHI'YpHA, YIUIallleHa, 3acTpalicHa W He
cariielaBa HauyMH Ha KOJjU MOXKE Ja YTHUYe Ha IpecTaHaK Y3HEMHpaBama U
MIPOTamkamba.

Kao u y cnywajy ctBapHOr, (M3WYKOT TpOramarma, W IMPOTramame MPeKo
WHTEpPHETa MOXKE J1a 4ecTo OyJ/ie YBOJ 33 HMCIIOJhbaBaHke arpEeCHBHOT TOHAIAKka KOje

BOJM y (PMBHUKO HACHIBE. *

Cmmunoctu u3mely ¢usuukor nporamama | Pasnuke usmely ¢usuukor nporamama u
Iporamama NPeKo HHTEPHETa IIpOoramama IPEeKo HHTEPHETA

[Tporonuresba Hajuemrhe MoTUBHIIE BeMKa | 3a pasnuky o GU3HUYKOT Mporamama,
’KeJba Ja IMa KOHTPOJTy U Moh HaJl )KpTBOM. | IPOTOHMTEJb M )KPTBA HE MOpajy Ja ce
¢u3nuky U reorpadcku Hanase Onu3zy.

VY BehuHu ciydajeBa, MPOTOHUTESh U KPTBa HeBunibuBOCT 1 aHOHUMHOCT KOja je
ce MO3Hajy WM je Yak ped O HeKaJalllbuM KapaKTepHUCTUYHA 32 BUPTYEIHHU POCTOP, a
MapTHEPUMA, JOK KOJ MPOramamka MpeKo 0CceOHO 32 KOMYHHKALIU]y IPEKO

MHTEpHETa IIPOTOHUTEJh MOXK/A HUKAa HUje [ APYIITBEHUX Mpexka, 0XpaOpyje HaCHITHUKE
HY BHJICO CBOjY )KPTBY HHTH 3Ha OWJIO mITa 0 | Aa y3HEMUPaBajy U 3acTpallyjy KpTBY.
B0j.

Hajsehu Opoj >xpTaBa mporoHuTesba je VY BUpTYeIHOM CBETy MopaliHe Oapujepe Koje
»eHckor mona. Hajsehu 6poj mporonutessa je | Hac ontepehyjy y CBaKOTHEBHOM XKHBOTY CY
MYIIKOT TI0JIa. CMamCHE, MHTEPHET MPOTOHUTEIh MOXKE 1a

U3BETHE CyOUuaBame ,,09d Y OUU*“ ca JKPTBOM.

JenHa o HajyOwbMBMJUX CIMYHOCTH 00€ BpCTE MPECTyIHMKA je Ja JKeje Ja
uMajy Moh, KOHTpOy M yTHIaj Hax KpTBOM.”>” UecTo ce Mporamame y BUPTYEIHOM
CBETYy CMarpa pellaTUBHO O€30MacHHUM, alld, YKOJIMKO C€ Ha OBAaKBO IMOHAIIAKE HE
oOpaTu makxka W HEe NPHjaBU HAJIC)KHUM OpraHUMa, MOCTOjJH OMACHOCT Ja mohe 1o
(U3NYKOT KOHTAKTa HACHITHUKA U XKPTBE.

Ouurnenan HayMH pasrpaHUuCba TPAIUIMOHATIHOI Jejia Iporamarma O]
MHTEPHET TMpOramama je UYWIbCHHIA Ja CE€ HWHTEPHET MPOTOHHUTEJbH OCIamajy
VIJaBHOM Ha HWHTEPHET Kao CpPEACTBO CIEKTPOHCKE KOMYHHKalWje Kako Ou

MalTpeTHpaIl, IPEeTUIN U 3acCTpalllBaId CBOje XPTBE Koje cy onmadpanu. Hajsehu

% Benschop, Albert, op.cit., 2003.
285 Reno, 1999, naBeneno xox Pittaro, L. Michael, op.cit., 2007, ctp.184
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Opoj MoHaIIamka MHTEPHET MPOTOHUTEJhba MOXKE Ja C€ OKapaKTEepPHIIE Kao CBECHO
VCTLTIAHAPAHO, CKIOHO MIOHABIbAKbY, BEOMA J0CAAHO H YIIOPHO MOHAIIAmbe.”  Pasiuka
n3Melyy mporamama U MHTEPHET Mporamama je W reorpadcka yaabeHOCT uzMehy
IIPOTOHMUTEJbA U JKPTBE. Y CiIydajeBUMa TPaJUIHMOHAIHOT IpOramama, XpTBa U
HAaCWJIHUK YTJIABHOM JKMBE WM paje jeaHo Oyn3y Japyrora, JOK HMHTEPHET
MIPOTOHHUTEJF MOXKE CBOjY JKPTBY Jia 3JI0CTaBJba U M3 CyceqHe Kyhe, alu U U3 Jajieke
semsbe.””’ Kom mporamarma IyTeM HHTEPHETa PETKO KaJ IOCTOjH OHIO KaKas
(GU3MYKM KOHTAaKT, Ma je TO jelaH OJ pasiiora MITO MOJIMIMja HE TpHUaje BEIHUKY
TaKEby TPH]aBI/bHBAEY OBAKBOT IOHAIIAA H HE pearyje Ha KXpTBHHE IpHjase.”t
[Tporamame myTem Kopuirhema HHTEPHET Mpeske Ae(hUHUIIE ce Kao YITOPHO U
IM/BAHO 3/0CTAB/bAKE IMOjEMHIA TyTEM ENEKTPOHCKHX HAYHHA KOMYHHKAIHje
MM Ka0 ymoTpeba HOBMX TEXHOIOTHja y LMIbY Mporamarma Heke ocobe.””’ OBakBo
MOHAIIalke MOXe Ja Oyae camo ,,BUPTYEJHO M OrpaHHYeHO camo Ha online
KOMYHHKAIMOHH IIPOCTOP, AJIM CE MOXKE MPEHETH U3 ,,BUPTYEIHOT " y ,,CTBAPHU * CBET
Y Taja mpe/icTaB/baTH YBOJI y HajomacHUje 00iuke BUkTUMu3anuje. [locroje u aytopu
KOjH CMaTpajy 1 je cajoep mporamarbe 3arpaBo HACTABAK (GU3HUKOT IPOTabarba.” |
[Tojam ,mporamama” ocamaeceTux TroauHa XX BeKa KOPHUCTHO ce€ 3a
O3HAYaBame ,,TPajHUjer OOJMKA 3JI0CTaBJbakba IPEMa HCTO] OCOOM HaMETameM
KOMYHHMKAIIMje MM KOHTAKTa Koje Ta ocoba me xemm”.”> Oako aedHHHCAHO,
Mporamame 00yXBaTa MOHABJbAKE M3BECHUX PAMBH KOje Tpajy MyKe BpeMe, MOIyT:
yecTuX Tese(hOHCKUX MO3MBa yNyheHUX KPTBH, Clame KPTBU MHUcaMa WM MOKJIOHA
pasnuuuTe caapkuHe, npaheme W TocMarpame JKpTBE, Ipena3ak U OopaBak y
MIPOCTOPY KOjH j€ Y BJIACHHUIITBY JKPTBE, CTYNamhE y KOHTAKT ca MOPOIUIIOM KPTBE, ca

F>CHIM TIPHjaTesbUMa MM CapaTHUIIMA. >

2% Hutton & Haantz 2003, maBemeno kox Pittaro, L. Michael, op.cit., 2007, ctp.184.

287 Reno, 1999, naBeneno xox Pittaro, L. Michael, op.cit., 2007, ctp.184.

28 Ibid., ctp.185.

% Yar, Majid: “Cybercrime and society”, SAGE Publications, Lonodon, 2006., ctp.122 u Yar, Majid:
“The Novelty of ‘Cybercrime’: An Assessment in Light of Routine Activity Theory”, European Journal
of Criminology, October 2005vol. 2no. 4, crp.407-427, http://www.sagepub.in/upm-
data/27202_6.pdf, mperpaxeno 28. 08. 2015. rogune

%0 Clough, Jonathan: “Principles of Cybercrime”, Cambridge University Press, 2010, ctp. 366.

1 Petherick, Wayne :"Cyberstalking: Obsessional pursuit and the digital criminal”, 2001,
http://www.crimelibrary.com/criminology/cyberstalking/index.html, mperpaxeno 14. 11. 2014. ronune
2 Mullen et. al. 2001: 9, naBeneno kox Yar, Majid, op.cit., 2006, crp.123

2% McGuire, Brian, Wraith, Anita: “Legal and psychological aspects of stalking: A review”, Journal of
Forensic Psychiatry, volume 11 no.2, 2000, ctp. 317.
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[Iporamame mpeacTaB/ba BHINE IyTa MOHOBJHEH HAYWH MOHAIMIAKA KOJUM
jemHa ocoba npyroj Hamehe HeXeJbeHy KOMYHHUKAIM]y WM CycpeTe, IITO MMa 3a
MOCJICTUITY MCITOJhaBamkhEe JKPTBUHOT CTpaxa Ja HUje 66366,Z[H3.294 OJIHOCHO ,,BHIIIC TTyTa
MOHOBJBCHO KOPHUIINCHE WHTEPHETa, CJIIEKTPOHCKE TOIITE WJIA HEKOT JPYyror
EJIEKTPOHCKOT HauYWHA KOMYHHUKAIMje Y IUJbYy HEPBHUPAHA, 3aCTpalliBamba, MPETHU
FIIM 3II0CTaBJbamba oxpelere ocode.>”

N npyru aytopu moBe3yjy cajOéep mporameme ca HACTAaHKOM ITCHXOJIOIIKUX
nocjenuIa Ko XpTee. Y OBUM JeQHUHHUIIMjaMa C€ MCTHYEC Ja yrnorpeba WHTEpHETa,
€JIEKTPOHCKE IMOIITE, OUIO0 KOT JPYror 00JuKa eJIeKTPOHCKE KOMYHHUKAIM]e MOXKE Ja
JIOBEJIC IO 3aCTpallnBamba, 3JI0CTaBJbamka M ocehama cTpaxa KoJ jelHe WM KOJI BHIIE
KpTaBa W Jla ce Mema O]l Ham3rie] 0e30MacHUX 0 MOTEHIMjaTHO BEOMa OMACHHUX
nopyxa.”*

JenHy o mpBHUX M HajIIMpHX NeUHHUIIM]jA TpOrambama MyTeM HUHTEpHETa a0
je Tlon bormuj (Paul Bocij) HaBomehw mga MHTEpHET NpOTamame MPEACTaBha CKYI
MOHAIllaka KOjUMa WHAWBUIAYa, Tpyna JbYAH WIH OpraHu3aldja KOPUCTH
WHPOPMAIIMOHE M KOMYHHKAIIMOHE TEXHOJIOTHje Kako OW 3Jl0cTaBjbajia JpyTy
MHAMBHYY, TPYNy JbYAH HIM OpraHm3aumdjy.” OBaKBO IMOHAIICHE MOXE
oOyxBara m3Mel)y ocTayior, MpeTmhe W JIaxkHe onrtyxOe, kpaly mmeHtutera, Kpaby
nojaraka, omreheme momaraka u ornpemMe, HeoBlaTheHo Kopuihemke BUICO Ha130pa
M KOHTpoJie, oONuK arpecuje, kopumheme oapeheHe mHboOpManuje U Cl. KOJoM ce
HEKO0j 0COOM HAHOCH €MOIIMOHAITHHU 0O U HECUTYPHOCT.

[Ipema npyroj neguHUIUN TI0jaM MHEPHET Iporamama y HajBehoj mepu ce
OJTHOCH Ha yNOTpeOy MHTEPHETA, EICKTPOHCKE IMOIITE, OMIIO KOT 00JIMKA eIEKTPOHCKE

KOMYHHKAIFje KOJOM Ce€ CTBapa KPUMHMHAJIHU HUBO 3aCTPAlllMBama, 3JI0CTaBJbaba U

ocehama CTpaxa KOJ jCI[He HJIM KOJ BHIIC XpTaBa. OBakBO IIOHAIlIAKE MOIKE Ja

2% purcell, Pathe, Mullen, 2004, ctp.157 HaBeneno xox Clough, Jonathan, op.cit., 2010, ctp. 365.

¥ D’Ovidio, Robert, Doyle, James: “Cyberstalking: Understanding the Investigative Hurdles”, FBI
Law Enforcement Bulletin, volume 72 no.3, 2003, ctp. 10 — 17,
https://www.ncjrs.gov/App/Publications/abstract.aspx?ID=199743, nperpaxeno 24. 03. 2015. roxune
2% Ppetrocelli, 2005; Reno, 1999, HaBeneHo KO Pittaro, L. Michael: “Cyber stalking: An Analysis of
Online Harassment and Intimidation”, International Journal of Cyber Criminology, Vol 1 Issue 2, 2007,
ctp. 181, http://www.cybercrimejournal.com/pittaroijccvollis2.htm, nperpaxeno 10. 05. 2014. rogune
27 Bocij, Paul: “Cyberstalking: harrasment in the Internet age and how to protect your family ”, Praeger
Publications, 2004, ctp. 10
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Bapupa oJ] 0€30MacHMX ald JOCAJAHUX TOpyKa Ma 10 IMOTEHIHUjaIHO OMACHUX U
CMPTOHOCHHX CyCpeTa IPOTOHHUTEhA H KPTBE. -

Opranmsanyja 3a HWHTEpHET curypHocT ,WHTepHer anhenu” (eHrd.
CyberAngels)®™” mnporamame TmyTem wuHTepHETa ae(uHMIIE Kao KopHuiheme
MHTEpPHETa, EJIEKTPOHCKE TOIITe MM HEeKOr JApyror oOJHMKa eJIeKTPOHCKe
KOMYHHUKaIlfje y LIUJby NpeTHH, npahema U 37o0cTaBibamba Heke ocobe. OcHOBHA
o0ernexja OBAKO HCIIOJHEHOT TMOHAIIama Cy: JOMHHHpAa ocehame 35100€, MocToju
HaMmepa, TIOHaBJba C€ M3BpIICHE, NpPOY3poKyje ce ocehaj y3HEeMHpEHOCTH H
HECUTYPHOCTH, HCIOJbAaBA CE€ OICECHBHOCT, OCBETA, MAaJTpPETHpame, MPETHEe U
IPOramkamke He MPecTaje YIPKOC 3aXTEeBUMA JKPTBE.

[Tpunukom nedunmcama mojma cajoep nmporamama, ayTopu MOoCBehyjy Maxmby
HAYMHY M CPEJCTBUMA KOjHMa CE BPILUH 3JI0CTaBJbambE I0jeIUHIIA, TOK MOTUBHU 300T
KOjUX ce TO 4MHM HUCy oOyxBahenu nepuuunmjama. Pasmor 3a oBakaB NMpHUCTYI
CBaKako je€ MHOIITBO W Pa3IMYUTOCT MOTHBA cajoep mporamama. VHTepHeT
nporamamke He Mopa Ja Oylie MOTHBHCAHO CEKCYaJHOM OIICECHjOM IIpeMa XPTBH.
OnHo Moxe 1a Oyae MOTUBHCAHO MOCTOjalbeéM HETPIEJbUBOCTU U3Mel)y mporoHuTesba
U JKpPTBE WIM arpecujoM, Koja je HacTaja Kao TMOCJeIHIa HejeTHaKOoCTH Mohu u
yriena y JIpymTBy, dYemhe HEro MarepHjaJHHM JOOWTHMAa WIH CEKCYaTHUM

. 1
OTICeCH] ama.>’

WuTepHeT mnporamame je, Kao W Mporamame YyoITe, BoheHO
ocehamnma Oeca, Mohu, KOHTpoOJIE, KOje ¢y mpoOyleHe YnmbehuMa Wil HeYNeHUMA
KPTBE.

0) Ilojagnu oonuuyu u epcme unmepnem npozamara. llporamame MyTemM
WHTEpPHETa MOXeE J1a Ce M3BPIIN Ha J1Ba HauuHa: (1) y nomnynocmu npexo unmeprema
— Mporamame Koje ce JemaBa caMo KOpuInhemheM HHTEPHETa U IPYIITBEHUX MPEKa,
HEMa JINYHUX KOHTaKaTa OCUM OHHMX KOjU C€ OJTHOCE Ha BUPTYCIHH CBET, MOXKE Jla Ce
BPILU CJIalbeM EJEKTPOHCKUX TOpYyKa, KOMYHHKALMjOM y MpUYAOHHUIIAMA M TIPEKO

O;oroBa, IPYIITBCHHX MpeXa WM HWHTEPHET CTpaHuma; (2) mewosumu mun

npozararba — Tporamarme MOYMEe HajlIpe MPEeKo MHTEPHETa U Kao TaKBO Tpaje

% Ibid., ctp. 14.

%9 Cyber Angels, http://www.cyberangels.org/ , nperpaxeno 01. 11. 2012. romume u 01. 03. 2013.
TO/MHE

3% Opa opraumsammja gHeBHO 06Mja 10 500 TpHjaBa O MOCTOjaby BHUKTHMM3AIMje HMHTEPHET
mporamameM, o kKojux 65-100 mpujaBa Oyae 0OCHOBaHO W 3aCHOBAHO Ha 3akoHY. 3a Tepuropujy CAJl,
TO 3HAYM J1a OBa opraHm3anuja 3abemexu m3mehy 24.000 — 36.500 ciaydajeBa HHTEpHET MpOTamama
rogumse. Ibid.

301 Mustaine, Tewksbury, 1999, maBeneno xox Pittaro, L. Michael, op.cit., 2007, ctp.181
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HEKOJIMKO HeZesha, HAKOH Yera MOYu-Ee /1a Ce JIellaBa U y ,,pealHOM' CBETy (HIIp.
MIPOTOHHUTEJh TIOKYIIIaBa J]a OCTBAPH JINYHA KOHTAKT Ca )KPTBOM), KOHTAKT MOXeE JIa Ce
oJIpKaBa M €JICKTPOHCKH, KopHuiThereM HHTEpHETa ajin je Moryhe Takohe u 0OpHYTO:
Ja TIPOTOHHTEJb JKPTBY W3 ,,pCATTHOT OKpY)KEeHa IMOYHE Ja MPaTH y BHPTYEIHOM
cBery.>”

Hajuenrhu mojaBHM 00U HMHTEPHET MIPOTakhamkha Cy:

1. Hedcemvena KomyHuKayuja dcpmee ca npo2oHumebeM — Clambe HeXKEIbEHUX
eNIEKTPOHCKUX IMOPYKa IyTEM EJNEeKTPOHCKE IOIITe, MPUYaoHuIa, GopyMa ma 4ak u
MOOWJIHUX TenedoHa TMpelncTaB/ba OKOCHHUILY HWHTEPHET IMporamama U HEroB
Hajuemthu Bun. [IporoHuTess OCTaje aHOHMMAH jep MOXKE J1a KOPUCTH AaHOHHUMHE
MHTEPHET aJpece M ajpece CJIEKTPOHCKE MomTe, a jakoha m Op3WHAa HMHTEpHET
KOMYHHKaIije oMoryhaBa mporoHUTEIbY Ja )KPTBY 3aCUIIa HEKEJbEHUM MOpyKama.

2. objasmusarse / yurberbe OOCMYNHUM JUYHUX NOOAMAKA O HCPMEU — BETUKU
Opoj wH(poOpMaIMja ce CBAKOJHEBHO IOOPOBOJPHO INIACHMpa HA HWHTEPHET IPEKO
pasIMUUTUX APYIMITBEHUX Mpexka. Jlakoha kojom je moryhe oOjaBipuBaTH JIMUHE
NoJiaTKe 0 ceOM Ha MHTEPHETY j€ IUIOHO TIIO 32 aKTHBHOCTH NPOTOHHUTEIhA KOjUMA j&
Wb J1a TIOHU3€ WJIH 3aCTpalle CBOje KPTBE.

3. Hanao Ha Komnjymep dcpmee — MPOTOHUTEID, KOJH je TEXHHYKH 00pa3oBaH,
MyTeM 3JI0HAMEpPHOT TMporpamMa [o0uja TPHUCTYyN padyHapy JKpTBE VY IHIJBY
YHHIITaBamka 10/1aTaKa, 3acTpallNBamka WIN MIHjyHUPamka aKTUBHOCTH M KpeTama
XpTBe. Ha oBaj HauMH, MPOTOHHUTEIH Ca CUTYPHE YAAJbEHOCTH MOXKE J1a KOHTPOJIUILES
NPUCTYTT UHpOpMalLMjaMa, aKTUBHOCTUMA, Ja OpuIlle W Mema MoJaTKe Koje >KpTBa
uMa y padyHapy.

4. cmanan Hao3op HAO AKMUSHOCMUMA JCpmee / Cmaswbarbe Hcpmee noo
npucmompy — HaA30p HaJ KPTBOM je He3a00MiIa3aH BHUJ Mporamama KOjU je T0CTao
CBE 3aCTYIUbEHHjH OpOjHHM TEeXHMYKUM JocTurHyhmma. CBpxa Haa3opa Moxe aa
Oyne mBojaka. [IpBo, HaA30p MOXE JIa C€ CIPOBOJAU Y IUJbY NMPHKYIUbAKka JIMYHUX
nojiataka O >KPTBH, O JbyAWMa ca KOjUMa KOHTAKTHPA, O CBAKOJHEBHOM KpETamby.

Jpyro, cBpxa Haa3opa Moxe Ja Oyae u OykBanHO npaheme KpeTama KpTBe,

392 Sheridan P. Lorraine, Grant,T.: “Is cyberstalking different?”, Psychology, Crime & Law, volume 13
no. 6, 2007, ctp. 627-640, http://www.tandfonline.com/doi/full/10.1080/10683160701340528,
npetpaxeno 02. 03. 2013. rogune

130



1/(}({/?(’()(/ npaea Ha npueamHocm J.7({\'/I()/1][)(’(7{}.11 ()]{l‘[ll/ll({(’/l[l.\'.11])({)/(‘(1 Kao 0o1uK /\'().11/]/:1‘111(’])(‘1\“()8 KpumuHaiumema

o
)\ 4

L 4

IUpeKTHUM mpahemeM win TpahemeM U CHUMAakbEM PasIuuyuTHM JUTUTATHUM
ypehajima.>”

Ocraim mojaBHM OOMWIM WHTEPHET MpOramama Cy: Y3HEMHPaBambe Yy
MpUYaOHHIIaMa, 00jaBa HEMPHUjaTeJHCKOT CaApxkaja, IIHpPEHEe 3JT00HMX HEHCTHHA U
TpaueBa, €JIEKTPOHCKa caboTaxka HIp. clame BUpyca U CI., JABHO OMaJOBa)KaBambe
HEKOTa y BHUPTYEIHOM TIPOCTOpY, mperehu TenedOHCKH TMO3WBU IMPEKO HHTEPHETA
(skype), cllame OTBOPEHHX MpeTHU. "

Bpcre mporamama INpeko HWHTEPHETA MOTY C€ pa3lMKOBAaTH IpeMa
MOHAIIalkbUMa TPOTOHUTEJbA: HAPYUMBAIE CTBAPH IMPEKO MHTEPHETA Ha MME Jpyre
ocobe Kao W JaBame CEINEKTPOHCKE ajpece Te 0co0e pasITUuuTHM CajTOBHMA H
peKJIaMHMM TIOpTaiuma; Kpaha HICHTHTETa KOju Heka oco0a MMa y BHUPTYCIIHOM
CBETy KaKko OM ce 0 TOj 0COOM IIMpHIIE HEUCTHHE; CIalkhe HETAYHUX M0JIaTaka O HEeKOj
ocobu y rpyne 3a hackame n/mim opopMibeHE TPpyIe KOje Cy MOBE3aHe 3ajeIHUUYKIM
WHTEPECOBAaBbMMa a CBE Yy LIUJBY JIa c€ HeKa 0co0a MOHM3H a Jja Ce JPYTH KOPHCHUIIH
oxpabpe ma ManTpetupajy u Bpehajy oapeheHny ocoly; oTKpHBame JIOKaIHje Ha KOjoj
ce Heka ocoba Hama3u Wik o0jaBJbHBaK-E€ CIMKE HEKe ocobe Ha mopHorpadcke
MHTEpHET MopTae; HeoBNaheHo MpucTyname OaHKOBHUM payyHHUMa, IpeTIiaTama,
TeneOHCKUM padyHHMa U JIMCTHH3MMA HEeKe 0c00e Wi OMII0 KOJUM JAPYTHUM JIMIHUM
nojalMa KOjU Cy JOCTYIIHM NPEKO HHTEPHETa; IPaB/beHhe HHTEPHET CTpaHe
nocBeheHe Hekoj ocoOu, 0e3 KEeHOT 3Hama W JI03BOJIC; MPUCTYTAKkEe, HANIIICAakhe U
MaHWMyJalKja padyHapoM HEeKe oco0e JIOK ce OHa Hajla3u Ha MHTEpHETY; mnpaheme
HEeKe 0co0e Kpo3 HE3aKOHHTO CHUMame, HAArNIeqame Wik KopuithemeMm OMIo Kojux
IPYTHX HaunHa mpahemsa.

[Tonamame mnporoHuWTesba KPUTEPHJYM j€ W 3a Jpyre Kiacudukaimje
MHTEPHET Mporamama. Tako ce MHTEPHET Mporamame MOXKE pa3BpcraTtu Ha cieaehe
o6Gmuke:

(1) Yuecmane npemmwe - nperme Mory na Oymy ymyhene omapeheHoj ocobu

(>KpTBH), HEHUM WIAHOBHMA TMOPOJUIlE, KOJIeTaMa WM TpHjaTeJbuMa KopuIThemem

3% Clough, Jonathan, op.cit., 2010, ctp. 375.

3% Pettinari, Dave: “Cyberstalking investigation and prevention®, http://www.crime-
research.org/library/Cyberstalking.htm, mpetpakeno 03. 08. 2014. roguae

3% Hensler-McGinnis, Nancy Felicity: "Cyberstalking victimization: impact and coping responses in a
national University sample”, 2008, http://drum.lib.umd.edu/bitstream/1903/8206/1/umi-umd-5402.pdf,
ctp. 14, nperpakeno 12. 12. 2014. ronune

3% Bocij, Paul, op.cit., 2004, cp. 13
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CJIEKTPOHCKUX HAuMHA KOMYHHKAIMje (€JEeKTPOHCKA IIOIITa, APYIITBEHE MpEXKE,
npuvaoHuie, ¢paxc wim yak 1 CMC).

(2) IInacuparwe Heucmuna o Hcpmeu — MHOTH TIPOTOHHUTEJBH MOKYIIABAjy 1a
Hapylie yrienq JKpTBe M Ja jOj HamakocTe Iulacupajyhm pasnuuure HEHCTHHE,
KopucTehu eIeKTpOoHCKy MOoITy jAa aohe 10 )KPTBHHUX IpUjaTesba, pohaka, Konera...
[ToHekaq MPOTOHUTEJbU TUIACHPAjy HEHCTHHE M KPO3 MPEXE PasIMUUTHX HHTEPHET
MHTEPECHHX IpyTia, HA HHTEPHET IOopTaJe U CII.

(3) Vauemupasarve sicpmee — NPOrOHUTEIHM MOTY CBOJUM JKpTBaMa Jia Ilajby
CJIEKTPOHCKE TIOpyKe WM ,hackama“ ca pa3IMyuTUM yBPEIJBMBUM WM
nopHOrpadCKuUM caaprxajeM, Kako Ou je y3HeMHpaBasIu.

(4) Hanao mna enexmponcke nodamke u KOMNjymMepcKy ONpemy icpmee -
CPE/ICTBO Hamajaa MPOrOHMUTEIhAa MOTY 1a OyAy M EeNEKTPOHCKH IMOJAIM >KPTBE HIIH
KOMI[jyTepcKa oOIlpeMa KOjy >XpTBa HMa, CJameM 3J0HaMepHOr codTBepa WM
padyHapCcKor BHpYyca.

(5) Ilpuxynmaree paziuuumux IudHUX NOOAMAKA O HCPMEU — JINIHU TIOJAIH
Ce MOTY NPUKYIJbATH Ha Pa3InunTe HAYWHE: MPOTUBIIPABHHUM ,,yTIaJ0M" y KOMITjyTep
KPTBE, KpO3 pasroBope ca mpujaresbuma, pohanuma M Kojerama XpTBe, Ia 4aK |
YHajMJbUBAEM TPUBATHUX JETEKTUBA KOjU OU MPATUIIH KPTBY.

(6) Kpaha uoenmumema osicpmee u/unu J1axicHO NpeoCmasbarbe HCPmeUuHUM
UMeHOM — TIDOTOHHTEJb MOXE Yy ,IpUYaoHUIamMa’ Ja KOPUCTH HME XKPTBE JIOK
KOMYHHIIMpA Cca IpyTUM JbyAUMa M JOK IIajbe Nopyke apyruma. L{usb oBakBor
MOCTYTIamka je OMaJIOBAYKaBakhE KPTBE MU BPIICHE IpeBape.

(7) Bpwere ymuyaja na opyee 0a maimpemupajy s#cpmey — nMoHeKkaa u Tpeha
JIUIIa MOTY WHIUPEKTHO J1a 3710CTaBJbajy *KPTBY. [IporoHuTess Moxe na o0jaBu oriac
WIN peKJlaMy CEKCyallHOT canpiaja ca OpojeM TemedoHa xpTtBe. Heke xprtBe cy
NpUjaBJbUBaAIE J1a Cy NMPUMWIEC CTOTHHE IMO3MBA U EJEKTPOHCKHX IOpyKa Ha OBaj
HAYWH.

(8) Hapyuusare u xynosuna y sxcpmeuno ume — Moryhe je ma MpOTOHUTEIb
Hapy4yje CKyIOIICHE CTBapW Ha KPTBUHO MMeE, TaKO Ja KPTBa MMa MpoOiIeM Ja oBe
CTBapH IUIaTH WIM BpaTH OHOME O]l Kora cy HapydeHe. buio je cimyuajeBa na
MIPOTOHHUTEJFM HApyUyjy MpeaMeTe KOju OM OCPaMOTHIM M KOMIIPOMHUTOBAIIN KPTBY
(HTIp. cekcyaiHa momaraia, Koja ce )KpTBH JI0CTaBJbajy Ha PaJHO MECTO).

(9) Qusuuku cycmpem ca Hcpmeom — HEKU MPOTOHUTEIbH KOjU HE TIO3HAjy

JIMYHO KPTBY, Beh ca BOM KOMYHHIIMPA]y caMo IyTeM UHTEpPHETa, MOTY J1a OAJIy4e Jia
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OpraHm3yjy CyCpeT ca »XpTBOM WIH Ja je 0e3 HEHOr 3Hama MpaTe MPUIHKOM
o0aBJparba JHEBHHX aKTHBHOCTH. OBAaKBO IMOHAIIAmE C€ 4YeCTO MaHH(ecTyje Kao
negoduiImja.

(10) Qusuuku Hanao Ha KHcpmey — OBAKBU CIyuajeBU Cy PETKH, au je Moryhe
Jla IPOTOHHUTEJb TIOPE]] pOorambama MyTeM HHTEpHEeTa U (PU3NUKH HATlaIHE JKPTBY.

6) Tunonozuja unmepnem npozonumesa. VIHTEpHET TIPOTOHHUTEIH je 0coba
KOja KOPHCTH HWHTEPHET Kao OpyXje WIU CPeACTBO 3a mpaheme, y3HEMHpaBame,
Clambe TPETHU M CTBAapalke CTpaxa M CTpPemme KOA KpTBe, Kopuctehu
coducTHmpane TakTHke.”’ CIIMYHO IPOrOHHTEFUMA U3 PEAlHOT KHBOTA, HHTEPHET
MIPOTOHHUTEJBH TIOKYIIABAjy Ja HaJTrJIeNajy aKTUBHOCTH CBOj€ JKPTBE, mpoHal)y mTo
BHIIIC TOJaTaKka O O], KOHTAKTUPAJy ocobe ca Kojuma je KpTBa OJuCKa, Ja Ha
HE3aKOHUT HAYMH YHUTAjy IMOIITY CBOjE XPTBE M MpaTe HEHE WHTEPHET aKTUBHOCTH.
KptBa mocraje HecurypHa, yIJaimieHa, 3acTpalleHa ¥ HE carjelaBa HauMH Ha KOju
MOXKE Jla yTHYe Ha TPECTaHaK y3HeMHpaBama W Tporamama. Cpk Mohu cBakor
MPOTOHUTEJhA j€ TOCENOBamkE 3Hama O JKPTBU. MoryhHocT ga je 3acTpamm u
KOHTPOJIHIIIE 3aBUCH 01 Opoja uHQoOpMaIlija Koje MPOrOHUTEIb ToCceayje U 10 KOjUxX
moxe na xohe.’®

Bupryennu mporonuTessn CBoje KpTBe Yy Hajehoj Mepm mpoHamasze
nocehyjyhu ¢opyme u nmpuvaonune. Kaga octBape nmpBu KOHTakT, motpyauhe ce na
ce XPTBHU MPEJCTaBE Kao Jia Cy jOj MpaBW MpHjaTe/bu WX he jeTHOCTaBHO Yy CBOjOj
NEpIENIjH CTBOPUTH TaKBY CJIMKY O MHUXOBOM OnHOCY. JlpyruM peumnma,
MIPOTOHMUTEJh 3aUCTa Bepyje Aa u3Mely mera u KpTBE MOCTOjU jaka M IpPUCHA Be3a,
MaKo je JKpTBa HAaWBHO CaMO KypTOAa3HO OJMOBOpHJIA HAa MHUTama Koja joj je
TPOTOHHUTEh IOCTABHO MPUIHKOM ,,CyCpeTa” y NPUYaOHHUIH Wik Ha GopyMmy.”"

dopyMu Cy HajIOroJHUja MecTa rie HACHJIHMK MOXE Ja o0jaBibyje CBOje
37100Ha MUIJBEH-E U KOMEHTApe, JINYHE MOAATKE O KPTBU WM J]a U3HOCH Pa3IHUUTe
HencTuHe 0 ®Oj. [lojenwHnM ayTopm HaBOAE OCHOBHA O0e€leXkja OBAaKO HCIOJHEHOT
MoHaIama, HaryiamaBajyhu na kox mporoHmresba AOMHHHpa ocehame 3100e, na
MOCTOj Hamepa 3a TaKBO IOHAIIAKE, a CE W3BPLICHE IOHABJbA, MCIOJbaBa CE

OTICECHBHOCT, OCBETa, MAJTPETHpame, a MPETHE U Mporamame He MPecTaje YIpKoC

97 pittaro, L. Michael, op.cit., 2007.
398 McGrath, Michael, Casey, Eoghan., 2002, ctp. 89.
309 Stephens 1995, naBeneHo xox Pittaro, L. Michael, op.cit., 2007, ctp.184
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3axTeBnMa JkprTBe.’ '’ OBAKBO IMOHAIIAIbE KO JKPTBE MPOY3POKYje KOHCTAHTHO
ocehame y3HEMUPEHOCTH U HECUTYPHOCTH.
Ha NuTepHeTy mocToje pa3IuyuTH CajTOBU KOJH C€ Yy TTOTIYHOCTH OaBe cajoep

311
nporambakbeM. Tako HIIp. HCKU O HBHUX

MOKYIIaBajy 1a o0jacHe KOju Cy 3ampaBo
MOTHUBU KOjUMa C€ BOJI€ HMHTEPHET IPOTOHUTEJbM M Jla OBa BPCTAa BUPTYEITHOT
mporamama HHje HUIITAa Oe3as3lieHuja on (M3MUYKOT Mporamama. Jlecer Hajuenthmx
pajiora 3a moHamame NPOTOHUTEIhA Cy: 3aBUCT MIPOTOHNUTEIhA IIPEMa KPTBH, OTICECH]a
NPOTOHUTEJhA KPTBOM, IPOTOHUTEIh MUCIIH JIa j€ HEAOAUPJbUB M HETIOOEANB jep HUKO
“He BHIM ILITa OH pajau, TPEHYTHO j€ HE3alloCJeH U MOTPEOHO MY j€ HEIUTO Ja My
OKyIUpa MaX\kby U OfarHa MUCIH ca APYTror mpodiieMa KOji UMa, JKeJH J1a 3aCTPALIH
XKPTBY W J1a je noBele y MHGEpHopaH IMOJI0XkKa] y OJHOCY Ha cebe, nMa CyMaHyTe
MHCIIH KOje HeMajy JOIup ca peanHomhy, )eiau Aa )KPTBY HOTYMHH NP JPyTHMa,
KENU J1a KPTBY oOpykKa M JOBeA€ Y HENpHjaTHE CUTyaldje Mpel APYTUM JbyAHMa,
“Ma TpodJIeM KOjU HEe MOKE caM Jia Pelly, MPEBUIIIC je Pag0o3Ha0, a Ta PaI03HAIOCT
cTBapa (GpycTparujy 360r Koje YXO1 KPTBY U IPETH joj.°

CMamemeM JeMOTHBAllMOHMX (akTopa MOMYT CTUAA U CTpaxa of
on0anMBama, HHTEPHET MOJKE J1a 0Xpadpu MOjeAMHIE /1a ce YKJbyue Y AMjajior U Ja
y4MHE HeKa Jena Koja Ou y ,,peaiqHoj” KOMYHHUKAIMjH PETKO KajJ YYHHWIIH.
[Iporonutesr KOju OM y JAWPEKTHOM KOHTAaKTy OWO Cy3/Ap)KaH Ja 3alovyHe
KOMYHHUKAIM]y ca TOTEHIMJaTHOM J>KPTBOM, y HMHTEpPHET OKpPYXKEWYy pearyje 0e3
OKJICBama M JKPTBHU ydecTano mabe nperehe mwin y3nemupyjyhe nopyke. Hegocrarax
MHXUOMIIMjEe MOXE J1a MPOTrOHHUTEha ,HaTepa” Ja ce y BUPTYEITHO] KOMYHHUKALUjU
JaKHO TPEJCTaBJba: HUjE PETKa I0jaBa Ja MPOTOHHUTEJh MPEy3Me HICHTUTET HEKOT
npujaTesba WK pohaka KpTBe Kako OW cazHao IMTO BUIe WH(MOpMaIMja, WU Ja ce

313
YaK MpeaAcTaBJba )XPTBUHUM UMCHOM H_II/IpehI/I Pa3INIUTC HCUCTHUHC.

319 Bocij, Paul, op.cit., 2004, ctp.9

31 Quit Stalking Me — Report a Cyberstalker, http:/quitstalkingme.com, nperpasxerno 02. 07. 2014.
T'OJHUHE

312 Ten Reasons Why Someone is Stalking You Online, http:/quitstalkingme.com/2011/07/28/ten-
reasons-why-someone-is-stalking-you-online/, nmpetpaxeno 02. 07. 2014. rogune

*3 Ellison, Louise: “Cyberstalking: Tackling harrasment on the Internet”, Crime and the internet,
London: Routledge, 2001, ctp. 141,
http://books.google.rs/books?id=JRbIBDTIrUsC&pg=PA141&lpg=PA141&dqg=Ellison+Cyberstalking
:+Tackling+harrasment+on-+the+Internet&source=bl&ots=K2rQ0sNGFK &sig=dtrx Wvfu2eS5atvbxvXt
KvYehCml&hl=sr&sa=X&ei=5A-

Ulu_Ge IsgaioY G4BA&sqi=2&redir_esc=y#v=onepage&q=Ellison%20Cyberstalking%3 A%20Tackli
ng%20harrasment%200n%20the%20Internet&f=false, mperpaxkeno 02. 03. 2013. rogune
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Henocratak mTuYHOr KOHTaKTa MPOrOHUTEJbA Ca KPTBOM MOXE Ja JOBEJAE J10
pPa3IMYUATUX TMPOjeKIMja TPOTOHUTEJhA, 300T dYera >KpTBA MOXKE OWTH H3JIOKEHA

onGauuBarmy, MOHIKe®HY win becy.”

VY nuTepaTypu ce HaBOAM Ja j€ BEIUKH Opoj
MHTEPHET MPOrOHHUTEha Beh MMasio MpeTxoaHy KpUMHUHAJIHY aKTHBHOCT, UCTOpHjaT
HACHJIHMYKOT MMOHAaIIamka WiK nopemMehaj nmoHamama Koju IMPEKTHO WU MHIUPEKTHO
nosehaBa BepoBaTHOhy na he ce ocoGa moHamaTH comuomarcki.’ IIpHKyIUbeHe
CTyIMj€ O WHTEPHET MPOTOHUTEJbMMA TMOKa3ajle Cy Ja KOJ HUX IMOCTOju mopemehaj
JUYHOCTH KOjU MOXKE Ja Bapupa OJ BHUCOKOT HHBOA MapaHoje 10 Ppa3IMIUTHX
OTICECHBHHX MUCIH I [IOHAIIAA.

[loctoju  MHOrO THMNOJNOTHja WHTEPHET TNporoHurespa. llomene wu
KJIacu(puKalmje TMPOTOHUTEIbA BpPIICHE CYy IpeMa pa3IMuYUTAM KpPUTEPHjyMHUMa
3aBHCHO OJ1 CXBaTama M0jeJUHUX ayTOpa.

Jenny on mpBux Tunomnoruja mocraBuo je Majkn 3oHa (Michael A. Zona) ca
capajHHIMMA ' Ha OCHOBY aHanm3e 74 ciydaja Koje je mcrmuTHBaa mommmmja y Jloc
Anbhenecy (CAJl). Onu cy HaBenw Ja Ha OCHOBY IOCMAaTpaHUX CIllydajeBa, CBE
MHTEPHET TPOTOHHUTEIhE je Moryhe MomeNuTH Ha: epomomane — WMajy HECTBapHa
BEpOBama Jia je XKpTBa 3ajbyOJbeHa y HUX U Ja 3alpaBo JKelIHu Ja Oyae ca mbuM;
/bybasHe oncecusye — AIMajy HEpEaIN30BaHy JKeJby Ja ca )KPTBOM OyIly Y €eMOTHBHO)]
Be3W, MOHamajy ce ¢aHaTW4YHO, Hajuemhe ce Be3yjy 3a MpOramame IMO3HATHX
JUYHOCTH, BEOMa 4YeCcTO O0OJyjy O CXu30(peHH]e WU HEKOT APYror MCUXUYKOT
nopemehaja, u oncecusye — y Hajpehem Opojy ciyuajeBa peu je 0 OUBIIEM MapTHEPY
KPTBE KOjH KEJIM Ja OCTaHE Y EMOTHMBHO] BE3H Ca *KPTBOM WM Jia jOj C€ OCBETH 3a
HEIITO.

318

Mekdapneju u boruj (McFarlane & Bocij)”® cnpoBenu cy jemHo of

HajoOyXBaTHH]jEI UCTPaKUBamba O MHTEPHET NPOTOHUTEbMMA M HHXOBUM JKPTBaMa.

314 McGrath, Michael, Casey, Eoghan: “Forensic psychiatry and the Internet: Practical perspectives on
sexual predators and obsessional harassers in cyberspace”, 30. journal of the American Academy of
Psychiatry and the Law 81, 2002, ctp. 86, http://www.jaapl.org/content/30/1/81.full.pdf+html,
nperpaxeno 02. 03. 2013. ronqune

315 Hutton, Haantz, 2003; Reno, 1999, maBexeno kox Pittaro, L. Michael, op.cit., 2007, ctp. 184.

318 Mullen et.al, 1999, naBexeHo kox Pittaro, L. Michael, op.cit., 2007, ctp. 184.

317 Zona, A. Michael, Sharma, S. Krunal. , Lane, C. John: “A comparative study of erotomanic and
obsessional subjects in a forensic sample,” Journal of Forensic Sciences, volume 38, 1993, ctp. 894-
903.

3% McFarlane, Leroy , Bocij, Paul: “An exploration of predatory behaviour in cyberspace: Towards a
typology of cyber stalkers”, Journal First Monday, 2005, volume 8,
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W3 pesynrata 100MjeHUX HCTpPaKMBambeM, Ae(UHUCAHE Cy YETUPH TpyIe MHTEPHET
MIPOTOHHTEIhA!

(1) Ocsemonybousu unmeprnem npocoHumespu, 0CGeMHUYKU mun, Beh umajy
KPUMUHAJIHHA JIOCHje M pPaHHWje Cy C€ IMOjaB/bHBAJIM Kao 3J0CTaBjbauu. HbuxoBu
MOCTYILHU MOTY Ja Oyay MHIUKATOp MEHTajgHOr nopemehaja. 3moHaMepHu Cy U 3IH,
pa3BHjajy OpojHE TaKTHKE Ha KOjH HaywH he 3J10CTaBjbaTH JKPTBY, Hajuenrhe
3aTtpriaBajyhu joj €NeKTpPOHCKY TOIITYy, IMajby 3JIOHAMEpPHE IporpamMe WId Kpamy
uaeHtuter. OBa KaTeropuja M3BpILIMIALA UMa TEHACHLM]Y Ja 3acTpallyje, npaTH H
MaJITpPEeTUpa >XKPTBY Ha KoOjy ce ¢okycupa. 3abenexxeHH Cy OpOjHH CIy4ajeBH
Kopumhema pa3IuduTUX ,,TpOjaHana’” oJl CTpaHe OBMX H3BpIIWIAIA, jep Ha OBQj
Ha4YWH OHU JUPEKTHO Mory na yhy y komrmjyrep xkpTBe, nobujajyhu mpuctyn cBum
HCHUM T10/IaI[Ma.

(2) Cmanoowcen unmepnem npocoHumes», TAKTHKY Iporamama 0a3upa Ha
KEJbU Jia KO JKPTBE CTBOPH cTanaH ocehaj crtpaxa m HecurypHocTH. OH je CMUpEH,
YPaBHOTEXEH, HEpa3MeTJbHB. IheroB OCHOBHM Wb je Aa KPTBY APKH Yy CTAIHOM
CTpaxy ¥ TEH3HMjH, Ha Taj HaYMH IITO NpeMa XPTBH HUCIOJbaBa HHU3 ,,perchux”
MOHAIIAkA.

(3) Unmumnu unmepHem npocoOHUmMe/b, POMAHMUYAH MuUN, UMa 3a IWJb 1A
Oyne y TIPHCHO] WM MHTUMHO] BE3H Ca XPTBOM YCJIEI CBOjE€ OICETHYTOCTH HhOME.
Kon oBe rpyme usBpimiana, KapakTepUCTHYHO je 1a he 3a cBOjy *KpTBY omabpaTtu
0co0y mpema Ko0joj raje crpacTBeHa ocehama M HAaKJIOHOCT, 32 Pa3jiHKy OJf OCTaluX
TUIIOBA TJe je Moryhe ma 3a >kpTBY Oyzae Hacymmuie ogabpaHa OMIIO KOja MHAWBUIYA
KOja KOPUCTH MHTEPHET WIH JIPYIITBeHY Mpexy. O mocTynaka mporamama KOpUCTe
ce e-mailovi, web rpyne 3a nIuCKycHjy, cajTOBH 3a yIIO3HaBame U Jp. Paznukyjy ce
ZIB€ TIOATPYIIE MPOTOHHUTEshA: OMBIIM MAPTHEPU WM OWMBIIM TO3HAHUIM/TIPHjaTeIbU
KPTBE U HETMIO3HATE 0CO0E KOje JKele Ja yCIIOCTaBe HHTUMHY BE3y Ca KPTBOM.

(4) Konexmusenu ummepHem npoconumesvy, TIOCTOjE y CIy4ajy Ja JBa WIH
BUILIC JIMIA 3JI0CTaBJbajy jeIHY HCTY JXPTBY. Y OBY TPYIy MHTEPHET IPOTOHUTEIHA
Hajyemrhe cmagajy JMia Koja cy JAeo oApeheHHX HMHTEepecHUX rpyna U KOju Cy

o0y4eHH 3a paJ ca KOMIJYTEPCKMM Mpekama, jep OBaKBO JeNo IMOApa3yMeBa

http://firstmonday.org/htbin/cgiwrap/bin/ojs/index.php/fm/rt/printerFriendly/1076/996/, npetpaskeno
02. 03. 2013. ronuue

136



08pedc 8a HC 3 m 3, ompebo; UIMBEHUX MPENCA KAO 0OIUK KOMIJYMEPCKO2 KU, IUINE
[lospeda npasa Ha npusamuocm 310ynompedoM OPYumeeHUxX Mpexca Kao 0OmuK KOMIymepcKkoe KPUMUHATUMema
o
v

L 4

OpPraHU30BaHHU]y 3ajeTHUUKY aKIH]y Y BUPTYEITHOM HPOCTOPY HEro KOJ MPETXOIHUX
TUIIOBA MHTEPHET 3JI0CTaBJbaAYA.

[IporonuTesb yBek xemu na ce oceha HamMohHo y omHOCcy Ha xkpTBY. Ocoba
Koja ce n3zabepe 3a XKPTBY HHMKaJa HUj€ JeJHAKO jaKa Kao MPOrOHHUTEb. YIPABO je TO
paznor 30or uera cy Hajuenthe >KpTBe MHTEpHET IpOramarka HOBU KOPUCHHIIU
JOPYIITBCHUX Mpeka (HIIp. Jela) H eMOIMOHAIHO HecTabuiHe ocooOe. Tjama u Kymap
(Tjapa & Kumar)®*" cmarpajy ma mocroje Tpu KaTeropuje HHTEpHET IPOrOHUTEIba:

(1) Oncecusnu unmepnem npoconumesb — 3110CTaBJbady KOjU 010Mja 1a Bepyje
Jla je Be3a KOjy je MMao ca XKpTBOM (TpujaTesbCcKa, eMOTHBHA) 3aBpuieHa. Ha oBaj
HA4WH, MPOTOHUTEJb MOKYIIaBa Ha Hau3rieq O0e30omacaH M MCKPEH HAYMH Ja OOHOBH
WM TIOHOBO YCIIOCTABH BE3Y Ca KPTBOM.

(2) Humepuem npoconumesn y 3a6myou — MPOTOHUTEIL KOjU MOXKE aa Oyne
MEHTaJIHO OosiecHa ocoba (momyT cxusodpeHnyapa), Koju Bepyje na usmely mera u
KPTBE TIOCTOje HEPACKUAMBO jake Be3e KOje He cMejy Aa ce mpekuHy. OH je y cramy
71a TIPEeTIIOCTaBJba Jla Ta JKPTBA JIyA0 BOJIHM YaK M aKO c€ HUKajaa HUCY cpenn. OBakaB
TUT TIPOTOHUTEha OOMYHO MOJpa3yMeBa ycaMJbCHHKAa KOjU ce Hajyemihe Be3yje 3a
yJare jKeHe, IMO3HaTe JMYHOCTH, IOKTOpE, YUHUTEJhe M CII. U Hera je HajTexe
0CJI000IUTH Ce.

(3) Oceemonybusu unmepnem npo2oHumes — 0coda koja je OecHa Ha CBOjy
KPTBY, 0e3 o003upa 1a 1M pas3jior 3aucTa TMOCTOJU WIM j€ YMUIIJBEH, HIIP.
HE3a/I0BOJHHHU 3aIIOCIICHU WM OMBIIM MapTHEP, KOju he MmoKyIIaBaTH Ja ce OCBETH 3a
CHUTyallM]y Yy KOjOj OH Bepyje Ja je OM0 BUKTUMHU30BaH.

Hctu ayTopn HaBOJZE J1a TICUXOJIOTHja HHTEPHET MPOTOHUTEha MOXKE J1a Oyrie
pasNTMUHTa jep 3aBHCH O CTENEHA MEHTAIHOT 3/paBba MPOTOHHTE/ha . M4 TaKo
pasnukyjy cienehe THIIOBE MPOroHUTEIbA:

(1) Oobauenu npoconumess — Hajuenihe je OMO y BE3U ca KPTBOM (MaKO UMa
cllydajeBa Kaja je KpTBa 4WiaH MOPOIUIlE WM ONW3aK TpHjaTresb) U CMaTpa Ja je
Opekul Te Be3e HenpuxBarT/puB. OBakBO TNOHAIIAkE KapaKTEpUIIe MeEIIaBHHA

ocehama Oeca U JkeJbe 32 TOMUPEHEM.

319 Tjapa, Anju, Kumar, Raj, op.cit., 2011, ctp. 5
320 Ibid.
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(2) Ilpoconumesn Koju mpasxcu uHmMuMHOCHM — MOTHUB je Hajuemihe jxesba 3a
OCTBapemEM Be3e a 0coO00OM Koja ra (M3WMYKH NPUBIAYM a HEe nenu ocehama ucror
WHTEH3HUTETA Kao ¥ 3JI0CTaBJbay.

(3) ,,Hecnocobnu yosapau” — 310cTaB/bad KOjJU TOKYIIaBa Ja pa3BUje BeE3y
aJli He yCIeBa J]a UCIIYHHU CBE JIPYILITBEHE 3a/aTke Koju My ce Hamehy. Hajuemrhe je
ped o0 ocobama rpaHUYHE UHTEIUTCHIIN]€ WK APYIITBEHO HEMHTEIUTEHTHE 0C00e.

(4) Ocopuenu npoconumesb — IPOTamba CBOj€ KPTBE KAKO OM KO/ HUX CTBOPHO
CTpax M IMOKa3a0 XKEJbY 32 PETPUOYIMjOM 3a HEKO TMOHIKEHE KOje j& TOKUBEO HIIH
MUCIIU /12 j& T0’KUBEO.

(5) Ilpoconumen npedamop — NMPUKYIJba WHPOPMAIMje HA OCHOBY KOJUX Y
CB0jOj CBeCTH cTBapa ¢aHTa3Hje KOje CIyKe Kao MpHUIpeMa 3a CEKCyalHW Hamaja Ha
KPTBY.

(6) IIpoconumen y 3a61you — Hajuenihe moapasyMmeBa 0co0y ca HCTOPHjOM
MeHTaiHe Oosiectr wiu mopemehaja (HIp. cxu3odpeHHja WIM MaHWYHA JICTIPECH]ja),
KOja je mpecraja ca y3UMameM IMPOMHCAaHE Tepanuje W TPEHYTHO JKUBH Y CBETY
(daHTa3Mja y KOMe Cy CTBApHOCT WM 3a0iyjae uchpersieranu. [lomro cama ocoba He
MOJKE J1a pa3iay4H LITa je CTBApHOCT a INTa HHje, OHA 3amajga y cBeT ¢aHTa3uja u
IUIeMa, TIpY 9eMy ce Bedyje 3a oapel)eHy 0coOy U MOYHbe J1a j& IMPOTOHH.

(7) Ilpoconumesn epomoman — Takohe KMBH y CBOM CBETy W Hajuemhe je
MEHTaJIHW OOJIECHWK KOJHM YMHUIIJbA Ja j€ y BE3U ca JKPTBOM, ca KojoM Beh mma
MCKOHCTPYHUCAH 3ajeTHUYKU BUPTYEIIHU )XKUBOT. CIIMYHU IPOTOHHUTEIBY €POTOMAaHY Cy
T3B. ,,Jby0aBHM manoBu” (eHra. Love rats). OHM HHUCY NPOTOHUTEJbU Y IPaBOM
cmucity, Beh je ped o ocobama Koje JyTajy MHTEPHETOM y IMOTpa3H ca ocobama ca
KOjUMa MOTYy Jia CTyle y €MOTHMBHY Be3y. IbuxoBa omnmmka je ma y HCTO Bpeme
OJIpKaBajy HEKOJIMKO TapaJeTHUX €MOTHBHHMX B€3a U JIa j€ HHXOB OCHOBHH Pa3jior
Kopuihema HHTEPHETa YIPaBO OTIOYNHAKE HOBUX BE3a Ca HOBUM JbYAMMA.

Mynen (Mullen) je ca capamgHuIiMa Mpoy4aBao ocyheHe MouYWHHOIE Jena
Mporamama KOJU Cy Ce Hala3Wid Ha JieUewhy y AYCTPalUjCKUM TICHXU]aTPHJCKUM

321

OonHUIAMA. 3aBUCHO OJf MOTHBa HPOTOHMUTEJhA, Y3pOKa 300r KOjUX je MO

nporamama JoUuo, UHPOpMalLKja O MPETXOJHOM OIHOCY HACHIHHMKA U KPTBE U

321 Mullen et al. (1999), naBeneno xox McFarlane, Leroy , Bocij, Paul, op.cit., 2005
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NICUXUjaTPUjCKO] JHMjarHO3M TMPOTOHHUTEhA, IPOTOHUTEJbM CYy MOIVIM Ja ce
KIacu(uKyjy y MeT KaTeropuja:

(1) oobauenu npoeonumes KOju je ca )XPTBOM OHO Y HEKO] BPCTH NPHUCHHU]E
Be3e (mapTHep, WIaH MOpoauIe, OnM3ak mpujaTesb), ma 3axiaheme oIHOCA WIIH
npeku] nocrojehux ogHOca cxBaTa Kao HENPHUXBATIFUB; OBJE IOCTOje TOMEIaHa
ocehama jkeJbe 32 OCBETOM H KEJbE 32 TOMUPEHEM;

(2) npoconumess Koju mpasicu uHMUMHOCH TIOKYIIIaBa J1a OCTBApU U pealin3yje
Be3y ca 0cO00M KOjy JKEJH, a YHjy je MKy Y MOTIYHOCTH IMOTPEIIHO IPOTYMAyuo;

(3) Hexomnemenmuu yogapau je HE3aJ0BOJbAH jep MOKyIIaBa Ja ca ocobom
KOJy JKEJIM OCTBapHW KOHTAaKT, ajldi HE YyCIeBa Ja MPHUTOM HCIOITyje oapeheHe
JIPYUITBEHE HOPME; OOMYHO Cy HIIKET MHTEJIEKTYaTHOT HUBOA WM ClIabHjer cTerneHa
COLIMjaTHE UHTEJIUTeHIIH]e;

(4) o3nojehenu npoconumess ontepehyje cBoje KPTBE KOHCTAHTHOM HaXKEHOM
KOjy JKpTBa JOKMBJbaBa Kao 3acTpamnyjyhy, a momTo He J00Hja peakiujy KakBy
KEJTH, TPOTOHUTEJh MOXKE J1a )KPTBH HAHECE WIIM CTaBH y M3TJen oapel)eHo 3110 uin a
j€ JaBHO TOHU3H;

(5) npoeconumes npedamop TPOTOHU CBOJY KPTBY Kako OW CaKkymuo IITO
BHIIIE IMOJIaTaka O 0] U OCMUCIIHO CTPATETHjy Kako OM MOrao jJa ce NMpHUIpEeMHU 3a
CEKCYaJTH! Haraj.

TojenuHy ayTOp > Cy HA OCHOBY MCTPAKHBAEA Y KOME Cy IICHXHjaTPH]CKOT
MPOICHU TOJBPIIIA 25 MPaBHO MPOLECYUPAHUX MHTEPHET MPOTOHUTEIbA 3aKJbYUHIIH
Jla CBH OHH MOT'Y Jla C€ CBPCTajy y JIBE€ KaTe€ropuje: ncuxomuyHu, KOju UMajy HEKH O
CHUMIITOMa CXH30(peHHje, CYMaHyTHX HJeja ca €pPOTOMAHCKHM EJIEMEHTHMA WIIH
eneMeHTUMa OumonapHux nopemehaja, u nencuxomuunu, Koju mare oxa nopemehaja
pacroyiokema, mopeMehaja JHMYHOCTH WM TIOHAIIaka KOje j€ MPOy3pPOKOBAHO
KopuirhemeM Jpore Uik aJKoxoJa.

OBa xmacudpukanmja OWia je OCHOBa 3a CHCTEM KOjH je€ pa3BHjeH
MOCMaTpamkeM W aHAIM3HPAkEeM MecTa 3JI0YMHA, (POPEH3HYKUM JOKa3HMa,
MpHjaBJFEHUM ClTydajeBHMa Mporamarma Kao ¥ UHTEPBjyHMa ca KpTBaMa Koje cy Oue
nporamaHe, a KOju ce OJHOCH Ha: MPHPOIY OJHOCA KOjU MOcToju u3Mely XpTBe U

HACWJIHHMKA (@ JIU Cy y OJIMKEM OJHOCY WJIH C€ HE TI03HAjy); CaapKa] HHXOBE

322 Kjenlen et al. (1997) naBeneno kox McFarlane, Leroy , Bocij, Paul, op.cit., 2005
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KOMYHUKalije (1a nM je peanaH Wi (aHTasuja, Tj.MOCIEAMLA CYMaHyTHX HJeja
MPOTOHUTEJhA); HHUBO arpecrje Kojy je TMPOTOHHWTEJb HWCIIOJBHO IIpeMa JKT3BH
(He3HaTaH, CpenmU HUBO WIM M3pa3WTa arpecuja); MOTHBE IIPOTOHHUTEIhA
(3a7py0JbEHOCT, TIOCECHBHOCT, Oec, oaMas3jaa), Ka3Hy Koja je ogapehena 3a
NPOTOHHUTEJhA (TIPABHO CAHKIIMOHUCAKE, CMEIITa] y TICUXHUjaTPHjCKy YCTaHOBY,
caMoyGHCTBO 1 1p. ). >

[Ipema BpcTH MOTHBA KOjH Cy KOJI BbUX TpeoBiahuBanu, Moryhe cy pasnnuure
knacuduKalyje IporoHuTesba. bpojHe cTyauje cy mokasajie Ja ¢y Hajuemhu MOTHBHU
KOjH JIOBOJIE JI0 IpOTamarma MyTeM HHTEepHEeTa!

(1) Cekcyanno npoecarware — Kana ce TOMEHE TMporamame, y BehuHU
clly4yajeBa ce MOoJApa3yMeBa CEKCyallHa 3aWHTEPECOBAHOCT jeaHe ocobe 3a Ipyry.
WurtepHeT cmyxu Kao pediekcrja CTBapHOT KHMBOTA U JbYJCKE TNICHXE, a aHOHMMHA
KOMYHHUKaI[{ja OJIaKIIaBa CTyMamke Y KOHTAKT U KOHCTAaHTHO YIIO3HABamhe aKTUBHOCTH
Koje Ta ocoba nma.

(2) Oncecuja mybassy — MOXKe 1a IOUYHE OAMAX IO 3aMOYUIAKBY ,,MHTEPHET
pomance” Kaja jeaHa ocoba oa0uja 3amovynmbame JbyOaBHE HHTEPHET Be3e WM Kaja
jemaHa ocoba He KeJu Jja IPUXBaTH Kpaj Be3e. Takohe, HUCY PeTKH CcIy4ajeBH Kaza ce
,AHTEPHET poMaHca” TIpeHece W Yy peajlaH XMUBOT. [Iporonurtesr OMBa OINCEIHYT
0co00M Koja My eMolidje He y3Bpaha u HacTOju Jja CTalIHO, 1A MaKap U 'y BUPTYEITHOM
cBeTy, Oy/ie Y ’beHO] OKOJIMHH.

(3) Ocsema u/unu mpxcroa — Hajuemhu cy MOTHBHM MHTEPHET IpOramama, a
MOTY JIa TIOYHY OOMYHOM pacmlpaBoM Koja he moBecTu 0 cTBapama ocehama MpKmbe
WIN KeJbe 3a ocBeToM. Kaja Kox MHTEpHET NMPOTOHHTEshAa MOCTOjU OBAaKaB MOTHB,
KPTBa HUJ€ HU CBECHA IITA j€ MOTPEITHO YUNHUIIA YUME j€ M3a3Bajia OBAKBY €MOIIH]Y,
a BeoMa 4ecTo He 3Ha HU KO je y CTBapH 0co0a Koja je MPOrOHM y BUPTYEIHOM CBETY
U 71a 4 je no3Haje. OBaj TUIT IPOTOHUTEIbA HajuyenThe KOPUCTH BUPTYEITHH MPOCTOP
Kako Om ,,m30ammo” CBOja HE3aJ0BOJECTBA M (pycTpaimmje, y3 KeJby Ja ce IPYyru
Jpyu ocehajy norme.

(4) Jak e2o u dcema 3a mohu - UHTEpHET NPOrambambe je TeHEPATHO BE3aHO 32
ocehaj Mohu KOju TMpPOrOHMTEP MMa HAJ KPTBOM, a KOjU j€ HACTAa0 Ha HEroBOj

HEBUIJbUBOCTH M MOTYNHOCTH /1a ce KpHje u3a Tylher min N3MHUIIJBEHOT WACHTUTETA.

323 Wright et al. (1996), naBeneno kon McFarlane, Leroy , Bocij, Paul, op.cit., 2005
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OBa BpcTa NMpOroHUTEJba KOPUCTH OBY Moh na 6u ce xBanuia Mmely npujatesbuma u
Ja OM WCTakja CBOjy WJAEjy BEIMYHMHE, TAKO JIa Cy JKPTBE 0CO0e KOje YONINTe W HE
MO3HaJy CBOT TPOTOHHMTEJha, Beh cCy wu3abpaHe HacyMulle O]l CBHUX HWHTEPHET
kopucHuka. Oco0e koje cy Ouie XKpTBE MHTEPHET MPOTOHUTEIbA OBOT THUIIA Hajuerihe
Cy cMarpaje Ja je HUXOB NMPOTOHUTEJb HEKa 3auCTa CHaXKHa, MONHAa M yTHUIajHA
oco0a, JIOK 3ampaBo MpeTHa WIH y3HEMHpABake MOTY Jia J0Ja3e OJ JeTeTa Koje TO
pamu u3 3a0aBe ¥ HHUje CBECHO MOCTEANIIA KOje Iheropa ‘“3abaBa’” MOXKe J1a U3a30Be.

Bpojun ayTopm Cy moKymaBanu Aa JOBEAYy y BE3y pPa3IHUUTE ICHXHYKE
Gonmectn u mopemehaje ca pagmbOM MPOramama. > Y JTUTEPATYPH CE MOMHIbE T3B.
Knepam6onros cuuapom (Clerambault’s syndrome),’” Bpcra mopemehaja monamarma
CIIMYHA epoToMaHMji. > OBaj CHHIPOM Ce y TEOpHjH KOPUCTH 1a OH ce 0GjacHHIO
OTICECHMBHO U KOMITYJI3UBHO MOHAIIIAKkE 0c00e KOja HCKPEHO Bepyje Ja je Y UHTUMHO]
Be3W ca KPTBOM.>>’ IToGOpHHIM MOCTOjama KiepaMGonToBOr CHHAPOMA 3aK/bYUHIN
Cy [la Mporamame HHUje Mocienuna MeHTaiaHe Oosectw, Beh Buime mnocienuma
nopemehaja moHamama, Hajuemrhe mapasomgHor mopemeliaja U CyMaHYTHX Hueja.” >
[Toctoje Takohe u MPOrOHUTEIBH KOJU Cy “BEUUTH yCAMIBEHUIIN KOjU UMajy Mpooiem
ca [IOKA3MBAF-CM EMOIIHja i 0YajHIUKH XKelle Kby 1 Jby0aB Apyre ocobe,’> aiu ce
npobieM jaBiba KaJa KPTBAa M H-EH NMPOTOHUTEJb HE JIeJie UCTE€ E€MOLMje MM HCTH
onHOC rpema mel)ycoOHOj Be3H.

PenaTBHAa aHOHMMHOCT Ha WHTEPHETY MOXKE Ja MPOY3POKYje HEIOCTaTaK
APYUITBEHUX HMHXHOWIMja M MOPAJHHUX OrpaHUUYCHAa, INTO he NPOroHWTEHHMa
oMmoryhutu na nako mponaljy cBoje HoBe xpTBe. Hemoryhnoct na ce caroBopHuKk
riiefia M CIyma MOXe Ja JIOBEJE N0 TMOTIYHOT OTyhema M OrpaHnYeHa IPYIITBEHE
KoMyHuKaruje. [IporoauTtesr MOXe Ja ce mpeTBapa Ja je HeKa cacBUM Jpyra ocoda
mTo Ta ocno6al)a crpaxa aa he GUTH OTKPUBEH, ONTYKEH U KaKIHEH.

CMamemeM JeMOTHBAIlMOHMX (hakTopa TOMYT CTUAA U CTpaxa of

onbaryBama, HHTEPHET MOXKE J1a OXpaOpH IMOjeANHIIE Ja Ce YKJbYUe Yy AWjasior U Ja

324 McFarlane, Leroy , Bocij, Paul, op.cit., 2005, ctp. 11.

3% Mo ppanmyckom neuxujarpy Gaétan Gatian de Clérambault

326 Dressing, Harald, Henn, A. Fritz, Gass, Peter: “Stalking behavior - an overview of the problem and
a case report of male-to-male stalking during delusional disorder”, Psychopathology Vol. 35, No. 5,
2002, ctp. 313

7 Ibid., cp. 314.

28 Ibid., ctp. 314.

329 Hutton & Haantz (2003) navedeno kod Pittaro, L. Michael, op.cit., 2007, ctp. 184.

330 Bowker & Gray (2004) naseneno kox Pittaro, L. Michael, op.cit., 2007, ctp.181.
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y4MHE HeKa Jena Koja Ou y ,,peaiqHoj” KOMYHHKAIMjU PETKO KajJ YYMHWIH.
[Tporonutess Koju OM y TUPEKTHOM KOHTAKTYy OHMO Cy3JpKaH M OKJIEBAO Ja 3all0uHe
KOMYHHUKAIM]y ca TOTEHIIMjaTHOM J>XPTBOM, y HMHTEpPHET OKpPYXKEWYy pearyje 0e3
OKJIEBama M XKPTBU yuecTaslo masbe nperehe unm yznemupyjyhe nopyke. OH Moxe y
TPEHYTKY BpILIEHA CAaMOT YWHA MpOTamama 1a Oy/le U y CTamy ypadyHJbUBOCTH U Y
CTamy HEYpauyHJbUBOCTH, QJIM jeé BeoMa OWTHO W Jia JIM j€ W3BPIIWIIAIl ,,0TacaH Io
oxommHy“' Tj. ma nM mOCTOjM BHCOKH cTemeH BepoBaTHohe na he W3BpLIHTH
KOHKPETHO KPUBUYHO JIEJIO ITPeMa 0cOOU KOjy MPOTOHHU.

Henocratak nHxuOuIgje Moxe Aa yTHYe HA IPOTOHUTEIhA J1a C€ Y BUPTYEITHO]
KOMYHHKAITUJU JIAKHO TIPEJCTaBJha: HHUje PETKAa I0jaBa J1a NMPOTOHHUTEIh IMPEYy3Me
WJIEHTUTET HEKOr TpHjaTesha WM polaka XKpTBE Kako OM MPHUKYIHO IITO BHUIIE
uH(OPMAIIHja, MK [a Ce YaK MPEACTaBIba KPTBUHAM HMEHOM mupehn HeHcTHHE. >
HenocraTtak JMYHOT KOHTAaKTa MPOTOHUTEhA Ca KPTBOM MOXKE Jla JIOBEAE [0
Pa3NUYUTHX TPOjeKIHja MPOTOHUTEJbA, 300T dYera >XKpTBa MOXKe OWTH H3JI0KEHA
onGaLyBarby, IOHIKEbY HIH Oecy.”

Beza um3mehy mnonamama nporoHutesba M ocehama JKPTBE MOXE Jia ce

334
npuKaxe Ha crieaehu HauMH:

Mopaen noHamama Panme koje ce mpexy3umajy IMocaennue
Hamepno u cranno 3aouparve Hexoj ocobu y - O30uJpHA MPETHA.
MaJlTpeTHpame, NPUBAMHOCHL: - Henocrarak ummn
Y3HEMHPaBaE HITH - HEXXEJBEHO MPHUCYCTBO WIH Mamak ocehama
3acTpamuBame Heke ocobe. | 6musuna (pusmuka, BUIOKpyr wiu | curypHoctu.

BHUPTYEIHA).

- HeKeJbeHa KOMYHUKaIHja (JTM9Ha
WJIU TIOCPETHA).

- IpeTHe (IMPEeKTHE WK
MHIUPEKTHE; YCMEHE WIN Y
nUcanoj Gopmu).

- KoOMOWHaIHWja MPETXOAHO
HaOpOjaHUX MOHAIIAKkA.

3! Npaxuh, dparuma: ,,Cyko6 KpPHBHYHOT [paBa M MEIMIMHCKE €THKE M ICHXMjaTPHjCKe HAyKe Ha

IIpUMepy IICUXHUjaTpHjCKOT BelTauema', 30o0pHuk pagosa [Ipasnor dakynrera y HoBom Cany, 2/2012,
ctp. 202, http://scindeks-clanci.ceon.rs/data/pdf/0550-2179/2012/0550-21791202193D.pdf,
nperpaxkeno 14.01.2016. ronune

32 Ellison, Louise, op.cit., 2001, ctp.141.

333 McGrath, Michael, Casey, Eoghan., 2002, ctp.86.

3% Benschop, Albert: “CyberStalking: menaced on the internet”, SocioSite-Social & Behavioral
Sciences Sociology & Anthropology University of Amsterdam, October, 2003, http://www.sociosite
.org/cyberstalking_en.php , nperpaxeno 14. 07. 2014. roauuxe
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2) Tunonocuja »ymcpmaea u nocneouuye unmepuem npozararsa. CBaku
KOpUCHUK VIHTepHETa M JAPYIITBEHHX MpEKa MOXKE Ja TOCTaHE XPTBAa HMHTEPHET
MIPOTOHUTEIhA, Al UTAK MTOCTOje BYJTHEPAOWIIHU]jE TPyIle KOPUCHHUKA KOjU Cy y Behoj
omacHocTH o Apyrux. To Cy ’KeHe, MATOIETHHIM H HOBUjH HHTEPHET KOPHCHHUIIH.
Craructuke mokasyjy Aa je Hajsehm Opoj *KpTaBa >KEHCKOT I0Jia, a MPOTOHUTEIhA
MYIIKOT TOJa, " amu 3a0eNeKeHH Cy W CIydajeBH 1a Cy MHTEPHET HPOTOHHUTENh U
KpTBA HCTOT moma.’>’ Y  JTepaTypd IMOCTOje  DA3IMUMTH  TOJALH O
pacrpoCTpamEeHOCTH MHTEPHET IMpOramama M KpTBaMa OBOI 00JiMKa 3510ynorpede
IpyIITBEHUX Mpexa. McrpakuBama mokaszyjy nga mely kpTBama mporamama M
WHTEPHET Tporamama mpeosial)yjy oco0e J>KEHCKOr TIoyia: JKpPTBE HMHTEPHET
nporamama cy 52% KeHCKOT 1oJia, 0K je KOJ Iporamama 0Baj Opoj je 3HaTHO Behu
75-80%.%** Oxo 80% MHTEPHET IPOTOHUTEbA j€ MYLIKOI I0ja, KOJUKU je U
MpOLEHAT TIPOroHHTEha yormTe.> HajBehn mporeHar skpraBa u 37I0CTaBsbada je
y3pacta ox 18 1o 24 romuue. ** TIpuanKoM mocMaTparma POIHE 3aCTYIIBCHOCTH Y
OKBHpY Opoja MHIIMICHATa KOjU Cy C€ JIECHUJIU Y PaHUJUM IMApTHEPCKUM OJHOCHMA
IIPOTOHMUTEIhA U KPTBE, MOKEMO J]a 3aKJbYUYHUMO J1a IIPOramamke yCTBAPH MpeICTaBsba
caMO HaCTaBaK HacWJba y MOPOJAMIM U MPETXOJHOT 3JI0CTaBJbama. Ha oBaj HauuH,
MIPOTOHTEJH MOKYIIaBa /1a ,,Ka3HW KPTBY WIH Ja je TPUBOJH Ja C€ MPEIOMHUCITH U J1a
HACTaBH OKOHYAHy Be3y, MPH 4YeMy IpPOTOHHUTEJh Bepyje na he )XpTBa KOHCTAaHTHO
TPHCYCTBO CXBATHTHU KA0 JOKA3 MPUBPIKEHOCTH H OJaHOCTH. !

WuTepecanTHO je UCTpakuBame Koje je centemOpa 2013. romune crpoBena
opranuzanuja 3a nomoh >xenama (Women’s Aid), uuju cy pesynTaTH ykKas3aaud Ha
MOBE3aHOCT HACHJba Y TIOPOAMIIM M MIAPTHEPCKOT HACHJba Ca HACHJBEM KOje ce JelaBa
MPEKO I/IHTepHeTa.342 On ucniutanux 307 >keHa KpTaBa MOPOAMYHOT Hacuiba, 45% je

M3jaBWIO Jla je TMopel Hacuiba y MOPOAMLM 3a BpeMe Tpajamba €MOTHUBHE Be3e

NPEXHUBEI0O W HEKU OJ OONMKa Hacuba W MPEKO JAPYIITBEHHX Mpeka WU

335 Hutton & Haantz 2003, nasexeno xox Pittaro, L. Michael, op.cit., 2007, ctp.184.

336 pittaro, L. Michael, op.cit., 2007, ctp.188.

7 Ibid.

8 Ibid.

39 yar, Majid, op.cit., 2006, ctp. 128.

%9 Corporate Alliance to End Partner Violence - Stalking,
http://www.caepv.org/getinfo/facts_stats.php?factsec=9, mperpaxeno 06. 03. 2012. rogune

3 McGuire, Brian, Wraith, Anita, op.cit., 2000, ctp. 318.

342 Women’s Aid conference links online abuse to off-line violence against women, Women’s Aid,
September 2013, www.womensaid.org.uk/stalking-links, nperpaxeno 21. 03. 2015. ronune
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eJIeKTpOHCKe TomTe, 48% je mpujaBWIIO Aa je J0KHUBEIO HEKY BPCTY 3JI0CTaBJbamba
MIPEKO MHTEPHETA OJ1 CTpaHe OuBIIer mapTHepa, 38% je mpujaBmio Aa je OWIIo KpTBa
nporamama IPEeKO MHTEPHETa HAKOH packuja MapTHEpcKor ofaHoca, 75% je
MIPHjaBUIIO Ja MOJIMIIMja HUje 3Halla KaKko Jja OJpearyje Ha MpHjaBbeHO HACUIbE MIPEKO
uHTEepHeTa a 12% je "ak peKio Aa MoJuIja HaKOH MpHjaB/bHBamba HHTEPHET HACUIba
HHje XTena Hi 1a pearyje.

[Iporamame myTeM MHTEpHETa Ce€ YIJIaBHOM Be3yje 3a KEHE Kao XKpTBE U 3a
HacWbe Koje TpIe oJ] cTpaHe OHMBIIEr MapTHEpa, Ma je TaKO jacHa IOBE3aHOCT ca
MapTHEPCKUM HACHJBEM I HACHJBEM Y MOPOJUIIH, IPH YEMY j€ MPOTabamke MOYeIIo
jour 10K je Besa tpajana.’* JKeHe Koje cy mpexkuBele HACHIBE Y MOPOIMUIH Cy y jOII
BeheM pu3MKy Ja IOCTaHy U XPTBE NPOramama U HAacCH/ba MPEKO HUHTEPHETA jep
HAaCWJIHUILIM 3HAjy J0CTa JUYHUX MH(pOpMalMja O kUMa U 3Hajy Kako U IJe MOTry Jia
uX ,,JIpECpeTHy” M 3J0CTaBJbajy Ha I/IHTepHeTy.345 OBako rienaHo, NMporamame U
37I0CTaBJbalkhe TPEKO WHTEPHETA IPEJCTaB/ha CaMO HACTaBaK PEATHOI HAacWJba y
TIOPOIHII HITH APTHEPCKOT HACHIBA.

[Ipema wuctpaxuBamy, koje je 2002. roamHe cmpoBeia Tpymna aaBoKaTa
3aCTYIIHHKA KpTaBa cajOep mporamarma, 71% CBHX KpTaBa Koje Cy NpHjaBHIC
HacuJbe Ccy OmJie JKEHCKOT 1oja, a 59% muX ce No3HaBaJIo ca MPOTOHUTEIHEM U OUIIO
Yy HEKOj BE3W Cca HBUM. 3a pasiuKy OJ MyIIKapara KOoju Mporamajy MpeKo WHTEPHETa,
xeHe pehe mporamajy HermosHare JbyJie Beh UCKJbYUYHMBO CBOj€ paHHje MapTHEPE WU

348
BUXOBC MMAPTHEPKE.

** Ibid.

3% Mullen E.Paul, Pathe, Michele, Purcell, Rosemary: ,,Stalkers and their Victims. Cambridge
University Press®, 2009,

https://books.google.rs/books?hl=sr&lr=&id=Kir ypPb7I1QC&oi=fnd&pg=PR11&dq=Mullen,+Pathe+
and+Purcell+Stalkers+and-+their+Victims&ots=HGO0TrlavDC&sig=65ass5vvLW105aRWsalL2uW0QIc
8&redir_esc=y#v=onepage&q=Mullen%2C%20Pathe%20and%20Purcell%20Stalkers%20and%?20thei
1%20Victims&f=false, mperpaxeno 24. 11. 2014. ronune

% Perry, Jennifer: , Digital Stalking: A guide to technology risks for victims*, 2012, Women’s Aid,
National Stalking Service and Nominet Trust,
http://www.womensaid.org.uk/core/core_picker/download.asp?id=3492, mperpaxkero 17. 09. 2014.
TOJINHE

* Ibid.

347 Onucano kon Hutton & Haantz, 2003, maBeneno kop Pittaro, L. Michael, op.cit., 2007, ctp. 184.

38 purcell, Pathe, Mullen, 2001 naBeneno kox Pittaro, L. Michael, op.cit., 2007, ctp. 184.
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VcrpaxuBarbe cajoep mporamama y Cpouju MOKA3ano je jga Cy ce KpTBe
nporamama y BehnHu cirydajeBa omse >xeHckor nona (58,4%) u na cy ce Hajuemihe
cyoyaBalie ca ,MHCUCTUPAakeM Ha HEXKEJbeHO] KOMYHHMKAIUjU*, ., IIUPEHEM
HEraTUBHMX  KOMEHTapa U TIJlacMHAa™, ,ClameM 3apaxkeHux  (Qajnosa®,
JAHQIITPHpaeM | HaArIefameM padyHapckor cumcrema“ U ap.°  OBo
HCTPAXHUBALE j€, TIOPE OCTAJIOT, IMOKA3aJIo J1a jé KAa0 OCHOBHO CPEACTBO MPOTamama
kopumthen e-maun (62,5%), 3atum Ttenedon (25%) u mporpamu (cajToBH) 3a
COIMJAITHO yMPEKABAMHE 1 S-MaHII JIHCTE. ° |

[TocToju momarak Ja ako ce TOIUIIke MUPOM cBeTa mnpujaBu oko 6.000.000
ClIy4ajeBa Mporamama, IMPOoIeHa je 1a je oko 60% CBUX Jieia MOYNHCHO Y BUPTYaITHO]
cpequun.”>” Takolje ce mpouemyje ma je mmp. y CAJI jemsa ox 1,250 ocoGa
MOTEHIIMjaJTHU IPOTOHUTEJh Kao U Ja Cy jenHa oA 12 skeHa u jenaH ox 45 mymikapana
6ap jeIHOM Y JKHBOTY GHII JKPTBE IIPOTArbaba.

Cratuctuke u3 janyapa 2008. romgmue mokasyjy ma je tokom 2005 - 2006.
roguHe oko 3.4 MUJIMOHA JbyAM MPHUJaBUJIO Ja Cy Ouie XpPTBE NpOramama MyTeM
uHTepHeTa; 50% WUX je U3JaBUIIO J1a je ca NMPOrOHUTEJbEM HMAllo HajMame jeJaH
HEXKEJbCHH KOHTAKT HeleJbHO, 11% je OmiIo 37mocTaBjhaHO 5 WIM BHILE TOJUHA, a
jemHa oJ cemaM oco0a je Mopasia Ja MPOMEHH MeCTo OopaBKa 300T Mporamama Koje je
tprena.”>* TIpema HCTpakuBamHMa AJMjaHCE 33 OKOHYAE MAPTHEPCKOT HACHIbA
(CALl), Tpu ox 4eTupu XpTBE Cy IO3HABaJe CBOI MPOroHHUTEha: y 22% ciiydajeBa
peu je o OuBIIEeM mapTHepy XpTBe a 'y 16% o npujarespy, IUMEpY UM Cycely KpTBE.
Camo jeqHa o1 AeceT KpTaBa HAaBOJM J1a HE MTO03Haje CBOT 3JI0CTaBJbaya, ITO 3HAYHU Ja
55

Cy HajMameM Opojy CiydajeBa, MPOrOHUTEIBU Cy 3a JKPTBY ANCOTYTHH HE3HAHIIA.

Jlo 3akspydka Ja je ocoba Koja BpIIM Tporamame (Hajuenrhe MyIIKOT Moja) je y

3% PerpaxuBame je cripoBeo PakyiTeT 3a CHELHjaTHy eAyKalijy 1 PeXaOuInTalu]y. y IepHOLY jyH —
centemOap 2009. roaune. [lomamu o xpTBama cajOep mporamarma M00HjeHH Cy on line aHKeTOM O
BUKTHMH3AIMjU 237 NCIMTAHUKA/MUCITUTAHUIIA.
330" Kosauesuh-Jlenojesuh, Mapuna, Jlenojesuh, Bopko: ,Kpree cajbep nporamama y CpOuju”,
TEMU/JIA — yaconuc 0 BUKTUMH3aLHjH, JbYACKUM IIpaBUMa U poay, O6p.3, ronuna 12, centem6bap 2009,
ctp.103
! Ibid.
2 Tjapa, Anju, Kumar, Raj, op.cit.,, 2011, cp. 11
3 Ibid.
3% Corporate Alliance to End Partner Violence - Stalking,
?St;tp://www.caepv.org/ getinfo/facts_stats.php?factsec=9, nperpaxkeno 06. 03. 2012. rogune

1bid.
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BEJIMKOM Opojy cllyyajeBa OCTaBJbEHH, OF0WjE€HH WM OUBIIN MapTHEP KPTBE, KOja je
najuenhe sxerckor moma xomao je u llmuubepr (Spitzberg). >

[IpeMa MHTEpHET HCTpaXHBamby Koje je cmpoBeo bormj’ ' Hajuembie
NpUjaBJbEHU OOJIMK HMHTEPHET Iporamama je ynyhuBame NpeTHH U HACUIHUYKO
NoHaIame y mnpuyaoHunama (47,62%), ynyhuBame NpeTHU TMPEKO eNeKTPOHCKE
nomte (39,88%). Hajsehu Opoj ncrmtaHuka KOju Cy MOIMYHWIH UHTEPHET aHKETY je
u3 Benuke bpurtannje (45,5%), CAJL (39,9%), Kanaze (7,2%) u Ayctpanuje (2,4%).

Crynuja cipoBeneHa mel)y cTyqeHkumbaMa jeqHor koieya y CAJl mokasana je
na on 696 mpujaB/bEHUX WHIMIEHTA Hporamama 24.7% Ouino mporamame MPeKo
enexTporcke momre.”" Iomany u3 KaHienapuje OKpyXHOT TyxKuHoma okpyra Jloc
Anbhenec (CAl) 1999. ronune, kana je kopuitheme MHPOPMAMOHUX TEXHOJIOTHja
Ouo0 Mame 3acTyIJb€HO HEro jaaHac, nokasyjy na je 20% ox 600 mpujaBibeHUX
cllyyajeBa Mporamama OWJI0 M3BPIICHO KOpUIINEHEM EJIeKTPOHCKE IOIITE WM
JMIUTATHEX ~— TexHomoruja.>’  HalMOHANHO  HCTPaKHBAKE  BHKTHMH3ALH]e
nporamameM y CAJl ykazano je na camo 8% »xeHa u 2% myuikapaiia npujaBibyjy 1a
cy Omim *KpTBe Iporamama, o kojux je 1% xena u 0.4% mymikapana mporamame
MIPHjaBUIIO TEK HAKOH 12 Mecenu oj] mpBor noraljaja.360

IMomanm w3 Kamame moka3syjy na je 8% Kanahana npujaBmio na cy Owim

1
KPTBC npeTeth HJIN 3JIOCTAaBJbaYKHUX CJIICKTPOHCKHUX nopy1<a,36

JOK je cim4yaH
npo6iem npujasmino 12% Bpuranana. **
[Tomuumjcko ofieJbeEe 3a HMCTPAKHBAKHE KOMITJYTEPCKOT W TEXHOJOIIKOT

kpumuHanmureta y bbyjopky (The New York Police Department’s Computer

336 Spitzberg, 2002, navedno kod Yar, Majid, op.cit., 2006, ctp. 124

357 HaBeneno xox Bocij, Paul, op.cit., 2004, ctp.13.

% Fisher, B.S., Cullen, F.T. and Turner, M.G.:“Being pursued: Stalking victimization in a national
study of college women*, Criminology and Public Policy 257, 2002., ctp..282, HaBeneHo kox Clough,
Jonathan, op.cit., 2010, ctp. 368

3% Us Attorney General, “Stalking and Domestic Violence” , navedeno kod Clough, Jonathan, op.cit.,
2010, ctp. 368

3% Tjaden, Patricia, Thoennes, Nancy: “Stalking in America: Findings from the National Violence
Against Women Survey”, Washington DC, National Institute of Justice and US Departman of Jusice,
1998, ctp. 10.

%1 Kowalski, Melanie: ”Cyber-Crime: Issues, data sources, and feasibility of collecting police-reported
statistic”, Cat no. 85-558, Canadian Centre fot Justice Statistic, 2002, ctp. 15,
http://www.statcan.gc.ca/pub/85-558-x/85-558-x2002001-eng.pdf , mperpaxeno 01. 11. 2012. rogune
362 Wilson, Debbie et al.:”Fraud and Technology Crimes: Findings from the 2003/04”, British Crime
Survey, the 2004 Offending, Crime and Justice Survey and Administrative Sources, Home Office
Online Report, 2006, ctp. 8§,
http://webarchive.nationalarchives.gov.uk/20110220105210/rds.homeoffice.gov.uk/rds/pdfs06/rdsolr09
06.pdf , mpetpaxeno 04. 11. 2012. rogune
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Investigation and Technology Unit — CITU) cBakogHeBHO IpuMa MpHjaBe KOje ce
OJTHOCE Ha KOMITjyTePCKH KPUMHHAJIHUTET, Hajuenthe nmpeBape, HeoBnamheHne ynaae y
KOMITjYTePCKE CHUCTEeMe, Aeun]y opHOTrpadujy U MHTEPHET Nporamame. O YKyImTHOT
Opoja mpujaBa koje je oBo Onesberme NPUMHIO y Hepuoixy oX janyapa 1996. no
asrycra 2000. romunue, 42,8% mpujaBa ce OJHOCHUIO Ha ,,TEHIKO 3JI0CTABJbAIHE
kopumhemeM KoMIijyTepa MM HHTEpHeTa”.” 310CTAB/BABE MyTEM EIEKTPOHCKE
notTe 6mIIo je 3acTynsbeHo Yy 92% yKkymnHor Opoja ciiydajeBa, 10K Cy OCTalu OOIUIN
3710CTaBJbaba 00yXBaTalIU 3710CTABIbABE Y ,,IPUYA0OHHUIIAMA’”, Pa3IUIUTUM HOpyMUMa
VT HHTEPHET TOpTaInMa. ~

Kana ce y3me y 003up Opoj KOpUCHHMKA WHTEpHETa W APYIITBEHHUX MpPEXKa,
JacHO je na je BeNWKHM Opoj TMOTCHIMjaIHUX J>XPTaBa OBAaKBUX KPHUBUYHHX JIEla.
[Tponemwyje ce aa je y CAJl jenna oz 1,250 oco0a moTeHIjaqTHN IPOTOHUTEB, 1a CY
jenna on 12 sxeHa u jeman on 45 Mmymikapana 6ap jeHOM y KUBOTY OWJIM KpPTBE
mporamama.

Y Esponm, momauu u3 Bpurammje’®® mokasyjy ma je 8% xema u 6%
Mymkapana y bpuranuju 6uino xpTBa nporamama, ITo 3Hauu 1.2 MUJIMOHA KEeHa U
ckopo 900.000 mymikapana Ha TOAUIIEBEM HUBOY.

Kao mTo mocroje pa3iMyuTH TUIOBH WHTEPHET IMPOTOHUTEJbA, MOCTOje U
Pa3IMYNTH THIIOBH JKPTaBa KOje HACHITHUIIA OHpajy.

TloTeHIMjanHe XKPTBE MpPOTamama MyTeM HWHTEpHETA MOjeHHH ayTOpH
KIacu(UKyjy TpemMa HBHUXOBOM IPETXOJHOM OJHOCY Ca HPOTOHHUTEhEM M IpeMma
OKOJJHOCTHMA yCIle[l KOjUX KOjUX je MOTHB Iporamama HacTao. Ha ocHOBY oBuX
KpPHUTEPHjyMa KPTBE POTamamka ¢ MOTY TIOACITUTH Ha:

(1) GuBmIE MapTHEPE — XKPTBA j€ Y OBOM CIIy4ajy Hajuenrhe >KeHCKOT IoJja KOjy
Iporama OWIIIM MOMakK, MyX HJIM MapTHEp, MAaKo Cy 3a0elie)KeHU U Cly4yajeBH

nporamama OUBIIMX MapTHEpPa MYILIKOT TOJa O]l CTpaHe OMBILE MapTHEPKE, ajau y

3HaTHO MamO0j MEpH, JOK Cy 3a0eseXeHH U ClydajeBu Imporamama Mely nmaptHepumMa

363 Yar, Majid, op.cit., 2006, ctp. 128.

3% > Ovidio, Robert, Doyle, James, op.cit., 2003, ctp. 12.

3% Tjapa, Anju, Kumar, Raj: “Cyberstalking: Crime and Challenge at the Cyberspace”, International
journal of Computing and Business Research, vol.2 issue 1, 2011, ctp. 11, http://www.
researchmanuscripts.com/PapersVol2N1Jan2011/1.pdf, mpetpaxkerno 02. 03. 2013. rogure

3% British Crime Survey, 2003, http://www.usak.org.tr/istanbul/files/bcs25.pdf, mperpaxerno 04. 11.
2012. roguHe.

367 pathé, Michele, Mullen, Paul E., Purcell, Rosemary: ,,Management of victims of stalking®, 2001,
http://apt.rcpsych.org/content/7/6/399.full, nperpaxeno 07. 06. 2014. roaune
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uctor nona. OBe xpTBe 00M4yHO ocehajy mperepaHy KpuBHIly 300r Jiomier u3dopa
napTHepa Koja je Hajuemhe moap)kaHa ¥ MOJKPerybeHa O] CTpaHe HajOJIMKe OKOJIMHE
unu npodecruoHanamna KojuMma ce XpTBa obpatu 3a momoh. OBa kareropuja *)pTaBa
MOJXKE Jia TPETPIU HAJIIUPU CIIEKTap OOJMKa HACHIIHUYKOI TOHAIamka KOjU Tpaje
Ayradyak BPEMEHCKHM IEpHOM, a Clajajy M y KaTeropujy pTaBa Koje Hajuemihe
nperpne U pU3N4IKO HaCUJbE.

(2) mo3HaHUKE W MpHUjaTeJhe — OBO j€ KAaTEropuja y K0joj Cy KpTBe Hajuemihe
MYIIKOT T0JIa, a OKWJa4 3a HAaCTaHaK IMPOTOHUTEJHCKOI TMOHAIaka j¢ MOBPEMEHHU
cycper wiu Buleme KpTBe U HaCWIHMKA. [lepruon mporamama je pelaTuBHO KpaTak
cMameHa je MoryhHOCT 32 HacTaHak OMIIO KaKBOT TEXKET 00MIIa Hachba.

(3) ocobe koje ce OaBe oapeheHoMm mpodecujom, 3aHUMABUMa 300T KOJUX
4ecTo J0J1a3e y AOAMP Ca JbYAUMA KOjU CYy MEHTAITHO OO0JIECHH, POOIEMaTUYHU HITH
NIPEBUIIEC M30JI0BAaHM W/MIM YCaMJbEHH Cy y OINACHOCTH Ja OyAy NporamaHe O
CTpaHe MOTEHIINjaJTHOT HACHITHUKA KOJH TPaKH CBOj€ YTOUMINTE OJ IPYTHX MpodieMa
(HITp. 3paBCTBEHU PAJHHIIM, aJIBOKATH M MPABHHIIM, TIPOCBETHU pagHuIN). [Ipexua
npodecroHaHe Be3e Koja je 30ImKriIa HaCHIIHUKA U KPTBY MOe Aa Oyje moBoJ 3a
NpOTamamke, KOje je y JOMEHY MaTOJIOTHje OrOpYeHOI WM MPEeJaTOpCcKOr Mojena
MIPOTOHHUTEJHCKOT TIOHAIIAhA.

(4) xonere u oco0Oe M3 MOCIOBHOT OKPY>KEHa - )KPTBE MpOTamama U3 PaHOT
OKpY’K€Ha Cy Hajuenthe MporomeHe 07 CTpaHe APYIITBEHO HEMpuiaroheHor Kojere
WINA capajJiHuKa, OWBIIET KOJere KOjU BUINE Ty HE paju, KIMjCHTa WM KOPUCHHUKA
ycrmyra. OBaj BUJ Mporamama ce Hajuemhe jaBjba Kaja y paJHUM OpraHu3alujama
HACTaHy BEJIMKE OPTaHM3alMOHE MPOMEHE WM TMOCJE CIPOBEICHOT JUCIUILTHHCKOT
MOCTYTIKa MPOTHB 0CcO0€ KOja je MmocTaia MporoHuTesb. [IporonuTess cMarpa 1a My je
HEIITO Oy3ETO WM Jia je ycKkpaheH 3a HeKo MpaBo, a Jia je )KPTBa KpUBa 3a TO WJIH Jia
je XKpTBa U3 LieJie CUTyalldje U3ByKJa HeKy KopucT. OBaj BUJ Iporamama je BeoMa
OITacaH jep BEOMa 4eCTO eCKaIMpa eKCTPEMHUM HACHUIJbEM KOje HUje OTPAaHUYCHO CaMo
Ha TpUMapHy KPTBY Beh MOXKe Ja MMa yTHIQ) U HA OCTale JbyAE H3 OKpYKeHmha
KPTBE.

(5) Heno3HaTH JbyIM — KpPTBE OMJIO KOT' MPOTrOHHUTEIhA KOju ce MelycoOHo He
no3Hajy. MoryhHOCT 3a mojaBy Hacujba y OBAKBOM OJHOCY pEJIaTHBHO Maa,
HEMEPJPUBO Mama Off PU3HKa KOjH TOCTOjU KaJia ce pajii O MPOTOHUTEIJbY MPeaaTopy
WM Hacuiby u3Mely Hekamammux eMOTHBHUX mapTHepa. CTpax W 30yHBEHOCT

MI0CTOj€ KOJI XKPTBE KOja HE MOKE J1a YTBPJU KO j€ POTOHUTESh U PA3JIOT MPOrambama.
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(6) MenMjcKM TO3HATE JTUYHOCTH - 32 OBY BPCTY JKpTaBa ce Hajuenrhe Be3yjy
MIPOTOHHUTEJFM KOJU Tpake MHTHUMHOCT, NPYIITBEHO HEnmpuiarol)eHW MpOroHUTEJbH,
o3710jeheHr MporoHUTE/bM U IPOTOHUTEIHH TPEIATOPH.

(7) naxxHe XpTBE Mporamama — MOHEKa/I ce JeNIaBa Jja POrOHUTEIbH ONTYKE
CBOJy JXPTBY Jla MX OHa Iporama, Hajuemhe Kao BHUJ OCBETE 300T Maxme KOjy CY
KEJeNIM a HUCY JAOOWMIIN WU Ja O, YKOJIMKO JKPTBA IMPHjaBH MPOTamamkhe, OCTAIN U
Jajbe y KOHTAKTy ca CBOjOM XXPTBOM. Takohe, MOXe aa ce JOTOIU M J1a HEeKaJallmkha
CTBapHa >XPTBa INpOTamama YCJIEJ HEKOT 0e3a3JeHOr KOHTAaKTa WM cycpera ca
HEKaJAlIHUM IPOTOHUTEIHEM ITOHOBO ITOYHE J]a MHUCIIH /1A j€ OIET KPTBa MPOramama
U y3HEMUpaBama, 300T cUTyanuje y K0joj ce Haja3uia v MPEeKUBIHEHOT CTpaxa.

[Tocneauiie mporamama 3a XPTBY MOTy na Oyae Beoma TeIIKe, YNPKOC
YH-CHUIM J1a 10 (GU3HYKOT Hacuiba HUje ponuto. CTpax U aHKCHO3HOCT Cy Hajuemnrhe
M HEHW30CTaBHE peakldje, MOTy Ja ce jaBe W mnopemehaju cHa, aemnpecuja M
camoyOminauke mucid. llojennHa wWcTpakuBama Cy Mokasana na jenHa tpehuHa
KpTaBa 300T TOCJIEIMIIA MPOTamamka MOTPAKHU TICHUXOJOMIKY MOMOh, jeaHa TeTHHA
MOYHE J]a M30CTaje ca paJHOT MecTa, oK 7% jKpTaBa He OyJle y cTamy Ja ce YOIIITe
BpatH Ha mocao.”®® JKprBa je Takohje ,npuMopaHa” 1a CBOj JKMBOT mpHmarohjasa
CUTYyallMju M Jla YMHU CBE Kako OM M30eriia mporoHuTe ha: MPOMEeHH 0poj TenedoHa,
JIOJaTHO OCHUTYpa MPOCTOp Yy KOME KMBH M OOpaBH, HOCH ca COOOM CpelcTBa Koja
MOTY J1a TIOCIy K€ 3a CaM00A0paHy, e Ha Kypc caMooa0paHe, MPOMEHH ayTo, Ja ce
npecey, NPOMEHH 0Ca0, IPOMEHH JINYHU HJICHTUTET (MMe, pe3nuMe), YaK U Ja ce
TIPECENTH Y HEKY APYTY 3eMby.”"

EdexTn koje mporamame MOXE Ja UMa Ha 0co0y Cy BeOMa KOMIUICKCHH U
M3a3UBajy NMPOMEHE y MOHAIIaKkY, IICHXUYKOM CTalky M APYIITBEHOM KHBOTY KPTBE.
[ToceOHO je Bemuku pU3UK 01 TyOuTKa ocehama TUYHE CUTYPHOCTH, TyOUTaK IMocna,
ryOuTaK npujaTesba, HECAHHIA, IPOMEHA PEIOBHUX JPYIITBEHUX HABHKA KOje KPTBa
uma.

[TocToju Bumie (hakTopa KOju Cy MPENMO3HATH KA0 Y3POUHHUIIM KOjU JOBOJIE J10
BHCOKOT HHBOA 3aCTPALICHOCTH KOJ XpTBe.” . IIporamarme HHje je1aH UMH HACHIbA,

Beh je To YMH HacHJba KOjU ce MOHABJba BUILIE yTa, Ty>KE Tpaje U HeMpPeABUIIHHIBO je.

%% Tjaden, Patricia: “The crime of stalking: How big is the problem?”, National Institute of Justice -
Research preview, Washington DC, National Institute of Justice, 1997, ctp. 2

3% McGuire, Brian, Wraith, Anita, op.cit., 2000, ctp. 323

370 pathé, Michele, Mullen, Paul E., Purcell, Rosemary, op.cit., 2001.
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OBakBO TOHaIIalkE JIOBOAM JO CTpaxa M pa3BHjama ocehaja HemoBepema, IITO Y
KOMOMHAIIM]H WMa IECTPYKTHBHE MMOCIEIUIe 32 Mel)yJbyACKEe OJTHOCE KOje KPTBA UMa
ca apyrum Jpynuma. Ocehama HamymITeHOCTH M HemoryhHocTw na ce ympaBiba
CBOjUM J>KMBOTOM Cy BEOMa jaka, a JOJAaTHO HMX MOXE TIOjayaTH HEMpPaBHIHO
pearoBame OJ CTpaHe HaJJICKHUX OpraHa Kaja >KpTBa CMOTHE CHare Ja IpHujaBu
HACUJBE KPO3 KOje TpoJIas3u.

0) Ilpaséna pezynamuea unmepuem npozarara. llporamame mnyTEM
WHTEpPHETA MOCIIEeBUX TOIMHA MPUBJIAYU CBEe Behy Maxmy jep je T100amHo IPYIITBO
MIOYEJI0 CBE BHIIE Ja pa3MaTpa M CTBapa MEXaHM3ME 3a pellaBame npodiieMa
Pa3NMYUTHX BpPCTa 3JI0CTaBJbakba M BHKTHMHU3anuje yommrte. Mako cy y Teopuju
3acTyIJb€Ha U MUIILbEHA J1a HHTEPHET Mporamame Tpeda pa3iIuKoBaTh O ,,pealHor’”’
nporamara, Hajsehn 6poj ApkaBa mpeaBrha caMo KPUBHYHO €70 IIPOTabarmba.”

VYHpkoc craBy CTpy4HE jaBHOCTH Ja MHTEPHET BUKTHMM3AllMja TpEACTaBIba
030WJbHY W CBE Behy mpeTmy APYIITBY JMaHAIIKBHIE, OBAaj MPOOJIEM ce M Jajbe HE
carjefaBa Kao 3JI0YMH M KpUBMYHO Jelo, Beh Kao cBOjeBpcHa ,,JpyLITBEHA

. 5372
KOHCTpyKLHja”

. bpojHe mporieHe mokasyjy Aa je Jell0 MHTEPHET Mporamama CBE
030MJpHMja M yUYeCcTajHja MPEeTHha CUTYPHOCTH KOPUCHHUKA MHTEPHETA ca CBE YeIhuM
TParudHUM TIOCTIeANIIaMa 3a XKpTBE. VHTEpHET MpPEeCTYNHUIHM 3JI0yNoTpeOshaBajy
HOBE TEXHOJIOTHjE¢ KaKo OW CTBapaii HOBE KOHTAKTE W JAPYIITBEHE OJHOCE M HA Taj
HAYMH MPEKOPAYMIIN CBE TPAHHUIIE KYJITYpe U MOpajia MPUCTOjHE KOMYHHUKAIH]E.

Maiu Opoj ApkaBa y CBETY jé CBOJUM 3aKOHOJABCTBHMA MPABHO PETYJIMCAITIO
nporamama IMpPeKo HHTEPHETa Kao KPUBHYHO [0 W YIJIABHUM j€ ped o
3aKOHOJJaBCTBY aHIJIOCAKCOHCKOT TIpaBa.

VY Cjenumennm AMmepuukuM [[prkaBaMa HHTEPHET NPOTramamke je perymcaHo
HajIIpe HAIMOHAIHUM 3aKoHMMa y npkaBama Kamudopuuja (1999. ronune), Tekcac
(2001. rogune) u @unopuaa (2003. FOI[I/IHG).373 Hanac y CA/Jl jenan nmeo apxasa je
NPaBHO pErylinucao THTake TMporamarma INPeKo HHTepHETa Kpo3 3albpaHy
3]I0CTaBJbathba KOPUITNEHEM EJIEKTPOHCKE, KOMITJyTepCKe WK e-mail KoMyHuKaruje

374

(Anabama, Apwusona, Konextukar, XaBaju, Wmunouc, bbyjopk...). [Tojenune

1 Clough, Jonathan, op.cit., 2010, cTp. 369

32 Yar, Majid, op.cit., 2006, ctp.133

B My Space, http://www.myspace.com/johnhollywoodpierce/blog/546361330, nperpaxero 16. 01.
2015. ronune

7% Ibid.
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JpKaBe IpPEeIBHIEIE CYy HHTEpPHET Iporamame Kao KpUBHYHO Jeno (Aspacka,

®nopuna, Oxnaxoma, Bajomunr, Kamnpopanja).®”

VY npxasu Tekcac 2001. rogune
JIOHET j€ 3aKOH KOJHM j€ CAaHKIIMOHHCAHO MPOTramamke MyTeM CpPEeCTaBa eICKTPOHCKE
komyHukanyje (Stalking by Electronic Communications Act, 2001.), a 2012.rogune y
OKBHpY moceOHe ryaBe y KpuBHMuHOM 3akoHy mpeaBH)EHO je 370CTaBJbambe U
nporamame MyTeM HHTepHeTa kKao kpuBn4yHO 1eno (Penal Code - Chapter 33, Section
33.07: An act relating to the creation of the offense of online harassment).”’® V CAJI
nopes; OpOjHMX HAIMOHAIHUX 3aKOHA KOJU C€ OJHOCE Ha MPaBHO pErylucame
WHTEpHET mporamama, 2000. ronuHe u3MeHe U JonyHe GeAepaTHor 3aKOHa KOjU ce
OJTHOCH Ha HacuJbe mpema xeHama (Violence Against Women Act of 1994.) takole
npeBrlajy CAaHKIMOHICAba HHTEPHET [IPOrambamba.” |

KpuBnunu 3akoH Aycrtpanuje goHeT 1999. roauHe NOMymeH je aKTOM KOJUM
je 3abpameHo mporamame npeko mHTepHera (Criminal Code Stalking Amendment
Act 1999),>”® V Bemnkoj Bpuranuju je 1988. roguee TOHET 3aKOH O 3I0OHAMEPHHM
koMmyHukamjama (Malicious Communications Act), y uMjuM je H3MEHaMa u
nomyHama u3 2003. roanHe Iporamame IPeKo HHTEPHETA MPOMUCAHO Ka0 KPUBHYHO
neno (an. 127). 7

VY EBponu je HEKOJWKO 3eMasba j& MPOMHCANI0 W CAHKIMOHHCAIO HHTESPHET
MpoTamamke Ka0 KPUBUIHO JIEJIO.

ITosscka je 2011. roguHe y m3MeHamMa W JonyHama KpuBUYHOT 3aKkoHA W3
1997. roawnHe (4. 19021)3 80 NpeABUICIA KPUBUYHO JIENI0 TPOramame IMyTeM

uHTepHeTa. VHTepHeT mporamame je JAepuHHCaHO Kao 3abpaHa  YMOpPHOT

y3HEMHpaBamba HeKe 0cobe KopumihemeM HHTEpHET WM Tele(OHCKUX Be3a Koje

375 .

1bid.
3% WHOA- Working to Halt Online Abuse, http://www.haltabuse.org/resources/laws/texas.shtml,
npetpaxeHo 16. 01. 2015. roqune
377 Sacco, N. Lisa: “The Violence Against Women Act: Overview, Legislation, and Federal Funding”,
https://fas.org/sgp/crs/misc/R42499.pdf, nperpaxeno 16. 01. 2015. ronune
% CRIMINAL CODE (STALKING) AMENDMENT ACT 1999 - Act No. 18 of 1999,
https://www.legislation.qld.gov.au/LEGISLTN/ACTS/1999/99ACO018.pdf, mperpaxeno 16. 01. 2015.
T'OJHUHE
37 3aKoH 0 370HaMEpHIM KOMyHHKaIujama Benuke Bputannje (The Malicious Communications Act),
1988. ca usmenama u gomynama u3 2003. roguse,
http://www.legislation.gov.uk/ukpga/2003/21/pdfs/ukpga 20030021 en.pdf, nmperpaxkeno 14. 01. 2015.
TOUHE
3% Kpusuunn 3axon PeryGmuke IMosbcke (Kodeks karny), 1997 ca m3menama u momysama u3 2011.
TOJIUHE,
http://www.legislationline.org/download/action/download/id/4286/file/POLAND CC_am2012 %?20P
L.pdf mpetpaxeno 16. 01. 2015. roqune
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pe3ynTyje ocehambeM HECUTYPHOCTH M yTPOKEHE NMPUBATHOCTH Y3HEMHUpaBaHe 0cobe.
[Tponmcana ka3Ha 3a OCHOBHU OOJIMK OBOT KPMBUYHOT JIeJa je Ka3Ha 3aTBOpa A0 TPH
roJuHe, a YKOJMKO W3BpIICHE Jieja JoBeAe A0 camMoyOHucTBa y3HEMHUpaBaHE 0co0Oe
MpoIKcaHa je Ka3Ha 3aTBopa A0 jAeceT roauHa. [Ipema oapendama 3akoHa, KPUBHYHO
JIeJI0 C€ He TOHU TI0 CITyk0eHO]j Ty KHOCTH, Beh 1o 3axTeBy omreheHor. 381

Kpusnunu 3axkon KpasseBune llnanmje m3 1995. rommHe ca m3MeHama u
pormysama w3 2011. rommme (wr 183)’** kao kpuBMYHO €0 mpommcyje u
CaHKIIMOHHMIIIE jeIMHO Y3HeMHpaBame Juia Miaahux ox TpuHaecT roguHa. KpuBuuno
JIe0 TOCTOJU KaJa Heka o0coba TOCpPEeICTBOM HMHTEpHETa, TelnedoHa WU
KopuithemeM MHPOPMAIMOHUX U KOMYHHUKAIMOHUX TEXHOJIOTHja KOHTAKTUpa JIUIE
miahe ox 13 roanHa ¥ MOHYAW MY Jia C€ ca UM y>KHBO Hale, a 3aTHUM W3BPIIU OHUIIO
KOj€ KpUBUYHO JIETIO U3 TPYyIe eia MPOTUB MOJIHE CI000/ €.

VY Kpusnunom 3akoHuky PemyOnuke CpOuje nena mporamama U IMporamama
MIPEeKO MHTEPHETa HUCY mpeaBul)eHa Kao moceOHa KpUBUYHA Jiea. YKOJIHMKO Johe 1o
OBUX KPHUMHUHAITHHUX TMOHaIIama, Moryhe ux je kBaaudukoBaTH y OKBHpY moctojeher
KPUBUYHOT Jiefla KJIACHYHOT KPUMHUHAIUTETa Kao IITO je YrpoXkaBambe CUTYPHOCTH
(w1. 138) yKOIMKO je yrposkeHa CHUTYPHOCT HEKOTI JIMIIAa MPEeTHOoM Ja he ce HamacTu
KUBOT WJIH TEJIO TOT WU HeMy Omuckor nmma. MehyTtum, HajBuIIe ciydajeBa
nporamama IMyTeM WHTEPHETa BPIIN CE YIIOPHUM ClameM y3HeMHpaBajyhux mopyka
Koje y ceObu He MOpajy Aa caJpiKe OTBOPEHO M3paXEHY NMPETHY 300T yera ce He MOTy
KBAIM(UKOBATH Kao KPHUBUYHO JEJI0 yrpoxkaBame curypHoctu. C oO3upoMm Ha
PacrpoCTpamEHOCT OBE M0jaBE U HA 3aKOHCKY HEPETyJIHMCHOCT, HEOIXOIHO je Aa ce Y
KpuBruHOM 3aKOHUKY TPEIBUIN WHTEPHET MPOTamhamkhe Kao OCEOHO KPUBUYHO JIEII0
y OKBHpPY KOra OM ce TauHO IMpelu3upale paame U3BPIICHA U CAHKIIMOHUCAIO TaKBO

l'[OHa.IJ_Ia_I-be.383

381 K osifiski, Jerzy: ,,Cybercrime in Poland®,
http://www.academia.edu/3878063/Cybercrime_in_Poland, nperpaxkero 16. 01. 2015. rogune

32 Kpupuunn 3axon Kpamesume Ilmanmje, 1995. ca m3menama m nomyHama u3 2012. roause,
http://www.legislationline.org/download/action/download/id/5160/file/Spain_Criminal Code Codigo
Penal.pdf, nperpaxeno 18. 01. 2015. ronune

% C o63upom Ha To 1a cy xkeHe Hajuemhe KPTBE MPOramama, OPraHU3alje ,,AyTOHOMHH JKEHCKH
nokpet” U ,,Mpexa xKeHe MPOTUB Hacuiba™ 3aTpaxxuie cy ampuina 2015. na ce aeno nporamama yBeae
y KpHBHYHM 3aKOHHMK M TOHOBHJIC 3aXTEB 3a MOJATHY 3alUTHTY JXPTaBa IAapTHEPCKOr W HACHUIbA Y
mopomumm. Y caommremy cy moxacetmie ma je CpoOmja 2013. rommue patndukoBana KoHBeHIH)jy
Cagera EBpore o cnpedaBamy W O0pOH MPOTHB HACHJha HAJ KCHaMa M HAaCHJba y MOPOIHUIH Koja
3aXTeBa Jia ce Iporambarme NPONHIIe Kao KpUBHYHO Aeno. Te opraHuzanmje cMarpajy aa apxasa Tpeda
na mpomuiie 006aBe3y mnpodecroHanala Koju IOCTyNnajy y cliydajeBUMa MapTHEPCKOT M Hacuiba y
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h) Oénuuu 3awmume 00 unmeprHem npozarara. OOIUIU 3aIITUTE O]
MHTEpHET Nporamama 00yXBaTajy JMYHE NPEBEHTHBHE CTpaTerje, 3aKOHOJAaBHY
peryiaTuBy U pellera 3a MPEeBa3WIaXeHhe TEXHUYKUX MaHa JIPYIITBEHUX MpExXa.

Tjana u Kymap™™*

Cy Ha OCHOBY CIIPOBEJCHHX MCTPAXHBaba 3aKJbYUMUIH Ja TOCTOjU
HEKOJIMKO YHUBEP3AIHUX METO/Ia 3a 010paHy 0/l MHTEPHET MPOTrOHUTEIhA:

(1) manonerne ocobe Koje Cy KpPTBE HMHTEPHET Iporamama MOpajy za o
HACHJbY KOj€ Cy JOXKHBEJIe TIOpa3roBapajy ca poAuTesbHMa WM ca HEKOM OJpaciioM
0co00M y KOjy UMajy MOBEpEHa;

(2) y cinydajeBuMa Kaza XpTBa 3HA KO j€ HEH MPOTOHUTEb, HEOIXOIHO je Ja
My YIyTH MUCMEHY ONOMEHY Yy KO0joj he Ha3HauuTH Ja jé KOHTAKT HEXEJbeH U Ja
KEIU Jla PeKUHE ajby KOMYHHKAIIM]y Y CBAKOM CMHUCIY; )KPTBa OBAaKBO yIO30pPCH-E
Tpeba Ja moiase camo jefaH IMyT U J1a HU 0 KOjy LIEHY HAaKOH TOTa He KOMYHHUIMpa
ca HaCWJIHUKOM;

(3) xprtBa Mopa Ja HMa cadyBaHe CBE€ TparoBe KOMYHHKalHje ca
MIPOTOHUTEJFEM Y ENEKTPOHCKOM M INTaMIIAHOM OOJIMKY jep CBE TO MOXKe Aa Oyne
JI0Ka3 YKOJMKO je HACUJIHMK YIOpaH Ia KPTBa MOpPA J1a MOTPAXKU 3AIUTUTY MOJIUIH]je
WIH CYJIa;

(4) o cBakOM OOJMKY MHTEPHET Mporamama KpTBa Tpebda 1a 06aBecTH CBOT
MHTEpHET TMpOBajAepa jep MHOTM TpOBajIEpU M CEPBUCH HMajy MoryhHOCT
»punTpupama” Tj. 3a0paHe WIM CeleKIMje KOMYHHUKanuje ca oapeheHnm ocobama
i O61okupame oapeheHnx caapxaja;

(5) xpTBa MOXE Ja BOAM [HEBHHK y KoMe he Ha3HaYUTH JaTyM CBakKe
KOMYHHUKaIIFje ca IPOTOHUTEIhEM, MPETHE KOje jOj Ce CTaBbajy y M3rJel, Aa Oenexu
emolyje koje oceha 300r NpeTHH U KaKO OHE YTHUY Ha CBAaKOJHEBHH KUBOT U OJHOCE
ca TOPOAMLIOM M HajONMKOM OKOJMHOM, Kao M Mepe Koje je mpeaysena na oOu
Crpeydnsia CBOT IIPOTOHUTEIbA J]a HACTABH Ca HACUIBEM;

6) xpTBa Tpeba Ja MoJHECe MpUjaBy HAjOIMKO] MOJIMIUCKO] CTAHULU WIIH
HQ/IJIKHOM Cyay, Kako OM BHIeNa Jla JM OJf OBHX OpraHa Moxke Ja o00e30emu
oarosapajyhy 3amrury;

(7) 6e3 063upa Ha mpeay3UMame OAroBapajyhux mepa oJl CTpaHe APKABHUX
oprasa, cama >KpTBa Tpeba Ja pa3MHUCIH O NMPOMEHH MHTEPHET MPOBajaepa, aapece
eJIEKTPOHCKE ToITe, Opoja TeneoHa YKOJIMKO je MHTEpHET IOBE3aH ca UM, O
Kopuithermhy HOBHX U CUTYPHHJUX CEpBHCAa Ka0 M O MHCTAJUpamy MporpaMa Koju

oMoryhaBajy eHKpHIIIIHjy caapikaja UiIu 00JbY 3aIUTUTY IPUBATHOCTH.

NOPOJHLIM J1a TIPOLCHYjY PH3HK OZ IOHABJbakha HACHIbA U O HACTYINAkha CMPTHE Mocienuue. Budemu:
Hosu marasuu on 21. 04. 2015. roxune, http://www.novimagazin.rs/vesti/nvo-proganjanje-treba-da-
bude-krivicno-delo, mperpaxeno 22. 10. 2015. rogune

384 Tjapa, Anju, Kumar, Raj, op.cit., 2011, ctp.8
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VY nurepaTypu ce HaBOZAE IMOKEJbHA MMOHAIIalka KOPUCHUKA WHTEPHETa Kao
OGIIMIIM 3AIITHTE O] POTarbarba MPEKo HHTepHeTa. - To cy:

- BEpOBamkE€ CBOJjUM HWHCTUHKTHUMA, INTO 3HAYM Ja c€ Ha TpBU ocehaj
HEJIAaroJHOCTH WJIM HENpHjaTesbCKe KOMYHHKAIlM]e U3IIoTyje U3 cajoep mpocTopa Uiu
OJI0KHpa MPHUCTYT CBOM MPO(uIIy 3a 0co0y KOja IMPEeTH MU 3acTpallyje;

- MpOILIEHA J]a 1 OM MPECTaHKy JaJber y3HEMHpaBamba JAOMPUHENO CTABJbAhE
70 3Hama 0coOM Koja y3HEMHUpaBa Ja ce MPEKHJa CBaKU KOHTakT M ja he ciemehe
yY3HEMHUpPaBamke ONTH MPUjaBIFEHO TIOJIUIIN]H/TYKUJIAIITBY;

- 4yBame IEIOKYITHE JOKyMEHTAIMje O KOMYHUKAIIjU ca IPOTOHUTEIHEM Kao
JI0Ka3, Ipy YeMy Tpeba KOPUCTUTH print screen OIIujy;

- YyBame JOKyMEHTAIMje 0 KOMyHHKAlMjU ca aIMUHUCTPATOpUMa JPYIITBEHE
MpeXe WIM ca MpeJCTaBHULUMA TNOJHIMjEe WIM TYXWUJAIITBA, AaKo IpHjaBH
MIPOTOHHTEJhA HAUICKHUM MHCTUTYLIHjaMa;

- OnokMpame Wik GUITpUpamke MOPyKa KOje CTHXKY OJ1 TPOTOHUTEIhA;

- TOJHOIIEHE KAIO0E aIMHHUCTPATOPY MAPYIITBEHE MpEXKe YKOIUKO
NPOTOHHUTEh CTaB/ba O HEMY/H0] 3JIOHAMEPHE CcajpXkaje Ha Jpyre HHTEPHET
CTpaHMIIE WJIM JPYIITBEHE MpexXe, Kao M Ja Tpaxkeme Onokupama HII aapeca
IIPOTOHHUTEJhA, YKJIAWmamke 3JOHAMEpHUX 00jaBa W YNo30paBame MPOTOHUTEIbA Ja
MIPEKHHE Ca TAaKBUM TOHAIIAHEM;

- CaOIIITaBakhe CBOJUM MpHUjaTe/buMa U TIOPOAMIIN O TIPOTaaBbY .

OBO cy camMo HEKH O] OOJHMKa 3alITHTE OJ MPOTramama MyTeM HHTEPHETA.
Kako je mHTEpHET y caBpeMEHOM JPYIITBY IOCTA0 HEOJBOJUBU CBAKOJIHEBHH JICO
’KMBOTa BEJUKOr Opoja JbyIH, HUje pEICHE jeTHOCTABHO HCKJBYYHTH KOMIIjyTepe:
MHTEPHET KOPUCHUIIM MOpajy Ja Hayye Kako caMu cede Ja 3aIlTHUTE OJ CBUX BpCTa
MOTEHIIMjaJTHO OTIACHHX TOHAIIaka Ha MHTEPHETY jep je J0caJallmba mpakca moKas3ana

JAa CBAKO KO KOPHUCTHU MHTCPHET MOKE J1a ITOCTAHEC XPTBa.

3abenexeH je u cirydaj arnconBeHTa ca YHusep3urera y Can J{ujery, CAJl, koju je TokoM
1eJie TOMHE MAJITPETUPAO U IIPEKO MHTEPHETA [IPOramkao CBOjUX IeT KOJICTHHHULA TAaKO IITO MM je
cl1ao CTOTMHE HacWiIHHMX W mpeTehux enekrpoHckux mopyka. (Benschop, Albert, op.cit., 2003)
HNuTepecanTHa je YMIBCHHUIIA J1a Ce OBaj Milaanh HUKaJga 3alpaBo HHUje JIMYHO CYCpPEo ca jKeHama
KOje je MaJITpeTHpao, IMITo ToKa3yje Ja y ClIydajy mporamama IpeKo HHTEPHETa HHje MOTPeOHO aa
IOCTOjU OMIIO KakBa JIMYHA Be3a M3Mely >KpTBE M NPOTOHMTEJhA, KAao M Ja je Moryhe na jeman
MPOTOHUTEIb y UCTO BPEMe MaJTPETHPa BUILEC KPTaBa.

3 Komnko cam Ge3bexna? — Ge30€I0HOCHE MpPENMOPYKE 33 KEHE M JeBOjKe, AyTOHOMHH JKEHCKH
uenrap, Opranu3aiyja 3a eBporcky 6e30e1HoCT U capaamwy — mucuja 'y Cpouju, 2015, ctp. 18-22
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Awmepnuka rrymuna Ilarpuma Apker (Patricia Arquette) Ouna je mpuMopaHa aa yracu
cBoj 3BaHn4HU Facebook mpodun HakoH mTO je 00jaBmiIa J1a je mporamaHa MPEeKo Hajlora Ha OBOj
IpymTBeHo] Mpexu. Lleo mpobneM je modeo Kaga je HalpaBJbeH SKCIEPHMEHT Ja ce IT03HaTe
JUYHOCTH TIPEKO PYIITBEHE Mpeke 30IMKaBajy W YIIO3HAjy ca OCTaUM KOPHCHHUINMA, Kako Ou
UM TOKa3aJy Jla Cy UCTH Kao U cBY Jbyau. Ilocie HeraTHBHOT UCKYCTBa KOje je MMaia ca jeTHOM OJ
KOpPHUCHHIIA JIPYIITBEHE MpEXe Koja je mouena Ja je mporama, rIyMHLA je CBUMa Hopyduia Ja
HHMKaKO HE CTyIajy y KOHTaKTe ca HENO3HATHM JbyAMMa IIyTeM ApYLITBEHHX Mpeka U 1a He
MpUXBaTajy  3axTeBe 3a MPHjaTe/bCTBO 0a ocoba  Koje  3ampaBoO HE  IO3HAjY.
(Patricia Arquette quits Facebook after alleged cyberstalking,
http://www.digitalspy.co.uk/showbiz/news/a344419/patricia-arquette-quits-facebook-after-alleged-
cyberstalking.html, npetpaxeno 28. 10. 2011. roaune)

Wnrepecanran je ciydaj koju ce 1999. rogmue norogmo y CjeaumeHnM AMEpHUYKHM

HpxaBama. Jlajam Jyerc (21) KOHTaKTHPAO je HHTEPHET NETEKTHBCKY arcHIIN]y 3a HCTPaXHBamka U
npyxame nadopmarmja (mog mmeHoM Docusearch) na im Mory ma my nmpoHaly aatym pohema Emu
JIun Bojep (20) kojom je OMO OmCeAHYT joll O] Kaja Cy MOIuM y cpenmy mkony. (HaBeneno xox
Pittaro, L. Michael, op.cit., 2007, Electronic Privacy Information Center: “The Amy Boyer case”,
2006, Electronic Privacy Information Center Web site http://www.epic.org/privacy/boyer/ ,
nperpakerHo 06.03.2015.roaune) Kako oBa morpara HUje ypoawiia IUIOAOM, jep HHjeIHA Of
npoHal)eHnx ocoba ca OBUM MMEHOM U MPE3UMECHOM HHje OWjia OHa KOjy je JyeHC TpaXKHo, OH je
[OYeo Jia TPaku Opoj IHEHOT COIMjaTHOT OCUTYpamha | MmojaTke o MecTy riae bojepora paau. 3a Ty
CBPXY je 0BOj areHuuju riatno ckopo 200 monapa, a jerHa oJ1 3a0CIIeHNX y areHINjH je 3Baja CBe
npoHaljeHe eHe Koje cy Morue aa oyay ,,rpaxena’ Emu Jlun Bojep mox KoHa4uHO HUje IMpoHaIIa
azpecy mociozaasia koj kora je bojeposa pagmina. Oxtobpa 1999. rogune JyeHc ce ca MUIITOJbEM
YIYTHO Ka CTOMATOJIOIIKOj OpJMHAIUjU y K0joj je Emu Jlun bojep pamuia, cadekao je na 3aBpiid
ca TOCJIOM | TYIao Y By jeJaHaecT IyTa YCMPTHBINH je, HAKOH 4Yera je M3BPIINO CaMOyOHCTBO.
Tex kacHHje, Kana je Bol)eHa McTpara, OTKpUBEHO je Ia je JyeHC JOK je MOKyImaBao aa mpoHahe
BojepoBy sBe roauHe npe yOMCTBA HAPaBHO U OJPXKABA0 MHTEPHET cajT Ha3BaH Amy Boyer (Net
Crimes, http://www.netcrimes.net/ Amy%20Lynn%20Boyer _files/liamsite.htm, nperpaxeno 27.
11. 2014. roauHe), Ha KOME je EKCILUTMLIMTHO 00jaBUO CBE JleTajbe BE3aHE 3a HEroBy IMOTpary 3a
BOM, 33 TO KaKO je MOKyIIaBao roadHaMa 1a joj yhe y Tpar u aa je mpartw, 3a cBe mmra je ocehao
mpeMa h0j U Kako je IuiaHupao na je youje. (Spencer, 2000 naBemeno koxa Electronic Privacy
Information Center: “The Amy Boyer case”, 2006) Ha oBom cajTy JyeHc je oOjacHHO Kako ce
3a5pyono y bojepoBy 70K cy jomr Omiu y ocMOM paspeny, Kako ra je oHa og0ujajia Kaja cy KpeHylIn
Y Cpemy IIKOJY, a 3aTUM, Kao Peaklijy Ha oa0ujame, U BberoB 00pasiokeHH! IUIaH 3aIITO U KaKo
BojepoBa mopa na ympe: ,,Kaoa uzahe uz opounayuje u yhe y ceoj aymo, ja hy ce dogecmu 00
FbeHUX KOAA U OIoKUpamu joj nym maxo wimo iy 0a napxupam moj nposop y3 reeH, a 3amum fiy oa
usgyuem moj nuwmoss u oa je ynyyam . (Ibid.) YupaBo oBako ce U JOroAwio. JyeHc je ImIaHnupao
na youje u ueny noponuily bojepose, aju je o4MIie HO MPOMEHHO IUIAH OMKCAH Ha CajTy KOjH je
HAaIPaBHO Uy aeKTy U3BPILINO CaMOyOHCTBO.
Kana je ucrpara oTmouera u MocTojame cajTa OTKPUBEHO, TOCTABUIIO CE U MHUTakhe Kako je moryhe
na cy JyeHcoBe HaMepe Jia TIOYMHH OBaKaB CTPaBUYaH 3JI0YMH MOTJIE Jia TPol)y He3anakeHo M KaKko
HUKO Ha BHX HHje pearoBao? Kako ce y TOKy IHOCTynKa rokasajo, Bakehu 3akoHM cy 3ampaBo
HeMOhHM y BHPTYEIHOM CBETYy MHTEpHETa KaJla C€ MHTEPHET IPOrOHMTEJbM HE Hajla3e y HUCTOj
IOpKaBH TJAE W XKPTBA, a MOCEOHO Kaja ce paau O MpeTmaMa a A0 (U3MYKOT KOHTAKTA HUje HU
nouwo. [lopen mocrynka 36or ybucrBa bojepoBe, HMOKpeHYT je joIl jeJaH CYACKH IOCTYHaK:
poaMTesbl yOMjeHe Cy TY)KWIN MHTEpPHET JIETEKTHBCKY areHIMjy Kojoj ce JyeHc obOparuo, 300r
olaBama JIMYHUX MMoJaTaka o caga mokojHoj Emu Jlmn Bojep u rpy0or kpiieme MpUBaTHOCTH.
(Cmygaj Resmburg v. Docusearch, http://caselaw.findlaw.com/nh-supreme-court/1132429 html,
nperpaxeno 27. 11. 2014. rogusre )
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3.1.3. Cexcyanno nacu.we — nojam u nojasHu 00 1uyu

CekcyanHo Hacuibe IMyTEeM HHTEPHETa M JPYIITBEHUX MpEXa IPeCTaBIba
jemaH onx OOJHMKa 3J10CTaBJbamkb€ Kajla Ce€ WHTEPHET, JPYIITBCHE MpeKa WM HEKU
JpyTH €JEeKTPOHCKM HAaYMH KOMYHHKAallMje KOPHCTH 3a HCIIOJbaBalke€ HACHIIHOT,
ManTpetupajyher m HexeJbeHOT TOHAIIalke OMIIO OJ] CTpaHe jeHe 0co0e WM Of
cTpane rpymne.’*® Y3HeMupaBame myTeM HHTEPHETA MOXKE [a HMMa PasIHunTe 00JIHKE,
MOYeB OJl Cllakba Topyka uiau Qororpaduja myTeM HHTEpPHETA HW/WIA MOOWIHOT
TenedoHa Koje uMajy 3a UJb J]a HEKOT MOBpeJe, Y3HEMUPE MM Ha OWIIO KOjU JpyTH
HAYHMH KOJI HeKe ocobe cTBope ocehaj HemaromHocTH, ynyhuBameM nperehux mopyka,
CEKCyalTHOI HacWjba, IMOJCTHIAka Ha TPYNHY MpXKIbY, Hamajae Ha IPHUBATHOCT,
Bpehame, HecaBeCTaH TPHUCTYN INTETHUM CAAPKajUMa, IIUPEHE HACWIHUX U
YBPEIJBMBUX KOMEHTapa  CJI.

Hajuemthu o0muk cexcyaaHOT HacWJba BaH BHPTYETHOT CBETa j€ CEKCYaJHO
y3HeMHpaBame, Koje, mpemMa Kiacudukanuju kojy je mao Tuma (Till)*™ moxe na ce
UCIIOJbH Kao POJHO 3aCHOBAaHO HACHJbE, HEXKEJbEHA CEKCyallHa MakKkha U CEKCyalTHO
3aJI0BOJBCHE.

CekcyarHO  y3HEMHpaBame  NpPEACTaB/ba  IMHPOKO  PACTIpPOCTPAREHU
IpymTBeHH ()EHOMEH KOjU Ce€ jaBJba y CBAKOJAHEBHHUM KOMyHHUKarujama. Hajsehu
6poj KPTBA OBE BPCTE y3HEMHUPABAKbA Cy HKEHE,  ® 3aTHM MyIIKAPIH, XOMOCEKCYaIIH
u jnena. Hajmmpe mocmaTtpaHo, CeKCyaaHO Y3HEMHPaBame MPENCTaB/ba HACHIHUUKU
YMH YCMEpeH MpoTuB ocole, KOjUu TMojApa3yMeBa pasziIHuuTa [OHAIIama O]
CEKCHCTHUKE JUCKPHMUHALjE 0 CEKCyaaHe arpecuje.” POoOHO 3ACHOAHO HACUbeE
nmopa3syMeBa HeMoXkeJpbHEe BepOaslHe U BU3YyEIIHE KOMEHTape U nmpumeoe koje Bpehajy
NOjeIMHIIA HAa OCHOBY IOJla/poja WM KOjU MMa 32 IIMJb Ja H3a30BE HETaTHBHE
eMolje (HIp. MOCTaBJbamke MOPHOTPA(CKUX CIMKA Yy JABHOCTHU WJIM HA MECTHMA TJe
ce TO cMaTpa YBpEeIJbUBUM, MpHUYAmhEe NIOBUHUCTUYKUX BUIEBA, MpUMende Koje Cy

ponHo aerpaaupajyhe wm ci.). Heojwcemena cexcyaina najcrsa OTHOCH C€ Ha

36 Virtual world, real fear: Women’s Aid report into online abuse, harassment and stalking, Women’s
Aid Federation of England, 2014, www.womensaid.org.uk, nperpaxeno 08. 01. 2015. rogune

*¥7Til1, 1980, npema Barak, Azy, op.cit., 2005, ctp. 78

388 Gruber, 1997; Paludi & Paludi, 2003 mpema Barak, Azy: “Sexual harrasmet on Internet”, Social
Science Computer Review, Vol. 23 No. 1, 2005, ctp. 77,
http://construct.haifa.ac.il/~azy/SexualHarassmentBarak.pdf, mperpaxeno 09. 02. 2014. roguae

3% Nepuunnmja mara y ny6mukamujn ,,)KeHe 3a )KHBOT 6e3 HACHIbA: MPUPYUHHK 3a BomoHTepke COC
tenedpona”, beorpan: bydana bui, 2. uzname, 1999, crp. 230
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MOHAIIAKE KOj€ je HEXKEJHEHO M 3a KOje HE MOCTOjU MOBO/I, & KOJUM C€ eKCIUTUIIUTHO
MCKa3yjy CEKCyaHe JKeJbe MM HaMepe yCMepeHe Ka HEeKOj 0coOM (HITp. CEKCyallHO
eKCIUTMIIUTHA KOMEHTAapU W TIOHAIlamka, 3ypermhe y IENOBE Tela JApyre ocode UTH.).
Cexcyanno 3a0060/mere TIOApa3yMeBa BplIewke (U3NYKOr /MM TCUXUYKOT
MPUTHCKA Ha HEKY oco0y Kako O ce oHa HaTepajia Ha ,,CeKCyalaHy capaamy‘ (HIp.
HEXXEJbeHO (PU3MYKO JOAMPHBAKE, Hyl)elhe HOBIA 32 HEKEJHEHH CEKCYaJ HH OJHOC,
NpeTHa y IIHJbY OCTBApUBAha CEKCYaTHOT OJIHOCA U CIL.).

CBe TpH BpPCTE CEKCYAIHOT y3HEMHpaBama KOje MOCTOje y PEaJIHOM CBETY
mocToje u y cajoep mpocTopy, ajau ce, 300T BHPTYyelHEe MpUpoje cajoep mpocTopa,
BehnHa y3HeMupaBama H3pakaBa y OOJHMKY pOJHO 3aCHOBAHOT 3JI0CTaBJbamba M
HEXEJbeHE CceKcyalmHe maxme. CEeKCyalHO 3a0BOJBEHE PETKO TMOCTOju y cajoep
POCTOpY, yciiea HeMOryhHOCTH (PU3UYIKOT KOHTAKTA.

VY3HemupaBambe U CEKCyalTHO Y3HEMHUPABAIE MOCPEICTBOM MHTEPHET MpEKe
MOJKE J]a C€ CacTOju M O Cllara MPETHH U MOpYyKa Koje MMajy 3a IHJb Ja Y3HEMHUpE
Ui moBpene oco0y Kkojoj cy mocmare. OBa BpcTa y3HEMHpaBamba MOXE [1a
MoJIpa3yMeBa M Clame MPETHU CHIIOBameM, Gororpaduja ®eHa Koje Cy 3aJaBJbeHE,
o0jaBJpUBameM ajpeca Kyha y kKojuma jxeHe kxuBe came. CKpHBEHa Mopyka Koja ce
’aJbe MIJIMOHMMA KOPHUCHHUKA MHTEPHETA TPEICTaBba y CTBAPH MO3UB HA HEXKEIHEHY
KOMYHHKALH]y ¥ Ha Hamaj. I10jefMHN ayTopH CEKCYalHO HACHIBE HA HHTEPHETY
nene Ha ciaenehe o0IuKe:

Poono 3acnosano 3nocmasmware y cajoep npocmopy TpeICTaBba BeoMma
4yecTy I0jaBy Koja MOXeE Ja ce MaHH]ecTyje Kpo3 pa3iuyuTa IOoHAIlamka — Kpo3
aKTHBHE WJIM MAacUBHE BepOaHEe OOJMKE 3JI0CTAaBJbalba WM AKTUBHE WJIM TTaCHUBHE
rpadguike 00JUKe 310CTaBIbarba.

(1) Axkmusno eéepbanto cexcyanno y3Hemupasarse c€ yriaBHOM MaHU(ECTYyje
KpO3 CJIamke YBpPEeIJbUBUX MOPYKa CEKCYaTHOT KapakTepa (HIp.poaHo Aerpaaupajyhu
KOMEHTapH, CEKCyaJHe oIlacke, mpuvame Oe300pasHuxX mana u ci.). OBaKBoO
MOHAIIAkE CE CMaTpa y3HEMHUpaBameM jep je moHmwkaBajyhe 3a xptBy. Hajuenrhe ce
jaBJjba y mpHuYaoHMIaMa u (opymMHMa Ha JAPYIITBEHHMM MpekKama, ajd H Kpo3

NIPUBATHY €JIEKTPOHCKY KOMYHUKAIH]Y.

30 Adam, 2001; Deirmenjian, 1999; Griffith, Rogers, & Sparrow, 1998; Spitzberg & Hoobler, 2002
mpema Barak, Azy, op.cit., 2005, ctp. 80
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(2) Ilacusno eepbanHo cekcyanno y3Hemupasarbe MOXKE Ja W3TIEa Marmbe
HaMETJBUBO, jep ce 0coba Koja ce cMarpa 3JI0CcTaBJbaueM He oOpaha TUPEKTHO jeTHO]
WU BUIE 0c0o0a, Beh CBOjUM HAJMMKOM WJIM KOPUCHUYKMM WMEHOM MOKe Ja Bpeha
JaBHU peJi WJIK MOpaJl jeTHOT IPYIITBA.

(3) Axmusno epaguuxo cekcyarHo pOOHO 3ACHOBAHO VIHEMUPABAFHE
MoJpasyMeBa HAMEpPHO CIIalbe EPOTCKUX WM TMOpHOrpadCKUX caapkaja IyTeMm
€JIEKTPOHCKUX KOMYHHUKaIMja (HIIp. eIeKTPOHCKA TOITa) WK HBUXOBO 00jaB/bUBAHE
Ha JPYIITBEHO] MPEXHU WIH y BUPTYEIHOM MpocTtopy. OBU caapxaju, y 3aBUCHOCTH
O]l HUBOA EKCIUTMIIMTHOCTU M CEH3MOWIMCAHOCTH XPTBE MOTY Jla C€ CMaTpajy Mambe
WM BUIIIE YBPEIJbUBH.

(4) IacusHo epaguuxo cexcyanto pooHO 3ACHOBAHO Y3HEMUPABAIbe YTITABHOM
nojpasymMeBa 00jaBJbUBAmkC CIIMKAa MM BUACO CHUMAaKa YBPEIJBHUBOT caapikaja Ha
pa3nMYuTe MHTEPHET IMOpTaje, Ha KOjuMa >KPTBa M HE TPETIOCTaBJhba Ja OBAKBU
cazip’kaju MOTY Jia ce Hajaze (HIp. ayTOMAaTCKO OTBapame T3B. pOp-up ,,lipo3opa‘ ca
JTUPEKTHUM JIMHKOBHMA ca MOPHOTPadCKUM CaApKajuMa).

CreneH jaunHe OMIIO KOT OJ1 OBa YeTHPU OOJIMKA CEKCYalTHOT y3HEMHUPABamba je
moryhe onpeautu Ha ocHOBY cieneha nBa ¢akropa: (1) mpuposa BepOagHOT WM
rpadMUKOr CTHMYJIyca TIOCMaTpaHa KpO3 HbEroBy eKCIUIMIUTHOCT W CTEMNeH
NOHaBJbaha M (2) JUMYHO CTaBOBH JKPTBE, OCET/BMBOCT U MEPCOHAIHM HAaYUH
koMmyHukamje. KomOunaiuja oBa aBa ¢akropa oapehyje cCyOjeKTUBHU IOKHUBJIbA]
jaunHe CeKCyaJIHOT y3HeMHpaBama Koje ocola TpIiu.

Hesrcewena cexcyanna naxcwa y cajoep npocmopy OOHMYHO TOApazyMeBa
HEMOCpeHy, JUYHY, BepOalHy KOMYHHKAIH]y u3Mely 3J0cTaBjbaya M KpPTBE, a
MaHH(]ECTYje ce KPo3 MOPYKE O KOjUMa C€ TUPEKTHO MOMUIbE CEKC MU CEKCYaTHOCT
(HITp. TIOPYKE KOj€ CE€ OJJHOCE Ha IOJIHE OpTaHe JKPTBE, lbeH CEKCYaIHU KHBOT, HEHE
MHTHMHE CaJIp’kKaje U CJI.); Kao U Ha MHCHHYallMje WK MPOBOKAIK]je CIIMYHE MPHPOJIE.
3a pa3imKy 0] pOJHO 3aCHOBAHOT HACHJbA, HEXKEJhEHA CEKCyallHa MaKiha UMa 3a IHJb
1la JIOBEJIe IO U3BECHOT CEKCYaTHOT KOHTaKTa M3Mely 370cTaBjbada M JKpPTBE, OWIIO y
BUPTYEITHOM WJIM Y JTUYHOM KOHTakTy. CyHITHHA je J1a jeé OBakaB KOHTAaKT 3a JKPTBY
HACWJIaH, Tj. Jla ra KpTBa He xenu. OBakBa jaena y cajoep mpocropy ce Hajuemihe
JIeTIaBajy MpeKo IPYIITBEHUX MPeka, jaBHUX (opyMa WM y MpUYAOHHUIAMAa, AJId U Y
MPUBAaTHUM EJICKTPOHCKMM KOMYHHKalnujama u3Mmely 3iocraBibava u xpTBe. MOTHB

3J10CTaBJbayda jeCTC Aa Ca KPTBOM IMPBCHCTBCHO YCIIOCTAaBH HCKY BPCTY CCKCYAJIHC
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MOBE3aHOCTH, aJIi MOTUB Takohe Moxe Ja OyJie HaHOIICHE eMOTUBHE MATHE XPTBH,
HaMEpHO 3JI0CTaBJbabE U CII.

Cekcyanna npunyoa npeko unmepHema NoApa3yMeBa yIoTpeOy pa3InIuThX
CpeicTaBa JIOCTYIIHUX Ha JPYIITBEHO] MPEXHU HIU HWHTCPHETY YOIIITE Y I[UJbY
YCIIOCTaBJbalha CEKCYaTHOT KOHTAKTA Ca )KPTBOM KOja OBaj aKT cMaTpa HEKEJLEHUM U
HacuimHUM. Mako je kopumheme ¢(U3MYKe TPUHYAEC Y BUPTYEITHOM MPOCTOPY
HeMoryhe, )XpTBa MOXe Jla MPETHE KOje T00Mja CXBAaTH KA0 PEATHCTHYHY (PU3NUKY
npuHyny. EKCIUIMIIMTHE TpeTHhe MOry na Oydy H3BOp BEJIMKE 3a0pHHYTOCTH 3a
KpPTBY. MHOTM ayTOpH cMaTpajy Ja je OBaj BHJ CEKCYaJHOT Yy3HEMHpaBamba
HAjCIIMYHU]U TIPOTamamy IyTeM WHTEpHETa W J1a HEPEeTKO MOXE Ja MpepacTe y OBaj
0O0JIMK 37I0CTaBJbambA.

CekcyalTHO HAaCHJbE Ha MHTEPHETY W IyTeM JPYIITBEHUX MPEXa MOXKE Jia Cce
JaBU Kao nopHozpaguja u3z oceeme, Koja MpeaCTaBIba MOCTYINAK jaBHOT 00jaBJbUBaba
CEKCyaITHO CKCIUTMIIUTHUX QoTorpaduja WK BHICO CHIMaKa Ha MHTepHETY, TOceOHO
Ha MOpHOrpadCKUM MHTEPHET CTpaHUIlaMa, 0€3 carjJacHOCTH 0c00e Koja ce Hajla3u Ha
BUMa, Ca IWBEM 4 CE OHA OCPAMOTH M MOHM3M.  CBH MaTepHjatd KOjH ce
00jaBibyjy obemnexaBajy ce MyHHMM UMEHOM U MPE3UMEHOM KPTBE, a YECTO CaapiKe U
Opoj TenedoHa, paJHO MECTO WIIH UME TIOJT KOJUM je )KPTBa PETUCTPOBAHA HA HEKO] O]
IpymTBEeHUX Mpeka. CHUMIBCHH MaTepHjalli Ce MOCTaBJbJbajy Ha cajTOBE OECIIaTHO,
anM je BeoMa dYecTa TojaBa Ja FUXOBH BJIACHHUIIM TOKYIIABajy Ja YIIEHE XPTBY
Tpaxkehu joj mAa miuatu onxpeheHn HOBYAHM M3HOC KaKO MaTepujane He Ou 00jaBHIIM.
Cratuctuke mokazyjy na je 90% »xpraBa >KEHCKOT nona.>? CruMIu HACTajy Ha
pa3nuYnTe HAaYMHE: TaKO IITO XKPTBA y TOKY Tpajama JbyO0aBHE Be3e HACHIHHMKY caMa
nolake HeKM CHUMAK, MapTHEp TajHO NMPaBU CHUMKE 0e3 carjacHOCTH OHOT JPyTOor,
CHHMMKE IpaBe HEMO3HaTe 0co0e WM CE CHUMIIM ,,Kpaay - HEOBIAIINCHUM YIagoM Y
paudyHape Win MOOMIIHE TenedoHe.

PusnyHO moHamame 3a CeKCyaaHO HACWUJbE IyTHM WHTEPHETa M JPYIITBEHUX
MpeXa j€ CEKCTHHT (pa3MEmHBame KpaTKUX Iopyka wu/miu ¢oTorpaduja BpIio
WHTHMHE WIH CKCIUIMIIUTHO CeKCyallHe calpkuHe myTtem chat cepBuca, ciame

MPOBOKATUBHUX WM CEeKCyalHO o00ojeHuX dQororpaduja, MOpyKa HIU BHIEO

31 Kmukan 6e36en0, http:/kliknibezbedno.rs/st/ pornografija-iz-osvete.1.118.html , nperpaxero 15.
07.2015. rogune
*? Ibid.
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MaTepHjala yTeM MOGUITHOT Teae(pOHa HIIM TIOCTABIbAMha HA MPEXY” ) H cajbepcekc
(cumynanmja  CeKCyalHHX OJHOCAa Ha  JaJbUHYy IyTeM  WH(POPMAIHOHO-
KOMYHHUKAITMOHUX TEXHOJIOTH]ja) 300r Tora IITO c€ T'yOM KOHTpOJA HaJ IMOCIaTUM
MaTepHjaoM M oJuTyKama. To 3HauM Jja CEeKCyallHO €KCIUIMIIMTAH MaTepHjal MocTaje
MOTEHIIMjaJTHO CBAaKOME BHJJBUB, J1a Taj MaTepHjajl MOXE OICTAaTH BEYHO M Jla He
MOCTOju MOTYhHOCT Ja ce CIpedr BEroBO PacTypame, CTaBJhakbe Ha MOpHOTpadCKe

BeOCajTOBE MM ApyTe BpeTe 31moymnorpede.”!

Jemna on Hajmo3HaTHjUX XpTaBa nporpama Blackshades je m amepuuka TuHejepcka MUC
Kecumun Bynd, koja je mpommie roawHe, 3axBasbyjyhm Tome mro je Hamamad [lepenm Ilejmc
Abpaxamc (20) xopucTHO OBaj aynaT, Owira MecelMa CHHUMaHA, a Hamajgad je 3a0enekno M
TPEeHyTKe JOK ce IpecBiadiia y cBojoj crnaBahoj codu. Adpaxamc je mapta 2014. ronune ocyhen
Ha Ka3Hy 3aTBOpa y Tpajamy o1 18 Meceru, 300r BpIlemha KPUBUYHKX Aena HeoBnamheHor ynana y
pauyHapcke cucreme u u3Hyna. [Ipema HaBomuma TyxwiamrBa Kamudopauje, Abpaxamc je
XaKOBa0 pavyHape jKE€Ha KOje je JIMYHO MO3HABAO aJId M JKEHA KOje je MPOHAIIA0 Ha JAPYIITBEHO]
Mmpexu Facebook; mpermnocrasiba ce n1a je 3a 2 roauHe y3uMMao mojaTke ca oko 150 KOPUCHHUYKUX
Hanora. Kapma Oum 3moHamepHMM cOTBEpPOM INIpey3e0 KOHTPOJIY HaJ KOMIYTEpOM JKpPTBE,
Abpaxamc je MOrao Ja JaJbHHCKH YKJbY4YH BeO KaMepy U CITHKa XKPTBY JIOK Ce MPECBIayH, a Ia TO
JKPTBa HU He CIIyTH. 3aTHM je ¢oTorpaduje koje OM Ha OBaj HAUMH HANpPaBHO KOPHCTHO je 1a Ou
yIewmnBao cBoje kpTBe mperehu mM na he kommpomurtyjyhe dotorpaduje mimm BHAEO CHUMKE
00jaBUTH Ha IPYIITBEHHM MpekaMa ako My He IOIIajby CBOje joInl MHTHMHHje (doTorpaduje u
BUJICO CHUMKE WJIM aKO HE TPUCTaHy Ha METOMUHYTHH pa3roBop mpeko Ckajma (Skype) ca mum
TokOM Kora he Moparu na ypaiae cBe mto uMm Hapeau. (MHdopmanuja — casHajte BHIIE O
KoMIjyTrepckoj 0Oe3benHocth, http://www.informacija.rs/Sajber-hronika/Haker-koji-je-ucenjivao-
americku-Miss-Teen-i-druge-zene-osudjen-na-18-meseci-zatvora.html, nmperpaxeno 26. 01. 2015.
TOJIUHE)

1998. rommHe menecETOroMMINIbLM pagHUK y o0e30ehemy Iepum [lemameHra wu3
Kammdopuuje, CAl, n nBagecerocMoroauima bpennu bapdep cy nManm KpaTKy eMOTHBHY Be3y.
Kana je bapbepoBa mocne map Meceny jkejelnia a MPeKUHE OBY Be3y, JlemarneHra je modeo aa joj
MIPETH HajIpe clameM mnpeTehrnx mopyka IPeKo eIeKTPOHCKE MOIITe, Ja Ou 3aTUM Ha HHTEPHETY y
puYaoHUIlaMa 1 (opyMHMa IOYeo Ja ce MPEICTaBjba Kao HEH OWBIIM JbYOaBHHK KOjU CBHMa
otkpuBa 1a je bapbepoBoj Hajseha ¢danrasuja na Oyje cuoBaHa, OCTaB/bajyhin HamucaH BeH Opoj
tenedoHa, KyhHy ajJipecy ma 4ak U caBeT Kako ja joj ce yhe y kyhy a na ce anapm He akTuBHUpa.
JenanenTa je 300r 0BakBOI' IIOHAIIAKA yXalllIeH U ocyheH Ha IIecT roAnHa 3aTBOPA, 110 OCHOBY
Taga y AMepuIlM HOBOYBEAECHOI KpPHUBHUHOI Jejia Iporamama INpeko HHTepHeTa. (Buumern:
Benschop, Albert, op.cit., 2003)

3% Tlpupyunuk 3a 3amTHTY Jene W MIaauX O cajbep HACH/bA M NPHMEHY Y PEJOBHOM HACTABHOM
IporpamMy OCHOBHHX W cpemmux mkona- “Tagged”, Mumect Tpayma menrtap beorpanm, crtp. 12,
http://kliknibezbedno.rs/files/materijali/ITC%20-%20Tagged%20Manual%202013.pdf,  mperpaxeHo
01. 10. 2015. rogune

** Ibid.
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Kopucrehn maxso wMe © JNaxHy anpecy eJeKTpoHcke momTe, Pobepr Xapsu
Anekcanpep, hakoH y jenHoj ox upkaBa Ha Diopuan, KOPUCTHO je KOMIIjYyTepPCKE TEpMHHAIE Y
JIOKaJIHO] OMOJNIMOTeM Kako OW NpeTHo jkeHaMa Ja he MM YHHINTHUTH yriiel 00jaBJbUBAEmEM
Pa3IMYNTHX HEUCTHHA Ha JPYIITBEHHM Mpexama, YKOJIMKO He NpHXBaTe 1a ca UM HMajy
CeKCyallHy KOHBep3alujy mpeko umHTepHera M Tenedona. (McGrath, Michael, Casey, Eoghan,
2002.) Anekcanzaep je Ha CBOjHj ,,JIUCTU KPTaBa“ MIMao MPEKO CTO UMEHA M €JIEKTPOHCKUX ajpeca
JbYIM KOje je MaiTpeTupao Ha oBaj HauuH. Kopucrtehu TparoBe 0 MOCIaTHM HME)IOBHMA U O
TeneoHckuM mo3uBuMa, Denepannu uctpaxHu O6upo (PBU) je ycmeo na soumpa rae ce
AJlekcaHnep Haja3d W Ja Ta yxamncd. ANeKcaHiep je HpOLECYHpaH M ONTYXKEH IO mocrojehem
KPHBUYHOM 3aKOHY 3a BPCTY KPUBHYHOT Jena yLeHe u KJICBETE.
(Cyber-extortion results in prison sentence - NetdTV Voice News Staff, http://www.reformation.
com/CSA/RobertHarveyAlexander2.htm, nperpasxeno 24. 03. 2015. roause)

3.1.4. Cexcyanna ekcnioamayuja u ceKCyaino 310Cmaesbarne oeye

a) Ilojam u pacnpocmpamwenocm. CekcyajHa eKCIUIOaTalldja Jene MPeKo
MHTEpHETa je OOJIMK CEKCYaJHOT HachJba MPEKO MHTEPHETa 0 KOME Ce y Meaujuma
Hajuemrhe mpuua u ykasyje Ha Bberope crpaiuHe nocieaune. Cse yemrhe ce ciaymia o
CeKCYaJTHOM 3JIOCTaBJpakby Jelle KOje ce JellaBa Y>KMBO TIPEKO HHTEpHETa
KopuithemeM ApYITBEHUX Mpeka Win hackaoHHIIA, JOK CE€ MCTOBPEMEHO y Meauje
Kao OINOMEHAa JAPYIITBY IUIACHPAa YHWICHUIIA Ja Ha JPYIITBEHHM MpekKama |
WHTEpHETY yommTe ,,0nbianoreka” neunje mopHorpaduje Opoju Bumie ox 750.000
eKCIUTHIUTHAX CIMKA.”

Jlena y nmaHamime BpeME CaBpPEMEHE TEXHUKE M EJEKTPOHCKOT 100a BEIUKHU
JIe0 BpeMeHa OJ1 HajpaHU]jeT y3pacTa IIPOBO/IE UCIIPE]] pauyyHapa U Ha HHTEPHETY, KOj!
UM, Topel OpOjHUX 3a0aBHHMX M €AyKATUBHHX CajpiKaja, ,,HyIAu ¥ HU3 OMACHOCTH
KOje Cy CakpHBeHE Yy OpOJHMM HaYMHHMMA 3a COLMjaJHM3alM]y U JAPYKeHme Koje y
nmoyeTky He Oyne HHKakBy cymmy. Heke on Hajehux omacHocTH mo nemy Koje
BpeOajy Ha MHTEPHETY Cy CaApiKaju KOje Ha MHTEPHET MOXKE Ja MOCTaBU OWJIO KOja
ocoba U Koju je Hemoryhe oJIpenuTH Kao MCTUHUT WM JIaKaH; JaKO j€ JaXKHO ce
MPEJCTaBUTH Ka0 HEKO JPYTH; IMOCTOjH MHOTO HEXEJHEHOT CajpiKaja MOIMyT HacuJba,

nopHorpaduje, TOBOpa MpPXKEHE M CJI. W IOCTOjalkb¢ MHOIITBA 3JIOHAMEPHUX

395 O’Leary, J.Robert, D’Ovidio, Robert: “Online sexual exploitation of children”, The International
Association of Computer Investigative Specialists, 2007,
http://www.nga.org/files/live/sites/NGA/files/pdf/0703ONLINECHILD.PDF, nperpaxeno 27. 03.
2015. roqune
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KOMITjyTepCKHX Mporpama.”’C 3a jgemy M Miajge IOCTOjH IOCEOHA OMACHOCT Off
HEKOHTPOJIMCAHOT Kopuinhema HWHTEPHETA jep Ha OBaj HAYWMH Jela CTymnajy y
KOMYHHUKAIIM]y ca OJpaciiuM oco0aMa Koje Tpaxe HelNpuMepeHe OJHOCEe ca
CEeKCyalHHM Hamepama.”

CekcyaltHO 370CTaBJbame Jelle MPEKO MHTEPHEeTa IMojpa3yMeBa OMJIO KaKaB
CEKCYaTHO OpPHWjEHTHCAHH KOHTAKT IPEKO WHTEPHETA, NMPOU3BOMAY, NPUKYIIbAKE H
TucTpuOyInjy aedje mopHorpaduje; HEXKEJbEHO H3Jarame Jere mHopHorpaduju;
CEKCYalHH TypH3aM KOjH CE OJHOCH IHM/BAHO HA JAELy M ACUHjy MPOCTHTYIH]y.
OBaj BHI HacuJba MOJApPA3yMeBa CBAKy BPCTY MHTEPHET €KCIUIOaTaluje Jele Koja Ha
IVpEKTaH WJIM WHAWPEKTAaH HAYWH JOBOAW JI0 CEKCYaJHOT KOHTakTa u3Mehy
oJpaciux u z[eue.399 OBakaB BHJI €KcIUToaTalyje ce Hajuemhe moraha on cTpane
Tpehux nuIa, Koja ce KOpUCTEe CaBPEMEHUM PadyHAPCKHM CHUCTEMHMa U CEKCyallHy
eKCIUIOATaIjy Jele BplIe MHUPEHEM OBAKBHX CaJpiKaja IMMyTeM 3aTBOPEHUX (opyma
Ha HHTEPHET CTpaHHIama. "

TMomanm HarmoHATHOT LEHTpa 3a HECTaly M 370CTaBJbaHy AeIy MOKazyjy
1a je jemHo on ceaMopo xene crapoctd ox 10 no 17 roxuHa OMiIo KpTBa HEXKEJHCHE

CeKCYaJHO eKCIUIMIUTHE KOMYHHUKAIMje M CEKCYaJHOI 3JI0CTaBJbamba IPEKO

unTepHeTa. "> OBy YHISCHHILY MOTBPYYjy U 3BAHMYHE CBETCKE CTATHCTHKE. *

3% TIporpka, Hukoua, I'py6ep, Kpucrujan, Canonek, [anko: ,,CyBpeMeHn Ha4yMHHU IpHjaBJbUBamba
HCKOpHIITaBalka WM 3JI0CTaBJbatha Jjene myreM uHTepHera®, 4th International Scientific and
Professional Conference ,Police College Research Days in Zagreb®“, 2015, crp 648,
http://www.researchgate.net/profile/Nikola Protrka/publication/275519088 Suvremeni naini_prijavlji
vanja_iskoritavanja_ili_zlostavljanja_djece putem interneta Modern methods of reporting exploit
ation_or abuse of children via the Internet/links/553e20640cf2522f1835ee79, nperpakeno 23. 08.
2015. ronune

*7[porpka, Hukona, [py6ep, Kpucrujan, Canonek, anko, op.cit., 2015, str. 651

% O’Leary, J.Robert, D’Ovidio, Robert, op.cit., 2007.

* Ibid.

490 Jokuh, Mupena: “ljeunja nopHorpaduja kKao oONMK HACHIbA HAJ JjEllOM M BHCOKOTEXHOIOLIKOT
KpuMuHaia”, 300pHUK pasioBa, MelyHapoaHa HayduHOCTpY4Ha KoH(pepeHuuja, Cy30ujambe KpuMHHANIA
W €BPOIICKEe MHTErpaluje ¢ OCBPTOM Ha BHCKOTEXHOJOMIKK KpumuHai, Jlakramm 28-30.03.2012., c.
297, http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf,
nperpaxkeno 21. 07. 2015. ronune

“1 National Center for Missing and Exploited Children, http://www.missingkids.com/home,
nperpaxkeno 10. 05. 2014. ronune

402 Wolak, Janis, Mitchell, Kimberly, Finkelhor, David: “Online Victimization of Youth: Five Years
Later”, Washington, DC: National Center for Missing & Exploited Children, 2006,
http://www.unh.edu/ccrc/pdf/CV138.pdf, mperpaxeno 27. 03. 2015. roaune

4% D*0Ovidio, Robert, Doyle, James, op.cit., 2003, ctp. 11; Wolak, Janis, Mitchell, Kimberly,
Finkelhor, David:”Internet Crimes Against Minors: The Response of Law Enforcement”, Washington,
DC: National Center for Missing & Exploited Children, 2003,
https://www.ncjrs.gov/App/abstractdb/AbstractDBDetails.aspx?1d=202909, npetpakeno 23. 03. 2015.
rOJINHE
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Mawman 3a oOcCTBapuBame€ KOHTakaTa ca [JeloM ce€ OOMYHO Halasu Yy
pazmuuutuM  (opymuma, hackamuma, TOpykama, aruIMKalujama, WrpHIlaMa.
HacunHunuy 4yecto KOHTakT MOYMBY Ca HNPUJaTHOM HpUYOM 0e3 MMao CeKCyallHe
KOHOTallMje, jep je y TOj Mo4eTHOj (a3 OCTBaprBamba KOHTaKTa HajOUTHU]E Ja KPTBa
CTeKHE IOBepeme y HacuiHMKa. Hajuemhe Teme o0 KojumMa ce mpuya TPEKO
IPYIITBEHUX MpeXa Cy OHE HajONINTHje: IITa KO BOJIM, HE BOJIH, Ca KUM C€ JIPYXKH,
rae ce kpehe. BpemMeHOM kako Cy KOHTAKTH Yy4YeCTaIMjU W INpUYE MOUYMBY Ja
MOCTENEHO J100HMjajy CEeKCyalHU MPU3BYK, BEOMa YECTO HACHIIHUK MOYHME-E KPTBH Ja
1ajb€ pa3IMyuTe MOpHOTpadCKe caapikaje W Jia 3axTeBa Ja My KPTBa Ilajbe CBOje
dororpaduje.

Kana ocetn na yuBa HOTIYHO NMOBEpEHE XKPTBE, HACUJIHHUK he TeXHUTH Ja
pa3Buje U (HU3NUKY Be3y ca KpTBOM: ciahe joj mokioHe, uHcucTupahe aa ce yKuBo
cpetHy, 3Bahe je tenedonom. Ilpema momammma W3 UcTpakuMBama HammonamHOT
LEHTpa 3a HECTAy W 3I0CTaBibany gemy u3 2005.roxuue’t 23% nere u Miagux cy
IPUIMKOM (PU3MUKOr CycpeTa ca HAaCWJIHMKOM OWJIM JKPTBE HEXKEJbEHUX 3aXTeBa
CEeKCyaJIHe MPHpPOJIe, IITO YIPABO MOAPIKAaBA YHHCHHUILY /1A je CBaKU (PU3UYKHU CYCpeT
KPTBE M HACHJTHUKA 3aIpaBO BEOMa OIIacaH.

MuHHCTapCTBO YHYTpammbux nocioBa Pemybnuke Xpearcke je 2012. roaune
3ajeTHO ca MHTEPHET MOPTaJIoM www.net.hr cripoBeo ,,JIcTpakuBame O HaBUKama |
HCKYCTBHMMA JIelle M MJIa[INX NPHINKOM KopuiuTema MHTepHeTa, MoOuTeNna U Ipyrux
CYBPEMEHHUX TEXHOJIOTHja” TMOJ Ha3MBOM ,,3aIUTUTHMO [jelly Ha I/IHTepHeTy“.405
VY30pak je 6uo cacraBibeH ox 2.700 yueHUKa OCHOBHUX M CPENbUX IIKOJA. YKYITHO
49% wucnmrane nene KopucTmwio je IHTepHeT cBaku naH 0e3 Ham3opa oxpaciux. Oko
800 yuenuka u yuyenuna (41%) je 700MI0 HEKO UHTUMHO MHUTamE O ceOH, a 0J] OBOT
Opoja 39% je mpujaBWIO Aa je OXl HUX 3aTPaKEHO Jla Ce CIUKajy WIM CHUMajy Ha
CeKCyaJlHO NpoBoKaTtuBaH HauuH. On HaBeneHor Opoja, 6% je MpU3HANO Aa je TO U
YPaIuIIo U CIIMKY ITOCIIATo HEeMmo3HaToj ocobu, a 31% je moOno cliMKy Hare Hermo3HaTe

ocobe Kojy cy 3Hanu camo npeko MuTtepuera. 14% ucnuTaHuka je OTHIILIO HAa CYCpeT

9% Wolak, Janis, Mitchell, Kimberly, Finkelhor, David, op.cit., 2006.

95 MunmcTapcTBo yHyTpauImIX nocaoBa Peny6mmke Xpearcke,
http://www.mup.hr/UserDocsImages/topvijesti/2012/lipanj/Zastitimo%?20djecu%20na%?20internetu.pdf
, mpetpakeno 28. 09. 2015. ronune
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ca 0coOOM KOjy Cy YIO3HAIHM TMPEKO MHTEpPHETa, a ol m\ux, 37% je Ha cacraHak
otmiio 6e3 nxora. "

0) Ilojaenu o6auyu. CexCyallHO 3JI0CTABJbAKE JICIE MTyTEM MHTEPHETA MOKE
na uMa pasnnuute oonuke. Hajuenthe ce jaBipajy: deuuja noproepaguja, cexcyantu
Mypu3am Koju ce OOHOCU YUbAHO HA Oeyy U 0eduja npocmumyyujd, CeKcyaiHu
mypuzam Koju ce OOHOCU YUbAHO HA Oeyy u Oeyuja NpoCMumyyuja u epymuHe
(engl.Grooming).

Heuuja nopnocpaghuja moppasymeBa BH3YENHY, YaK U KOMIIyTEPCKU
TeHEepHUCaHy IMPeJCTaBy ,JeTeTa y OWJI0 KaKBHUM pealHUM WM CHUMYJIUPAHUM
eKCIUTMIIUTHAM CEKCYaJHUM aKTUBHOCTHMA WJIM OWJIO KaKBY CEKCYaIHy KOHOTAIH]y
6UIIO KOT Jelia Tela JeTeTa 3a Kojy je jacHo na je y cexcyanse cepxe”.’’ Jbymu koju
MPEKO WHTEpHETa IUCTpUOyHpajy Neurjy HopHorpadujy ce MpeKo HHTEpHETa H
peKiaMupajy, 4uMe je Kpyr JbyIu KojumMa HyZIe CBOjy ,,po0y”’ BeoMa HIMPOK M
NPEeJCTaBJba BEJIHMKY OIACHOCT 3a JEIy KOja Cy aKTHBHO Ha WHTepHery. [leuwmjy
nopHorpadujy je mMoryhe ydyuTaTH ¥ CHUMUTH Ha padyyHap, YUME je¢ OHa y4YHEEHA
MHOTO JIOCTYIIHHJOM, a HbeHO HabaBJhbamkhe MHOTO CUTYpHHje M Opke HEro miTo je TO
Ouino Hekaza MpU dYeMy ce€ He OTKpHUBAa WICHTUTET HHjETHOr TIJIeJaola.
[TopHoTpadckm campkaju ca IEIOM Ce Pa3MEmYjy MPEKO Pa3IMIUTHX Tpyna Ha
IPYIITBEHAM MpeXama, €JIeKTPOHCKOM IMOITOM, Y hackamuma, ajau U Ha MOCeOHUM
MHTEPHET CajTOBUMa KOju ce OaBe aeumjoM mopHorpadujom. [lojenune npymrBeHe
Mpeke cy J03BoJbaBalie IUCTpuOyTepuma Jeudje mopHorpaduje na Qopmmupajy
pasnuyuTe rpymne Kako O pasMemHBAIN CBOjE cajpiKaje, IITO je W3a3MBaJO OLITPY
ocyay jaBrocti. "

H3znazarwe oemema nopHocpaghckum caopaicajuma npomus 1e208e 606 4eCTO
Ce jaBJba MPWIMKOM KopuIllThema MHTEpHETa jep Cy MOPHOTpadCKU CaapiKaju MPeKo
MHTEpHETa IOCTYIHU CBMMa, 0e3 003upa Ha roguHe ctapocTtu. Jlena Beoma 4ecto He
Tpakehu OBakBe caJipikaje HaWIa3e Ha WHUX, jep BehnHa Oe30MacHUX MpeTpaKuBama

WHTEpPHETa MOXKE TMyTEeM T3B. MCKauyhux mpo3opa (SHrJ. pop-up) jaa mpeycMepu Ha

“ Ibid.

7 Optional Protocol to the Convention on the Rights of the Child on the Sale of Children, Child
Prostitution and Child Pornography, 2002., United Nations Secretariat - Office of the United Nations
High Commissioner for Human Rights, http://www.ohchr.org/english/law/crc-sale.htm, mperpaxeno
15.11. 2014. roguue

408 Brazilian Prosecutors Seek to Sue Google, MSNBC, 2006, http://msnbc.msn.com/id/14622759/,
npetpaxeHo 12. 09. 2014. roqune
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nopHorpadcke cajToBe, Kao M TIPEeKo chaMm IopyKa, HHOUIUpAmkEM padyHapa
3JIOHAMEPHUM MPOrpaMOM Kao M HAMEPHHM CTBAapameM Ha3MBa CajTOBA CIMYHUM
JeYMjUM Kako OW Jera JoBeAcHa y 3a0iyy TPelIkoM BHACNA caapikaj KOju HHje
NPUKIIANaH 32 BUX.

Cexcyannu mypusam Koju ce 00HOCU YU/bAHO HA Oeyy U 0eduja npocmumyyuja
MIPE/ICTaBJba TaKaB OOJMK CEKCYAIHOT 3JI0CTaBJbarba KaJa Ce MHTEPHET, Kao MEIH]
KOjH C€ OJJIMKYje HHCKHM TPOIIKOBHMA OKO ITOCTaBJbamba, AKypHpama U OJpKaBama
CajToBa, KOPUCTH 3a MPOMOBHCAKE ACUMJUX CEKCyallHUX yciyra koje ce ruiahajy.
CajToBM Ha KOjuUMa ce NMPOMOBHILE JIeUHja MPOCTUTYLHja YECTO MPEICTaBIba]y H
BHPTYEITHO MECTO Ha KOME CE IMPEKTHO YroBapajy cacTaHIM U jaeie uHpopMalmje 3a
nuyHU  KOHTakT. CajToBM KOJjU TIPOMOBHINY JI€YH]y TPOCTUTYLH]y Hajuenthe
eKCIIoATHITY eIy Koja cy moberna ox kyhe''’ i koja cy crapoctn oxo 12 romuma.*!!
Typuctuuku areHTH Koju ce 0aBe CEeKC TYpHU3MOM Cy Takohe y BEJIMKO] MepH
3aCTYIJbEHH HA MHTEPHETY, a (OKYCHpajy Ce MCKIbYUYMBO Ha JEIy Y 3eMJbaMa TIe
NpaBHHU MPONKCH KOjU C€ OJHOCE Ha CEKCyaJ HE OJHOCE Ca MaJoJETHHIMMA HUCY
TOJIMKO CTPOTH OJJHOCHO TJI€ je TpaHuIla MyHOJIETCTBA HIXKA Hero y BehrHM mpaBHUX
cucTeMa Ia ce Ha Taj HauMH M30eraBa W CaHKLIMOHHCAmEe OBaKBUX onHoca. [lopex
aBHOHCKOT IPEB0O3a M XOTEJICKOT CMEIITaja, OBaKBH areHTH obehaBajy u yna3HHIe 3a
JokanHe Gopsere, cekc KIyboBe M KOHTAKT Ca arcHIMjaMa 3a IOCIOBHY MpaTmy.
Opranmzanyja YjeAMHHBEHUX HallMja je Tporjacuia ynoTpedy HWHTepHEeTa paau
NpOHATaXeka MaJOJETHHUX JIMIA 32 CEKCyaJHe YCIyre jeqHHM oJ (akropa rmopacra

6poja 3eMaba y KOjiMa je IeUHji CeKC TypH3aM y pa3Bojy.

9 TTozuar je npumep 1a je mocTojao cajt ca agpecom www.bobthebiulder.com koja je HaBoauma ney
Jla MUCIIe Ja je ped o cajTy nmocseheHom nedmjem mpranom ¢unmy Bob the Builder, unju ce ncnpaBan
cajT Hamasu Ha anpecu bobthebuilder.com. Ha oBaj maumH, mema cy Omia ycMepaBaHa Ha cajT ca
eKCITUTHUM CIIMKaMa CEKCYAIHUX OJHOCA MJIAJUX JbYTH.

410 Brunker, Mike: “Streetwalkers in Cyberspace”, MSNBC, 1999,
http://www.nbcnews.com/id/3078778/#.VRcei_nF-T8, nperpaxeno 07. 09. 2014. ronune u McKim,
Jennifer: “Pimp Pleads Guilty to Prostituting Minor”, Orange County Register, 20006,
http://www.ocregister.com/ocregister/news/atoz/article_1209170.php, nperpaxeno 10. 09. 2014.
T'OJHUHE

“11" Alonzo-Dunsmoor, Monica:”Phoenix Officials to Crack Down on Child Prostitution”, The Arizona
Republic, 2006, http://www.azcentral.com/arizonarepublic/local/articles/0311prostitution0311.html,
nperpaxeno 07. 09. 2014. ronune

42 Hall, Macalister Malcolm.: “The Darker Side of Travel”, The UK Telegraph, 2003,
http://www.telegraph.co.uk/travel/destinations/asia/cambodia/728691/The-darker-side-of-travel.html,
nperpaxkero 07. 09. 2014. romune

43 Asia’s  Child Sex Victims Ignored, BBC, 2000.,http://news.bbc.co.uk/1/hi/world/asia-
pacific/926853.stm, nperpaskero 07. 09. 2014. roauue
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I'pymune (engl. Grooming) nipencraBiba Ipeay3uMamke HAMEPHUX PATHU KAKO
Ou ce mpumoOmia aeuyja MakKkba ca CBPXOM pas3BHjarba €MOILMOHAJIHE Be3e ca
JICTETOM, a CBE y IHJbY MPHIpPEME 3a MOKYIAj CEKCyaTHOT 3/10CTaBibama.’  ITof
TPYMHHTOM C€ TMOJpa3yMeBa W Mpeay3MMame HU3a MPEIaTOPCKH MOTHUBUCAHHUX
MOCTyNaKka KOjU HACWIHHKY oMoryhaBajy cekcyanHy 310ynorpe0y MaiosieTHe

41
ocobe. !’

Opmpacna ocoba mpemy3uMa KOHKPETHE paame (HIp. HaroBapame,
BpOOBame, MaMJbCHE, CJamke TOKJIOHAa M CJ.) Kako OW y TOKY HHTEpPHET
KOMYHHUKaIlje HaroBopwia aere aa jnohe no cycpera.OBe paame Mopajy Aa Tpajy
Kkpahe nim nyxe Bpeme, aji HUKaJa HE MPEJICTaBIbajy jeaH M0jeIMHAYHHU aKT jep ce
paam o jaCHOM MOTHBY M YMHIUUBAjy. [leTe wim ManosieTHa ocoba ce ,,ipurpema 3a
3II0YMH KPO3 3a/100Mjamke IMOBEpeHa, MPEBa3WIAKEHe MHXHOWIHMjAa Y OJHOCY Ha
CEKCYaJTHE peJialrje U OfBajame Te Milajie 0co0e 0J1 OKPYKEeHha y KOje UMa MoBepekha,
MpelaTop ce Ha pa3He Ha4YMHE II0JIAKO YKJbydyje y JNIE€TETOBY CBAKOJHEBHILY H
IPOHATA3H HU3 O0jallbeba U H3roBOpPa KOjiMa OIpaBaaBa cBoje moctymke.'  [{ub
TPYMHHTA je J1a ce ca JEeTETOM YCIIOCTaBU M pa3BHje KOHTAKT, OCTBAPH M OIPXKH
KOMYHHUKaIMja, a 3aTHM U OCTBapu (PU3UUKH PUCTYII ICTETY.

8) IIpogpun scpmee u npedamopa . KopunihemeMm MHTEpHETA KPYT JEIe YHja
je BUKTHMH3anMja Moryha HHUje OCTao yCKO ojapeljeH caMo Ha Jielly NpujaTeba HiIu
JeIy W Milane u3 ONHCKOT OKpyKema (IIKOoJa, CYCEICTBO U Ci.), Beh cy cBa Jena
IIHPOM CBETa KOja BpeMe MPOBOJE HAa MHTEPHETY IMOCTaja TMOTCHIMjalHA MeTa 3a
BUKTUMU3AIM]y OJ CTpaHE CEKCYaTHHMX mpematopa. [Ipeko MHTEepHETa KOPHCHUIIH
MelycoOHO jenaH Apyrora He BUJE, A caMa YMIHCHHIIA J]a CE HEUYHje JINIE HE BUIU
yTHYe HAa HAYMH TOHANIAamka jep Ce HACWIHUIM KpHjy W32 aHOHMMHOCTH. OBakBO
CTalke CTBapU OJroBapa CBUMa KOju UMajy aduHHTETE TpeMa CeKCyaHOo]
eKCIUTOaTalju Jele jep Cy 3a HUX HMHTEPHET W JPYINTBEHE MpEXKE IIPaBo
,LATPAIHIITE” 32 CTyHame y KOHTAKT ca JIEIOM, TPU YeMy CaMU HACWJIHHUIIU OCTajy
3alITUNEHU U CaKpUBEHH.

Jlena koja cy moBy4eHa, HECUTYpHa y ceOe M CTHAJbUBA Yelihe MmocTajy KpTBe
CCKCYaJIHUX HACWUJIHHMKA, jep OHa Mpe KOPUCTE MHTEPHET KaKo O CKIJIONHJIA HOBA

MO3HAHCTBA, IITO X JIOBOJM y OMACHOCT O]l MpenaTopa Koju Bpedajy. [ema u muaau

1% TIporpka, Hukona, I'py6ep, Kpucrujan, Canonex, {anko, op.cit., 2015, str. 649

5 Knukan 6e36exno, http:/kliknibezbedno.rs/st/gruming.1.137.html, mperpaxeno 15. 07. 2015.
TOMHE

*1° Ibid.
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KOju OM y peasHOM CBeTy H30eraBajii KOHTAaKT ca HEMO3HATUM JbyJUMa Mpyxkuhe
[IAHCY CTPaHIly KOjU MX KOHTaKTHUpa MPEKO MHTEpHeTa. MHTEpHET BHKTHMH3AIHMja
HacTaje y JIETETOBO] OKOJIMHHM KOJy OHO CMaTpa CUTYPHOM W 3alITHheHOM O] CTpaHe
OJIpaciIMX KOjU JKWUBE TOJ, UCTHMM KpPOBOM, OHa HACTaje JOK C€ JIeTe Haja3u Ha
MHTEpHETYy KoJ Kyhe, y KoM, KOA mpujaresba, y Oubnuorenu. Yopaso je To Hajseha
OITaCHOCT, jep je Opoj Hamaxa MpeKko WHTepHeTa moctao Behu ox Opoja cexcyamHux
Hamaja Ha Jeny y ,,pealHOM’ CBETY.

[TojenuHa wcTpakMBama KOja Cy UCIHMTHUBANIA CEKCyallHe TOHYne yrmyhuBaHe
JIely MpeKo APYIITBEHHX Mpexka IoKasana cy jaa cy y Hajehem Opojy ciyuajeBa
KPTBa U TpeAaTop OWIM TMOTITYHH CTPaHIIH, Ja Ce HUCY MO3HABAJIM M Ja HUKAJa Ipe
HUCY MMaJM JMYHU KOHTAKT — 4yak 8§6% aHKeTHpaHe Jene U MIaJuX Cy U3jaBWiIH Ja
Cy mpemaTopa NpBH MyT ymosHamu mpeko nurtepHera.!’ Ilpema cTaTHCTHKaMa,
JeBojunlle cy demthe XpTBE HEXEJbEHHX CEKCyalHMX IMOHYAa M KOHTaKaTa IPEKO
MHTEpHeTa, ° 0K Cy Aedamy y Behoj Mepy of JeBOjUHIA H3II0KEHH MOpHOrpadujn
na uaTeprery.’’’ IMomarm HaIMOHAHOT LEHTpa 3a HECTANTy W 3I0CTAaBIbAHY MCILY
MoKa3yjy Ja je, KOJ UCIIUTAaHUX KOPUCHHKA UHTEePHETa KOju cy crapoctu ox 10 mo 17
TOZIMHA U KOjU Cy OMJIM )KPTBE CEKCyalIHUX IpeaaTopa, Hajseha croma BUKTUMU3aIyje
Mmehy miaauma crapum 16 romuna (24%), 3atuM metHaecToromunimanuma (23%) u
cenamuaecroroummanmma (19%).*2

HUcnutuBameM Martepujana Jedydje mopHorpaduje KOjU je  3aIuieHmheH
MPUIMKOM PA3JIMYUTUX XalllIekha CTHUE Ce YBUJ y Hajuenihe KaTeropuje Jeme Koja cy
KpTBE cekcyanuux npenaropa.””’ Peu je o merm crapoctn ox 6 10 12 romuma jep je
83% 3aruIelheHOT MaTepHjaia cajpkaja CHUMKE Jelle YIPaBO OBE CTapoCHE 00H,
amu Mely nmpoHal)eHUM MaTepujasioM je OWJIO M CHHMaka Jiele CTapocTH o 3 1o 5
ronuHa (39%) ma yak u nene miahe ox 3 rogune (19%).

Hucy cBu cekcyannu npenaTtopu Koju Bpebajy ey NpeKo HHTEpHeTa U
IPYIITBEHHX MpeXa WUCTH HHUTH WMMaAjy WCTE LUJBEBE 3a70BOJbECHA CBOje MoTpelde.

JenHa om OCHOBHHX IOJieNa jeé HAa OCHOBY TOora Ja JU KpPUMHHAJIHA aKTUBHOCT

17 Wolak, Janis, Mitchell, Kimberly, Finkelhor, David, op.cit., 2006.

1% Ibid.

1 Ibid.

#0 National Center for Missing and Exploited Children, http://www.missingkids.com/home,
npetpaxeno 10. 05. 2014. roqune

1 O’ Leary, J.Robert, D’Ovidio, Robert, op.cit., 2007.
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TpenaTopa moapasyMeBa MM He JUPEKTAH CEKCyallHH KOHTAKT ca aenoM, > ma ce Ha
OCHOBY TOTa pa3jiHKyjy IBE BPCTE IMpenaTopa: MpeaaTopu KOju HEeMajy IAMPEKTaH
CEKCYaJIHU KOHTAaKT ca JELOM U IIPeJaTopy KOjU UMajy TUPEKTHU CEKCYaTHU KOHTAKT
ca JIe1oM.

[Ipenaropu Koju HeMmajy TUPEKTAaH CEKCyaJHH KOHTAKT ca JEloM MOry Ja
Oymy: mpeosyu u NpukpuseHu KOJIeKYuoHapu, OHH KOPHUCTE HHTEPHET Kako Ou
MPUCTYNIJIM U YYUTaBaJIu ca WHTEpPHETa AcuMjy MopHorpadujy, aim ce He OaBe
IIPOM3BOJIKHOM JeuHje MopHorpaduje U AUPEKTHUM 3JI0CTABIbABEM JIELE; Mpeosyu,
KOjU Tpa)ke U CTYIAjy Y KOHTAKT ca JPyr'MM MCTOMHUIJbEHUIIIMA Ha UHTEPHETY U Ha
JIPYIITBEHAM MpeXama Kako OW pasMemHBAIM Jeunjy mopHorpadujy (buamose u
CIIMKE) KaKo OW HaNpaBWIN CBO]Y KOJICKIU]Y; NPUKPUBEHU KOJIEKYUOHAPU — TTaKIBUBO
KpHJy CBOjY CKJIIOHOCT Ka JieuHjoj mopHorpaduju, He CTyMajy y KOHTAKT ca CIMYHUMA
ceOu Beh Hajuemrhe mpaBe KoJekiuje Aeuydje MopHorpaduje Tako MTO je KyIyjy
MIPEKO MHTEPHET MPOJaBHUIIA.

Mely npemaropuma Koju WMajy AMPEKTaH CEKCyaJlHW KOHTAKT ca JEIoM
Pa3IHKYy]y C€: ycammbeHu KOIeKYuoHapu — 310CTaBJbajy Aelly Kako Ou 3a CBOjy JTUYHY
KOJIEKLIM]y CHUMMJIM Pa3jInuuTe MopHorpadcke marepujajie, Koje He Aesie HUCAKHM
HUTH UX AUCTpUOYyHpajy OWIIO TIe jep ce Iulamie Ja He MPHUBYKY HaXmby H Oymy
yxBaheHH, jaBHO OKapakTepHUCAaHM Kao mpematopu u mneaodpwnmm u 300r TOTra
CaHKIMOHHMCAHU; KYAinu KoleKkyuoHapu — 3J10CTaBjbajy Jelly IpU 4eMy TO CHHUMAjy
Kako Ou cTBOpUIM (UIMOBE M CIHMKE KOjU CE€ TOJBOJAE IMOJ KaTeropwujy Jeduje
nopHorpaduje, OHM HHUCY CTHIJBMBHU IIa Ta] CHUMJBEHH MaTepujaj AUCTPUOYyUpajy
Jajbe, Jelie Ta TPEeKo HHTEpHeTa OeCIUIaTHO WM Ce€ ca HCTOMHIUBCHHIIMA
pasMemyjy MNpPEeKO pa3IMuUTHX MHTEpHET KaHala KOMYHUKALU]e; KOoMepyujaiHu
KOJleKyuoHapu - AUCTpUOyuUpajy neuujy mopHorpadujy y IUbY CTHIalkba HOBYAHE
JI00HUTH, OHU Cy Takohe CIpeMHU Jia 370CTaBibajy JAelly Kako OM CHUMHIIM LITO BHIIE
Jedrjer MopHOTrpadCKOT MaTepHjajia U Kako OW Ta 10 BUCOKO] IIEHU POAATN IPYTHM
npeaaTopuMa Koju xeje 1a 1ohy y mocea 0BakBOT MaTepujaa.

ITopen HaBeneHe mojene, pasivKyje ce€ M THUIl HpPeNaTropa cumyayuoHoz

npecmynHuxa. AHOHUMHOCT Ha HHTEPHETY JOBOJM /10 ociobalh)ama CKPUBEHUX TajHHU,

#22 Klain, Eva, Davies, Heather, Hicks, Molly: “Child Pornography: The Criminal Justice System
Response”, Washington, DC: National Center for Missing and Exploited Children, 2001,
https://www.ncjtc.org/NCITC Member Resources/Public/Child%20Pornography%20Criminal%20Jus
tice%20Response.pdf , mperpaxeno 15. 11. 2014. rogune
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1a TaKO M OHUX KOJU C€ OJHOCE Ha CEKCyallHy 3J10ynoTpedy Jele, Na ce CUTyallHOHH
TPECTYNHUK MOCTaje 3alpaBo M3 PA3Nora MCIHTHBAKA CEKCyalHe Pago3HamocTH. '™
CuTyannoHN TPECTYNHMIM 3allpaBO MHTEPHET A0KMBJhaBajy kao MoryhHocT na
rienajy Aeudjy mopHorpadujy Koja WX MPHUBIAYM alld J1a HUCTOBPEMEHO OCTaHy
CaKpHMBEHHU HM3a CBOI pauyHapa jep MX je 3alpaBO CTHJ IITO Cy CKJIOHH OBAaKBHM
CEKCYaTHUM €KCTIEpUMEHTHMA.

[Togany 0 BUKTUMH3ALUjH, PA3TUUNTA HCTPAKUBAA, 3BAHIYHE CTATUCTHUKE U
U3BEIITAjH TI0 CIIPOBEICHUM IOJIUIMjCKUM HCTparama mokasyjy Jaa Cy MyIIKapuu TH
KOju y Behoj Mepu HEro jkeHe CEeKCyaJ HO Hamazajy JAely Ipeko MHTepHeTa: yak 92%

424

yXalmIeHuX WHTEpHET Mpeaaropa je OWiao MYyIIKOT TIoJa. IIto ce pacHe

MPUIIATHOCTU THYe, 92% yxamiieHuX 300T Jieja CeKCYaTHOT HHTEpHET HacuJba IpemMa

425 .
WHTepecaHTHO je Aa MpenaTopu HUCY y CBUM

MaJoJeTHUIINMA OWIH Ccy Oemnu.
cllyyajeBUMa Jieudje HMHTEpHET mnopHorpaduje Oumm oxpacime ocobe: yak 43%
U3BpIIHIana 6o je Mimalhe ox 18 romuna.**

2) Kaxo ce cynpomcmagumu u 000panumu — npoonem Henpujasbuearva.
Hako ce mocra maxme mocBehyje NMPEBEHIUjH OBOT BHUJA HACUJba, KAKO ITyTEM
MO/IM3akha CBECTU U JCIE U POAUTEIha O OMACHOCTHMA KOj€ MOCTOje Ha IPYIITBEHUM
MpekaMa W WHTCPHETY, Tako W CBe demheM o00jaB/bUBamy BECTH O CYACKHM
MOCTYIIUMA y KOjUMa Cy HACHJIHHIM CAHKIMOHHWCAHHU, U Jajbe 3allpaBO HE TOCTOje
TayHU MOJAIM O 0OMMY OBE BpPCTE KpHUMHHaNIHTETa. J[ella Beoma peTKO MPHjaBIbY]jy
CEKCyaJIHe Halajie Koje JI0KMBJbaBajy MPeKo JAPYIITBCHUX MpPEka jep MX je cpaMoTa
Ja POAUTEIbHMA TIPUYAjy O TOME, HICY CUTYPHH Ja JIH je TO IITO UM Ce JeliaBa JIome
WIH HE, alld YjeTHO U CTpaxyjy aa he uMm poauTesbu 3a0paHUTH J1a KOPUCTE HHTEPHET
u na he Haarnematu cBe WUXOBE aKTHBHOCTHM Ha JAPYIITBEHH Mpexkama. [lomamm

27 II0Ka3ajin

HaroHaTHOT [IeHTpa 3a HeCTaly M 3710CTaBlbany feiy u3 2005.romume’
Cy JAa ce TMpHjaBH MOJUIMjJU WIM HHTEPHET MpoBajaepy camo 5% ciydajeBa

CEKCYaTHOT HacHJba KOje ce MpeMa JIeHU pealn3yje IMyTeM WHTEpHETa, a alapMaHTH

423 .

1bid.
424 Alexy, M. Eileen, Burgess, W. Ann, Baker, Timothy: “Internet Offenders: Traders, Travelers, and
Combination Trader-Travelers”, Journal of Interpersonal Violence, volume 20 number 7, 2005, ctp.
804-812.
23 Wolak, Janis, Mitchell, Kimberly, Finkelhor, David, op.cit., 2006.
¢ MMopanm HarmonanHor HeHTpa 3a HecTaly M 310cTalbaHy geny (National Center for Missing and
Exploited Children), http://www.missingkids.com/home, nperpaxkeno 10. 05. 2014. ronune
27 .

1bid.
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Cy W mojanu 1a 56% jxpTaBa ce HHje HUKOME IOBEPUIIO U UCIIPHYAIIO 32 HACKUIbE KOje
Cy TIPETPIIEIH IPEKO HHTEPHETA.

[IpobneM ca HempHjaBJbUBAKHEM OBHUX J€ja IMOCTOJU M 300T TOTa IITO BEJIMKH
Opoj Kako Jele Tako M poauWTesba HE 3HAa KoMme ux Tpeba mnpujaButu. [Ipema
ucTpaxkuBawy HalnumoHanmHOr LEHTpa 3a HecTaly U 3J0cTaBbaHy aeny u3 200S5.
roguae > 65% pomuresba U 82% jeue He 3Hajy KOMe O MOIIH 1a ce obpane y
ClTy4ajy HeXeJbeHIX KOHTaKaTa ca CeKCYaTHOM KOHOTAI[H]jOM IPEKO HHTEPHETA.

Bbpojuu cy MelyHapoaHM mpaBHHU JTOKYMEHTH KOjH IMOKYIIaBajy Ja MCKOPEHE
310ynotpeby feie y mopHorpadcke cBpxe. KomBemrmja o mpasuma jerera’’
o0aBe3asa je CBe JprKaBe MOTIHCHUIIE J]a CBAKO JETE 3aIITUTE O/ EKCIUIOaTalHje 1 OJ1
o0aBspama OWJIO KOT TOcNia Koju OM Morao fa Oyze omacaH IO JKMBOT U 3/IpaBJbe
JeTeTa, OJIHOCHO KOjU MPEJICTaBba yrPOKaBamhe W/UIN MOBPELY HEroBOT (PU3HUKOT,
€MOTHUBHOT M CEKCYaJHOT I/IHTerI/ITCTa.43O Kousennuja MelhyHnapoane opranuzaiuje
pama 6p. 182 o Hajropmm oGmuumMa meumjer pama’ ca IIpemopykom 6p.190 o
3a6paHU M XUTHO] aKIHjH 38 YKHIAkE HAjropux oOHKa aedjer paxa > (06e ZoHeTe y
XKenesu 1999. ronune, a y Cpobuju patuduxoBane 2003. rogaune) JoHeTe Cy y LUIbY
CrpedaBama CBHX OOJIMKAa CEKCyalHE EKCIUIOATallfje U CEKCYaJIHOT 3JI0CTaBJbamba
Jere, a moceOHO crpedaBama MeljyHapo He TProBUHE JIEIOM, JCUrje MPOCTUTYIIH]E,
neddje TopHorpaduje W CEeKCyalHOI Typu3Ma KOJH HAcTajy 3JI0yImoTpeOoM
padyHapCKUX CHCTEMa M APYIITBEHHX MpeXa NMPEeKOo KOjUX ce Jeua ,,perpyryjy” y
noMeHyte cBpxe. Ilopem oBa aBa mokymeHTa, DakylnTaTHBHH MPOTOKON Y3
KonBeHuujy o mpaBuMa jAereTa O NpojAaju feue, Ae4joj MPOCTUTYLHMjU U Jeyjoj
nopuorpaduju™ (zoner 2000. romune, patudukosan 2002. rogume) 1 Kousenmuja o
3alITUTH JIeTle OJ CEKCYallHe eKCIUIoATalMje W CEKCYyalTHOT 3JI0CTaBJhama (OHETa

2007. romune, a CpOuja je moTmucasa M 3amodena Ipouec paTudukanuje)

2 Ibid.

42 Konenmumja o mpasuma neterta (,,Ciyx6enn muct COPJ — Meljynapoaun yrosopu™, 6p. 15/90)

9 Crepanosuh, Mpana: ,Kpusnuna nena BesaHa 3a mckopumhaame jnene y mopHorpadcke cBpxe
3710ynoTpedOM pauyHapCKUX cucTeMa M Mpexa (MehyHaponnu u nomahu KpUBHYHOIIPABHU OKBUD)”,
TEMU/JIA — gaconuc o BUKTHMHU3ALM]jH, JbYACKAM IIpaBuUMa M poxy, Op. 3, romuna 12, cenremOap
2009, ctp. 27

! Konpenmuja Mehynapoane opranusanuje paxa (MOP) Gp. 182 o Hajropum o61uumMa nedjer paia
(,,Ciryx)x6enn muct COPJ — Mehynapoanau yroopu”, 6p. 8/03)

2 TIpenopyka Meljynapoase opraumsauuje paga (MOP) 6p. 190 o 3a6paHn M XMTHO] aKUMju 3a
YKuAame Hajropux obnmka aedjer paaa (,,Ciryxx6enu muct COPJ — Mehynapoaau yrosopu”, 6p. 8/03)
3 akynratuBEm npotokon y3 KOHBEHIMjy 0 MpaBmMa JeTera 0 Mpoaaju Aeue, Aedjoj MPOCTUTYIHjH
u nedjoj nopuorpaduju (,,Ciyxoenu nmuct CPJ — Meljynaponuu yrosopu”, 6p. 22/02)
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NPECTaBJbajy IOKYIIaj YCIOCTaBJbakha CTaHIApAa y LWJbY AJCKBaTHHjE 3aIITUTE
nene o uckopuirhaBama y MopHOrpadcke CBpXe 3710yMOTPeOOM padyyHCKUX CUCTEMA
M MpeXa, Kao U 3aIlTUTE JCIe O] ,,perPYTOBama” MPEKO NPYIITBEHUX MPEXKa.

[Topen moHomema oarorapajyhe 3akoHCKe peryyaTuBe, Ha IpiKaBe ce areiyje
Jla OCMHCJIE U yBely pa3jIMyiTe HE3aBUCHE IIporpame, MpojeKTe U Mepe MpeBEHIH]je
KojuMa OW ce Jena 3alTHTHIA OJ CEKCyallHe EeKCIUIoaTalije NpeKo WHTEpHEeTa.
Heonxomno je Ha cBMM HHMBOMMAa M KOJI CBHX pEJICBAaHTHUX akrepa (mpaBocyhe,
MOJIMIIMja, 3aKOHOIABCTBO, POJUTEJbH, Jella) Moauhu CBECT O TOME INTa CBE
CEKCYaJIHO HaCUJbe MPEKO MHTEPHETA MPEACTaBIba U KOjU Cy CBE MOJICJIN TIOHAIIAkA U
JIeTIOBaba CEKCYalHHWX IpenaTopa. JemaH ol MMIIepaThBa j€ W CTBapame jakor
HAIIMOHAJTHOT IIJJaHa 3a CIpeYaBamke CEKCyallHe eKCIUIoaTalMje Jele IPeKo
uHTEepHeTa. HeonmxoqHo je myTeM opraHu30Bama Pa3IMYUTHX TPCHUHTA PAJWTH U HA
CeH3MOWIM3aLMjU TIONIUIHje, CYArja M TyXHIala Koju he pyKOBOIUTH XBaTambeM H
MIPOIIECYUPAHEM CEKCYyaTHUX TPeaaTopa.

[Mopen emyxkarnmje aene o MOryhum pU3MYHNM MOHANIAKBAMA HA JAPYIITBCHUM
MpexamMa M OINAaCHOCTHMMAa IMOBE3MBama Ca HEMO3HAaTUM oco0ama, HEONXOIHO je
€IyKOBaTH U POJUTEJhE, KOJU TMOjeANHHM CBOJUM paJkbaMa MOTY Ja yrpo3e Jelry.
Haume, nema, mororoBo y mo0a paHor AETUECTBA, HE MOTY Jia J1ajy NMPHUCTaHAK Ha
00jaBJpMBabE CBOjJUX JIMYHHX IOJIATaKa M CIMKA Ha JAPYIITBEHUM Mpekama, a MHOTH
pPOIMTEIHH YIIPaBO U3 JbyOaBH MpeMa CBOjOj ICUH W MOTpede /1a moesie ca Ipyruma,
06jaBibyjy Ha ApyIITBeHMM Mpexama.” ' Ha OBaj HAYMH M POAMTEbH HECBECHO
yrpoXkaBajy MpHUBAaTHOCT JELE, jep ce MOCTaBJba MHUTAE KAaKO MOTY OBH 00jaBJbEHU
MOJIalld M CITUKE JIa yTHYYy Ha TO JIeTe Koje oApacTta. AKO je mH(pOopMaIuja J0CTymHa
Ha JPYIMITBEHHM MpekaMa KaJa JeTe JOCTUTHE 3PEJIOCT M aJI0JIECIICHIIN]Y, TOCTOj!
MaTepHjall 3a TOTCHIIUjaTHe HACWIIHUKE Y TIKOJIH, 32 TIOTEHIIMjaJTHE TIOCJIO/IaBIIe, Kao
U 32 MeJIUje, aKo OBO JIETE MTOCTaHe UCTaKHYTa JIMYHOCT. Ha oBaj HAYMH, POAUTEIHH Cy
TH KOjU Cy CTBOPHIIH (ajI ,,IpJbaBor Bema” 3a cBoje nere.”>

MHor#u cajToBU KOju Cy mocBeheHu 3amTUTH Jielie Ha nHTepHeTy (Hmp. [Safe,

NetSmartz, WiredKids, CyberAngels) Hyne pasnuuurte eayKalMOHE Iporpame u

% Myra Hamilton: Objavljivanje detalja iz Zivota deteta predstavlja pitanje privatnosti, u3sop: The
Conversation.com - 25. 12. 2013. rommue, http://partners-serbia.org/privatnost/aktuelno/myra-
hamilton-objavljivanje-detalja-iz-zivota-deteta-predstavlja-pitanje-privatnosti/, mperpaxeno 06. 03.
2014. ronune

3 Ibid.
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MaTepyjajie KOju JeUd M MIaJuMa yKa3yjy Ha CBE OINAcCHOCTH Koje Bpebajy ca
WHTEpHETa, yue WX Kako Ja yode TOTCHIHjaTHO OlacHa TOHAIlaka W KaKo Ja
OCTBapyjy CUTYpHE KOMYHHKAIIH]€ MPEKO IPYIMTBEHUX Mpexa. OHU HyJle MaTepHjaie
KOjU Cy mpuiaroheHu Aelu U KOju UM 1ajy uHpopmanmje o ToMe Kako j1a 6e30e1Ho

KOpHUCTC CBC NOTOAHOCTU UHTCPHETA U JAPYIKCHA IPCKO APYIITBCHUX MPCKaA.

3.1.5. Bpumauko nacumwe (enzn. cyber bullying)

a) Ilojam eépwmaukoz nacuwva na unmepuemy. Kao nocnenuna nosehama
JTOCTYITHOCTH JAWTHTAIHUX TEXHOJOoruja Mely JemoM M IIKOJICKOM IOITyJIAIHjoM,
M0jaBHO CE€ HOBU OOJIMK HAacWJjba — BPUIHAYKO HACWUIBE HA HMHTEPHETY, OJHOCHO
Kopuitheme HOBUX TEXHOJIOTH]ja 3a TUIACHpakhe YBPEIJbUBUX, IITETHUX, BEPOATHUX U
BHUJICO 3aIlHca.

Bpmmauko Hacuibe mojapa3dymeBa creuupuuaH OOJUK KOHTUHYHPAHOT
WHTEPreHepallijCKOr Hacuba Koje Tmpouctude u3 onapehenor omHoca wmehy
BpIIHAIIMa Y OCHOBHO] M CPEIEb0j IIKOJH, ca IUJbEM Ja CE KPTBH HaHEcCe IITeTa
(Hajuenrhe MCUXHWYKA), aad TMPUMAPHO J1a CE€ HACHIHHUK MPHKAKE JOMUHAHTHUM Y
rpyma.**°

OBa BpcTa Hacwiba Mel)y THHEjIepUMa MOXKE JIOBECTH M JI0 HapyllaBama
JWTUTAITHE peryTalfje KOPHUCHUKA JPYIITBEHE MPEXeE, Tj. 10 CTBapama HEraTUBHOT
MUIIJbEHhA WK CTaBa KOju he ApyrH UMaTH O TO] KOPUCHHIIN/KOPUCHUKY Ha OCHOBY
OHOTa INTO OHA/OH KaXKe WIM YYHHH Ha Mpexu.” CBe objaBbeHe HH(OpMAIHMjE ce
BEJIMKOM Op3WHOM W MOMEHTAJIHO LIMpE APYLITBEHOM MPEXKOM M HeMmoryhe ux je
KacHUje YKIOHUTH y MOTITyHOCTH.

[TojaBoM © pa3BojeM JPYIITBEHUX MpeXa UM CTATHUM KOPUIITNCHEM
WHTEpHETa, MOpacio je W ,,BUPTYeTHO  Hacube Mely BpmimanuMa. Bprimauko
HACHJbE HAa MHTEPHETY (MHTEPHET HACUJbE, €IEKTPOHCKO HACHIbE, AUTHUTAIHO HACUJbE,

cyber bullying) npejicraBiba y HajuImpeM CMHUCITY CBaKHA OOJUK BPIIFHAYKOT HACHJbA

8 Munanunosuh, Anexcannap, Ilerpuuesuh, Butomup:”ENeKTpOHCKO BPIIEHAUKO HACHIbe”, 360PHUK
pamoBa - MehyHaponHa HayyHOCTpy4Ha KoH(pepeHmmja “Bpmmaduko Hacwibe (€THOJIOTH]a,
(heHOMEHOJI0TH]ja, HAYMHH MIPEeBa3miIaKekha M KOMIIapaTUBHA UCKYCTBa)”, Bricoka MmKoIa YHYTpalImbuX
mocnoBa, bama Jlyka, 2013, ctp. 246, http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-
Vrsnjacko-nasilje.pdf, nperpaxeno 14. 10. 2014. roguae

7 Ipupyunuk 3a 3amITHTY Jele ¥ MIAZUX O caj0ep HACWIbA M NPHUMEHY y PEIOBHOM HACTABHOM
porpamy OCHOBHHX W cpelmuXx 1ikoia - “Tagged”, op.cit., 2013, ctp. 17

172



08pedc 8a HC 3 m 3, ompebo; UIMBEHUX MPENCA KAO 0OIUK KOMIJYMEPCKO2 KU, IUINE
[lospeda npasa Ha npusamuocm 310ynompedoM OPYumeeHUxX Mpexca Kao 0OmuK KOMIymepcKkoe KPUMUHATUMema
o
v

L 4

Koje ce noralja y BHpPTyemHOM cBeTy, > a Moxke ce nedMHHCATH Kao ymorpeba
eJIEKTPOHCKE KOMYHHKaIHje (MHTepHETa WK APYTe AUTHTAIHE TEXHOJIOTH]e) KaKo Ou
ce Heka Jpyra ocoba 3ariamiuia, 3acTpalinia, Kako OU joj ce MPETUIIO a CBE Y ITUJbY
ma ce Ta ocoba ocelia HECHTYpHA M EMOIMOHANHO pamuBa.” JemHa O KIbYHHHX
nocjenua Kojy WHTEpHET Hacuibe NPOM3BOAM je YIpaBo Ja ce JXpTrBa oceha
eMOIIHOHAIHO pamuBa i nospehena. **’

EnexTpoHCKO BpIImayko HacWJbe Takohe Moke aa ce neduHuime Kao
arpecuBaH, TCHJCHIIMO3aH aKT KOjU Tpyla WU MOjelMHAll CIPOBOAM Kopucrehu
eJIEKTPOHCKA CPEJCTBa KOMYHHKAIMje, Y BHIIE HaBpaTa M TOKOM IYXEr IMepHoAa
IPOTHB KPTBE KOja HE MOXE JaKo Ja ce oa0paHd on oBakBux Hamama.'' To je
CaBpEMEHH, MOJIEPHH OOJIMK BpIIKHAYKOT HACWJba KOjU c€ peanusyje momohy
CpelcTaBa MAacOBHE KOMYHHKAIMje KOjy KOPUCTE YYEHHUIM, Y HPBOM peay MpPeKo
MHTEpHETa M MOOWJIHUX TejeoHa, y IMJbY TMOHIKaBama, AUCKpPeIuTalHje,
OMaJIOBa)XaBakha M HA JPyre HAYMHE HAHOIICHA mTeTe ApyruMa.’ > OBaj BH/ HACHIbA
OJUTMKY]y CB€ KJbYYHE KapaKTEPUCTUKE TPaJAULIHMOHAIHOT BPIIHAYKOI HACUIba —
arpecuBHO MOHAIIAKE U3PAXKEHO KPO3 HEraTHBHE akilMje, HaMmepa Jia ce Apyra ocobda
noBpeny, HecpasMepa Mol u3Melly ydeCHHKAa M PENeTHTHBHOCT, © and W
CHCIIM(PUIHOCTH KOje Ta CBPCTaBajy y TOCEOHO omacaH OOJIMK HACWIHHYKOT
MOHAIIAKkA.

0) Ilojasnu o6auyu. Bpuimayko HacuJbe HA MHTEPHETY Cy Hajuenrhe ce BpIu
cnameM enekTpoHckux mnopyka, CMC u MMC mnopyka, y HpuUYaoHHIIaMa, Kpo3

6710r0BE HITH KOMYHHKAIHjOM IPEKO APYIITBEHHX Mpeska.

B8 ypyxeme ,,Cton Mobunr”, http://www.mobing.rs/articles.php?article id=17, nperpaxeno 03. 03.
2015. rogune

9 Patchin, W.Justin, Hinduja, Sameer:”Bullies move beyond the schoolyard: a preliminary look at
cyberbullying”, Youth Violence Juvenile Justice, 2006; volume 4, number 2, crtp. 148-169,
https://www.ncjrs.gov/App/publications/abstract.aspx?ID=234986, nperpaxeno 13. 03. 2015. roaune
#0 yandebosch, Heidi, Van Cleemput, Katrein: “Defining cyberbullying: a qualitative research into the
perceptions of youngsters”, CyberPsychology & Behavior, 2008, volume 11, number 4, ctp. 499-503,
http://thecyberbullyingproblem.wikispaces.com/file/view/33985751.pdf, mperpaxeno 13. 03. 2015.
T'OJHUHE

! Jbemasa, Huxonuma: ,PeaqHO 370CTaBIbame y BHPTYEIHOM OKpyXemy: IIpeBenumja u
MHTEPBEHIIM]a Yy CIy4ajeBHUMa 3JI0CTaBJbama Jijene Ha uHrepHery”’, Yaconuc AkryemnHocTH, cTp. 22-33,
2011, bama Jlyka: bamwa Jlyka xoneu, http://www.roditelj.org/wp-content/uploads/2011/12/aktuelnosti-
201 1-sajberzlostavljanje-nljepava-1.pdf, nperpaxeno 24. 03. 2015. roqune

2 Munanunosuh, Anexcannap, ITerpuaesuh, Buromup, op.cit., 2013, ctp. 247

*3 MMonosuh-Rupuh, Bpanucnapa: “Bpmmauko Hacuibe y cajoep mpocropy”, TEMUJIA — wacomuc o
BHKTUMU3AIH]jH, JBYICKIM IIpaBUMa U POAy, 0p.3, roguHa 12, cemrrembap 2009, ctp. 44

4 StopCyberbullying.org: “How It Works”,
http://www.stopcyberbullying.org/how_it_works/index.html, nperpaxeno 13. 03. 2015. rogune
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IIpema cxBaTamy jeqHOr OGpoja ayTopa’’ BPIIE-AUKO HACHIBE HA MHTEPHETY
MOXE C€ WCIOJBHTH Kao: TPOTamame W CEeKCyallHO Y3HEMHPABambe; Clambe
HETMIPUCTOJHUX, YBPEIJbUBUX M BYJTapHUX TOpPyKa O HEKO] O0COOM W TO TIPEKO
NpUYaOHUIlA, Tpyna Ha JAPYIITBEHHM MpeKama WM caMme JPYIITBEHE MpEKe;
o0jaBJpMBakb¢ MOBEPJHUBUX MM MHTHMHHUX MOJAaTaka O HEKO] 0COOM; OoroBapame M
Bpehame; HaMEpHO WIM OKPYTHO Hu30alMBame HEke ocobe u3 oxapeheHe rpyme
(MCKJbYUYHBaE); 3aCTpaIINBaE MPEKO HHTEPHETA KOje ce€ MaHHU(ECTyje MpeThaMa 1
CTaBJbalbeM Yy W3IIIEA HEKOr 31ma Koje he ce goromutu (TIpeTm:e); Cclame |
00jaBJbMBakb¢ HEUCTHMHUTHUX W OKPYTHHX IIOpyKa O HEKO] KOHKPETHO] oco0w,
Hajuemhe O WEeHMM (QHU3MYKUM ocoOmHama (W3IJieNl, BUCHWHA, TEXKWHA W CIL),
HABOJAHOM IIPOMHUCKYUTETY W/WMIM  CEKCyaJlHOM oOIpenesbely  (oromapame,
KJICBETamE); CIYKEHe NMEHOM )XKPTBE Kako OM ce HEeKOM Tpehem cnane yBpeasbuBe
win nperehe mopyke, a cBe y IHbY J1a )XpTBa OyJie KpuBall (JaKHO MPEICTABIbABE,
oOMamHBamke); 3aTpHaBame J>KPTBE MOpyKama Kako OM ce JXpPTBH jocahjuBaio,
OHECTIOCOOMIIO CaHIy4ye eIEeKTPOHCKE MOIITe WM yOamuo y CHCTEM 3JI0HAMEpPHH
porpam.

Jlpyru ayTopu, nopes HaBeJeHUX OOJIMKa, JOII Pas3iNKyjy U Mpey3uMarmbe WIn
3JIOHAMEPHO KpEeHparme IUTUTATHOT WUIACHTUTETA JKPTBE (HIIP.CTpaHUIE, Mpoduiia u
ClI.) Y OKBUpY KOTa C€ OHa IpHKa3yje y HETaTHBHOM KOHTEKCTY, IOCTaBJbajy

6

onpeheHH campkaji KOju Ierpajupajy KpTBY; 'C epOTCKY WIH IOPHOrpadCky

npeaAcTaBy O KPTBU, I'IC KPTBaA IMOKYyIIaBa a CC€ OMaJIOBaXaBa, ACrpaavpa HIIH

MOHU3U TOCTaBJbambeM (oTorpaduja WIM CHUMaKa y HEIOJUYHOM KOHTEKCTY WIH Y

7

44
OKBHpY MOpPHOTPa)CKUX CTPAaHUIIA; ~ CHHUMAambe JXKPTBE 0€3 HEHOT NMPHUCTAaHKa (T3B.

59448

,,BECEII0 Imamapame”, eHri. ,,Happy slapping”™") u npuMopaBame na ypaaud HEIITO

NOHMkaBajyhe WM TNPOTUB CBOje BOJbE MIM JOK j€ 3JI0CTaBjbaHa, a 3aTUM U

3 Mishna, Faye, McLuckie, Alan, Saini, Michael:"Real-world dangers in an online reality: a
qualitative study examining online relationships and cyber abuse”, Social Work Research, 2009;
volume 33, number 2, ctp. 107-118,
http://icbtt.arizona.edu/sites/default/files/Mishna, McLuckie, & Saini Social Work Research KHP
Cyber_Abuse 0.pdf, mperpakeno 13. 03. 2015. ronune, Cyberbullying and Harrasment,
http://www.netce.com/coursecontent.php?courseid=1127, mperpaxeno 20. 09. 2013. rogune

4 Munanunosuh, Anexcannap, ITerpuuesuh, Buromup, op.cit., 2013, cp. 251

“7 Ibid.

¥ Ibid.
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o0jaBJbMBamk€ TAaKBOT CHUMKAa Ha JPYLITBEHO] MpEXKH; CJambe CEKCYaIHO
eKCILIMIUTHUX CIIMKA, TTOPYKa H eIeKTPOHCKe momre (eHri. Sexting).**’

C o03upoM Ha HaBeACHE IMOjaBHE OOJIMKE BPIIHAYKOT HACHIba MOXKEMO Ja
3aKJbyYMMO Jia KPTBAa BPINHAYKOT HAacujba Ha JPYIITBEHUM Mpekama MOXKe Ja
nocraHe u oco0a Koja HUje KOPUCHUK HU JPYIITBEHE MpEKe HU UHTEPHETA.

Y NHTepaTypH Cy 3aCTYIJbEHA CXBATama . 1a je, He3aBHCHO O MEXaHH3Ma
KOMyHHKAaIlje KOjH HACWIHUIM KOPHCTE Yy BHPTYEITHOM CBETy, IpemMa
cenupUYHOCTUMA HayMHAa M3BpIIEHa Moryhe pasnmukoBat ocam  oOymka
BPILH-AUKOT cajOep Hacusba:

(1) Bpehame (13B. (ejmunr, enrn. Flaming), koje mompazymeBa KpaTKy U
XKYyCTpy pacnpaBy usMmely nBe miam Buiie ocoba myTeM OWIIO KOje KOMYHHKAIMOHE
TEXHOJIOTHje, KOja Ce CacTOju Yy HaMEPHOM IOCTaBJbalby WIN CIalby EINEKTPOHCKUX
NopyKa ca yBpeIJbUBUM, 3T00HIM, TOHM)KaBajyhuM WM BYJITapHUM CaJip>KajuMa;

(2) y3aemupaBame (eHrii. Harrasment), koje ce cacToju y TIOHABJbAKY ClIamba
YBpEIJbUBHX, TIPOBOKATHBHUX, TPYOUX U HEMPHjaTEJHCKUX MOPYKa JeTHO] OCOOU HIIH
Tpyny; 3a pasnuky ona Bpehama oBaj OONHMK HAcuiba j€ JEIHOCTPAH U Tpaje AyxKe
BpeMe;

(3) oroBapame u kieBerame (eHri. Denigration, Dissing) cacToju ce y cnamy
WIA TIOCTaBJbalkhy YBPEIJbMBUX W HEUCTHHHUTHUX WH(OpMalHja O HEKOME y HamepHu
yrpoXkaBama peryTalyje WIA MPUjaTeJbCKUX OAHOCAa KOjy Ta ocoba mma, mocebaH
o0JIMK MOT'y Jia TIpeCcTaBJbajy T3B. ,,eJEKTPOHCKE KibUre yTucaka™ (eHri. Slam book)
KOje MMajy 3a Wb MOHIKABAKE U MCMEBAIE JPYTUX 0coba, Hajuenrhe MIKOJICKUX
BPILEHAKA;

(4) naxxHO TpencTaBibamke (MMIEPCOHAIIMja, CHIJI. Impersonation) cacToju ce
y JaKHOM MpeCTaB/balby jeHe 0co0e TaKo MITO KOpucTU mudpy Te ocode ga 6u
NPUCTYNIWIA HEHUM Halo3MMa, a 3aTUM KOMYHHUIMpala Ha HeraTHBAaH WM
HETpUKJIaJaH HAa4MH ca APyruMa, cTBapajyhu yTucak ia m3paxkaBa MUILJBEHE 0co0e

YHUj1 HAJIOT KOPHUCTH;

449 O'Donovan, Eamonn:”Sexting and student discipline”, District Administration, 2010; volume 46,
numeber 3, http://www.districtadministration.com/article/sexting-and-student-discipline, mperpaxxeHo
14. 03. 2015. roguue

4% Willard, Nancy: “An Educator's Guide to Cyberbullying and Cyberthreats”, http://miketullylaw.
com/library/cbcteducator.pdf, mperpaxeno 13. 03. 2015. roaune
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(5) Henmo3BoJbEeHO caomiuTaBame (T3B. ayTHHT, eHrI. Outing) mpeacraBiba
JaBHO TIOKa3WBame, IOCTAaBJbAE WIM TpociehuBame TyhUX NpUBATHUX CIIMKA,
cajZpkaja WM JIMYHE KOMYHHUKAIMje OHMM ocobama KojuMa Te WHpopMmalmje HUCY
Ousie HaMemeHe, Ha OBa] HAauMH ce Tyhe JuuHe HHPOpMAIUje UYMHE jaBHUM H
JOCTYITHUM CBHMa;

(6) oomammBame (eHrn. Trickery) mocToju kajga Hamagad MpeBapoOM HIIA
JyKaBCTBOM OTKpHBA JIMUHE, Hajuemrhe TajHe U MOHIKaBajyhe mHbopmalmje o HeKoj
oco0u, a 3aTUM HX JIEJIH ca APYTHMMa; 3a PAa3JIUKy OJ HEJ03BOJLEHOTI CAOIIITaBamka Ie
je HacuimHHMK y moceny oapeheHux mHpopmammja 0 HeKOMe, Ko oOMamHBama OH
KOPHUCTH MIpeBapy Kako O /10 MOBEpJbUBUX WH(POPMaIIHja J0IIa0;

(7) ucxspyuuBame (enri. Exclusion, Ostracism) mpenctaB/ba WHANPEKTHU
MeTOoJl cajoep Hachiba KOjU C€ CacTOju Y HAaMEPHOM HCKJbyUHBaWBy HEKe 0cobe u3
onpehene BupTyenHe rpyne WM 3ajelHulle (HMp. JHMcTa MpHjaresba, e-mail mucra,
co0a 3a hackame u ci.);

(8) mporamame (enrn. Cyber stalking) mpeacrtaBba Kopumiheme
€JIEKTPOHCKUX KOMYHHMKallMja y IMJby Hporamama Heke 0co0e Kpo3 peneTUTUBHY
y3Hemupanajyhy u nperehy eleKTpOHCKY KOMYHUKAIH]Y.

Bpmmaduko Hacuibe Ha MHTEPHETY MOXKE Ja CE€ WCIOJbH Ha JHPEKTaH WU
WH/IMPEKTAaH HAYUH.

JIMpeKTHO MHTEPHET HAaCHJbE Cce ncnoJbaBa kpo3 ciamwe CMC nu MMC nopyka
Kao W MOpyKa y ,JIpHYaoHHIlamMa” W Ha ,hackamuMma” Koje cy y3Hemupyjyher,
YBPEIUBHMBOT U IIpeTeher caapxaja, y3HEeMUpaBambe Tele(OHCKUM 03UBUMA, Bpehame
U JIOXHO TIPEACTaBJbAbE Y EIIEKTPOHCKO] KOMYHHUKAIUjH, KpEUpame HHTEPHET
CTpaHMIIa KOje caapike MpudYe, CIUKE, MPTEKE WIH IIajie Ha pauyH oapeheHe ocole,
CHUMame MOOWIHUM TeneOHOM WM KaMepoM, mpociehuBame CHUMaka Ha
MHTEPHET WM JPYIITBEHE MpEXe, y3HEMHpaBame IPEKO EJIEKTPOHCKE IOIITe
(YBpemspuBe miaje, IpeTHhe U Ci.), Y3HEMHUpABamke HA IPYIITBEHUM Mpexama, Clambe
BUpyCa WIM MOPHOTpa(CKUX cajprikaja, MOCTABJbAE MHTEPHET aHKETa O HEKOME,
00jaBJpUBambE JIAXKHUX MOAAaTaKa O HEKOME MJIM U3HOUICHE HeUMJUX JIMYHUX MPUIHKa
WIA TajHH, Kpaha JIO3MHKE WA HaJUMKa Ha JPYHITBEHO] MpPEXH WIH Yy
Hpudaonuny”. Ha npymTBeHMM Mpexkama je Takohe Moryhe dopmupaTtn rpyne

npotuB oapeheHnx ocoba, koje Hajuemhe mmajy HaszuBe Tuma ,,Ko Mp3u (ume u
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npe3ume) u3 ...”. 3abenexeHo je na je Ha apymTBeHoj Mpexu dejcoyk kpajem 2011.
roxuse 6uino 1.400 rpyma koje cy capikaite ped: ,,cBH Koji mpae...”. !

Hacuibe nmpeko nocpeHuKa Win HHANPEKTHO MHTEPHET BPIIHBHAUYKO HACUIBE e
HAjOTacHMja BPCTa HACHJba MPEKO MHTEPHETA jep YecTO YKJbyuyje ofpacie ocobe, a
MOCTOjM KajJa WM3BPLIMJIAL] Halaaa XpTBY npeko Tpehe ocobe, koja Tora Hajuerihe
HUje cBecHa. [IpuMepn oBakBe BpPCTE HACWJba Cy YECTH Ha JAPYLIITBEHHM MpeKama:
OTBapame JXHOT mpoduna moja TyhuM uMEHOM U 00jaB/bHUBAKE PA3TUUUTHX
y3HeMUpYjyhux uiM ByJIrapHUX CTBAPH y MME HEKOT JPYror, MUCame HEraTMBHUX
w ocyhyjyhux tekcroBa ca mpoduiaa HEKOT APYror KOpUCHHKA Kako O ce HmeMy
HaHeJa IMTeTa U CII.

HctpaknBame JUTHTATHOT BPIIKHAYKOT HACHUIba, KOje je crmpoBenaeHo y 17
OCHOBHUX U 17 cpenmux mkona TokoM HoBeMmOpa 2012. rogune y Cpbuju, y Kome je
ydecTBoBajo 3784 yueHuka, mokasano je aa je 9% ocHoBana u 12% cpenmernikonana
CHUMaHO MOOWIHHM TeseoHoM i kamepom, 1ok je CMC nopyke y3Hemupyjyher
caapxaja 1o0uno 5% ydeHHKa OCHOBHOIIKOJICKOT y3pacta u 9% cpenmolkosana.
V3HemupaBame Ha JPYLITBEHUM Mpekama uckycuio je 18% ochHoBama u 17%
cpeamoukonana, *-

VY uctpaxuBamwy y kome je mcrutano 1241 cpenmomkonana y CAJ, 10%
WCTIUTAHMKA j€ PEKJIO Ja je OMII0 CHUMAaHO MPOTHB CBOjE BOJBbE, MPU YEMY j& TOKOM

3 Jlpyro wuCTpaxmBame Koje je

CHUMama OWIO TOHIKEHO WIH HalagHyTo."
cripoBenieHo Mehy 365 ydeHHHKa HMXKHX pa3pesa cpeime mkoie y Kananu mokaszano
je na je jemHa TpehumHa OBHIX ajoieclieHaTa M3jaBUia Jia Cy Ce MPEeJCTaBhballd Kao
pasnmuunTe ocode Kaja Cy Ha MHTEpHETY, a jeJlHa YeTBPTHHA je MpH3HajIa Ja Cy ce

Mpe/ICTaB/bajil Kao Ja cy 0cobe CympOTHOT moma.** Ckopo 19% wucnurtanuka je

“! Ibid.

42 Mapuanh, Tarjana, Kosauesuh, Bepuma: “Bpiumadyko — [IUCHTAIHO HACUIbe M HAYUHH
npeBasmwiaxema”’, 300pHUK pazoBa - MeljyHapoaHa HaydHOCTpy4YHa KOH(pepeHIMja “Bpiimauko
Hacuibe (eTnojoruja, PeHOMEHOJIOTHja, HAYMHH ITPeBa3uiIaXeha U KOMIIapaTHBHA HCKycTBa)”, Brucoka
IIKOJIa  YHYTpallkbHX  IIOCJIOBa, bawa  Jlyka, 2013,  http://education.muprs.org/wp-
content/uploads/2014/12/Zbornik-Vrsnjacko-nasilje.pdf, mperpaxeno 14. 10. 2014. ronune

433 Calvete, Esther, Orue, Izaskun, Estévez, Ana, Villardon, Lourdes, Padilla, Patricia:”Cyberbullying
in adolescents: modalities and aggressors' profile”, Computers in Human Behavior, 2010; volume 26,
number 5, ctp. 1128 - 1135, http://database.cmch.tv/SearchDetailBrowser.aspx?rtrn=advnce&
cid=5762, npetpaxeno 13. 03. 2015. roguae

% Cassidy, Wanda, Jackson, Margaret, Brown, N.Karen: “Sticks and stones can break my bones, but
how can pixels hurt me? Students' experiences with cyber-bullying”, School Psychology International,
volume 30, number 4, ctp. 383 - 402, Sage Publications, 2009,
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HaBEJIO J1a Cy JIarajiy Kajia Cy OINMCUBANU cBOj pusmuku usrnexn a 15% je npusnano na
ce HAMEPHO KOPUCTUIIO UMEHOM HEKe JIpyre 0co0e Kaja je MpeKo HHTEPHETa CTYIaJIo
y KOHTAKT ca Ipyrum ocoGama.*>

6) Ilpogpun sncpmee u nacunnuka. 3a pa3nuKy o (U3MYKOT BPIIHAYKOT
HacHba Koje ce joraha y MIKOJIHM WK Ha YJIMIIHU, BPUIBAYKO HACHIbE ITyTEM HHTEPHETa
MOJe Ja Tpaje 24 caTa CBHX CelaM JjaHa y HelleJbH, a )KPTBAa HHTEPHET HACHUIba MOXKE
Ja JTO’)KMBU HETPUJaTHOCTH M y CBOJOj Kyhm M Ha MecTMMa Ha KOjuUMa ce paHHje
ocehana curypHoM. AHOHIMHH HaCHJIHHK MOJKE J1a Y HacuJbe Koje ce aoraha ykibyuu
u Tpeha nuia, mWTo XPTBY JAOBOJIM y HEPABHOIPABAH IOJI0XkKA] ca HACWIHULIUMA, YUjU
je 6poj mpakTHUHO HeorpaHmdeH. '

VY peasiHOM CBeTy HAaCWJIHHK jeé OOMYHO KpPYIHa M CHa)kKHa oco0a, JOK ce y
BUPTYEJTHOM CBETY jauyMHa HACHUJIHUKA MEPH MpeMa HEroBUM MOCEOHUM TEXHUYKUM
BemTHHAMA M yMehmMa pykoBama padyHApHMa W CHAAKEHY HA HHTEpHETY.'
XKpTBa M HACHIHHUK yONIITE HE MOpPajy Ja Cc€ MO3Hajy, Ka0 M KOJ OMJIO0 KOT' JAPYror
o0JIMKa BHPTYETHOT HAacWiba, HACHJIHWK MOXeE Ja Oyae HEBHIJbHMB WM aHOHUMaH,
IITO MOXE J1a OTeKa HEroBO MPOHATIAKEHHE a J]a KOJ JKPTBE M3a30BE CHakaH ocehaj
cTpaxa M He3alTUNEeHOCTH.

Ha ocHOBy crpoBezieHe aHaiu3e MOTHBA W pasjiora 300T KOjUX Ce jaBJba
BPIIE-AYKO HACHIBE Y BHPTYETHOM IIPOCTOPY, MOjeAMHHE ayTopH ° HaBome cieaehy
KJIacu(pUKaIlnjy UHTEPHET HACHUITHUKA:

Ocsemomybusu anheo (anheo océemnux, enen. Vengeful angel ) — ocoba xoja
HE JI0’KMBJbaBa ce0e Kao HaCWIIHUKA Beh kao ocoly Koja TpaXku MpaBIy U IITUTH ceOe

WM JIpyTe O] ,,JIOIINX JBYAM , 32 KOje Bepyje Aa 3aciIyKyjy Ja Oyay BUKTUMU3HPAHHU.

Cwmatpa ce 1a y OBy KaTeropHjy crlajaajy Hajuemhe >KpTBE TPAIUIIMOHATHUX O0JIMKa

http://extension.fullerton.edu/professionaldevelopment/assets/pdf/bullying/sticks and stones.pdf,
npetpaxeHo 14. 03. 2015. roqune

3 Ibid.

456 Mupuh,®umun: “O0auIy BPIIkHauKOr HACKIba IIyTEM HHTEPHETA U IPYIITBEHUX MpExKa”,

300pHUK panoBa - MeljyHapoaHa HaydyHOCTpydYHa KOH(pepeHiHja “Bpiimbauyko Hacuibe (€THOJIOTH]ja,
(eHOMEHOJIOTHja, HAUYMHY MTPeBa3IaXeha 1 KOMIapaTHBHA UCKyCTBa)”, BUCOKa 1IKOJIa YHYTPALIEBIX
nocnoBa, bama Jlyka, 2013, ctp. 401, http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-
Vrsnjacko-nasilje.pdf, nmpetpaxeno 14. 10. 2014. rogune

*7 Hinduja, Sumeer, Patchin, W.Justin:”Cyberbullying Fact Sheet: What You Need To Know About
Online Aggression”, http://www.cyberbullying.us/cyberbullying fact sheet.pdf, nperpaxerno 13. 03.
2015. rogune

438 Aftab, Parry: “What methods work with the different kinds of cyberbullies?, 2006,
www.stopcyberbullying.org/pdf/howdoyouhandleacyberbully.pdf, nperpaxeno 12. 03 .2014. roauue
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HACHJba, KOje Ce Ha OBaj HAUMH CBETE JAPYrMMa He cxXBaTajyhu Ja cy ¥ caMH MOCTali
HACHITHHIIH.

I'naoan mohu (enen. Power hungry) — oco0a Koja HajBHUIIE JIMYM HA KIIACHYHOT
IIKOJICKOT 3JI0CTaBJhava KOjH, KOpHCTehN ce TAKTHKOM 3acTpalliBamba, MOKyIIaBa J1a
YCIIOCTaBH KOHTPOJTYy HaJ APYyTrUMa M CUJIOM CTEKHE MON M ayTOPHUTET. 3a pas3JIuKy O[]
HACWJIHMKAa THIIA ,,0CBETOJbYOMBH aHeo KOju YIJIaBHOM JIeNIyje CaMOCTaJHO,
HAaCUJTHUK ,,I7IajiaH Mohu‘ mMa moTpedy J1a cTaaHo uMa IMmyONInKy Koja he mocmarpaTtu
WM TIOJIPYKABATH KETOBE MOCTyIKe. Beoma uecTo, oBa BpcTa HACWITHUKA MTpUOeTraBa u
TpaauIMOHATHUM BpCTaMa HacUJba.

, LImpebep” oceemnux (enen. Revenge of the nerd) — ocoba Kojy cpenuHa y
KOJjO] )KUBH JIO)KMBJbaBa Kao ,,imtpedepa‘. Kako 6u KoMIeH30Ba0 CBOje HEIOCTATKE Ha
KOje My OKOJIMHA yKa3yje, IocTaje KeJbaH Mohu 1 ocBeTe. BeoMa uecTo oH je u KpTBa
TPaIUIMOHATHOT BPIIKHAYKOT HACHJbA jep jé U KOHCTUTYILMOHAIHO y Hajehem Opojy
ciydajeBa cutHe Tpalje u pusndky ciraduju o BehnHe cBojux BpImmaka. OH ce CBETH,
a aHOHMMHOCT BHPTYEJIHOT TPOCTOpa My TapaHTyje Aa HuKaaa Hehe mopartu na ce y
CBAKOJTHCBHOM KHMBOTY CPETHE Ca CBOJUM JXKPTBaMa W PHU3HKYje Ha Oyne (U3NYKH
yrpoxeH. 300T CBUX OBUX KapaKTEPUCTHKA U 300T CBOJUX TEXHUYKUX BEIITHHA MOKE
na OyJie HajOTIACHUjH OJ1 CBUX BUPTYCITHUX HACUITHHKA.

Ilaxocne oesojuuye (enen. Mean girls) — ocode Koje YMHE HACHIbE U3 J0CATe
WU paau 3a0aBe M 3a HHUX je MOHWXKABamke W Bpehame JAPYyTrHX jelaH O] HauyWHa
pa3oHOze KOjoM jauajy cBoj ero. OBa KaTeropuja HACWIHHMKAa HE TNPETH CBOJUM
KpTBama, Beh MX HCKJbYYMBO CaMO HMCMeEjaBa W oManoBaxkasa. Hajuemrhe memyjy y
rpyrmaMa jep >keJie a IpyTrH 3Hajy KO Cy OHH M Kako UMajy Moh, Kao u 1a UM ce ApyTH
nuBe. OBaj THI HACWITHUKA CE YTJIAaBHOM jaBJba Melhy neBojuniiama.

Henaowcwvusu (enen.Inadvertent) — ocobe Koje MOCTajy HACWIIHHULM KaJa HE
pasMunbajyh  oaroBope Ha MNPUMJbEHY TMPOBOKALM]y WM KaJa Cce€ CBOjOM
HEMaXXHOM YBEIly Y HHIUPEKTHO cajoep Hacuibe He pa3Mullbajyhu o mocienunama.
O ceOu He MHCTIE 1a Cy HACHITHHUIIH.

[lojenuHa ucTpakuBama crpoBeneHa Mmel)y memom y3pacta ox 10 mo 17

TOJIMHA TT0KA3yjy [a Cy MHTEPHET HACHIHUIY Meljy BpImamyMa Hajuenthe nedar,

*% Ybarra, L.Michaele, Mitchell, J.Kimberly:"Prevalence and frequency of Internet harassment
instigation: implications for adolescent health”, Journal of Adolescent Health, 2004, volume 41 number
2, http://www.unh.edu/ccre/pdf/CV157.pdf, nperpaxeno 14. 03. 2015. roaune
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crapoctu ox 13 no 15 romuna.*® Vma cllydajeBa KaJia Cy OBU MHTEPHET HACHUIIHUIU
3aIlpaBO HEKaJa OMJIM WIN Cy U Jjajbe KPTBE PEATHOI HACUJbA WU CE U y PEAJHOM

! Hajsehu 6poj HacmnHEKa nMma ciaGe

KHBOTY TIOHANIA]y KAO HACHIHMIL’
IPYIITBEHE OJHOCE ca CBOJUM BpIIkHAllMMA, HEMa jaKy CMOTHBHY Be3y ca
ponuTesbuMa, KO HHUX HE TOCTOjU aJieKBaTHA POAMTEIhCKA KOHTPOJA W HAA30p U
462
Kpehy ce y ApyIITBY N€TMHKBEHTHUX 0C00a.
[TocToju m moceOHa KaTeropwja MHTEPHET HACWIHWKA KOja je TMO3HAaTa IO/
HA3WBOM ,,CUJICIIMje KOje BOJIC Jla Ce MONHY Ha BPX JAPYINTBEHE JecTBUIE” (CHTII.

¥ To cy majuemhe crapuju CTyJeHTH H3 OGOraTHjuX

Social climber bullies).
IPYIITBEHUX CII0jeBa, JOOpH YYEHUIM ca BoaehMM MO3WIMjaMa Yy MIKOJICKUM
KIyOOBMMa, APYIITBUMA WM AKTUBHOCTHMA, KOjUMa YIPaBO JPYIITBEHH CTaTycC
oMoryhyje &la HUKO HE MOCyMma Ja OHM 3allpaBO MalTPETHpajy Hekora. bbuxose
KPTBE CY ,,HETIOMyJIapHH~ YUYECHUIH, ,,IITpeOepu’” WIN YUSHHUIM KOjH OYajHO XKeJe Ja
UM ce mpuOmmke W OyAy Jeo Tpyle OKYIUbCHE OKO IbHX jep IOCTOjH Mala
BepoBaTHOha /1a he OB yUEHUIM TPHjaBUTH HACHJIBE.

ITocmatpajyhu npema mnony, Hajuemrhe >KpTBe BPIIKHAYKOI MHTEPHET HACHUJba

Cy JIeBOjYMIIC U JIEBOjKE, MPU YeMy Cy OHE Yy HajBehoj MepH KpPTBE OroBapama H

40 Williams, R.Kirk, Guerra, G.Nancy:”Prevalence and predictors of internet bullying”, Journal of
Adolescent Health, 2007; volume 41 number 6, http://www.slideshare.net/WCT-Law/{p-58-
prevalence-and-predictors-of-internet-bullying , nperpaxeno 14. 03. 2015. roqune

*! Ybarra, L.Michaele, Espelage, L.Dorothy, Mitchell, J.Kimberly:"The co-occurrence of Internet
harassment and unwanted sexual solicitation victimization and perpetration: associations with
psychosocial indicators”, Journal of Adolescent Health, 2007, volume 41,
http://www.ncbi.nlm.nih.gov/pubmed/18047943, nperpaxeno 14. 03. 2015. rogune

462 Ybarra, L.Michaele, Diener-West, Marie, Leaf, J.Phillip:”’Examining the overlap in Internet
harassment and school bullying: implications for school intervention”, Journal of Adolescent Health,
2007;  volume 41,  http://www.wthlawfirm.com/for-parents/links/examining-overlap-internet-
harassment-school-bullying/ ,nperpaxxero 14. 03. 2015. ronune

3 Willard, E.Nancy:”Cyberbullying and Cyberthreats: Responding to the Challenge of Online Social
Cruelty, Threats, and Distress”, Champaign, IL: Research Press; 2007,
https://books.google.rs/books?id=VyTdG2BTnl4C&pg=PP6&lpg=PP6&dq=Cyberbullying+and+Cybe
rthreats:+Responding+to+the+Challenge+of+Online+Social+Cruelty,+Threats,+and+Distress&source=
bl&ots=u5DIZGvo8v&sig=7dA7kdGtX-
4VrWUMqychrTkYLk8&hl=sr&sa=X&ei=Fb8FVbbglsfVavKLgY gO&ved=0CEsQ6AEwBQ#v=one
page&q=Cyberbullying%20and%20Cyberthreats%3A%20Responding%20t0%20the%20Challenge%2
00f%200nline%20Social%20Cruelty%2C%20Threats%2C%20and%20Distress& f=false, nperpaxxeHo
14. 03. 2015. rogune
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TpadeBa Koju ce Meljy muma mupe uenthe Hero mely neuammma. ‘** XKprse unrepuer
HACHJbA Cy OOUYHO KPTBE M APYTHX BPCTA HACHIBA. '

2) Ilocnheouue Koje ykazyjy Ha nocmojaree 6pUIRLAYKOZ HACUBA HA
unmepnemy u Henpujaswueame nacuma. IlojexuHu ayTopu C ykasyjy na Ha
MIOCTOjab€ BPIIHAYKOr HACHIJbA y PEATHOM U BUPTYEITHOM CBETY yKasyjy ozapeheHa
TIOHAIIaka KPTBE: JCNpecHja WM aHKCHO3HOCT, MOCEOHO y ClydyajeBHMMa Kaja He
MOXE Jla TPHUCTYNIA WHTEPHETY; JCIpecHja WM aHKCHMO3HOCT KOja Ce jaBJhba Kaja
CTHTHE CMC WJIM HWMEjII TOpyKa; Temkohe ca yd4emeM M HEraTuBHa IpOMeHa
MOHAIIalkha Yy CBAKOJHEBHOM JKHBOTY (HIp. OeXkame U3 IIKOJIE, ITOHABJHAE,
on0anMBamke JOCATAIIBET PYINTBA); YCAaMJbHBAKE OJl TpHjaTesha W IMOPOIUIIC;
rIelalke TOPHOTPAaCKOr MaTepujaia Ha padyHapy; OJpHIAlkE OJf HOPMAaTHUX
JTHEBHUX aKTUBHOCTH Kako OM ce BpeMe IMPOBOAMIO HUCIPEa KOMIjyTepa W Ha
WHTEPHETY; Talllelkhe padyyHapa Kajga ce MpUOJIMkKaBa HEKO O] CTapHjux (pOIUTEb,
HACTaBHHUK...) U Opucame ucropuje mocehennx cajrona.

Hajsehu ctpaxoBu koje xpTBa uMa cy: na Oynae ogbaueHa U CTUTMAaTH30BaHA
O]l CTpaHe JAPYINTBA Y KOME C€ HaJla3W, Jia jOj Ce HACWJIHUK HE OCBETH aKO HEKOME
Kake J1a TpIU Hacuibe, Ja M IpHjaTeJbe HEe yBy4de y HEBOJbE, Ma he poauTesbu
MCKJbYYHTH HHTEPHET HIIM Oy3eTH MOOHIHHA Tene(OH YKOIMKO 4yjy 3a mpobimem. ®’

[Tocnenuiie MHTEPHET HaCHJbA MOTY Ja Oyay Benuke u 3a0pumasajyhe. [Topen
ocehama aenpecrje 1 aHKCMO3HOCTH KOja ¢y mpaheHa TyroM u 6ecoM, MJIaJid KOjU Cy
MPEXKHUBEIIM OBAKBO HACUJBE BEOMa YECTO MOIYINTAjy ca yCIEeXOM Y IIKOJIU jep HHUCY

(doKycupaHu W KOHIECHTPHCAHM Ha ydewe, Oeke ca 4yacoBa, jep IIKOJIY BHIIE He

4% 1 enhart, Amanda: “Data Memo: Cyberbullying and Online Teens”,
http://www.pewinternet.org/files/old-
irélse:dia/Files/Reports/Z007/PIP%20Cyberbullying%2OMemo.pdf.pdf, npetpakero 03. 10. 2014. roxune
Ibid.
46 Diamanduros, Terry, Downs, Elizabeth, Jenkins, J.Stephen:”The role of school psychologists in the
assessment, prevention and intervention of cyberbullying”, Psychology in the Schools, 2008; volume
45(8),
http://www.researchgate.net/publication/227828178 The role of school psychologists in_the assess
ment_prevention_and_intervention of cyberbullying, nperpaxeno 03. 10. 2014. rogune, Delmonico,
L.David, Griffin, J.Elizabeth:”Cybersex and the e-teen: what marriage and family therapists should
know”, Journal of Marital and Family Therapy, 2008; volume 34(4),
http://www.researchgate.net/publication/23481408 Cybersex and the E-
teen what marriage and family therapists should know, nperpaxeno 18. 12. 2014. roqune
467 Cassidy, Wanda, Jackson, Margaret, Brown, N.Karen: “Sticks and stones can break my bones, but
how can pixels hurt me? Students' experiences with cyber-bullying”, School Psychology Internaional,
2009, volume 30(4),
http://extension.fullerton.edu/professionaldevelopment/assets/pdf/bullying/sticks and stones.pdf,
npetpaxeHo 14. 03. 2015. roqune
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JIOKHMBIbABA]y Kao MecTo Ha KoMe cy curyprn.’®® Camonoysname mocraje npo6iaem u
KOI HACWIHHKAa M KOX JXpTBe: ' V HCTpaxkuBamy, Koje je oOyxBarmio 2.000
WHTEPBjYUCAHUX CPEAHOIIKOJIAIa, KOHCTOBAHO j€ JIa je JKeJba 3a caMoyOucTBOoM Omiia
noBehana Mel)y oHUMa Koju Cy OWJIM WM HACHITHHIIA WM XPTBE — XKpTBe ¢y 1.9 myra
a HacWiaHMLIM 1.5 myTa CKIOHHMjU MHUCIMMA O CaMOyOMCTBY y OJHOCY Ha
CPEEbOLIKOIIE KOjH HEMAjy Be3e ca HHTEpHET OyTHHroM.

[ToceOHO 3a0pHmaBa YMIHCHUIA Ja CE BPIIHAYKO HACHJbE HAa MHTEPHETY HE
npHjaBjbyje WM c€ TMpHjaBjbyje BeoMa peTko. lcTpaxuBame Koje je cIpoBena
opranmsammja Stop cyberbullying®’' mokasano je ma camo 5% neue npujaBm oBakas
BHJl HACUJha poauTe/hMa. BehnHa He mpujaBibyje HACHIBE jep ce Iuiamu ga he um
OWTH Oy3eT KOMIjyTep WM MOOWIHM TelnedOH, HEKH Ce CTHAC J1a KXy IITa UM Ce
JeliaBa M HE JKeJie Jia ce IMOBEepe POJUTEI/bMMA WJIM HEKOM CTapHjeM, IITO je
OYEKMBAHO aKO ce y3Me y 003Hp Ja je pedu o JelH WM MIaguM Jpynuma. Jlete ce
Hajuemthe moBiIaum y cebe, TPOBOOM JOCTa BPEMEHA 32 KOMIIjYTEpOM HIIH
onroapajyhu Ha mopyke Ha TeneGoHy B BUIHO j€ Y3HEMHPEHO IOCie Tora, n3deraBa
Jla pa3roBapa O TOME IIITa pajy HAa WHTEPHETY W 300T yera JOCTa BPEeMEHa MPOBOIH
UCTpeal KOMIjyTepa, 3aTBapa OHO IITO Paad Ha KOMIjyTepy YUM HEKO mpole mopen
€KpaHa, Harjio TpecTaje Ja KOPUCTH KOMI[jyTep WM MOOWIHH TenedoH, uma
mpoOyieMa ca cHaBamkeM, WMa Tpobieme y mkomu, He oceha ce moOpo (uma
r1aBo0oJke, MpodiieMa ca CTOMAaKOM, HEPACIOJIOKEHO je, MEMPECUBHO, TYXKHO..),
HATJIO MpecTaje [a ce APYIKH ca JOoCaallbiM IpHjaTesbiMa i ciL.”

UctpaxuBame koje je y Cpobuju cnpoBeneHo 2012. rogune Mehy yueHUIMa
HIOKMX paspefia OCHOBHE IKOJIE TOoKa3aio je aa je 12% wucnuraHux OWiio KpTBa

y3HEeMHUpaBama Ha UHTEpHETYy, 7% je Oujo KpTBa CHUMama MOOWIHUM Teae(pOHOM

IpOTHB CBOje BoJbe, 7% je Owmno y3HemupaBano CMC mnopykama, a 12%

% Beran, Tanya, Li, Qing:”The relationship between cyberbullying and school bullying”, Journal of
Student Wellbeing. 2007;volume 1(2), ctp. 15-33,
http://www.ojs.unisa.edu.au/index.php/JSW/article/viewFile/172/139, nperpaxeno 03. 10. 2014.
T'OJHUHE

49 patchin, W. Justin, Hinduja, Sameer:”Cyberbullying and self-

esteem”, http://www.cyberbullying.us/cyberbullying and self esteem research fact sheet.pdf,
nperpaxeno 03. 10. 2014. ronune

% Hinduja, Sameer, Patchin, W .Justin:”Bullying, cyberbullying, and suicide”, Archive of Suicide
Research, 2010; volume 14(3),
http://www.tandfonline.com/doi/full/10.1080/13811118.2010.494133#abstract, nmperpaxeno 03. 10.
2014. rogune

1 Stop Cyberbullying, www.stopcyberbullying.org

7 Ibid.
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TeneoHckuM Tno3uBHMa. KoJ ydeHuKa BUIIMX pa3pefa U CPeImOLIKONIAIM Cy CBa
oBa gnema Owna ydecramuja: 18% wmcrnuTaHux OWIO JKpTBa Yy3HEMHpaBamba Ha
unTepHety, 10% je Ouio XpTBa CHUMamka MOOMIHUM TeIe(OHOM MPOTHUB CBOj€ BOJBE,
19% je 6uio y3nemupaBano CMC nopykama, a 24% tenepoHCKUM 103UBUMA. 47

Y npxasu Mucypu (CAI) 2006. ronune moner je 3akoH Meran Majep o
MPEBEHINjH BPIIKHAYKOT Hacwiba Ha uHTEepHery (X. P. 1966 - Megan Meier

Cyberbullying Prevention Act),*”*

KOjU je 0O0yXBaTHO BpIIHAYKO HACHIBE
KopHUIIhemeM eeKTPOHCKUX KOMyHHKanuja wim tenedona. [loBoxa 3a momeme oBOr
3aKoHa je camoyoucTtBo Meran Majep, TuHejuepke u3 Mucypuja, Koja je M3BpLIMIa
caMOyOMCTBO TpU HeAeJbe IMpe CBOT YeTpHAeCTOr poljeHmaHa, 300T JIaKHOT

TIPe/ICTABIbAMbA M BPIIFAUKOT HACHIbA HA HHTEPHETY. *

3.1.6. Mooune, cajoep moounz u MAHUNYIAUUJA TUYHUM ROOAUUMA CA
OPYUIMGEHUX MPedHcd KOju ce 00HOCe HA 3anOULbaA8arse

a) Ilojam 310cmaswarwa na pady (Mobunza) u ModouHza nymem UuHmepHema.
HayuyHo wucTpakuBame 3JI0CTaB/barba Ha pPAJHOM MECTy IIOYeNo je Kpajem
0CAaMJIECeTHX TOMHA MPOILIOr BEKA M BE3aHO je 3a pai m jaeno Xajuia Jlajmana®’®,
HEMAaJKOT TICUXO0JI0Ta KOJH j€ MMPBU OCHOBAO KJIMHHUKY 3a MIOMOh KpTBaMa OBOT 00JIMKa
Hacuwba. Jlajman je 1984. romune Qopmynucao mpBY 3BaHUYHY JeDUHHUIIU]Y
37I0CTaBJbathba Ha PagHOM MecTy uiau MoOuHra (enri. Mobbing). [Ipema meroBom
CXBaTamy ,,MOOMHI WJIM TICUXOJIOUIKH TEPOp Ha paJHOM MECTy o0yxBaTa 0J00jHO H
HEETUYHO ONXOheme Koje je, o jeTHOM yTBphEeHOM CHCTeMy, YCMEpPEHO O]l CTpaHe
jenHe wiM BHIIe ocoba Hajuemhe Ka jeIHO] 0coOH, MojecHO] na Oyae H3JIoKEeHa
MOOHUHTY, KOja je CTaBJbeHa y Mo3uIHjy OeciomohHocTn M 6e3 moryhHocTu na ce
oa0paHM M OHA C€ APXKH Y TOj MO3ULUJU NPEay3UMamkEeM MOCTyIaka (AaKTUBHOCTH) OJ1

crpane MoGepa“.”’ OBaj HENPHjaTeIbCKH WM HECTHYKH BUJ KOMYHHKAIje OTHYE

473 bini — gHeBHa HoBuHA of 25. 12. 2012. rogune, www.blic.rs, n1aueBHa HoBuHA “baun” ox 25. 12.
2012. ronune, npetpaxeno 25. 12. 2012. rogune

47 The Library of Congress, http://thomas.loc.gov/cgi-bin/query/z?c111:H.R.1966:, nperpaxeno 16.
01. 2015. rogune

S Bume o cmyuajy Meran Majep Ha uHTepHeT crpamu Megan Meier Foundation,
http://www.meganmeierfoundation.org/megans-story.html, nperpaxxeno 03. 01. 2015. romune, a
Bugetn u Decision of Defendant’s F.R.CRIM. 29(c) Motion, Case UNITED STATES of America,
Plaintiff, v. Lori DREW, Defendant. No. CR 08-0582-GW. | Aug. 28, 2009., http://stanford.edu/~
jmayer/law696/week1/United%20States%20v.%20Drew.pdf, mperpaxkeno 03. 01. 2015. roxune

7 Heinz Leymann, 1932.-1999.

" Buoemu: The Mobbing Encyclopaedia, Bullying; Whistleblowing; The Definition of Mobbing at
Workplaces, http://www.leymann.se/English/12100E.HTM, nperpaxeno 07. 09. 2012. roaune
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Ol jeJHe WM BuUIIe o0co0a, CHUCTEMATCKH j€ YCMEpPEeH IPOTUB IMOjeluHIa Y
OecrromohHoj MM He3amTHheHOo] MO3UIMjU B KOjU c€ HE MOXKE OCIIO00JHTH jep ce
MOCTYNIIM MOOWHTa HENMPECTaHO ITIOHABJhAJy, a KOja MOXE Jia Ppe3yJTyje IOCT-
TpayMaTcKHM cTpecHHM mopemehajuma.’’®

MoOHHT je crieru(rUHO MOHAIIAKE Ha PaJHOM MECTY KOjUM 0c0o0a WM TpyIia
MICUXUYKH (MOPATHO) 3JI0CTaBJba U MMOHMKABA JIPYTY 0COOY paau yrpokaBama HEHOT
yTriena, 4acTH, JbYJICKOT JIOCTOjaHCTBA U UHTETPUTETA CBE JI0 CIIMMHUHAIIM]E ca PaJHOT
mecra.?”

Hasu ,,M00MHT” TIOTHYE OJ €HIJIECKOT riaroia ,,t0 mob® Koju Moxke Ja ce
mpeBeie Kao ,,CBETHHA, PyJba, TOMUIA, HACPHYTH ~. JlajMaH je mpBH ynoTrpeOHuo oBaj
TepPMHH Kako OF Ommcao onpelieHa moHamama Ha pagHOM MecTy,” a Kao Eerose
CMHOHMME HaBeo je mojMoBe ,,bullying”, ,horizontal violence” wmm ,,psychosocial
harrassment”.**! Jlanac, y may4moj nuTepaTypn yriaBHOM ce ynoTpeGibaBa TEpPMUH
,»mMobbing®, 3eMJbe EHTIIECKOT TOBOPHOT MOApYyYHja KOpHcTe TepMuH ,,bullying®, a y
CA]Jl najuennhe ce cpehe Tepmun ,,work abuse®.

Kanma ce jaBmma Ha pamnom Mmecty (workplace bullying) 3moctaBmbaun cy
Hajyemrhe KoJiere, CapaJHHIIM W TIOCIOBHU MapTHEpU Koju MelycoOHO mpuMemyjy
pa3nMYnuTe METOJe TPUCHIIE KOja HEMa OCHOBY Y POJHO]j, PAacHOj WJIH BEPCKOj
IUCKPUMHUHALIMjU, OHHU IIUpE TJAcCHHE, pa3INuUuTe WHCHHYyAaIMje, 3acTpallnBamba,
MOHMKaBamka U JUCKPEAUTOBAKE, KOje 3a pe3ysiTaT MMa CTBapame u3onamnuje. CaMum

TUM, MOOMHI TpejACTaB/ba €MOLIMOHAIHU TEpOp Ipyle Haja jeAMHKOM, IPU YeMy je

BeOMa OWTaH €JEeMEHT MOOWHIa NPUINAJHOCT TPYNU - MOOHMHI 3alouMibe jelaH

"% YcrpaxuBama mokasyjy Ja je INPOIEHTYaTHO eBPOINCKH MPOCEK 3J10CTABIbamha HA PAJHOM MECTY
9% (y ®unckoj je 15%, Bemukoj bpuranuju n Xomanguju 14%, nok je y Wramuju u Ilopryranujn
cBera 4% paJHMKA H3I0KEHO TICHXOJIOMKOM MaiTpeTHpamy Ha nocty).'’”® YV CpOuju Hema T0BOJBHO
CHCTEMATCKOI' HCTPA)KUBaha, allil MIPEIMMUHAPHA HCTPAXKHUBamka yKa3yjy Ha To Ia je 43% 3arocieHux
y CpOuju OWI0 H3IOKEHO Ppa3IMYUTHM BHAOBHMA Y3HEMHpPaBama HAa PaJHOM MECTy Y OyKeM
Bpemenckom meprony.'” Bukrmmonomko apymreo Cpbuje je, y oxsupy Ciyxbe BIC mupo u
noJpiika xxpreama y Toky 2008. rogune 3adenexuno 109 mo3usa 300r Hacusba Ha paJHOM MECTY H TO:
99 ce jaBuio 300T IICUXUYKOT HacUiba, 6 300r (GPU3MYKOT HACHIbA, 3 300T CEKCYaTHOT y3HEMHUpaBama a
1 ocoGa 360r cBa TpH 00HKa HacHiba Ha pamgHoM Mecty.'’® V Toky 2009. rommHe, yapykKemy 3a
3aIITUTY OJ1 3JI0CTaBJbalba Ha PaJlHOM MecTy jaBuiia ce 3a momoh 1881 sxpTBa MoOuHra (852 Mymkapua
n 1029 >xena, ca nonpydyja Bojsonune 733 a ca moxapydja Yxke Cpbuje 1198 xprasa). Yapyxkeme
“Cron MmobuHT”, http://mobing.rs/articles.php?article _id=6, mperpaxeno 03. 05. 2013. roguse.
47 Koncrantunosuh-Bunuh, Cno6onanka, Hukonuh-Pucranosuh, Becua, Kocrtuh, Muowmupa, op.cit.,
2009, ctp.158
% The Mobbing Encyclopaedia, Bullying; Whistleblowing; The Definition of Mobbing at Workplaces,
Al&gt;tp://www.leymann.se/English/frame.html, nperpaxkero 03. 05. 2013. ronune

1bid.
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NPUINIAAHMK Tpyme, MO MpaBWIy OHAj KOjU MMa HajBHILE MPEAXOTHO MOTBpheHOr
MHTETPUTETA y OKBUPY 3aMHUIIJLEHE WA TIOTPEOHE TpyTIE.

350cTaBibamke Ha PATHOM MECTY C€ Pa3IU4IUTO Ae(PUHUIIC U HE ITOCTOjU jeTHa
onmrenpuxBahena nepununuja. CBaku ayTtop je y OKBHUPY onapehuBama mojma
MOOHMHIa HaBOAMO Pa3IMYUTEe KapaKTEPHCTHKE IMOHAIIamba MoOepa WM IMOCIeIHIa
KOje ce jaBJbajy yCJIeIl 3JI0CTaBJbama Ha pagHoM MecTy. [lojenuHu aytopu MOOHWHT
neUHAIY W Kao “€eMOTHBHU Hamaja KOju IMOYHE-€ Kaja TOojeJrHAI] MOCTaHe MeTa
HEYYTHBHX M IITETHUX MOHAIIAKka KPO3 ally3Hje, INIACHHE M jaBHO JHCKPEIUTOBAE,
HETPHUjaTeJbCKO OKPYXKEHE Yy KOME jellaH IMOojeJUHAll OKYIUba APYTe Ja BOJBHO WIIH
HEBOJHHO, YYECTBY]Y Y CTATHHM 3JIOHAMEPHUM aKIFjama Koje 3a Wb UMajy TPajHO
HaMyIlITakhe PAJHOT MECTa 3JI0CTaBJbaHE ocoGe”. ¥ [TocToje m munUbewma aa ce
MOOHMHT OOWYHO JelIaBa y paJHUM OKpYKEHhHMa KOja MMajy JIOUIe OpPraHH30BaHY
MIPOU3BOIbY W/WIM METOJIE pajia U HECTIOCOO0AH MM HEMaKJbUBU MEHAIIMEHT, U Jia Cy
Hajuenrhe XpTBe MOOWHTA “W3Yy3€THH IOjeIWHIM KOJU Cy MOKA3aJd WHTEIUTEHIIH]Y,
CTPYYHOCT, KPEaTHBHOCT, HHTerputert, nocsehenoct u nocrurayhe”.*®

W mopenm Tora mTO HE MOCTOjU YHHBEp3adHO NpuxBaheHa AepUHHUIIM]ja
37I0CTaBJbathba Ha Pajy, CBU ayTOpU Cy YIVIABHOM CarJlaCHM Jia MOCTOje TOHAIlama
KapakTepUCTUYHA 32 OBY BPCTY 3JI0CTaBJbaba, IIOMYT MITETHOT TIOHAIIamka
MPETIIOCTABJEEHOT KOj€ j€ yCMEepeHO Ha moipeheHOr 3amocieHOT, TOHUKCHE H
[IMKaHUPAWke, pPA3IUYUTO CTHKETHpame. 3ajeJHHYKH eJeMEHTH Ppa3iInYuTHX
neduHUIja MOOUHTa Cy oapehuBame MOOMHTra Kao: KOMOWHAIM]ja TAKTUKA y KOjuMa
ce KOpHCTe GpOjHE BPCTE HENpHjaTe/bcke KOMYHHKALIM]E ¥ MOHAIIAa,  BHIIE TMyTa
MTOHOBJHCHO HACHITHMYKO MOHAIIAKkE, BEPOATHO 3JI0CTABIhAE WIIH TTOHAIIAKE KOje je
nperehe, monmxkasajyhe, 3actpanryjyhe win CIUIETKapoOIIKO KOje yTHYE HAa KBAJUTET

485
CTaJIHO Bep6aJ'IHO n HeBep6aJ’IHO 3J10CTaBJbalkbC HaA

1ocina KOju Ce H3BpIIaBa,
pazHOM MECTy Koje ce MaHudecTyje Kpo3 JIMYHE Hama/ie, COLUjaIHy HelpaBay U jOIl

MHOIITBO JPYTHMX TOpyKa KoOje Cy 3a JXpTBy OONHE M MJO0XKHBJbABAjJy C€ Kao

482 Davenport N.Zanolli, Elliott G.Pursell, Schwartz R. Diestler: “Mobbing, Emotional Abuse in the
American Workplace®, 3rd Edition 2005, Civil Society Publishing. Ames, IA, http://www.mobbing-
usa.com/, npetpaxeno 20. 04. 2013. rogune

* Ibid.

8 Tracy, Lutgen-Sandvik, Alberts Nightmares: “Demons and Slaves, Exploring the Painful Metaphors
of Workplace Bullying”, 2006, Sage Publications - Management Communication Quarterly, 20(2), cTp.
152

5 Workplace Bullying Institute, http://www.workplacebullying.org/individuals/problem/definition/,
npetpaxeHo 20. 04. 2013. roqune
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HempHjaTesbeke, C  CHCTEMAaTCKO arpecHBHA KOMYHWKALM]a, MaHHIYJIAlHja W
MOHAIIAaka KOja UMajy 3a IUJb J1a HEKOTra Y paJHOj OKOJIMHU yBpE/IE WIH IMOHU3E, KOja
CTBapajy He3JpaB M HenmpodecHoHallaH OJJHOC cHara u3Mmelyy 3JocTaBibada v )KpTBE, a
KOJH PEe3yNTHPajy INMCHXOJOIIKAM IMpoOIeMUMa 3alOCICHHX a OTPOMHHMM HOBYaHUM
mTerama mocoaasara.*’

AxTuBHOCTH MoOOepa ce OJBHjajy ydecTayso (CTaTUCTHYKH Oap jeaTHOM
HEJIEJbHO), W TOKOM JyKEer Tepuojia BpeMeHa (CTaTHUCTHYKH Oap TOKOM IIEeCT
Mmecer). 300r ydecranor, Ayror Tpajamba HeNpHjaTesbCKOT IMOHAIlamba, BPEMEHOM
MaJITPETHPAkE CTBapa 3HATHY MEHTANHY, IICHXOCOMATCKYy M COLMjaJHy NAaTHYy.
MoOGwuHr je crierduyaH CHCTEM KOjU Ce CacTOjH O MeT JOMHHAHTHHUX (haKTopa KOju
cy y Mel)ycoOHOj MHTEpaKIMjH U KOjU 3aBUCH OJI: TICUXOJIOMIKOT Mpoduia 1 0coOnHa
Mo0Oepa; KOpPIOpaTHBHE KIMME W KyJIType OpraHu3alyje; MCUXOJOMKOr npoduia u
ocoOuHa >XpTBE; BpcTe KOH(MIMKTa KOjU je OKHAa4, U yTulaja (akropa H3BaH
OpraHW3aIje MOMyT BPEJHOCTH K HOPMH IIHPET APYIITBEHOT OKPYKemba.

VY nuTeparypu ce 310CTaBJbabe Ha PaJHOM MECTY KOpUIIhemeM HHTepHeTa U
IPYLITBEHHX Mpeka He AeduHHIIe MmoceOHO, Tako aa ce Moxke pehu nma ce mro ce
OJHOCH Ha MOOMHI YOMNIITE Ba)KM M 32 MHTEPHET MOOWHT, C THM IITO C€ OBa BPCTa
MOOHMHTa OJ[BHja MPEKO WHTEPHETA, OJJHOCHO JPYIITBEHUX Mpexa. JpymTBeHe Mpexe
MPECTaBJbajy IMOTOJHO MECTO 3a IMOJCTHIAKE TPYIHE MPKIE Y OKBHPY pPaIHOT
OKpYXema, Halajae Ha IMPUBATHOCT, y3HEMUpaBame, npaheme, Bpehame, HecaBecTaH
NPUCTYN IITETHUM CaJpKajuMa, HIMPEHE HACHIHHMX W YBPEAJbUBUX KOMEHTapa,
cname nperehux M Kpeupame T3B. ,,(paHToMckux” mpoduia Koje caapxke IMpuye,
PTEXH, CIWKEe W MIajle Ha padyH kpree. Ilyrem e-mailova wmnm sms mopyka
3arnociieHnuMa ce yryhyjy HEmpHCTOjJHE MOpyKe, TUCKPUMHUHATOPHE MOPYKE, MOPYKE

489 .
MpPXKHE, TIPETHE U CI.  Kako O ce MOBPEIUO HHUXOB YIJIEN, Y4acT, JOCTOJaHCTBO U

* Lutgen-Sandvik, Pamela: “Take This Job and ...: Quitting and Other Forms of Resistance to
Workplace Bullying®, Routledge, Communication Monographs, Vol. 73, No. 4, December 2006, ctp.
408

7 Mattice, M.Catherine: “Proactive Solutions for Workplace Bullying: Looking at the Benefits of
Positive Psychology”, 2010.,
http://www.thefreelibrary.com/Helping-+targets+%26+their+employers+effectively+resolve+workplace
...-a0263658932, nperpaxkeno 03. 05. 2013. ronune

8 Bapjaxraposuh, C.. ,I7maBHH akTepy MOOMHra M HHXOBE KAPaKTEPUCTHKE™, MpeMa
KoncrantinroBuh-Bunnh, Cnobonanka, Hukomuh-Pucranosuh, Becna, Koctuh, Muomupa, 2012, ctp.
159.

489 Bowie, Vaughan, Fisher, S. Bonnie, Cooper, Cary: ,,Workplace Violence®, Routledge, 2012,
https://books.google.si/books?hl=sr&lr=&id=OmkQBAAAQBAJ&oi=fnd&pg=PA248&dq=cyber+wo
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MHTETPUTET WM Kako OM OWJIM eNMMUHHCAHU ca paaHor mecra. Takobe je moryha
MaHHITyJIalFja JIAYHAM TOJIAI[IMa ca WHTEPHETa KOjU C€ OJHOCE Ha 3aIollbaBambe,
KaJa TIOCIOJABIM TMPUIMKOM H300pa JuIla Koje he 3amociuTd MpoBepaBajy
KAHIA/ATe MPETPAKUBAMEM JPYIITBEHAX Mpeka. '

0) Ocnoena obenesxcja modepa nymem unmephuema u dxcpmasa. Mobepu
MyTeM HWHTEPHETa HMajy OCHOBHE KapaKTEPUCTHKE Kao W OCTaJl MOOepH BaH
BHUPTYEIHOT cBeTa. Bemuku Opoj mcuxosiora TBpAW Ja Cy 3JI0CTaBjbaun (MoOepw)
oco0e ¢ M3BECHUM IICHXOJIOIIKUM nopeMehajem nuaHocTu. OHH Cy Mame CIOCOOHH,
0e3 kamanureTa 3a Jby0aB, paJlocT, UTPY, KPEaTHBHOCT, JlaBambe U JeJbeme, Hajuenihe
HE TIOMaXXy HHKOME, oco0ama ca KojuMma paje He MPHUCTYIAjy NPHjaTeIbCKH, HUCY
NPOIYKTUBHH U UMajy HETaTUBAaH CTaB IPeMa )KUBOTY yOIIITE.

OBe ocobe MOOMHIOM NpHUKpHBajy HEMOh y HEKoj Japyroj cdepu cBora
XKHBOTa, popmupajyhu oxo cebe rpymy y Kojoj JOKa3yjy CBOjy MOh M Ba)XHOCT Ha
pauyH xptBe. YecTo ce 3mocraBibaun ocehajy moxapeheHo, a 310cTaBibame APYTHX
yuHEe M3 CcTpaxa jJa Hehe Outm newmeHH, 300r OoJiecHE JbyOOMOpE, HEOCTBAPEHUX
IMJb€BAa WIIM CTpaxa Ja he W caMu HEKoMe TocTaTté xpTBa. Llusb um je na
bpycTpupajy M 3acTpailyjy capajHUKe OKO ce0e aporaHiyjoM M urpama Mmohw,
JeNyjy JeCTPYKTUBHO M HETIPHjaTeJbCKH, JKEJIe /1a Y CBAKOM MOMEHTY KOHTPOIIHUIILY
CUTYyallljy, Ta 3aTO MaHWITYJIHINY W MYIpPY]jy, HUKaJa ce HE M3BHIbABAjy 3a CBOja
noHamama. Kox mojenuanx Mobepa ucrojbaBa ce HaMepa J1a HAIIKOJE APYyroMe WIIn
1ia ra MpHCUIIE Ja HAyCTH pajaHy cpeauHy. To unHe Kan ce ocehajy yrpokeHo wiu y

cUTyalMjaMa KaJ TOCTOjU HIp. BUIIAK pajHe cHare. Y KPU3HUM BPEMEHHMMa HEKUX

rkplaceviolence+&ots=0VUnUUGL2Q&sig=p4519veMQ5-

z3k5gt9SpzoMqdQk&redir esc=y#v=onepage&q=cyber%20workplaceviolence&f=false, mperpaxeno
12. 08. 2015. roguue

0 C 063upoM Ha TO 1@ MOGHHT TTyTeM HHTEPHETA jOlll yBEeK HeMa OroBapajyhy 3aKOHCKY peryjiaTHBy
U J1a je OTKpPHBame OBOI OOJIMKA 3JI0CTaB/bakhba BEOMa TEIIKO, pajJd IpPOBEpe MOCTOjama MOOMHra
IyTeM MHTepHeTa Moryhe je 3amocieHnMa OCTaBUTH creieha nmurama: 1a 1 uMaTe Npo(I Ha HEKOj
JOPYIITBEHO] MpPEXH; 1a JIM 4eCTO Ca PajHOr MecTa KOPHCTHTE HHTEPHET M NPHUCTYNATe PasHUM
JIPYIITBEHHUM Mpexama u (opyMyMa; Ja JId CT€ y HEKOj IPYIH Ha UHTEPHETY (JPYLITBEHOj MPEXH)
Koja mouMme ca 'Mp3uM..' WM CIMYHO; Ja JIM CTe HeKajga A0OWIM HeKy HeXeJbeHy IMOpYKy Ha
MOOWJIHOM, Ha e-MauJ Win Ha hackamy o7 0co0Oe ca KOjoM pamuTe; J1a JIM CTe OJCYCTBAJIM ca mocia
300T THX HEXEJEHHUX IOPYKa; J1a JIM je HeKa 0J1 ocoda ca KojuMma pajuTe 00jaBuiia HEKy HEHCTHHY O
BaMma Ha ,hackamuma”, OJOTy WM MHTEpPHET CTPaHWIM; Ja JH Bac HEKO OJ 0coba ca KOjoM paiure
ncmejaBa 300T TOBOpa, JIpKama, X0/1a, 0/1eBamba, 110J1a, HAIMOHAIHOCTH, NOPEKJIa, IIPUBATHOT )KUBOTA U
CIMYHO Ha ,hackamuMma”, OJOTY FUIM MHTEPHET CTPaHUIM; Aa JU 300T OBAKBOT MOHAIIAMKkA JIPYTUX
pa3MHUIUBATE O IPOMEHH PaJHOr MeCTa; Jia JIM Ce O BaMa IIyTeM MHTEpPHETa — APYIITBEHE MPEKe WIH
CMC TIOpyKa IIMpe HEMPOBEPEHE TIIACHHE, KIICBETEe WM CEKCYaJHe HHTPHTE Ha PaJHOM MECTY; Ja JIH je
HEKO 01 oco0a ca KojuMa paauTe IPYrUM Kojlerama M KOJETMHHUIIaMa CJIa0 IOpyKe a MOTIMCAo Balle
UMe H CIL.
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¢bupmu ,,)KpTBEHO jarme” ce Oupa 300T yHyTpalllbuX MpobiieMa U HaleToCTH, Ma Ha
FEMY CBU CAMH CEOU I0Ka3yjy 1a Cy CHAXHUJH U criocoOHmji.

dopMupamy JUYHOCTH MOOEpa MOroayjy ojapeheHH THIOBH JIMYHOCTH, Kao
IITO CYy: HApyucouoHu mun auunocmu (HE3aBHCTaH THII, HHjE Ta JIAKO 3aCTPAIINUTH, a
KapaKTepuIlle ra BeJIMKa KOJIMYKMHA arpecuje, HeMOryhHOCT CTylama y MCTHHCKE U
cajJipkajHe OJHOCE C JPYTruM JbyJWMa, HAcToje J1a Hamehy CBOjy BOJBY H CBOjE
npoOiemMe, a MOTy OMTH TPajHO 3aJ0BOJHHE CaMO Ca CapaJHUIIMMAa KOjU CE€ TOTITYHO
KPTBYJy 3a HUX, HE O4YeKyjyhu ajnekBaTHO Yy3Bpahawme; ManunyiamuHu mun
quunocmu (0co0e Koje XKeJe 1a KOHTPOJIMIIY U YCMEpaBajy capaJHUKe TaKo Ja CIIyXKe
BUXOBUM LIMJFEBUMA, @ HE CBOjUM BIIACTUTUM; HEMajy eMOIIHje 3a Apyre Jbyae Beh ux
MoCcMaTpajy MCKJbBYYHMBO Kao 00jEeKTe ca KOjuMa Ce€ MOXKE JJaKO PYKOBATH; HHXOBA
TaKTUKa CE CaCTOjH Y TOME Jia KOJI )KPTBE CTBOPE YBEPEHE Ja CY jO] HAKIOHEHU KaKO
OM je TOTOM HCKOPHCTWIIM 32 CBOje IIMJBEBE), O0eCMpPYKMUBHU MUN JUYHOCU
(ucmospaBa TEXKIHY J1a Ce€ JAPYTH MOBpE/e WM Jia C€ YHHIITE; OBa TEKba MONPHMA
BeOMa pa3HOBpcHE oO0OJuKe, 0 BepOajgHe arpecuje 10 JTUPEKTHOT Harajua),
JomuHanmar mun auyHocmu (HACTOJU Ja KOHTPOJUIIE MOHAIIAke IPYTHX M Ja ra
ycMepaBa y CKJIaJy ca CBOjUM IMoTpebama M Kesbama; jKelH Ja Hapelyje apyruma u
7la ¥Ma BJIACT, Kao U 1a ojapelyje akTHBHOCTH APYTHX JbYAHU Y OKBUPY TpyIe UHjH je
OH WJIaH, BEOMa HUCKO BPEIHYje Ipyre a ceOe Mperemyje), anmuoeMoKpamcKy mun
auyHocmu (MMa HajBehe TPENUCIIO3WIM]e 3a HM3rpaalky OCOOMHA KOje TMoceidyje
JUYHOCT ,,M00epa’, jep HeMa aMHUTETE 3a MPUXBATAKE JIEMOKPATCKUX MPUHIIMIIA
(yHKIHOHKCAba ApyIITBa). *>

3a pasnuKy O] 370CTaBJbadya, JKPTBE MOOWMHTA OOWYHO WMaj)y Mamak
caMoTIOy3/1aha M HUCY jaKe M YTUIIAJHE Y CPeANHH Y K0joj paae. Kao Hajuemrhe xpTBe
MOOMHIa jaBJbajy ce 0cobe Koje Cy youusie W TpHjaBHIie HEMPABUIHOCTH y pary
MOCJIO/ABIA, 0CO0E ca HMHBAJIMIUTETOM, MIJIAJM TEK 3alOCJICHU PaJHUIM, CTApHUjH
3aIOCJICHH KOjU Cy TMPeJa MEeH3HMjOM, 0c00e KOje Tpaske BHIIE CAMOCTAIHOCTH Y Paly
nuau 00Jb€ YCIIOBE 3a paj, paJHUIM 3aMOCICHH Ha oJpeheHo Bpeme, 3amocieHn KOju
NPEJCTaBJbajy BHINAK pajJHE CHAre, Kao W 3arlOCJICHU KOjU TPUNANAjy Pa3TuYUTUM

MambMHCKMM Tpynama y ApymTBy. Yecto OomecHe ocobe mory na Oyay >KpTBe

®! Karuh, C.: , [lcuxonomke KapakTepucTuke Mobepa“, mpema KoncrantnHosuh-Bunmh, Ciobonanka,
Hukonuh-Pucranosuh, Becna, Koctuh, Muomupa, 2012. ctp. 161.
92 Yapyxkeme “Crorn moouar” - Ko cy mobepu, , www.mobing.rs, mpetrpaxkero 07. 05. 2013. rogune
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MOOHMHra W HEe3aJ0BOJHCTBA IMOCIOJABIA, 300T YeCTHX 0OJOBama ycjell MOoropliama
3[IPaBCTBEHOT CTamba.

CBaka XpTBa 3JI0CTaBJbalba pearyje Ha pasiMuuT HAadlH, ald Ce HeKe
peaknuje umak MOry HaBecTH Kao TunuyHe. BehwHa sxpraBa Hajumpe mpoiasu Kpo3
(a3zy moveTHOr CaMOOKpHUBJbUBAha KaJa MUCIIM Ja jeé OHAa HEIITO CKPUBWJIA U Ja je
OJIrOBOpHA 32 HAacTaly CUTyaljy. ¥ oBoj (pa3u Kox XpTBe Cy AJOMHUHAHTHa ocehama
30ylEHOCTH M cTpaxa (aHKcHo3HOCTH). Kako BpeMe mpojia3u a 3JI0CTaBJbarbe HE
mpecraje, KpTBa NOYHMIe Ja ce oceha ycamibeHO, 070aueHO M TOCPaMJbEHO,
NPETIOCTaBJba Jia joj KoJere He Bepyjy Ia 300T Tora He TOBOPU O CBOM IpoOiieMy U
MOBJIaYu ce y cebe. YKOJIMKO Ceé W OCMEIM Ja O CBOM IpodiieMy IpHua, KpTBa
Hajuenthe HaWja3W Ha HeoJoOpaBame U HEBEpHUIly (T3B. TBOCTPYKH MOOUHT). Y OBO]
¢as3m, mopen aHKCHO3HOCTH KOJ JKPTBE CE ONaka M JIEMPECHBHO MOHamame. Kao
MocIenIIa Iempecuje KpTBa Mounme aa o0e3Bpelyje camy cebe, jep je ontepeheHa
MHUCIIUMa TIOMYT COTICTBEHE HENpHIaroheHocTH, HecrmocoOHOCTH M ocehaja Mame
BPEIHOCTHU O IPYTHX capaJHHKa U3 pagHe okoinuHe. JKpTBa je y cTpaxy Aa yommire
3aroyvHe Ja ce OpaHu jep ce IJaliy Ja He U3ryOu mocao u He Oyjae MpeaAMeT jaBHe
ocy/ie KOJICKTHBA.

Haxo cy ommcaHa moHamIama MoceOHO KapaKTepUCTHYHA 3a KPTBE MOOMHTA
BaH BHPTYEIHOT CBETA, MCTO CE€ MOXE OUYEKHMBATH U KOJ KpTaBa MHTEPHET MOOMHTA.
Nmnak, moctoje u )pTBe Koje ce 00pe MPOTUB CBOJUX 3JI0CTaBJbaua, y MUJbY OJIOKaae U
eTMMHHAIMje MOOMHIa KOju ce HajJ mHuMa crnpoBogu. OBakBO MpyKambe OTIOpa
37I0CTaBJbamby j€ KapaKTEPUCTUUHO 3a jaKke, MHTEIUICHTHE 0co0e, Koje Cy CBEeCHE Jia
Cy JKpTBE HMHTEpHET MOOWHTa M KOjeé Cy CIPEeMHE Ja KOPUCTE CBa PACIHOJIOXKHBA
3aKOHCKa, ITICHXOJIONIKA, MEAWjCKAa M Jpyra CpelICTBa Kako OM CKPEHYIH HaXiby
JaBHOT MI-EHA J1a C€ paii O MOOHHTY.

CBe mocneauiie Koje MOOMHT M MOOHMHI IyTeM MHTEpHETa MOTY Jla U3a30BY
KO/ KPTBE OOYyXBaTajy: npomeHe HA MeiecHOM, 30paéCmEeHoM Hueoy (XpOHHYHH
yMOp, 4YecTe I1aBo00Jbe, CMETHE ca IpoOaBoM, ocehaj MpHUTHCKama y TpyauMma,
ryouTak paBHOTexe mnpaheH BproriaBumoMm, noBehame WM cMambeme TelecHe
TEXHUHE, pa3IMYUTH OOJHU CHHIPOMH, CpUaHe MoTenkohe, OCUMIM Mo KOXH, CMambeHU
UMYHUTET); NpOMeHe HA COYUJATHOM U eMOYUOHATHOM Hu6oy (TIcuxudku nopemehaju
NOMYyT JENPECHBHUX I[IOHAIIAkhba W YECTHX IIPOMEHA pacloyiokema, ocehame
eMOIIMOHAIHE TIpa3sHHHE, CTAaJHO pasMHIUbamke O Mpodiemy, ocehajy ryOuTka

ZKHUBOTHOI' CMHUCJIa U aHKCUO3HOCTH, HallaAu ITaHUKC, COI_II/IjaJIHa I/I3OJIaI_II/Ija, CyunuaHo
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MOHAIIalke, TYOUTaK MOTHMBAlLlMje M EHTy3Wja3Ma, HecaHulla, rnoBehana morpeba 3a
alIkOXO0JIOM, CeJaTHBUMa U LUraperama); npomene y nouawiarsy (ryouTax
KOHIIEHTpalyje, 3a00paBHOCT, TPyO0OCT, CTBapame MOPOIUIHUX MPOOIIeMa).

6) Manunynayuja nuuHumM nooauuma ca OPyUWIMeEEHUX Mpedxca Koju ce
00HOCe Ha 3anouibasarse. JenaH o] BEOMa YeCTHX OOJIMKa HCIOJbaBamkba MHTEPHET
MOOMHra je MaHUMyJalnWja JUYHUM TOoJaluMa KOjU C€ Halla3e Ha HHTEpPHETY,
3aIll0CIICHUX M HE3allOCICHUX JIMIA Koja Tpake M0ocao, OJ CTpaHe MocioAaBana. Jou
2008. romune CareerBuilder.com je Ha OCHOBY HCTpakuBama y Koje je Ouio
ykipydeHo 31.000 mocnonaBana NMpoLEHHO /@ jelaH Of] MeT MOCiiofaBana KOPHCTH
NPYIITBEHE MPEXe y HAMEPH A3 MPOBEPH MOTEHIMjale KaHIHAATe 3a Mocao.”
Mehytum, kako W 3armocieHa Julla Kopucte ApymTBeHe mpexe, 2009. roaune je
3abenexeH ciydaj aa je KumOepnu CBon ornymreHa u3 komnanuje Ivell Marketing
and Logistics Limited 360r Tora mro je Ha APYIITBEHO] MPEXH OKapakTepucala CBOj
mocao kao ,,ocaman”.*’* ITocIoaBIK KOPHCTE APYIITBEHE MPEXKE 33 IPOBEPABAMHE
CBOJUX 3allOCJIEHMX, Ma Tako BpII€ HMHIUPEKTHH MOOMHI  IOCPEACTBOM
KOMITjYTEepCKUX TEXHOJIOTHja U APYIITBEHUX Mpexka: 41% mpoBepaBa Aa JU KOPUCTE
ankoxos W Hapkotuke, 40% ma nu uMa HeanekBaTHHX ¢ororpaduja, 29% obpaha
NaXmky Ha BEUITHHE KOMYyHHUKanwje, 22% Ha KOPUCHHYKO HME KOje KOpHCTE Ha
MpexH, 21% Ha KpUMUHAITHO MOHamame, 19% Ha omaBame MPO(HECHOHATHUX TajHH
PETXOIHMX MOCIoaBana.

Ilpema wu3BemTajy curypHocHe ¢upme Sophos*”® jemam ox HajGuTHHjuX
pasiora 300r Kora MmocjoJaBIy 3a0pamyjy 3alociIeHuMa J1a JPyIITBEHHM Mpekama
MPUCTYTIAjy ca pajHOT MECTa je Taj IITO CMaTpajy Ja OBAKBO IOHAIIAKE HE CaMo Ja
J0BOJIM A0 Maja NpOAyKTHUBHOCTH, Beh J1a ce Ha OBaj HAYMH y pauyyHAapCKe CHCTEME
nocjojiaBana yHoOCe 3JOHAMEpHH NporpaMHM KOjU C€ Hajla3e Ha JPYIITBEHUM

Mpexkama nomMohy Kojux je Moryhe OTKpUBAaTH OCETJbUBE JIMYHE MOJATKE O

43 Havenstein, Heather: “One in five employers uses social networks in hiring process®, 2008,
http://www.computerworld.com/s/article/9114560/One_in_five employers uses social networks in
hiring_process, nperpaxeno 29. 04. 2013. ronune

% News. 2009: “Sacked for Calling Job Boring on Facebook®,
http://news.sky.com/skynews/Home/UK-News/Facebook-Sacking-Kimberley-Swann-From-Clacton-
Essex-Sacked-For-Calling-Job-Boring/Article/200902415230508Sky, mpetpaxeno 29. 04. 2013.
TO/INHE

¥ Ibid.

# Facebook: A new battleground for cyber-crime,
http://www.euractiv.com/infosociety/facebook-new-battleground-cyber-news-222406, nperpaxeno 29.
04. 2013. rogune
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3aMOCIICHNMA KA0 W TIOBEPIBHBE MOCIOBHE TOJATKE HEMO3HATHM JbyauMa.' ' OBHM
ucTpaxkuBameM je oOyxBaheno mpexo 500 mociiomaBama. YkymHO 72% WCIHTaHUX
MOCJIO/IaBalIla j€ U3]JaBUIIO J1a j€ 3a0pHUHYTO Ja OBAKBO MOHAIIAKE 3aM0CICHUX Kaia Cy
y THTaky JAPYHNITBEHE MpPEKE H3JIaKE LEIOKYITHO HHHUXOBO IOCIOBAKE PHU3UKY
omoryhagajyhu 1a moBepsHBH MOAAIH CTHIHY y TorpemHe pyke.”> Kao apymrTseHe
MpeXe Koje Cy OKapaKTepucaHe Kao Hajpu3uuHHje mperno3Hare cy Facebook (60%
MCITMTAaHKX mocToaBana), MySpace (18%), Twitter (17%) u LinkedIn (4%).*”

Wnak, w3BeCHa TIpaHUIA JOII YBEK IOCTOjU - aKO IMOCIOJaBall KOPHCTH
APYIITBEHY MPEXYy Ja MpOBEpH KaHIWAATa 3a 10cCa0 M OHJIA ojdanmu Ty ocoly Ha
OCHOBY OHOTa IITO je BHzco, Moryhe je na he GUTH ONTYXeH 3a JUCKPHMHHALH]Y.

[IpeMa BecTH KoOjy je IPEHEO HHTEpPHET mopran www.workforce.com™

KOju je
CHelMjalu30BaH 3a TIOMaramke KaJApOBCKUM  ciyx0amMa y  perpyToBamy
MOTEHIMjaJTHUX KaHAMJaTa 3a 10Cao, MOCIOIABIH KOjU C€ OCiamajy UCK/bYYHBO Ha
MoJaTKe JpyIITBEHHX Mpexa (mocedHo Facebook) o nmpymTBeHMM akTHBHOCTHMA
KaHIuJaTa Kako OM TpOUEHWIM KBajJUTeTe KaHAWJaTa, IIOHamajy ce
JUCKPUMHHATOPCKH U MOTY Jia Oyly Ka)KEb€HU BUCOKMM HOBUAaHUM Ka3zHama. OBakBa
BpCTa TpOBEpe U ETUKETHpama moucroBehyje ce ca JUCKpUMHUHALMJOM Ha
HAI[MOHAJTHO], CEKCYalTHOj, POJHO]j, TOJUTHUYKO] MPHUITATHOCTA onpeheHnum rpymnama,
ma Kao TakBa HE MO)Ke OWTH pelleBaHTHA 3a 3aCHUBamE pagHOr omHoca. Ha oBom
nopTaity IOCToje Mojanu na je y Toky okroOpa 2007. rogune 44% mocnonaBana
KOPHUCTUJIO IPYUITBEHE Mpexe Kako OM MPOBEPUIIN KaHAMIATE KOjU Cy arlTUIHpaTH
3a mocao, 10K je 39% mociiofaBia Ha IPYIITBEHHM MpekaMa IMpoBepaBao mpodue
CBOjHX 3aIOCIICHHUX.

2) Hauunu 3a cynpomcmasmwarwe unmepnem moouncy. 310CTaBJbAKE HA
pagHOM MecTy KopHuIhemeM UHTepHEeTa U APYIITBEHUX Mpexka MpPeCcTaBiba 3HAYajHY

NPETHbY 3a 37paBJbe, 0e30e1HOCT U T0OPOOUT JbYIM Ha PaJJHOM MECTY, a MOXKeE Ja uMa

W TOCJICTUIIE Ha TIOCIOaBIa, YKIbYydyjyhu cMameHy nmpouTabmIHOCT, HU3aK MOpa

“7 Ibid.
% Facebook, Twitter users vulnerable to cyber crimes,
g[gtp://Www.thehindu.com/sci-tech/internet/article99159.ece, nperpaxeno 29. 04. 2013. roqune

1bid.
3% Bowers, Toni: “Employers who check out job candidates on MySpace could be legally liable®,
2008, http://www.techrepublic.com/blog/career/employers-who-check-out-job-candidates-on-myspace-
could-be-legally-liable/338, mperpaxeno 29. 04. 2013. rogune
22; Work force, www.workforce.com, mperpaxeno 29. 04. 2013. rogune

1bid.
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u nosehame ¢uykryanuje kagposa. [locieauie HexyMaHOT MOOMHT MOHAIIakba MOTY
outn KaractpodaiHe U pa3opHe 3a camy 0co0y, ’eHO 3PaBJbe U MOPOJIHILY, AT U 32
JPYIITBO y LEJIWHU. YKa3uBambe HA MEXaHW3ME HACTaHKA M TIOCIICIUIIC 3JI0CTaBIbamka
Ha paJIHOM MECTY, Kao M Mperno3HaBame (akTopa U OKOJHOCTH KOje MOTY Ja JIOBEIY
710 OBE BPCTE HACWJba, IOTOTOBO aKO j€ 3JI0CTAaBJbaIE HA PAJIHOM MECTy MOBE3aHO ca
IpyTUM BHIOBHMAa HAaCHJba, BEOMA j€ BaXKHO 32 MPEBEHTUBHO JICJIOBAHE.

[IpeBeHIMja 3710CTaBbakba HA Paay KOPUIINEHEM WHTEPHETa U JPYIITBEHHX
Mpexa, Kao ¥ TPEBEHIIHM]ja 3I0CTaBJbakba Ha pajly yOIIITe, MOXE OMTH OpraHU30BaHa
Ha TPU HABOA: IPUMAPHA, CEKYHIAapHA U TepIHjaTHa IPeBeHIMja.

Ilpumapna npesenyuja je HajBaXKHUjA 32 CMAKBCHE IM0jaBe 3JI0CTaBJbamba Ha
pany u MOOMHTra KOpUIIhemheM MHTEpPHETa W JPYIITBEHHX Mpexa. OHa ce crpoBOaU
KaJla J10 37I0CTaBJbama jOIl YBEK HHUje JIOILIO M 00yXBaTa eaykalujy cBux (akrtopa y
IpoLecy paja — MOCIOJAaBalla, 3aloCiICHUX, CUHIUKAIHUX aKTUBHCTa W CyJIuja.
[TpumapHa peBeHIHja ce TOCTIKE Takohe 3aKOHMMa KOje PETyJIUILY pagHe 0HOCE U
3]I0CTaBJbalhbe Ha pay. 3a pa3iuKy OJ 3JI0CTaB/bakba Ha paay Koje je 3a0pameHo
MOCEOHNM 3aKOHHMa, ' y BelHHH 3eMasba HE MOCTOje MOCEOHH 3aKOHCKU MPOIICH
KOjHMa Ce PeryJuiie MOOWHT IIyTeM UHTEPHETA U IPYIITBEHUX Mpexa. Tako ce Moxke
MPETIIOCTABUTH JIa CE 3a OBaj OOJIMK 3JI0CTaBJbalba HA paay MPUMCHY]y HUCTH

3aKOHCKH TIPOIICH K0 3a MobuHr yormrre. Mcra je curyanuja y Cpouji’™ jep ce y

393 Kocremnh Mapruh, Anppeja: ,,M0oOWHT: TICHXIYKO MaJTpeTHpame Ha pagHoM mecty’, IlIkorncka
Kibura, 3arpeo, 2005.

% Tloce6GHHM 3aKOHHM KOjUMa Ce PErylHIle 30CTAaBJbake Ha PAIHOM MECTy mocroje y MdpaHIyckoj,
[IBenckoj, Hopsemkoj, danckoj, ®Punckoj, benruju u IlIBajuapckoj, a Ha HoBOy EBporicke yHwmje
EBporicku mapnament 2001. roguHe noHeo je Pesomynujy 6p. 2339 o 31n0cTaBibamy Ha pagHOM MECTY.
European Parliament resolution on harassment at the workplace (2001/2339(INI)), A5-0283/2001,
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=0J:C:2002:077E:0138:0141:EN:PDF,
nperpaxkero 03. 05. 2013. romune

°% TIpe noHomema 3aKOHA O CIpeuaBarby 3I0CTaBJbamka Ha Pajly, NpBa MPABOCHAXKHA TIPECY/IA K0ja Ce
onHOocHiIa Ha MOOUHT noHeta je y Cpouju 2008. roxute, ONIITHHCKH ¢yl y JaroquHu ocynuo je Ha 4
Mecela 3aTBOpa YCIOBHO 3a 2 TOAWHE B.A.IVIABHOT M OATOBOPHOI ypeIHWKa HeAeJbHUKa ,,HoBH myT*
300r KPpUBHYHOT JieJia 3JI0CTaBjbatba U Myuewa u3 wi. 137 K3 PC. Vpenuuk je ocyhen 3a HaBeneHO
KPUBUYHO JIeJIO 1O KPHMBHUYHO] MpWjaBM HOBUHApPKE TOr JMCTa. Budemu: Www.nuns.rs/
info/news/9672/PRVA-PRESUDA-ZA-MOBNG html, nmperpaxeno 05. 05. 2013. roguse.

ITocne noHomiewa 3akoHa O clipedaBamy 3JI0CTaBJbalba Ha pajy NPBY NPABOCHAXKHY Ipecyay 3a
3JI0CTaBJbab€ Ha paay Ha yHuBep3ureTnMma y CpOuju mo TyxOu 3a MoOHMHT noHeo je 2012. romune
OcHoBHu cyn y HoBom Cany. Ilpecynom je mpodecop etmke o0aBe3aH Ja IUIaTH HOBYAHY KazHY
omrehieHOM acHUCTEHTy Kora je crpedyaBao Ja o0aBjba CBOje pajgHe AYKHOCTH, ciao My mnperche u
YBpEObUBE CMC TIOpYKE M Ha JPYrM Ha4yMH Bpehao HEroBy 4acT M yriien W yLUCHHBAO Ja Ijaca 3a
n30anmBame APYTHX Koera ca paxynrera. Budemu: IlpBa mpecyna 3a MOOHHT: podecop 37I0CTaBbHao
ACHCTEHTA,
http://www.vesti-online.com/Vesti/Hronika/279839/Prva-presuda-za-mobing-Profesor-zlostavljao-
asistenta, mpetrpaxeno 05. 05. 2013. rogune.
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3aKkoHy 0 clipeyaBamy 3J0CTaBJbaba Ha pajy He IOMUE-E MOOUHT ITyTeM UHTEPHETA U

NPYIITBEHUX MpEXa Kao OONMK 3710CTAB/bama HA Paiy. .

Kpusuuno pneno
37I0CTaB/batba Ha paay HHUje mpensumieHo KpuBuuHMM 3akoHMKOM PermyGmmke
CpOuje, anmu ce MOXKe y TUM cilyyajeBuMa npuMeHuTH wi. 137 K3, koju ce ogHOCH Ha
37I0CTaBJbakbe U Mydere. OBuM unanoM (cT. 1) mpeaBul)eHo je KakmbaBame Ka3HOM
3aTBOpa OHOTA KOjH 3JI0CTaBJba JPYTOT WIH MPEeMa BeMy ITOCTyIa Ha HAYHH KOJUM Ce
Bpeha JbyJCKO JOCTOJaHCTBO. T€XH OOJHMK IMOCTOJH Kaja HEKO MPUMEHOM CHIIE,
NpEeTHE WIN Ha JAPYTH HEO03BOJLCH HAUMH JPYroMe HaHece BEJMKU OO MIIM TEIIKe
MaTlke ¢ UJbeM Jla O mera wiu Tpeher nuna nmobuje mpusHame, UCKa3 WIH APYTo
o0aBeITeme WK J1a Ce OH WM Heko Tpehe yuie 3acTpamy Win He3aKOHUTO Ka3HH
WIM TO YYUHU W3 Jpyre mnoOyae 3acHOBAaHOM Ha OWJI0 KakBOM OOJHKY
aMCKpuUMuHanyje. M3Bprmnan oba oOmMKa OBOT KPHUBHUYHOT Jefla MOXe Aa Oyne
ciryk0€HO JUIIE Y BpIIeHkY cirykoe (cT. 3).

[Ipema TekcTy 3akoHa O CHpeYaBamy 3JI0CTAaBJbamba HA Pajy, 3JI0CTABIbAHE
IpE/ICTaBJba CBAKO aKTHBHO WM MTACHBHO MOHAIIAKE IPEMa 3aIl0CICHOM WU IPYyTH
3aMOCJIEHUX KOJ TOCJIOaBIIa KOje ce MOHaBJba, a KOje 3a I[HJb MMa WJIHM IPE/ICTaBIba
MOBpEy JOCTOjaHCTBA, yriena, JUYHOT M MPO(EeCHOHATHOT MHTEIPUTETA, 3paBiba,
MoJIoXKaja 3arlociIieHOT W KOje H3a3WBa CTpax WM CTBapa HENpHjaTeJbCKo,
MOHMKaBajyhe WM YBpPeIJbUBO OKPY)KEHE, IMOTOpIIaBa yCIOBE paja WK JOBOIHU IO
TOTa Jla Ce 3aIllOCIIeHN M30IIyje WM HaBeJle /1a Ha COICTBEHY MHUIMjaTHBY PAacKUHE
pagHH OJHOC WJIM OTKa)X€ yroBOp O paay WM JIPYyTd YTOBOp. 3aKOHCKH II0jaM
37I0CTaBJbakba 00yXBaTa U MOJACTUIIAKE UIH HaBOheme JPYTruX Ha BpLICHE OMIIO Koje
ONMCaHe aKTHUBHOCTH. VI3BpmImimal 3iocTaBjbamba MOXE Ja Oyle MOociIoaaBall ca
CBOJCTBOM (PM3UYKOT JIMIIa WM OATOBOPHO JIMIIE KOJ TOCTOJaBIla Ca CBOJCTBOM

507
MpaBHOI' JIMIA, 3alOCJICHU WM TIpyIlla 3aloCJICHUX KO IIOCIOJaBlia (LIJ'I. 6)

3% 3akoH 0 cripeyaBamy 3J0CTaBbamba Ha pamy (“Cin. rmacauk PC”, 6p. 36/2010) moueo je nma ce
npumemyje 04. 09. 2010. ronune. [loHomiewme oBor 3akoHa CpOujy cBpCTaBa y pejl 3eMajba Koje MyTeM
3aKOHCKOI' peryiiicama IOKyllaBajy la pelle mpoOsieM 3jocTaBibaba Ha paay, umajyhu y Buny
ynibeHUIy Aa Tpeko 50% mnpujaB/beHHX CiIydajeBa 3JI0CTaB/bakba jeCy YIpaBO 3JI0CTaB/bamha Ha
pagHOM Mecty. Yapyxkeme “Crom mMoOuHT”, http://www.mobing.rs/news.php, mperpaxeno 03. 05.
2013. ronune.

97 3akoH 0 crpeuaBamy 310CTaBJbaka HA pady npeasuha oGaBesy IOCIOJABIA 1A 3aIOCIEHOT IIpe
CTylama Ha pajJ NHCMEHHM IyTeM 00aBecTH O 3a0paHH 3JI0CTaBJbama, O IpaBUMa, oOaBe3aMa M
OJICOBOPHOCTHMA 3aIOCJICHOT M MOCIOAaBIA Yy BE3H ca 3a0paHOM 3JI0CTaBjbama. [locToje nBe BpCTe
3JI0CTaBJbakba Ha Pajly [peMa TOME KO BPILH 3JI0CTaB/batbe. Tako, 3I0CTaBIbakhe Ha Pajy MOTY J1a BpIIie
3arocieHn Koju ¢y Mel)y co0om jeqHaku WM ra MOXKe BPIIUTH HOCJIOJABall MpeMa 3arociieHnMa.
VYKOJMKO 3amoClieHH cMmarpa Ja Ta Jpyrd 3arocieHH 3JI0CTaB/ba HA PAJHOM MECTY MOIHOCU
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HaBenena onpenda 3akoHa o 3JI0CTaBjbalby Ha pagy MOXE Ja c€ OJHOCH U Ha
WHTEPHET MOOWHT, JIOK C€ MMOCEOHUM 3aKOHOM M TTOceOHUM ojapeadama y moctojehem
3aKOHY HE MPEJBUIN OBaj OOJUK 3JI0CTaBJharha Ha Pasy.

[Topen 3akoHa o 37ocTaBJbarby Ha pany Tpeda MOMEHYTH W [IpaBWIIHUK O
NpaBWIMMa [OHAIIalka MOCIOJaBana W 3allOCICHUX Y BE3M Ca NPEBEHIMjOM U
3AIITHTOM OJ 3/I0CTABJbAIba HA Py, KOjH TOpEX 3I0CTaBIbarba Ae(UHHIIE
CEeKCyaJJHO y3HEMHpaBame, Kao CBaKko BepOamHO, HeBepOamHO WU  (U3HYKO
MOHAIIAke KOje MMa 33 [UJb WM NPEACTaB/ba MOBPEIY JOCTOjaHCTBA 3allOCICHOT Y
chepu MONHOT JKMBOTA, a KOje H3a3uBa CTpPaxX WM CTBapa HENpHjaTesbCKo,
noHmxkaBajyhe wim yBpensbuBo okpyxeme (wi. 11 ct. 3). V IlpaBunHuky cy nate
MpernopyKe KOjUX ce TOoHamama Tpeda y3ap)KaBaTH y [UJbY KOPEKTHE ITOCIOBHE
KOMYHHUKalje u3Mel)y capajHuMKa: TMOHAIlamka Koja Cce OJHOCE Ha HeMoryhHOCT
oaromapajyher kKomyHuIMpama, Koja MOTy Ja JIOBeIy J0 HapyllaBama I00pux
MelyJbyACKHX OJHOCA, HapyllaBama YIiieAa W NPOPECHOHATHOT HHTETPHUTETA
3aIllOCIICHOT, J0 HapyllaBama 3]paBJba 3allOCICHOT W TIOHAIIaka Koja Ce MOTY
cMaTpaTh CeKCyallHUM 3yocTaBibameM. Onpende osor IIpaBuiaHmka Mory ce y
HE/IOCTAaTKy OAroBapajyhux mpomnuca NPUMEHHTH HPUIMKOM HU3BpIICHA HHTEPHET
MOOMHTA.

Cexynoapna npegenyuja ce CIpoOBOIM KaJ je Beh youeHa 1ojaBa 3JI0CTaBJbamba

Ha paxy. Beoma BaxkHy ylory uMajy CaBeTHHLM OJi TOBEpPEHA U IMOCPETHHUIIH

MOCIIOAABILY 3aXTEB 3a MOKPETame MOCTYIKA 3a 3aIUTUTY, a 00aBe3a MOCIOAaBIA je 1a Y POKY OJ TpH
JlaHa OJ TpHjeMa OBOI 3aXTeBa CTpaHaMa y CIOPY MNPEUIOKH MHUPHO pEIIaBamke Cropa U u3dop
MOCPEHNKA ca JIHCTe ATCHIMje 32 MHUPHO pellaBame CIOpoBa. AKO C€ 3a 3JI0CTaBJbalbe TEPeTh
MOCJIO/IABAll, 3aIOCICHH MOXKE MOJHETH 3aXTEB 3a 3allTHTY WJIM HEMOCPEAHO MOCIOIABIY HIH MOXE
MOKPEHYTH MOCTYIMAK MpeJ] HAJISKHUM CYJIOM JI0 UCTEKa 3aCTapesiOCTH POKa 32 MOKPETAmkE MTOCTYIKA
3a 3aIITHUTY OJ 3JI0CTaBJbakba, KOjH U3HOCH ILIECT MECElX O JaHa Kaja je 3J0CTaBbalbe YUUEHO. Y
oba ciydaja, YKOJHMKO MOCTYIIAaK MOCPEJOBamba He ycne U He Johe 0 cropa3dyma, 3aloClieHH KOju
cMarpa Jia je OMLIO JI0 3JI0CTaB/bakba MOXKE Jia TIOKpeHe CyJCKH nocTynak 3amrture. CyACKU MOCTynaKk
je XWTaH, TepeT MOKa3MBama je Ha IMOCJIOAABIly, a 3alOCICHOM KOjU TPaKH 3alITHTYy CE HE MOXKE
OTKa3aTH yroBOp O Pajy WK Ce CTABUTH y HEMOBOJAHHUjH MOJIOXKAj Y MOTIICIY OCTBapHBarba MpaBa U
o0aBe3a MO OCHOBY paja. 3a 3amociicHe KOju BpIlie 3JI0CTaB/bamhe npeisulieHe cy cienehe mepe:
OIMOMEHa, yaajbere ca pana ox 4 mo 30 naHa 6e3 HakHaje 3apaje, Mepa TPajHOT MPEeMeNITaja y ApYyry
paJHy OKOJIMHY WIIH, aKO C€ Y HAPEIHUX IIECT MECELM MOHOBH 3JI0CTaBIbCHE, OTKA3 YTOBOPa O Paiy.
3a nmocnopasle cy npeapuljeHe MpekpiiajHe HOBYAHE Ka3He: Ka3He 3a MOCIOJaBLE Y CBOjCTBY MPAaBHOT
muma ce kpehy ox 100.000 mo 800.000 nuHapa y 3aBHCHOCTH OJ MpEKpIaja, 3a MPery3eTHUKE Of
10.000 mo 400.000 muHapa, MOK Cy Ka3He 3a OATOBOPHO JHIe y mpaBHOM jwuiy o 5.000 mo 40.000
JIUHApA.

5% TIpaBHIHMK O NpaBHINMA MOHALIAKA MOCIONABALA M 3aMOCICHHX y BE3M Ca MPEBEHIHjOM H
3aIITHTOM OJI 3710CTaBJbama Ha paxy (“Ciu. rmacauk PC”, 6p. 62/2010)
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(menujaropu). CymTHHA je Ja ce CTpaHe Koje Cy Yy CHOpy YKJbyde y TpoIlec
MperoBapama 0 HauMHY MPeBa3HIaKemka MpodiieMa KOj! je HacTao.

Tepyujapna npesenyuja moapazymeBa momoh >KpTBM MOOWHTra aa IITO OpKe
MOHOBHO YCIIOCTaBU TCHXO(DHM3MUYKO 3/paBjbe M MOBPATH YHUINTEHO JOCTOjaHCTBO.
Beoma je BakHa paHa JqujarHo3a yTHIlaja MOOMHIa Ha 3/IpaBJbe jep CE TaKO MOXKe
noMohyn y cMamHBamy NOCIEIUIa HA UHIANBUAYAITHOM, TOPOJUYIHOM U COLIMjAITHOM

HUBOY.

MHoro je mpuMepa W KOPHCHHMKA JPYLUITBEHHX Mpexa KOjU cy 300r CBOT BHUPTYEIHOT
MOHAIIaka WK 00jaBa U3TyOMITH TOCa0 WM OWIM M30aueHH U3 MIKOJIE KOjy ¢y moxahanu. Jeman of
HAjOYHITICTHUJUX TIPUMepa KpILeHka NPUBATHOCTH U AUCKPHUMHHALIM]C YUHEGEH je IPpeMa CTyICHTY
Majkny I'mny (22) xoju je 300r cBoje CIMKE y XaJbUHH KOjy je 00jaBMO Ha APYIITBEHO] MPEXH
Facebook y yBepemy na he je BumeTH camo HEroBH NpHjaresbu u30aueH ca Kojeya Koju je
moxahao. I'mH, KOju je XoMocekcyanan, nu30adeH je W3 MIKOJEe Y3 O0pas3lioKeme Ja HEroB
BUPTYEJHU JXMBOT Y KOME OH IIOCTaBJba CIIMKE, IIPHYa O CBOjHM MOMIIMMa M KIyOOBHMa Koje
mocehyje mpencTaBsbajy Tpyoo Kplieme MpaBuia NoHamama koje kammmyc uMa. (Kornblum, Janet,
Marklein, Mary Beth: ,,What you say online could haunt you“, USA Today, 2006,
http://www.usatoday.com/tech/news/internetprivacy/2006-03-08-facebook-myspace x.htm,
npetpaxeno 23. 08. 2014. rogune)

VY ayctpujckoj mokpajuHd THPOI, TpH pagHUIE CY MOMEHTAIHO JOOWIIE 0TKa3 MOMITO CY
npeKo ApymTBeHe Mpexe Facebook m3pasuie cBoje HE3aZ0BOJBCTBO Ha IMOCIY M HE3aJOBOJHCTBO
CBOjM OJHOCOM Ca IPETIIOCTAaBJEHHM. JelHa O BUX je Ha CBOM NpOoGMIy H3paswia cBoOje
HE3aJ0BOJBCTBO MMEHYjyhH CBOI' MPETIOCTAaBIBEHOT, AOK Cy Ipyre OBE KOJIETHHHLE Ty 00jaBy
MIOTBpAWJIEC TIPUTHCKOM Ha nyrme ,,Ceuha mu ce®. Mako med kora cy moMeHysa HHje IMao MHOTO
IpHjaTesba MPEKo OBE IPYIITBECHE MPEXkKeE, OH j€ Ca3HAO 3a OBY 00jaBy U MOMEHTAJIHO YPY4HO OTKa3
OBHM 3aIoCiieHUM xeHama. (Budemu: Jumurencku, Aunapej, [Ipsea, Jparan, op.cit., 2014, ctp. 87)

Jemna xoHOOapuia u3 Aycrpuje je mobmia oTka3 300rT 00jaBJbHBaa CIMKA W3 HONHOT MPOBOJA HA
npymrtBeHoj Mpexkn Facebook koje cy crmukane y BpeMe kama je Omima Ha OonoBamy. OHa je
oTBOpHJIa OOJIOBAmE, aJH j€ HEIOCPEeIHO IIpe HCTeKa 00JoBama OTHIILIA y AUCKOTEKY, a 3aTUM Ha
CBOj TpO(UII MOCTaBHUIA CIIUKE ca KOMEHTapuMa ,,Kako ajKoxoll youja u kako Hehe Buie Hukana
nznazutu’. 3a [lpuBpeany komopy nokpajune [loma AycTpuja OBO je cBakako OHO OIpaBaaH
pasjor 3a JaBame OTKa3a, IOIITO MNpeACTaB/ba 3JI0yMOTpeOy mpaBa Ha OoJsoBame. (Budemu:
Hunmurencku, Auapej, [lpsba, lparan, op.cit., 2014, ctp. 88)
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3.1.7. I'oeop mporcrve Ha OpyuimeeHum mpexcama

HNHTepHeT W apymTBeHe Mpexe ce AedUHHINY Kao MEIUju OciIo0oheHHn of
OWNI0 KakBUX YTHIIaja Ap)KaBe W TPAAMIMOHAIHUX HOpMHU. JenHake MoOryhHOCTH
NPUCTYTIa M M3pakaBama OJHOCE CE€ Ha CBE KOPHUCHHKE MHTEPHETa W APYIITBEHHUX
Mpexa, IITO 3HAYM J1a KOPHCHHUIM CaMH Kpeupajy caapxaje kopuctehu ce mpurom
HeOrpaHWYeHUM OpojeM H3BOpa KOJjU Cy UM JOCTYNMHH. Ha Taj HayuH HMHTEpPHET
mocraje miuatrgopma 3a CaolllITaBake M pa3MEmUBalkE UAeja, IPYIITBEHHX,
KyITYpHHX M TIOJTUTHYKUX BPEIHOCTH, H3pakaBamke MUIBCHA U CTAaBOBA,
MIPOMOBHCAE AKTHBHU3MA.

Crnobona n3pakaBama je MpU3HaTa Kao JbYJICKO IpaBo y wi. 19 YHuBep3amHe
JeKiIapalyje o JbyJCKUM MpaBUMa U OHA j€ ToCcTojalia U mpe nojaBe uHTtepHera. OHa
j€ TIpOIOpIOHAIHA HUBOY JIEMOKpaTHje APYLITBA M YCKO IOBe3aHa ca CI000JIHUM
MeanjuMa, Mel)y KojuMa je W MHTEpHET, KOju Cy oOaBe3HH aa rpahanmma mpyxe
nHpopmanuje kako Ou Ounu GyHKIMOHATHH y ApymTBY. OCHOBHM TOCTYJaT y
JIEMOKpPAaTCKOM JIPYIITBY je YCIOCTaBlbamke OanaHca u3Mel)y mpaBa Ha cio0oxy
u3paxkaBama M JPYTUX TapaHTOBAHUX IMpaBa, Kao IITO Cy MPaBO HA CI000y MHCIH,
CaBeCTH M BEPOUCIIOBECTH WJIM TPABO Ha CI000AY OJf TUCKpUMHUHamuje. 300T Tora
cn000/1a u3pakaBarkba Ha MHTEPHETY UMa oJipel)eHa orpaHuYekha jep moipasyMeBa aa
je uMHTepHeT ciIo0odaH O] CBUX JACBHJaHTHUX IOHAIIama, Mehy kKojuma je roBop
MK, KOJUM Ce TIOJICTUYE TUCKPUMHUHAIIN]a, MPKEba WM HACHJbE MPOTHB JIULA WK
rpyrne Juia 300T BUXOBUX JIMYHUX CBOjCTABA.

Naxko je xpajem 80-tux u TokoM 90-TUX TOJMHA U3pa3 ,,FOBOP MPXKEE’ YIIa0 Y
IUPOKY NPHMEHY, HE MOCTOJU YHUBEP3aJHO NpuxBaheHa neduHHIM]a caMOT TojMa
,TOBOp MpXKie~. Y IUTepaTypu c€ Kao TOBOP MPXKIE KBaTU(PUKYjy H3jaBe Koje
3acTpailyjy, Bpehajy wim y3HeMmMHpaBajy IOjeluHIIC WU Tpyle W/WIH H3jaBe Koje
MO3WBajy Ha HACWUJbE, MPXKIbY WIM AUCKPUMHHALM]Y TOjeMHANa WIH Tpyma. Y
HEJOCTaTKy Npelu3He AepUHHIIMje TOBOpa MpP)KHE, MOXE Ce KOPHUCTUTH Ipakca
EBporickor cyna 3a Jbyjcka mpaBa, KOju TEPMHH ,,TOBOP MPXKHE* KOPUCTH J1a OIHIIe
o0JIMKe M3paXkaBama Koju wiupe, nOOCmMu4y, NPOMOGUWLY UTU ONPABOABA]y MPIHCHY
3aCHO8aHY Ha Hempnesmugocmu, YKwyuyjyhu u eepcky Hempnemugocm. Ilpema
CXBaTamwy OBOI' CyJa, TOBOP MPXH€ 00yXBaTa MOJCTHUIAKE PACHE MPKEE U MPIKHE
Ha BEPCKOj OCHOBH, Cca KOJOM C€ M3jeIHaYaBa U MOJCTPEKUBAKHE Ha MPKEbY HA OCHOBY

pasnuke u3mely Bepyjyhux m HeBepyjyhux, Kao M HOJCTHULIAKE HA Jpyre OOJIuKe
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MpPKEb€ 3aCHOBaHE Ha HETOJICPAHIUjH, YKJbYUyjyhu M arpecMBHHM HAI[MOHAJIN3aM M
eTHorieHTpu3aM. [lopex Tora, m xomMo(oOWYHM TOBOp crafa y KaTeropujy roBopa
MpKie. ['0BOp MpXkHe ce HeJaBHO IPOIIMPHUO U Ha POJHY HETOJIEpaHLU]y U OHY
3aCHOBAaHYy Ha CEKCYallHO] OpHJEHTAllMju, ajJl W Ha HETOJEePaHLHU]y Pa3IUUUTHX
MOJUTUYKUX MUIILJbEHa U HAIIMOHAHOT U APYIITBEHOT CTaTyca.

Jpyry neguHHUIN]y TOBOpa MpXKH-e Koja je y mupoj yrnorpedu nao je Komurer
munuctapa Beha Espone 1997. roaune. Ilpema oBoj neduHHUIH]U ,,TOBOP MPKHE
IoJpa3ymMeBa CBe OOJIMKE M3pa)kaBamka KOJU IIUpPE, MOACTUYY, MPOMOBUILY WU
ompaBnaBajy wmehypacHy Mpxmby, KCeHO(OOHjy, aHTHCEMUTH3aM WU MPXKIbY
0asWpaHy Ha WHTOJICPAHIU]H, YKJbY4yjyhu W WHTONEpaHIM]y H3paXEeHY Kpo3
arpecUBHU HALMOHAJIM3aM WIM €THOLEHTpHU3aM, AUCKPUMHHALM]Y WIM aHUMO3UTET
TpeMa MarbHHAMA, MATPAHTHMA WITH JbyIMMa MMUTPAHTCKOT MOpPeKia.

TI'oBop Mpxkme MaHHu]ecTyje ce jaBHUM H3paKaBamkbeM TUCKPUMHHATOPCKUX
CTaBoBa IyTeM rpadura, WCTHIAmka MOpyKa WIA CHMOOJa JAMCKPUMHHATOpPHE
caJp>KHEe, Ha JaBHUM CKYITOBHMMA, CIIOPTCKUM M APYTHUM JaBHUM MaHH]ecTaIjama u
norahajuma u ci. ['oBop MpXKibe MpeacTaBibajy pedH, U3pa3u U peueHHlle KOju cy
YBPEIUBMBOT cajpikaja, a ymyheHe Cy MOjeIuHIly WIM Tpynu 300T HpUNAJHOCTH
onpeheHoj pacu, HaIUju, BEPH, UICOJIOTHjH, CEKCYaTHOM ONPEICIbEHhY WIH IPYTOM
JUYHOM CBOjCTBY, KOj€ CTHIMAaTu3yjy, €TUKeTHpajy, kieBehy, moBpelyjy wim
HMCMEBajy oJipeheHy IpyIITBEHY IpyIly U MOHWXaBajy 0co0y KOja MpuUIiaia Toj TPyIIu.
Paznukyje ce nupekTaH (M3HOLIEHE HEMPOBEPEHUX TBPIHH, KOHCTATalllja U CyJ0Ba,
ynotpeba TICOBKM M BYyJTapHe JIEKCHKE), HMHIMpPEKTaH (KBa3W3aKJbyuHBame ca
MO3MBAKEM HA ayTOPUTET W W3BOP, CABETH M3PEUEHHU KBA3UIIPHjATEJHCKUM TOHOM,
KOHCTaTalMje Koje WMHTHPA]Jy HOBHHAPCKH CTHJI HW3BEIITaBamba, >XKapPTrOHCKOM
JICKCUKOM M aHTHUIIOCJIOBHUIIAMA) M JIATEHTaH TOBOP MpPXKH€ (HeMa EKCIUTMLUTHHUX
KOHCTaTallHja, Hau3rjie ] JyXOBUTH KOMEHTapH, UTPE PEUH).

Ha melynapoaHom HHBOY TOBOp Tpeba moMeHyTH MelyyHapoqHy KOHBEHIIH]Y

510

3a TIPEBEHIIM]Y CBUX OONHMKa pacHe JIUCKPUMHUHAIIH]C, KOJy je TeHepaiHa

ckynmtuHa YH ycBojuna 1965. roguHe u Kkoja mpeiacTaBba NMpBU MelyHapoIHH

%% CnoGona Ha MHTEpHETY U rOBOP MpiKEbe online: Meaujcka nonuTHKa U nHTepHET y BUX, Internews
u BIH, Sarajevo, 2014,
http://internews.ba/sites/default/files/resursi/Govor%20mrznje%20na%?20internetu.pdf, mperpaxeno
02.12.2015. roguue

319 Melyynapo/iHa KOHBEHIIM]a 3a MPEBEHIH]y CBHX 00JIHKa pacHe auckpuMuHarmje (,CIyKOeHn TucT
COPJ* 6p. 6/1967)
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CIOpa3syM O TOBOpY Mpxkme. MehyHapoanu makt o rpahaHCKUM M TOJIUTUYKUM
npasuma (ICCPR) kojut je cTymmo Ha cHary 1976. roquue,”'' npegsuha ma je 3axoHom
3a0pamkeHO CBAaKO 3aroBapame HAIMOHAIIHE, pacHe WM MeljyBepcKe MpKIbE Koje
CaJpXXH MO3MBamkbe Ha AUCKPUMHUHALM]Y, HENPHUjaTeJbCTBO WM Hacwbe. [ledununuja
roBopa Mpxxme nata je u 'y Ilpenopyuu 6p.P(97)20 Komurtera MuHHCTapa IpkaBama
yranuama (30. 09. 1997.): m3pa3 ,roBop MpKHmE™“ TOJpa3syMeBa CBE OOJIMKE
M3pakaBama KOJU IIHUPE, paclupyjy, MOACTHYY WIM TpaBlajy pPAacHY MpXKbY,
kceHo(poOujy, aHTHCEMUTH3aM WM Jpyre OOJNMKEe MpXKHE 3acHOBaHE Ha
HETOJIEpaHLIMjU, YKJbyuyjyhH W HeToJNepHAIujy Hu3pakeHy Yy (OpMHU arpecUBHOT
HAaIlMOHAM3Ma M ETHOICHTPH3Ma, JWCKPHUMHHAIMjE W HEMpPHjaTeJhCTBA IpeMa
MambHHAMA, MUIPAHTHMA H JbyJMMa HMHIPAHTCKOT HOpekna.’ > Ha pernoHamHoM
HUBOY, EBpoIicka KOHBEHIMja O JbYJICKUM IpaBUMa M AMeEpHUYKa KOHBEHILHja O
Jby/ICKUM TIpaBUMa TapaHTyjy MpaBO Ha ci000ay H3paxkaBama, ajll HE H3pUUy
noceOHy 3a0paHy ToBopa MpxKme. [loceOHO je 3HauajaH JlomaTHU MPOTOKOI
KonBeHIMje 0 BUCOKOTEXHOJOIIKOM KpUMHHAITy, KOjU o0aBe3yje Ip)KaBe UIaHHIIES
na y aoMaheM 3aKOHY yCBOj€ 3aKOHOJABHE M Ipyre Mepe KOju roBOp MpxKi-e online
npeaBuhajy Kao KpUBUYHO JIEJI0.

VY PenyOmuim CpOuju mMpoIMCH KOjH Cy pEJEBaHTHH 3a Cy30Hjame roBopa
MpKBe Hamaze ce y YcraBy CpOuje m y HH3y 3akoHa. YcraB CpOwuje rapaHtyje
cno0oy M3paxkaBamkba MHUILJBEHA W MPOIHCYje YCJIOBE IMOJ KOjUMa C€ OHAa MOXKE
orpaHuduTH (4. 46). YcraBoM je rapaHTtoBaHa U cinoboaa menuja (wi. 50) U ycioBH
Mol KOjUMa Cce€ MOKE CHpPEUYMTH IHpeme MHpOopMalyja U Hieja IMyTeM CpelcTaBa
jaBHOT oOaBemTaBama. Takohe, M3pUUIUTO je 3a0pambeHO M3a3WBAE M IOJCTUIAME
pacHe, HaIMOHAJHE, BEpPCKE WM Jpyre HEpPaBHONPABHOCTH, MpPXKHbE H
HeTpresbUBOCTH (Wi. 49), Kao M cBaka AMCKPUMHUHAIM]A, HEMOCPEIHA WU MTOCPE/IHA,
1o OMJI0 KOM OCHOBY, @ HAPOYUTO 10 OCHOBY pace, 1oJia, HallMOHATHE PUNaJHOCTH,
JPYIITBEHOT TOPEKIa, polerma, BEPOUCIIOBECTH, MOTUTHYKOT MM JPYTOT YBEpema,
UMOBHOT CTama, KyJIType, je3uKa, CTapoCTH M ICHUXUYKOT WM (U3UIKOT

uHBaymauTeTa (wi. 21. cr. 3). 3akoH 0 3a0paHu IUCKpUMHUHALMje Je(pUHUIIE TOBOP

S Melynapomun makt o rpahanckum u momutuukuM npasuma (ICCPR) koju je cTymuo Ha cHary
1976. romuse (,,Ciry>x6enn et COPI“ 6p. 7/1971)

312 TIpenopyka 6p. P(97)20 Komurera MuHucTapa apikasama wianmmama (30, 09. 1997.),
www.coe.int/t/dghl/standardsetting/media/doc/translations/serbian/Rec(1997)o20&ExpMem_sb.pdf
npetpaxeno 02. 12. 2012. roqune
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MpPXKIE KA0 uspasicasarbe uoeja, ungopmayuja u MuuLbera Kojuma ce noocmuye
OUCKPUMUHAYUJA, MPIHCFA UTU HACUDE NPOMUS TUYA ULU SpYNne auyd 3002 mUxos02
JIUYHOZ CBOJCMBA, Y JAGHUM 2NACUTUMA U OpyeumM NyOruKayujama, Ha cKynoguma u
Mecmuma OOCMYNHUM JABHOCMU, UCHUCUBAIbEM U HNPUKA3UBANEM NOPYKA UMU
cumbona u na opyau nayun (wi. 11). FoBop Mpxmbe y Meaujuma 3a0pameH je 3aKoHOM
0 jaBHOM mH(pOpMUCaKY (WI. 38), TaKO WITO je U3PUIUTO 3a0PaABCHO je 0Ojasbusarbe
udeja, unpopmayuja u Muberba Kojuma ce noocmuye OUCKPUMUHAYUJA, MPIAICHA
UM Hacume Npomue auya Uiu epyne Jauya 3002 MUX08OZ NPUNAOArA U
Henpunaoarsa HeKoj pacu, éepu, HAYuju, emHuyKoj epynu, noay uiu 3002 ruxose
cekcyanne onpedemeHocmu, Oe3 003upa Ha mo 0a au je 00jasnmusarbem yYurbeHo
kpusuuno Oeno. Y un 10 3akoHa o cy30ujamy IUCKpUMHHAINM]jEe ocoba ca
WHBaJMAUTETOM TPOMUCAHO je Ja je 3abparveHo [je] ucnucusarve u ucmuyarbe Ha
Jasuum mecmuma u wuperbe Ha Opy2u HAYuH NOPYKA U CUMOO0IA KOjumMa ce no3uéa Ha
OUCKPUMUHAMOPCKO NOCMYNAlbe npema 0cooama ca UH8ATUOUMENOM.

VYV Kpusnunom 3akonuky PemyOnuke CpOuje roBOp Mp)KHE Ha MHTEPHETY U
JIPYIITBEHUM MpeXkama HUje MpeABul)eH Kao MoceOHO KPUBHYHO OeN0. Y OKBHPY
I'maBe XVII (KpuBuuHa iena IpoTHB YacTH U yriena) IpeaBuheHo je KpUBUIHO JEII0
MoBpea yrieaa 300T pacHe, BepcKe, HAIMOHAHE W JIpyre mpumagHoctu (wi. 174).
Panma kpuBHYHOT Jelia ce cacToju y jaBHOM H3JIaramy MOpy3H JIUIa WIH TPyIe 300T
MpUNagHOCTH oJipeleHoj pacu, 60ju KOXKe, BEPH, HAIIMOHAITHOCTH, €ETHHYKOT ITOPEKIIa
WJIA HEKOT JPYTor CBOjCcTBa. J[pyro KpUBHUHO JIEIIO je M3a3UBakhe HAIIMOHAIHE, pacHEe
u Bepcke Mpxmwe U HerprnesbuBocTy (wi. 317 K3 — I'maBa XXVII Kpusuuna nena
POTUB ycTaBHOT ypehema u 6e30emnocTn Penybnmke CpOuje) kojum je mpeaBul)eHo
KaXHhaBamkbe JUIa KOje W3a3uBa HAIMOHAIHY, PAacHy WIH BEPCKY MPXKbY HIH
HEeTpHesbUBOCT Mel)y Hapoauma WM €THUYKUM 3ajefHuama koje xuBe y CpOuju.
KBanudukoBanu 0OTUK OBOr KPUBUYHOT JIela IMOCTOjU Kajga je MeJ0 YYHUHEHO
NPUHYJIOM, 3JI0CTaBJbAbEM, YIPOXKABAKHEM CHTYPHOCTH, U3JarambeM IOpY3H
HallUOHAHWX, C€THUYKUX WM BEpCKUX cuMmOona, omrehemeM Tyhe cTBapw,
CKpPHaBJBEHHEM CIIOMEHUKA, CIIOMEH o0elnexja uimu rpodosa. Hajtexxu o0auK mocToju
KaJa ce KPUBUYHO JIEJI0 BPIIM 3J70yNOTPeOOM CiIyKOeHOT MmojioXkKaja win oBiamhema
JIM aKO je yciel THX Jejia IONUIO 10 Hepena, HaCuJba WU IPYTHX TeIIKUX MOCIIEINIA
3a 3ajeJHMYKH )KUBOT HApO/1a, HAITMOHAIHUX MambUHA WM €ETHHYKUX Tpyna y Cpouju.

['oBop MpxkEbe MMa ofpel)eHe MmociieanIIe KOje ce cacToje y u3a3uBamy CTpaxa,

3e0me, HellaroJe Wi jbyThe. KOHKpeTHe Mmocieule ce MOry CacTojaTd y CTBapamy

199



Buoa Bunuh

A 4

L 4

npe3upa, HeTaTMBHUX CTEpEOTUNA MpeMa oipeeHOM IMIly WU TPYyNH, CTBAPABY
HETaTUBHOT CTEPEOTHIa TpemMa oOipe)eHOM IHIy OJHOCHO TPYIH, IOJCTHUIAE
TUCKpUMHHAIIM]E W HENpHjaTe/bCTBA, OCYAy OKOJIMHE, W3a3uBamy ocehama
HECUTYPHOCTH M CTpaxa KoJ| NMpHIaJHuKa oapehene rpyme, y crBapamy ocehaja kon
BeIMKOTr Opoja rpahana 1a je TakBO IMOHAIIalke MpeMa MpHIaJHULIUMa oapeheHe
rpyre APYIMTBEHO MOXKEJbHO M OnpaBaaHo, Aa he Outu TonepucaHo u na Hehe Outu
IpeaAMET OJTOBOPHOCTH.

WHTepHeT M OpymITBEHE MpEXe MPEACTaBJbajy BeOMa MOTOJHO CPEACTBO 3a
W3a3MBalbeé HAllMOHAJHE, pacHe M Bepcke Mpxme. Bpehawe, ucmejaBame,
MOTUEHUBAKHE HAMOHATHUX, PACHUX WM BEPCKUX ocehamwa W JIpyrHm HauuHU
HCIIOJbaBalkh€ TOBOpAa MpPXKH€ Ha BeO CajTOBUMa WM OJIOTOBHMMa IIPEHOCE Ce
HEOTPaHW4EeHOM OpOjy JbY/H, IITO JOIPUHOCH U3a3UBAY WM PACIHPHBAKY MPIKEHE.
W3Bpmmnan Moxe ia Oyze jeHO JUIe, ajdu Hajyenhe cy TO Ipyle U OpraHu3aiyje
KOje ympaBo MMajy 3a [WJb CTBapame HAIMOHAIHE, PAaCHE M BEPCKE MPXKIHE M
HETPNEJbUBOCTU. JedaH o/ HajIO3HATUJUX MHTEPHET GopyMa KOjU pacmupyje TOBOp
MpXKBe je ,,CTopMPpOoHT UHTEpHET GopyM Oeje HAlMOHAIUCTHYKE 3ajeJHHIE KOja
3acTyma TeopHjy O CymepuopHocTH Gene pace.”” Bumm cym y Beorpamy je 2012.
TOJMHE JIOHEO TMpecyay KojoM je ocymuo Cumy Bmammawmha 300r npetsmu ymyheHnx
npumagauiuma JIBI'T monynamuje Ha ®ejcOyk rpymm ,,500.000 Cpba npoTHB €]
napasie’ 3a KpUBUYHO JIEJI0 yTrpokaBama CUTYPHOCTH Ha Ka3Hy 3aTBOpa y Tpajamy O[]
TpU Mecella YCIOBHO 3a JBe roaumHe. CMaTpa ce 1a je oBo mpBa npecyaa y Cpouju
KOjOM je M3pedeHa CaHKIIH]a 32 PETHE MOTHBHCAHE MPIKEOM.

IlenTap 3a HOBe Memuje ,,JIubep” cCHpoBeo je WCTPaKHBAKBE Yy IHIBY
pasyMeBama TOBOpa MpPXKHE M JUjajiora KojuMm cy ce TBurepamm u3 CpoOuje
yKIJby4uau y online pacmpaBy TOKOM ,,Adepe MHUIITOB YHjU je TTaBHU aKTep H
nokpetau 6uo [paran ByuuheBuh, ypeanuk nHoBuna Mudopmep, a MeTa 3alITUTHUK

1 . .
rpahana Cama Jarkosuh.’'” McTpakuBarbe je moKasano 1a je, Ha OCHOBY HAYMHA Ha

13 Hukomuh Kowmuew, Jlumuja, I'Bosmenosuh, Pamoje, Pamynosuh, Camia, MwuocasibeBuli,

Anexcanmap, Jepkosuh, Panko, XXuskosuh, Bmanan, JXusanosuh, Cama, PemanoBuh Mapuo;
Anexkcuh MBan: ,,Kparak nmpuka3s pa3Boja npaBHE pPeryjiaTHBE O BUCOKOTEXHOJIOUIKOM KPUMHUHAINTETY
Ha MehyHapogHoM HUBOY®, op.cit., 2010, ctp. 127

% Bromi — nHeBHa HoBMHA, www.blic.rs/vesti/hronika/presuda-zbog-govora-mrznje-na-internetu/
Ig3etnz mperpaxkeno 02. 12. 2015. rogune

315 Afera pi§tolj” i govor mrznje na internetu (“Affair gun” and hate speech on Twitter), Novi media
centar ,Liber, http://www.blogopen.rs/afera-pistolj-i-govor-mrznje-na-tviteru-prema-kihot ex_of-
djvucicevic-istrazivanje/, nperpaxeno 05. 12. 2015. ronune
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Koju cy ce TBUTepamu obpahamu Camm JankoBuhy, oH OHO KpTBa OpraHU30BAHOT
rpymHOr cajoep 3JocTaBibama. McTpaxuBame, Koje je oOyxBarwio 6.034
OpUTHHAIHUX TBUTOBA, TMPYXWIO je MOTYhHOCT 5a ce 0oJbe M3y4UM PACIOJIOXKCHE
JaBHOCTH, aKTUBHOCT JaBHOCTH Ha ojipeheHy TeMy, BaKHOCT aklldje U peakluje Ha
JIMjaor, pa3Boj jaBHOT JAMTHTAIHOT JUCKypca W ydemhe TOBOPHOI YMHA yBpeae U
IUPEKTHOT ¥ HMHIUPEKTHOT TOBOpA MPXKHE-€ KaJ/ia je JaBHOCT MOCEOHO 3aMHTEepecana 3a
OCeTJhMBY TeMy. TBHUTOBE je Hamucano 2.609 tButepama y nepuonay ox 1 - 21. maja
2015. ronune. Y roBopy Mpxme Koju ce ogHocu Ha Camy JankoBuha, qupekTaH
TOBOP MpXKH-E, KOju MpeoBialjyje, TOCTUTHYT j€ W3HOIICHEM HEIPOBEPEHUX CYI0Ba
Ka0 YMH-CHULIA, H3HOIICHEM KBATH(HKAIIMja Ka0 KOHCTATAIH]ja, YIIOTPEOOM IICOBKH U
BYJIFApHE JICKCUKE, KBa3U3aK/byUHBambHMa Ca I03UBAKbEM Ha ayTOPUTET.

Tpeba HanoMenyTu fa je MuHucTapcTBoO npasje Hemauke mocTurio 10roBop
ca uHTepHeT Kommanujama Facebook, Google u Twitter na roBop Mpxme yOymyhe
OyJie YKIIOWEH Cca cajToBa y POKY o1 24 daca. Y 3ajeJHIYKOM CAOIIITCHY HABEICHO
je na he Ha oBaj HAYMH KOPHUCHUIIM M AHTUPACHUCTHYKE Tpymne MOhM Jakimie 1a
MapkHpajy ropop Mpxme. Caapixaj nmoprana he HCIUTUBATH TUMOBHU CTpYUH-aKa, KOjU
he, mocie maxJPUBOT Tperiena, 3a jeJaH JaH YKIOHHUTH CajTOBE KOjU CaJip:Ke TOBOP

1
mpxe.” '

3.1.8. Ilpesape nymem unmepnema — nojam u nojagHu ooauyu

Ilpesape nymem ummepnema TIPEACTaBJba)y HajpalllUPEHHjH  OOJHK
cajOep kpumuHanuTeTa. Tpeba MX pa3IMKOBATH Ol PAuUVHAPCKUX npesapa Kaja ce
y padyHap yHOCE HEeTaYHH MOJIAIM WK C€ TPOITYINTa YHOIICHEC TAYHUX ITO/IaTaKa WITN
ce Ha OMJIO KOjU APYT'M HAuMH padyHap KOPHCTH 3a OCTBapHBAambE MpeBape IMyTeM
NPUKPHUBamka WK JJAKHOT NPUKa3a MMojaTaka, a CBe y IIMJby CTHIama IMPOTHBIIPABHE
MaTepHjajiHe KOPUCTH KOjOM ce Jpyrome Ipoy3pokKyje MMOBHHCKa mTera. [IpeBapa
MyTeM WHTEpPHETa HHje YBEeK W 00aBe3HO padyHapcKa IpeBapa jep HEKe MHTEPHET
MpeBape OJroBapajy KIAaCHYHUM IIpeBapama KoOje 3a CpPEICTBO H3BpIICHA HUMajy
MHTEpHET 0e3 HEKOr MOCeOHOr YTHIaja Ha eNEKTPOHCKY 0Opaly MojaTaka Wi paj

pauynapa. [IpeBapoM myTeM HHTEpHETa OOMamyjy ce€ JbYIH, JOK C€ pPavyyHapCKOM

6 PTC,  www.rts.rs./.../ci/.../Nemacka+uklanjat+govor+mrzwe+satinterneta.html.  ITperpaxero
22.12.2015.
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peBapoM ,,00Mamyje” pauyHap M eNeKTpoHCKa oOpaja HABOIM Ha IOTpelaH
PE3yIITaT KOjH je yCMEpeH Ha CTHIAE POTHBIPABHE HMOBHUHCKE KOPHUCTH.
[IpeBapa myTem MHTEpHETa WM MHTEPHET MpeBapa OJHOCH Ce Ha OWIIO KOjy
npeBapy IMpH YHjeM H3BpIICHY JIMIE KOje y HaMepH NpUOaBJbamka MPOTHBIPABHE
MMOBHMHCKE KOPHUCTHU 3a ce0e M JApyrora, UCKOPUCTU jeHy WJIM BUILE KOMIIOHEHTH
MHTEpHETa, Kao mTo cy cobe 3a hackame, BeO CTpaHUIIE WU €IEKTPOHCKA MOIITa, Ja
OM ce CTBOPWIIM YCJIOBH 32 JIAXKHO NMPHUKA3MBAKE WIN MPUKPHBAKE YNHECHHUIIA KOJHM
OM ce HEKO JIHIIe JO0BENO y 3a0Jyay WIH Y BOj OApXKaBajio, 1a OU TO JIUIE YUUHUIIO
HEILTO Ha IITETy CBOje WU Tyhe MMoBUHE (crpoBoleme (PMHAHCHjCKE TpaHCAKIIH]eE,
IPEHOIICHE MTOATKA (PHHAHCH]CKO] HHCTUTYIM]H KOja je MeTa Halaza u ciL.).” -
[TojaBHm oOJMIIM TIpeBapa Cy MHOTOOPOjHHM, 300T pPa3TUYUTHX HaYWHA
HBHUXOBOT U3BpILIEHa HeMOryhe uX je y MOTIIYHOCTH CBE carjiefiaTd jep ce y MpaKcH
jaBJbajy Kako NPUMHUTUBHE M TpyOe mpeBape Tako M OHE IpeBape KOA KOJUX
YYUHHUOLM UCIIOJhaBajy BUCOK CTETeH BemTuHe. Kao yect o0IMK MHTEpHET mpeBapa
jaBjpajy ce: ,,BaJEeHTHHO TIpeBape, ,JJaH4aHa MHUCMa®, TUPAMHUAAIHE IIeMe,
,JIyTajyhu Tprosiu, Tpancdep HOBIA Yy TOOPOTBOpPHE CBpXE U JTYTPHUjCKE MpeBape.
., Banenmuno *“ npesape Cy moBe3aHe ca ,,yciIyrama“ Koje ce MpyXkajy yCamMJbeHHM
ocobama Koje KeJie J1a CKJIOoIe Opak WM Ja CTyIe Y KOHTAKT ca HEKOM 0co00M paau
npyxema. [lociie oxpehene mpumpeme, Koja o0yxBara KOMYHHIIMPAHE ME|IIOBUMA,
pasmeny Qororpaduja, mpeBapaHT MNpeIake JTUYHH KOHTAKT ca JKPTBOM TIOJ
YCIIOBOM JIa My YIUTaTH oJpel)eHy cyMy HOBIIa Kako O JIOIyTOBAO JI0 MECTa Cycpera.
[Tocne TpaHcdepa HOBLA, CBaKM KOHTAaKT ca >KPTBOM THpecTaje. ,,J/lanuana nucma*
cajipke 3axTeB ymyheH MmejiaoM na ce Ao0WjeHH Meji mpocieau oapeheHoMm Opojy
npujaTesba U YKOJIHUKO C€ TO HE YYWHHU, 0co0y he 3agecutu Heka Hecpeha. OBakBa
nmyucMa caJipske KpunToBeHe mHpopMaldje, koje he muiyy Koje je mociano JaH4yaHO
MUCMO OMOTYhWTH Ja ca3Ha JHYHE [OJaTKEe BEIMKOr Opoja Jua W Ja Hux
3nmoynotpedu. ITupamuodante weme NPEICTaBbajy TAKBY BPCTY MIpeBapa KOJ KOjUX ce

XKpTBU obehaBa ucruara onpehene cBoTe HOBIA 3a ,,IpHBIAUYCHE onpeheHor Opoja

>'7 BaGosuh, Muor.:,,Xakepcka CyOKyITypa M KOMIjyTepCKH KpuMUHAN, [IpaBHU KUBOT — YaCOMUC
3a IIpaBHY TEOpHjy U npakxcy, op. 9/2004, ronquna LIII, kwura 485, ctp. 749-750, Y npyxeme npaBHAKA
Cpbuje, Beorpa.

¥ Matujamesuh, Jenena, Cnanesuh, XKaxiuua, Urmarujesuh, Cernana: “Bpcre MHTEpHET IpeBapa -
mmojamM, 3Hadaj W YTHId] HAa €KOHOMCKE W MOpajHe acrekre npymrBeHe 3ajemauie”’, THOOTEX-
JAXOPUHA Bom. 11, 2012, ctp. 563, http://www.academia.edu/3061962/Vrste internet prevara-
pojam_zna%C4%8Daj i uticaj na_ekonomske i moralne aspekte dru%C5%Altvene zajednice,
npetpaxeno 01. 04. 2015. roqune

202



1/(}({/?('()(/ npaea Ha npueamHocm 1.7({\'/I()/II[)(’(’)(}.\I ()]Zl‘[ll/ll(}(’/l[l.\".1/]7(’)/(‘(/ Kao 0o1uK /\'().1II]/:I'I]I(’])L‘I\'()U KpumuHaiumema
o
°

L 4

JbYAM U YKIbYUUBAWKE Y paj ,,mupamune’. ,,Jlymajyhu mpeosyu‘ ce 6aBe mponaajom
HeriocTojehe pobe, pode JaKHOT KBAIMTETA, KOja MOXE OWTH OlacHa Mo 3/paBJibe,
Tpake MejIIOBMMa HCIUIATy HOBIA, ajli HKAJ He M3BpIue Hcropyky. Kox npesape
mpancgepom Hoéya y 000pomeopHe c8pxe O] KPTBE ce€ TPaKu JAa 3a oapeheHy
NIPOBU3MjJy NPUMHU Ha CBOj OAHKOBHM pauyH ojapeleHy cymy HOBIA, IOJUTHE ra ca
padyHa M yIUIaTH HAa HEKU padyyH y MHOCTPAHCTBY, ca 00OpasiiokemeM jaa he HoBall
outn uckopuirthen y noopotBopHe cBpxe. [IpoBu3uja 3a OBakBy TpaHCAKIIH]y C€ HE
nobuja, a OBaKBUM TpaHc(epoM ce MPUKPHBAa MOPEKIO HOBIA (,,[Ipame HOBHA).
Jlympujcke npesape ce cacToje y TOME LITO JXPTBU CTHXKE OOaBemITele Ja je
JOOUTHHUK HEKe TpeMUje U Jia Tomaske oApeeHy CBOTYy HOBIA Y IUJbY M0OMjama Te
Harpaje Wih ce Tpak Ja XpPTBa HaBeae Opoj cBOor OAaHKOBHOT padyHa W oiapeheHe
JMYHE NOoAaTKe, MTo he cCBakako OUTH 370yNOTPeOIbEHO.

[lpema uctpaxuBamky AMEpPHYKOT yIpyXKemha 3a 3allTUTY I[OTpolIadya 3a
oTKpHuBame Hajuemrhux mHTEepHET npeBapa (National consumers league — NCL), koje

je crpoBeneno 2006. roxuue,’ "’ Hajuemnhe HHTEpHET IpeBape cy HaBexeHe y cieneho]

Tabenu:

Mecto Ha Ha3zus npesape IIpouenar xaydu y oxnocy Ha cee | Ilpoceuan rydurak
1. WutepHer aykiuje 34% 1.3318%
2. [Iponaja mpexo 33% 1.197 $
3. [Tnahame maxaIM 11% 4.053 $
4, ,Hurepujcke npesape* 7 % 3.741%
5. Jlaxxne nytpuje 4% 1.750 $
6. Jlaxxan 3ajMOBH 3% 1.515%
7. OumHr 2% /
8. Harpanne urpe 1% 2447 %
9. [peBape npoBajuepa 1% 920 $
10. WuBectunuje 1% 4.759 $

319 The top 10 Internet Frauds, National Fraud Information Center, http://www.nclnet.org/, mperpaxero
14. 11. 2014. ronuue
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VY najuemrhe BpIiIeHe MHTEPHET MpeBape CHajajy W mpeBape MyTeM MHTEPHET
POMOILIMja, KPEAUTHUX KapTUIla, NMHpaMHUIATHE HOBYaHE NpeBape IyTEM MYJITH
JeBed MapKeTHWHTa, IOCIOBHE MOHYJE M TOTOTOBO paj o Kyhe, mHBecTuimone
npeBapHe IIeMe IOIMyT ,,KaKo Ce JIaKo 000raTUTH”, TpeBape ca MyTOBamUMa Kao U
npeBape kopumhemem Tyhux GpojeBa 3apaBCTBEHOr OcHrypama.’>> Mely wecto
BpILIEHE TpeBape Crajajy NpeBape MPHIMKOM WHTEPHET KYINOBHMHE ayTOMOOWIa U
ayKIMjCKE ¥ MAJIONIPOJIajHE HOBUAHE TIPeBape MPEeKO UHTEPHETA.

[TpunukoM xynosure aymomoduna npeko unmepHema, TPEBapaHT OTJIaIIaBa
Jla ce 10 BeoMa MPHUCTYMAayHO] WM YaK HHUCKO) LIEHH Mpojiaje HemocTojehe BO3mIo,
Hajuemnrhe JTyKcy3aH WIM CKyIl CHOPTCKH ayTo, YHja peryjiapHa IieHa MoXe Jia Oyae u
HekoJmko myTta Beha ox Tpaxkene. [letasbm o0 Bo3wiy cy Hajuemhe mpeys3eTd ca
JPYTHX CajTOBa KOjU ce OaBe MpoJajoM ayTOMOOMIIa MPEKO MHTEPHETA U JENyjy BPIIO
NpUMaMJBMBO, Ta 3aMHTEPECOBAHM KyNUM Hajnajyhu ce MOBOJbHO] KYyNOBUHH
KOHTAaKTHpajy TpeBapaHTa, KOjU [aje HMHCTPYKIMje >XPTBU NpeBape Ja IoIIajbe
JCTO3UT WIM LNy YIUIaTy TMPEKO EJIEeKTPOHCKOr TpaHcdepa Kako OM MOKPEHYO
npouec ,,IINeauluje’, TOITO Cc€ TPAKEHH ayTOMOOMI OOWYHO Hajda3w Yy
uHocTpaHcTBY. [IpeBapanT Moxe Takole ga HaOaBU MoJAaTKE O BO3WIY KOj€ HaBOJIHO
MOKYIIIaBa Jia MpoJia MPEeKO MHTEPHETa TaKo IITO he KOHTaKTHpaTH HEKora KO 3aucTa
MOKYIIIaBa Jla Mpojia BO3WIO MPEKO MHTEpPHETa, MuTajyhu ra 3a Opoj macHje Bo3uia
Kako Ou mpoBepuo 3amuce o Hecpehama ca TuM Bo3uiioM. [IpeBapanT he 3ampaBo Taj
OpOj HCKOPUCTUTH Ja YIOTIYHH CIHMKY O BO3WIIYy KOje HAaBOJIHO OH MPOJIaje.

Kon aykyujcke u manonpooajue noguame npesape npeko unmepHema
MIPEBapaHT 3allOYMIbE MPOAAjy IO BeOMa IOBOJHHO] ILIEHH IPEKO WHTEpHETa Ha
CajTOBMMa KOjU Cy 3a TO crenujanu3oBaHd. Hajuemhe cy y muTamy CKymube Hu
BpEHM]jE CTBApU HMJIM MOHEKaJa M KOJICKIIMOHAPCKH mpuMepId. [IpeBapaHT npuxBara
yIUIaTy oJ moOeqHUKa BUPTYENHE ayKIHje WIK KyMla y HHTEPHET MPOJAaBHUIIM, alli
My YONIITE HE HUCIOpydyje CTBap 3a KOjy je AOOMO HOBAaIl WIH My HUCIOpyYyje
MpEeAMET YHja je peallHa BPEIHOCT 3HATHO Mama O]l OHE 3a KOjy je *KpTBa Jaja HOBAIl
(amp.dancuduxat unu KopuirheH TpeaMeT yMecTo HOBOT).

3a u3BpLICHEC HABEJCHUX Jeja, NMpeBapaHTH Hajuelmhe KOpUCTE (QHUIINHT

TEXHUKE Kako Ou ,,0TeNu* MmoJaTKe ca HaJlora JISTUTUMHHUX KOPUCHUKA WJIU HaJore ca

20 Computer Crime Research Center: Fraud in the Internet, http:/www.crime-

research.org/articles/Internet_fraud 0405/, nperpaxeno 02. 11. 2013. rogune
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BEOMa MO3UTHBHOM DEIyTallljyM Ha MHTEPHETY U KOPUCTE UX Ja MOCTABWIM JIaXKHE
BUpTyenHe TponaBHuUIle. [IpeBapaHT OBaKBHM IOCTYIIKOM HCTOBPEMEHO CaKyIlJba
HOBaIl 3a cebe, a JOK JKpTBa IMpeBape CXBAaTH Jla HUje J00MIa OHO 3a IITa je jaana
HOBAIl, 32 KPUBUYHO JIeJI0 NpeBape he OUTH ONTYyKeH MpaBH HOCHJIALl HAJIOTA YHjH je
UJCHTUTET IPEBAPAHT MPeEy3eo0.

JenHa ox HajIO3HATHjUX CBETCKUX T3B. MHBECTUIIMOHMX WHTEPHET IpeBapa
(enrn. Advance-fee fraud) je 138 ,, Hueepujcxa npesapa” unu ,,Ilpesapa 419", xoja
nojpasymeBa yjarame ojpelene csore HoBua y oapehenu ,,mocao®, y3 ooehame na he
ce kao beHeduT ocTBAPUTH 3HATHO Beha CyMa HOBLA OJ] yIOMKeHe. '

Hexonuko He3amocieHuX CcTyieHaTa ca HUTEPHjCKOT YHUBEP3UTETA MOYEIIo je
paHuX ocameceTux roguHa XX BeKa Jia MpeBapoM y3uMa HOBAIl O] IIOCJIOBHUX JbYAN
ca 3amaga. M3pa3 ,,npeBapa 419” nobuna je Ha3uB mo unaHy Opoj 419 Hurepwujckor
KPUBHYHOT 3aKOHA KOjU Je(UHUIIIEC U CAHKIIMOHHILE KPUBUYHO JIEJI0 TIpeBape.

KpumuHanHa aKTHBHOCT HW3BpIIMJIANA CACTOjU C€ Yy CJamy eJIEKTPOHCKE
MOpyKe KOja je TaKo OCMHUIIJbEHA Ja M3rJie/la Kao Ja j€ HaMEepHO MocjaTa MpUMaolry
NOpyKe, a MouyMmkbe yOehuBameM IOTEHIMjalHe JXPTBE MNpeBape Ja ydecTByje y
mojeny HoBUaHWX (OHIOBA aKO yHAmpes] yIuaTH ojapeheHu H3HOC Koju je, y
HajBeheM Opojy cirydajeBa, HEYTIOPEAUBO MamkU OJ OHOT M3HOCA KOoju Ou Tpebano na
nobuje kKao KOopHcT o Tor (oHIa. ENEKTpOHCKOM IMOPYKOM C€ OJ MOTEHIIHjaTHe
KPTBE Tpaku mMoMoh 3a TpaHc(ep BEIMKHMX HOBYAHMX HM3HOCA, a OHAa he 3ay3Bpar
nooutH oxpeheHn mpoleHaT Kao Harpay. Y mopykama ce Takohe HaBoaHM a je ped o
M3y3€THO BEIUKO] CyMH HOBIA, Jla j€ MOIIMJbalall MOpyKe YiIaH HUTEpUjCKE BIaje
WIN BOjCKE, Jla je CIpeMaH Ja TOJEeIH HOBaIl ca 0cOO0OM Koja My TIOMOTHE Ja ce
TpaHchep M3BPIINA U HEOMXOIHO JIa II€0 MOCTYIMAK OCTaHE Y HajCTPOXKH]O] TajJHOCTH.
VKOJIMKO XpTBa MPHUCTAHE J]a YUECTBYj€ y CIIPOBOEmY OBE TpaHCAKIHje, JOCTaBIbajy
joj ce ¢ancupukoBaHN JOKYMEHTH, HAa OCHOBY KOjux he >KpTBa ymiuaTutu oipeheHu
HOBUAaHM HM3HOC TIpeMa HWHCTpPYKIHMjaMa Koje je moomrna. Hakon Tora, mouume
oJJjlararb€ HOBYAHWUX TpaHCaKIHja, MoBehame TPOIIKOBAa TPAHCAKIMja, BPIIU CE

IPUTHUCAK Ha )XPTBY, KOja MOCJE JyXKer BpeMeHa cXBarta Ja je peBapeHa.

52 MarujameBuh, Jenena, Cnanesuh, Xaxnuna, Urwatujesuh, CBetiana, op.cit., 2012, ctp. 563
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IIpumepu nucma ,,Hurepujcke npesape®:

ORIENT BANK NIGERIA PLC

PHASE 2 ,NEW APAPA ROAD,

LAGOS NIGERIA.

CONFIDENTIAL EMAIL ADDRESS: %% #ksskotoseskotodesio oo
ATTN: SIR/IMADAM

1 am Mr. Williams Okon, Bank Manager Orient Bank Nigeria plc, Lagos Branch and financial manager to Mr.
Khaled Ali. I have urgent and very confidential business proposal for you in June 6, 1997, a JORDAN Oil
consultant/contractor with the Nigerian National Petroleum Corporation, Mr. KHALED ALI Deposited two trunk boxes for
twelve calendar months, valued at US$ 17,800,000.00 (Seventeen Million Eight hundred thousand Dollars) in a security
company in LOME TOGO which was to be used for multi-purpose agriclutural project in west Afiica before his death,
Upon maturity, I sent a routine notification to his forwarding address but got no reply. After a month, we sent a reminder
and finally we discovered from his contract employers, the Nigerian National Petroleum Corporation that Mr.KHALED
ALI died from an autocrash accident. On further investigation and discovered that Mr. KHALED ALI did not declare any
kind or relations in all his official documents, including his Bank Deposit paperwork in my Bank.

No one has ever come forward to claim it.Consequently, my proposal is that I will like you as a foreigner to
stand in as the next of kin to Mr. KHALED ALI so that the fruits of this old man's labour will not get into the hands of some
corrupt government officials. This is simple, I will like youto provide immediately your full names and address so that the
Attorney will prepare the necessary documents and affidavits which will put you in place as the next of kin. We shall
employ the service of two Attorneys for drafting and notarization of the WILL and to obtain the necessary documents and
letter of probate/administration in your favorfor the transfer.

A bank account in any part of the world which you will provide will then facilitate the transfer of this money to
you as the beneficiary/next of kin.The money will be paid into your account for us to share in the ratio of 80% for me and
20% for you. There is no risk at all as all the paperwork for this transaction will be done by the Attorney and my position
as financial Manager guarantees the successful execution of this transaction. Here are what you are to do.

1) To come down to LOME TOGO to open account where the fund will be transfered into.

2) To assist in paying the dumurrage which the consignment have acquired for some time now, please send you
direct phone number for easy communication

If you are interested, please reply immediately via my CONFIDENTIAL email address: ***¥¥¥ %344k

Upon your response,l shall then provide you with more details regarding this transaction.Please observe utmost
confidentiality, and be rest assured that this transaction would be most profitable for both of us because I shall require
your assistance to invest parts my share in your country.MAY THE ALMIGHTY ALLAH BLESS YOU.Awaiting your urgent
Reply.

Regards,
MR.WILLIAMS OKON

INVESTMENT ASSISTANCE

Sir,

With due respect, trust and humility I write you this proposal which I believe would be of great interest to you. 1
am MRS TINA GOGO the wife of late DR. DONALD GOGO of blessed memory. Before my husband was killed by rebel
forces loyal to Major JOHN PAUL KOROMAH. He was the Director General Gold and Diamond Mining Corporation
(G.D.M.C.) of Sierra Leone.

Two days before his death, he managed to sneak a written message to me, explaining his condition and
concerning trunk box of valuables containing money and diamonds, which he concealed under the roof. He instructed me to
take our children and move out of Sierra Leone immediately to any neighbouring country. Eventually it resulted into full
war, I became a widow overnight, helpless in this hopeless situation.

Daughter and I my son managed to escape to Abidjan, Ivory Coast through the help of my husband’s friend. The
cash inside the box was USD $ 25.5 MILLION (TWENTY FIVE MILLION FIVE HUNDRED THOUSAND US DOLLARS),
and DIAMOND, due to fear and limit right as a refugee I deposited the items with private security company with my son’s
name MR. JOGO GOGO (JR). Be informed that the real content of the boxes were not disclosed to the security company as
these were deposited as personal effects for security reasons. Meanwhile I want to travel out of Ivory Coast entirely with
this money for investment in your country because of the unsuitable political situation and mostly for the future benefit of
my children. I want you to assist us get the money out of the Security Company and transferred into your nominated private
account in your country. You shall also source for good investment, so that we can invest the money wisely.

Concerning the money, we are prepared to give you 20% of the total sum and 5% mapped out for expenses. For
the interest of this business do not hesitate to call my son MR JOGO GOGO (JR) on telephone numbeyr ****¥¥¥¥¥x¥% o)
email address: **¥¥*¥xA**x%%%% pmmediately you receive this message for more information to enable us proceed in
earnest towards concluding all arrangements, no other person knows about this money expect I, my son and you.

Awaiting your most urgent response.
Thanks for your co-operation and GOD bless you.
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VY Toky 2008. u 2009. ronune Ha Tepuropuju Peny6nuke CpOuje npujaBbeHO
je IeBeT KpUBUYHHUX Jiejla TpeBape ca eJIeMEHTHMa ,,HUTEePHjCKUX IpeBapa’ MpOTUB
HEMO3HAaTHX yUYMHWIAIQA, NPU 4eMy jeé YKyllHa MMOBMHCKA IUTETa M3HOCHJIA IPEKO
60.000 eBpa.522 Omrehena nuiia cy HOBAIl M3BPUIMOLKMMA KPUBHYHHUX JeNia Clald
npeko cepBuca Western Union 1 MoneyGram, yriaBHOM NMpeKo OecrIaTHUX Hajlora
3a eNIEKTPOHCKY TOIITY KOja jeé OTBapaHa Ha MHTEPHET CepBHCHMa Koju omoryhyjy
OecrutatHe Hasore enekTpoHcke nomre. KopumiheHe cy yaxkHe MHTEpHET ajpece,
MHTEpHET NopTajiy, GpaicupuKoBaHa JOKyMEHTalMja AP>KaBHUX OopraHa v npenyseha
Hurepuje, I'ane u npyrux apxasa ca teputopuje 3amagHe Adpuxe. M3Bprmornm cy
Hajyemhe CBY KOPECHOJICHIN]y 00aBJhalld ca JaBHUX MECTa, Kao IITO Cy MHTEPHET
kadeu, Kako He Ou MOTJI0 J1a UM ce yhe y Tpar.

Haxkon mro ce npeBapa npujaBH, HEOIXOAHO j€ MPUKYIUTH CBE €JIEKTPOHCKE
JI0Ka3e KOjU yKa3yjy Ha OCTBapeHy KOMYHMKalHWjy u3Mmel)y u3BpuIniana KpUBHYHOT
nena u omreheHWX, Kao W IMoJaTke O (DUHAHCHJCKMM TpaHCaKIHMjamMa Koje je
omreheHn W3BPIIMO MpeMa WHCTPpyKIOHjamMa Koje je ao0uo oj U3BpIIMjala.
IToxymasa na ce mponahe UII ampeca u nomupa cepBep ca KOra cy HM3BPLIMOLM
KPUBHYHOT JIeJIa CJIAJIM €JIGKTPOHCKE IMOpyKe omTeheHOM, MPUKYIJba Ce IMperyie]
[EJIOKYTIHE EJIEKTPOHCKE TOIITe KOjy je omTeheHHM mpuMuo, a 3aTHM C€ TPEKO
WuTepnona Bpiie mpoBepe KOPHUCHUKAa KOME je OBa aapeca Owia ToJebeHa y
TPEHYTKY BPIICH:A KPHBHUHOT Jea.

,Hurepujcke mpesape mocturie cy cBoj BpxyHan 2009. romune, kaga cy
KPTBE IpeBapa, IpeMa MojamuMa Xomamacke kommanmje Ultrascan,” wsryGmme
roroBo 50% Bumie HOBIa Hero 2008. rogune. [Ipema u3BemTajy oBe KOMIIaHH]e, KOja
je anammsupana 8.503 ciydaja y mpeko 152 3emibe y Toky 2009. ronune, XpTBE Cy
usryouie 9,3 Munujapae gonapa y oaHocy Ha 6,3 munujapae gonapa 2008. roguue.”>
YxynHo 51.761 mpeBapa je mounmeHO M3 69 CBETCKHUX 3eMajba, JOK je OCTAIUX

250.000 mpeBapa mounsero 13 Hurepuje.”*’

322 Ypomesuh, Bnagumup: “Hurepujcka npesapa y Peny6mumu Cp6uju”, uacomuc bes6ennocr, 6p. 3,
2009.romunHa, http://www.mup.gov.rs/cms/resursi.nsf/Nigerijska prevara.pdf, mperpaxeno 17. O0l1.
2014. ronune

> Ibid.

> Ultrascan Advanced Global Investigations, http://www.ultrascan-agi.com/, nperpaxeso 12. 03.
2015. rogune

> Ibid.

> Ibid.
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Jla 6u ce u30erna oBakBa BpCTa BUKTHMHU3ALMje WK Oap cMamuia MoryhHoct
11a 710 e J0h)e, KOPHCHUIMMA APYIITBEHAX MPEkKa ce caBeTyje aa: >

- YKOJIMKO YUYECTBY]Jy Y MHTEPHET ayKIHjama, 100po Mpoyde Kako ce ayKIHje
3anCTa CIIPOBOJIE, KOje Cy 0baBe3e MmpojaBala npe Hero To npoja oxpeheny crap u
Koje cy o0aBe3e KyIllia; Jja ce MTO 00Jbe pachuTajy Ja ca3Hajy CBe O MpPOJABIy U
HETOBOM TOCJIOBamkY, KA0 M 0 HAUYMHY JOCTaBE KyIJbCHE CTBAPH;

- KOPUCHHULI 10OpO MpOBEpe J1a U NPUIMKOM MHTEPHET KyIOBHHE HEMa jOLI
HEKUX J0JaTHUX U HeNpeIBUeHUuX TPOILIKOBa;

- Hema moTpede na 3a OBakaB BHUJ TpaHCAKIUja HUTAE YIHUCY]y Opoj
3[IPaBCTBEHOT OCHUTYpama WM BO3adke M03BOJIE, jep Cy TO MOJAIM KOJHU CE€ MOTY
3JI0yHOTPEOUTH U 3a Kpal)y HIEHTUTETa U U3BPUICHE PA3IUYUTUX KPUBUUHUX /€714,

- Kako O6u ce u3beria 3ymoynorpeda KpeAUTHUX KapTHIlAa, KOPUCHUK HE CMe J1a
YKyIlaBa leH Op0j YKOJIMKO HUj€ YBEPEH Ja je cajT 3alITUNeH U 10/ CUTYPHOM BE30M;

- MPIWJIMKOM MHTEPHET KYNOBUHE, HEOMXOAHO je MPOBEPHUTH Ja JIU TPOoJIaBall
3aMcTa TOCTOjU (MMPOBEPHUTH TO3WBOM Ha TenedOHCKH Opoj MpojaBIia, MOCTATH
eJIETPOHCKY MOPYKY J1a ce€ BUJU Ja JIM je aJpeca akTUBHA U Ja JIM Ce 3aUCTa KOPUCTH
U CIL.);

- KaJa je pev O T3B.“HUTepPHjCKUM IpeBapama’’, KOPUCHHUIIM MOpajy aa Oymy
CKEeNTHYHH MO0 THUTalky CBUX 0co0a KOju WM ce oOpahajy Kao 3BaHUYHHUIM W3
Hurepwuje a Tpaxke momoh y HOBITy KOja MOpa Jia c€ YIUIaTH Y HEKy CTpaHy OaHKy, 1a
He Bepyjy obehamnma 0 BETUKUM CymMamaM HOBIIa Koje he um OutH ucriahene u ga

BEOMa Ma)KJbUBO YyBajy JIO3MHKY CBOT' HAJOIa Kako ra HEKO He OU 3710ynoTpeOuo.

3.1.9. Tpeosuna wyouma u mpeoeuHa 6yYOCKUM OpP2aAHUMA

VY Tlporokoiy 3a MpeBEHIH]Y, Cy30Hjambe U KaKibaBambe TPrOBUHE JbyauMa
noceOHO KeHama U jaeuoM y3 KoHBeHIMjy NMpOTHB OpraHM30BaHOT MeljyHapogHOT
KpUMUHANIA, Koju ¢y noHene Yjenumene Hamuje 2000. romune a Pemybnmka Cpouja
patudukosana 2001. romure,””® TprouHa spyauMa ce ne(UHHIIE Kao BpOOBambe,

IMPEBOKCHC, npeGauI/IBaH,e, CKpUBAKLC U MMPUMAKLC JIMIA, IIYTEM IMPETHE CUIIOM HIIN

7 The FBI — Common Fraud Schemes: Internet Fraud, http://www.fbi.gov/scams-safety/fraud/
internet_fraud , mpetpaxeno 03. 05. 2013. rogune

% Zakon o mnorBphuBamy KoHBeHIMje VYjeIMBEHMX HALMja TNPOTHB TPAHCHALMOHAIHOT
OpPTaHM30BaHOT KPHMHUHAJIA U TOMyHCKHX mpoTokona (,,Ci.rmacauk CPJ — Melhynaponnu yrosopu™,
op. 6/2001)
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yHnoTpeOOM cwie WIM JpyTrux oOJuKa Npucuie, OTMHIle, IpeBape, OOMaHe,
370ynoTpede oBnamhema WM TEIIKOT IOJIOKaja WIH J1aBamkba WIH MpUMama HOBIA
WM KOPUCTH Ja OW ce IoOMO TMpHCTaHAK JHIAa KOje MMa KOHTPOJIy Haa JIPYTUM
NMIeM, y IUBY eKCIIoaTammje -, JOK T0jaM  eKCIUIoaTamuje  o0yxBaTa
,»CKCIIOATAIN]y NPOCTUTYLMj€ JAPYTHX JIMIAa WM Jpyre OOJHMKe CeKcyaliHe
eKCIUToaTaIyje, MpUHYJHH Paji WIH CIIy>KOY, POIICTBO HJIM OJHOC CIWYaH POIICTBY,
CEPBHTYT WM yKIamame opraxa”. ' Y Kpusnusom 3akonuky Pemy6imke Cpbuje
pazmba U3BpIICHA KPUBUYHOT Jieja TProBUHA JbyauMa (4. 388) mocTaBibeHa je BeoMa
IIMPOKO M 00yXBaTa HHM3 aKTHUBHOCTH: BpOOBame, NMpPEBO3, NpedaluBame, Mpeaaja,
pojaja, KyloOBHHA, MTOCPEIOBAE Y TPOIajH, CAKPUBAE HIIH APXKAMKE JAPYTOr JIUIA.
CBe HaBeIeHE aKTUBHOCTH C€ BpILIE IPUMEHOM CHUIIE, IIPETHE, 10BohemeM y 3a0iyny
WIA Ofp)KaBameM Yy 3a0iynu, 370ynoTpeboMm onamthema, MOBEpema, OJHOCA
3aBHCHOCTH, TELIKUX MPUINKA JIPYTOT, 3a/Ip’KaBabeM JIMYHUX UCIpaBa WK J1aBAmhEeM
WJIN TIPUMamkeM HOBIA WK APYTe KOPUCTH, CBE Y IIUJbY KCIIoATalrje Heurjer paja,
IPUHYIHOT paja, BplIeka KPUBUYHUX Jefa, MNPOCTUTYLHje WM JApyre BpCTE
CeKCyallHe eKcIUloaTaluje, Ipocjayerma, ymnoTpede y mopHorpadcke CBpXe,
YCIIOCTaBJbaha POIICKOT MM HEMYy CIMYHOT OJIHOCA, Paad Oly3UMama OpraHa HIu
7ienia Tea WIM pagd Kopumhema y opyaHuM cykoOouma. Ha Taj HaumH cy y ommcy
KPpUBAYHOT JieJla HAaBEJCHW W Hajuemhw OOJWIM y KOjUMa Ce jaBJba TProBUHA
JynuMma. Ilopen TproBuHe JbyAMMa, MHKPUMHHHCAHA j€ TPrOBUHA MAaJIOJETHUM
JUIMMa paau ycBojewma (wi. 389) M 3acHMBamE POICKOr OJHOCA U MPEBO3 JIMLA Y
porickoM oaHocy (4. 390) kao KpUBHYHA Jiea MPOTUB YOBEYHOCTHU U APYTUX Jo0apa
3amTiheHnM MelyHapoaHUM MIPaBOM.

TproBuna jpyauma, kao riaobanau eHoMeH, moraha cBe 3eMJbE y CBETY, aju
Cy TOCEOHO YTPOXKEHE 3eMJbE y MOJIUTUYKO] U EKOHOMCKO] TPaH3UIIUjU, HEPa3BHjeHE
3eMJbE, 3eMJbE Y Pa3B0jy, 3eMJbE Y paTy U MOCTKOH(DIUKTHE 3eMJbe, KOje ce Hajuemihe
10jaBJbYjy Kao 3eMJb€ TOPEKIIa U TPAH3MTA KpTaBa. EKOHOMCKH pa3BHjeHE 3eMJbE Cy
3eMJb€ JICCTHHAIMjE, MajJa C€ EKOHOMCKAa pa3BUJEHOCT H OOTaTCTBO 3E€MJbE
JIeCTUHAIMje HE MOIy MOcMaTpaTH HE3aBUCHO O]l CUTYyalMje y 3€MJbHU IMopekia. Y

JlaHall TPrOBHHC JbyJAHMMa YJia3W CC Ha BHUIIC PA3JIMUUTUX HAYMHA: IMPUXBATAHBCM

¥ 4p. 3 cr. 1 Tau. a) [IpoTokona 3a MpeBEHIHM]y, Cy30Hjambe I KaXKbaBake TProBUHE JbyHMAa TOCEGHO
KeHaMa H JElOoM KOoju Homymyje KOoHBEHIHjy MPOTHB OpPraHH30BaHOT Mel)yHapomHOT KpUMHHAIa
(,,Cn.rmacauk CPJ — Mehynapoauu yrosopu*, 6p. 6/2001)
530 .

1bid.
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Ja’KHE TIOCJIIOBHE M Jpyre MOHYE, KOjy Aaje ocoba Mmo3HarTa XKPTBH WM Y KOjy MMa
MOBEPEHHA; JTAXKHUM ,,3a0aBJbabeM - KaJla KEHCKa 0c00a MPUXBATH MOHYIY Miaauha,
KOJH ce TpeTBapa Ja je ca BHOM Yy Jby0aBHO] BE3H, Jia HAIyCTH 3e€MJbY WJIHM Tpaj U
OTIIyTyje Ha JAPYry AECTUHAIM]y, TJ€ je HAaBOJHO 4YeKa HOBH, CpehHHjH KHBOT;
NpUjaBJbUBAKEM Ha JIQXKHE OIJIace 3a I0Cao, KOju ce 00jaBibyjy y pazIuuUuTHM
MeaujuMa (HOBUHE, WHTEPHET, JAPYIITBEHE MpPEkKe) M HyAe O0oJbe yCIIOBE pajga u
BEJIMKY 3apaiy; MNpoJajoM Off CTpaHe MOPOJIUIE U OTMHULIOM. TproBuy Jbyauma Jpxe
KPTBE Y 3aTOYEHMIUTBY W U30JALMjH, O] CTAJIHUM HAA30pPOM, YECTO UX IMpedallyjy
ca jeIHOT MecTa Ha pyro, 6e3 MoyhHOCTH /12 0Ty dyjy O CBOM XKHBOTY. !

Tprosuna Jpynuma xopumhemheM HHTEpPHETa W APYIITBEHUX MpEKa BEOMa je
YecT O0JIMK KpUMHUHAIIUTETA U 370ynoTpeda. Ha mocimoBHUM cajToBUMa MacKupaH je
y 00JMKy BeoMa MPUMaMJbUBHX IMOHYyJAa 3a 100po miaheH mocao y MHOCTPAHCTBY.
[ToceTnornuma OBHX €ajTOBa ce€ HyAM J1a 100Hjy Mocao Ha oApeleHo BpeMe Tako IITO
he Hajmpe MOMyHUTH TpHjaBy ca NETaJbHUM HH(POpManujamMa O MaTepHjaHOM,
MOPOJUYHOM M 3/IpaBCTBEHOM CTaTyCy, a 3aTMM OCTBAPWJIN JMYHM KOHTAKT U OWIN
perpyToBaHu 3a TProBHHY JbyAHMMa, YKOJIHMKO j€ IPOLEHEHO Ja Cy CacBUM
,0e30e1Hn". YhucuBameM JMYHHX TOAaTaka y IMOTIYHOCTH C€ OTKpHBa MpOodui
KpPTBE W Jajy ce Benmke MoryhHoctH 3a 3moymnotpeOy. XKprTBe TproBuHe Jpynmma
3aBpIlaBajy y MHOCTPAHCTBY Kao jeTHHA pajHa CHara, rjie Cy, JIMIICHU Macomia u
HOBIIA, TTPUMOPAHM Ja ce OaBe MPOCTUTYIHMJOM WU TEIIKUM (U3HYKHUM PaJoM 3a
KOju HUCY Tu1aheHu.

Pesynratu CTaTUCTMYKUX W AHWIMTHYKUX TMoJaTaka MUHHMCTapCTBa
yHyTpammux nocioBa PenyOmuke CpOuje, LlenTpa 3a 3amTuTy XpTaBa TProBHHE
JbylUMa M OpraHM3allije LUBWIHOI JIpyHITBa 3a OOpOy NMPOTHUB TPrOBUHE JbyAMMA
(,L,ACTPA*), noka3dyjy na oBaj oOlIMK KpuMHHaiIUTeTa 10o0uja cBe Behe pasmepe y
CpOuju, ka0 3eMJbe MopeKiIa U TpaH3uTa xprasa. Y Toky 2013. rogune y CpOuju cy
uaeHTuuKoBaHe 92 xpTBe TProBUHE JbYIUMA, LLITO MpecTaBiba nosehamwe ox 16% y
onHocy Ha 2012. roguny. Melhy uneHtudukoBaHnuM xprtBama Ouio je yak 49%
MaJIOJIETHHKA, HEIITO OKO INOJOBHHE Cy AeBojuuue. IIpema 3BaHMYHUMM mojanuMa y
Cpbuju je ox 2000. mo 2013. rogune wuneHtudukoBaHO 739 KpTaBa TProBUHE

spynuMa. CBakako TpeOa HarjacuTH Ja OBO HHUje CTBapHH Opoj M3BPIICHHUX

3! Opranmsarnmja ACTPA, www.astra.org.rs/cinjenice-o-trgovini/sta-je-trgovina-ljudima. mperpaskero
01. 12. 2015. rogune
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KPUBHYHUX JeJla TPrOBUHE JbyIMMa, jep jeé BeoMa BeJHKa ,,TaMHa Opojka‘“, OJHOCHO
6p0j HEOTKPHBEHNUX KPUBHYHMX J€Na i H3BPIIHIALA.

MelhyTtum, nako je HECYMIBHBO JIa je KOopHuIThemhe MHTEPHETa U JAPYIITBEHUX
Mpeka 3a 37I0ynoTpedy cBe demrhe U y o0JIacTH MperyJapHUX MUTpaldja, moceOHO
KpHjyM4apema JbyJId, Ka0 W TProBUHE JbynuMa, jomr yBek y CpOuju He mocrtoje
JIOBOJBHO 100po aeduHuCaHe Mepe M MEXaHHM3MHH 32 HUXOBO CIIpeYaBame M
cy3bmujame. Takohe, HemOCTajy pelieBaHTHA UCTPaXMBamka y OBOj 00JIacTH, KOja Ou
3HAYajHO JONpHHENAa KaKo0 YHHBEP3aJHOM TEOPHjCKOM YyOOIM4YaBamwy Tako U
U3rpaby 0roBapajyher cuctema 3amTure.

[Toceban OONMK TProBUHE JBYIOUMA j€ MPeOBUHA /bYOCKUM OP2AHUMA.
TproBuHa Jby/CKMM OpraHMMa OJBHja C€ YITABHOM IPEKO MHTEPHETa, a MHTEPHET
CTpaHHWIIE Cy MyHE orjlaca O MpOoJaju OpraHa, MmoceOHO poXmbadoMm, OyOpesnma u
jerpom.”™ ITutame Kkoje ce Hamehe Kao MHTEPECAHTHO je KO je 3anpaBo omrteher: Tj.
KpPTBa KajJa je ped O W3BPIICHY OBOr JeJia, jep 3ampaBo TOCTOjU oOocTpaHa
CarJIaCHOCT M MHTEpEC.

Jlo TproBuHEe JbYACKHX OpraHa Ha WHTEPHETY 3alpaBo [J0Ja3H 300r
HecpasMepe u3Mmel)y Opoja serasHo moHyheHMX opraHa KOju Cy pacrloJIOKHMBU 3a
TpaHCIUIAaHTAIH]y, Ca jeIHE CTpaHe, W Aajeko Behe MOTpaKmke opraHa, ca Ipyre
crpane.”* ®yHKmMja HHTEpHETA je Ja IPEKO IOCPSIHHKA IIOBE3yje JOHOPE,

pUMaolle opraHa ¥ MEAHMIMHCKO 0co0Jbe, jep ce OBa Jejia BpIIe YIJIaBHOM Yy

32 Kako GM HCIHTanmM Ha KOjU HauMH (yHKIMOHHIIE BpGoBame npexo uuTepHera, ACTPA je
Kpeupaja Ha JIpyIITBEHO] MPEXH JIMK JAeBojuuiue oX 15 roguna. Y cobu 3a hackame y Kojoj je
MOCTaBJbeM PO 32 HEKOIMKO caté npujaBuio ce 500 spynu. YerBpTHHA ocoba Koje Cy ca HBOM
CTyNHJIE y KOHTaKT y3HEMHUpaBaJle Cy je CEKCyaHo, OMIIO je MHOTO eKCIUIMIUTHUX U y3HeMHUpaBajyhux
nopyka. [Ipocek roanHa oBux HacuiaHHKa 610 je oko 30, mana je 6wito ocoba crapujux ox 50 roauHa.
Wnak, sehuna, yak 63% caroBopHHKa Ha MHTEPHETY Hehe na oTkpuje cBoje roauHe, 90% He oTKpuBa
CBOje 3aHMMame W MECTO CTaHOBama. CBa Jena U3 jemHOT ofeJbema Oeorpacke IIKoJe MOTa Cy Ja
ITOCTaHy JKPTBE TPrOBHHE JbyIUMa, jep OX je HACTaBHHK IMPHjaBUO 3a pamHy npakcy y Mrammju. Kama
Cy XTelnH Ja NpOoBepe MHCTHTYLHjy y KOjoj he pamuTH, MCIIOCTaBMIO Ce Oa TakBa HCTHTyLHja HE
noctoju, Beh na je mMamal| 3a JakoBepHe NIeBOjke M Miaauhe Koju MoBepyjy JAa ce paau o ,,100po
wiaheHom nocny®. JlneBHe HoBuHe Press Online, www.presssonline.rs/svet/balkan/156660/vrbuju-
decu-preko-drustvenih-mreza.html nperpaxeno 02. 12. 2015. rogune

33 Byneruh, Jlejan: “TproBuna JbyjackuM opranuma y cajoep mpoctopy”, TEMUJIA — uacomuc o
BUKTHMU3AIIM]H, JbYJICKHM IIpaBUMa U poiy, op. 3, ronuna 12, cenrembap 2009, ctp. 65

3y Mpenopyuu Casera EBpore o Tprousm jbyacKuM oprauuMa y Eporm 6p.1611 u3 2003. rozuse,
(Council of Europe Recommendation 1611 — Trafficking in organs in Europe,
http://assembly.coe.int/Main.asp?link=/Documents/Adopted Text/ta03/EREC1611.htm, = mperpaxeHo
17. 06.2014.romquHe) HaBEOCHO je Aa je Yy TOM IepHoay camMo Ha TepuTopwju 3amagHe EBpore oko
40.000 spymm yekano Ha TpaHCIUIAHTaMjy OyOpera m ma m3mehy 15 % um 30 % mammjenara ympe
yekajyhu TpaHciaHTanyjy. HaBeneHo je 1a je mpocedHo BpeMe YeKara 3a TPAaHCIUIAHTAIN]y OpraHa
2003. ronuHe OMIIO TpW TOAMHE, a MIPeMa TaJalllbUM BUXOBHM npensuhamuma, y 2010. roguau Taj
niepuon he noctuhu gecer roguHa.
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OpraHu30BaHUM rpynama. Buptyemnnu nmpoctop 300r HenperiegHor 6poja JoCTYIHUX
nH(popManrja W HENoCTojama TreorpaCKor orpaHuuYema cimabo je Moryhe
KOHTPOJIUCATH U HATJIEIaTH.

[Topen Konsennmje YH mpoTtuB opranusoBaHor melyHapoqHOT KpHMHHANIA,
Cpbuja je 2009. ronune parupukoBana u Kousenmujy Casera EBpome o GopbOu
IPOTHB TProBUHE JbyauMa > kojy je Caser Espome momeo 2005.romume.”*® Uman 5
Konenmuje o6aBesyje npkaBe MOTHUCHUIIE Ja Cy Y 00aBe3u Ja MpeIy3My Mepe Kako
OM YCHOCTaBWIIM M YYBPCTHJIM HAaIMOHAIHY KOOPAHMHAIM]Yy PAa3THUUTHX Tela
HQ/JIKHUX 32 CIpeuaBamke U Cy30Hjame TPrOBUHE JbYAMMA, Ma CAMHUM THM H
JbY/ICKUM OpTaHuMa.

[Toctynajyhu y cknangy ca KonBeHiujom 4umja je y Bpeme JOHOIIEHa Baxkeher
KpusuuHnor 3akonuka, Pemy6nuka CpOuja Ouna camo nornucHuna, wiadHoMm 388. K3
PC mnpommcano je KpUBHYHO JENO TProBUHA JbyIuMa, KOje TNPEro3Haje MU
CAHKIIMOHHIIE CBAKO CHJIOM WJIH TPETHOM, J0BOhemeM y 3a0Iyay HIH OpiKaBambeM
y 3a0myau, 3m0ynoTpedoMm oBianihema, MOBEpPEHa, OJHOCA 3aBUCHOCTH, TEIIKHX
NpWINKa APYTOT, 3aJp)KaBakeM JMYHHUX HCIpaBa WIN JAaBAKEM WM NPHMambeM
HOBLIA WJIM JIpyre KOpPHCTH, BpOOBame, MPEBOXKEHE, NpedalnBame, MpeaaBarbe,
po/Iajy, KyIoBambe, MOCPEI0BakE y TPOJIajH, CAKPUBAKE WIIH JIpJKambe APYTOT JIHIIA,
a'y IMJby EKCIUTOATaIfje HEeroBOT paja, MPUHYIHOT pasa, BpIiemha KPUBUYHHX JeTa,
MPOCTUTYLIM]€ WX JAPYTre BPCTE CEKCyaTHEe €KCIIoaTalrje, mpocjadermka, ynorpeba y
nopHOrpa)cKe CBpXE, YCIOCTaB/bakha POINCKOT WIM HEeMY CIUYHOI OJHOCA, paau
OJly3UMar-a OpraHa MM Jeja Tena WK paau Kopuinherma y OpyXaHUM CykoOuMa.>>’
[Tponmcana ka3Ha 3a U3BPIICHE OBOT KPUBUYHOT JIeNIa je Ka3Ha 3aTBOpa JBE JIO JECET
roguna.’>®

Y Cpb6uju no 2009. roguHe y CyACKOj NMpakCH HUje PEerucTpoBaH HU jelaH

CIIy4aj TPrOBUHE JbYICKUM opraHI/IMa.539

333 Council of Europe Convention on Action against Trafficking in Human Beings — CETS No. 197.,
http://conventions.coe.int/Treaty/EN/Treaties/Word/197.doc, nperpaxkeno 17. 06. 2014. ronune

3% 3akon o mnorephuBamy Kompenumje Capera EBpome o GopOM HPOTHB TProBHHE JbyIMMa
(,,Ciry>x06enu rmacauk PC”, 6p. 19/2009)

>y, 388 K3 PC

> Ibid.

539 Bymneruh, [ejan, op.cit., 2009, ctp. 65
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3.1.10. Humepuem (cajoep) mepopuszam

Cajbep TepopmszaM mpeacTaBhba MOACPaH OOJUK TEpPOpPU3Ma, KOjU TOBE3Yje
IBa BEJMKa CTpaxa MOJEPHOTr 100a: BUPTYETHH cajOoep MPOCTOp M TEPOPUCTUYKO
nenoBame.”’ MHTEpHET je BeoMa MOroaH 3a pasiudiTe TePOPHCTHIKE aKTHBHOCTH 1
MOCIIOBAEkbE, jep Tpyka MOTYhHOCT CHTypHE KOMYHHKAIMje Ca BEOMa HHUCKHM
tpomkosuma.>!'  Cajbep TepopusaM ce OJHOCH HA CMHILBCHE, MOTHTHUKH
MOTHBHCAHE Haraje Ha KOMI[jyTepCKe CUCTEME M porpame, Kao U Ha IMoJaTKe KOjuMa
Tpeba 1a Ce M3a30By HACHIE M CTpax Koi ImBWiHMX Mera.”'> HoBo opyxje y
BUPTYEIIHUM pPaTOBHMa KOjU Ce€ BoJe 4mHE Jjormuke OomOe (enrn. Logic Bombs),
,Tpojanmu“ (eHra. Troyan horses), ,,pBu* (enri. Worms) u ,,BUpYCH™, 4YHJU je
TJIaBHU IIWJB J1a OMoryhe mpecTtaHak paja cucreMa M ryouTtak mHpopmanyja, a caMuM
TUM W Ja ce mpeonrtepere TenedoHCKe JHWHUje, OMeTa aBHOHCKAa KOHTpoJia W
KOMITjyTepH 3aayKEHHU 3a KOHTPOJIY W pajl APyruxX BHIOBa caoOpahaja, 3moymorpede
MporpamMu Koje KOPUCTE BEJIUKE NHCTUTYIIM]E U XUTHE CITyKO€ U CII.

He nocroju jenunctBena u onmrenpuxsahena nedunuinja cajoep Tepopusma,
Beh cy cBe mocrojehe nepuHMIMje yKa3uBaje Ha HEKE O] eJeMeHaTa Koje OBO JEII0
oOyxBaTta: Kpaha momaTaka WIM XakKWHT, IUIAHUpPAmkE TEPOPUCTHUYKUX Haraja,
IPOY3pPOKOBAak-E HACHJbA, HAMaa Ha MHPOPMAIIMOHE CHCTEME U padyHapCcKe Mpeke 1
cin. Mmak, MHTEpHET TepopH3aM Mopa Jia ce carjiela OJBOj€HO OJf KOMIIjyTepCKOT
KPUMUHAJIHNTETA, jep HE TNpeICcTaBjba CBAaKM HamaJ Ha padyHAapCcKe CHCTEME AeJ0
cajoep Tepopuszma. Ako O ce cajOep Tepopu3aM IMOHUCTOBETHO Ca CBAKOJIHECBHHUM
HarmaauMa Ha padyHapcKe cucrteme, jom Oum Omo Behm mpobiem ca curypHomhy
YTBPAUTH UCHTUTET, HAMEPY MU MOJUTHUYKY IOAKPEIJbEHOCT M3BpIInona aena. M3
TOT pasJiora, cajoep Tepopuszam je ucrpaBHO AedUHUCATH Kao yrnoTpeda pauyHapa y
GyHKIMjU Opy’Xja WIM METe, OJ CTpaHe MOJIMTUYKH MOTHUBHCAHUX MelyHapomHux

WIN TIapa-HaIlMOHAIHUX TPYIa WM TOjeJHHAIAa KOJU TPETe WM CIPOBOJIE HACUIBE

% Abdul Manap Nazura, Moslemzadeh Tehrani Pardis: “Cyber Terrorism: Issues in Its Interpretation
and Enforcement”, International Journal of Information and Electronics Engineering, Vol. 2, No. 3,
May 2012, ctp. 409, http://www.ijiee.org/papers/126-1149.pdf, nperpakeno 17. 07. 2015. ronune

! Panhenosuh, paran, Bajaruh, Mnanen, Llapesuh, Bojana: “Untepuer y dyHKIHju Tepopu3ma”,
30o0pHuK panoBa, Mel)yHapoaHa Hay4dHOCTpy4yHa KoH(epeHuuja, Cy30ujame KpUMHHala U E€BPOIICKE
MHTErpanyje C OCBPTOM Ha BUCKOTEXHOJIOMKHM KpuMmuHai, Jlakramm 28-30.03.2012., crp. 318 ,
http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf,
nperpaxkero 21. 07. 2015. romune

> 'ahunosuh, Pagocnas: ,,06mmim caBpemenor Tepopusma®, HBIT XKypHai 3a KpUMUHAIHCTHKY 1
npaBo, Kpumunanucruuko-nonuiujcka akagemuja, 2012.ronuna, ctp. 15,
http://www.kpa.edu.rs/cms/data/akademija/nbp/NBP_2012_1.pdf, nperpaxeno 21. 06. 2015. rogune
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Kako OM yTHIaJIM Ha JaBHOCT M Ha 3BaHUYHE BIJIAJE Jla POMEHE CBOj HAYMH BOhema
nonuTHKe.” "

[Tojenuuu ayropu, nomyT [lejmc Jlynca, ne¢uHuIy HHTEPHET TEpOpU3aM Kao
Kopumtheme padyyHapCKUX Mpeka W ajara paad MpeKuaa pafa KPUTHYHHUX
HAIlMOHATHUX MH(pacTpykTypa (MOMYT €HEepruje, cpeacraBa jaBHOI MPEBO3a,
BJIQIMHUX aKTUBHOCTH W CJI.) MJIM Kako OW ce mpuMopalja WM 3acTpamiwia Biaja
HEKe Jp)KaBe WX eHW rpahanu. [{usbp peanusaiyje oBakBHX aKTHBHOCTHU j€ J1a ce
KPUTUYHE HAllMOHAJIHE MH(QPAcTpyKType OHecroco0e M IMOCTaHy 3aBHUCHE Of
pauyHapCKUX MpeXka M CaMHUM THM pamHBHje, cTBapajyhm “MacoBHY eJIEKTPOHCKY
AXWIIOBY TIETy” CBAaKOT CHCTeMa Kojy he HacuiHe OopraHM30BaHE TpyIie MOKYIIATH J1a
snoynorpeGe.”* Cajbep Tepopr3saM 3ampaBo KOPHCTH MOJEPHY TEXHOJIOTH]y KaKO 61
CTpaTeLIKH CTBOPHO cllabe Tayke HEKOI cucTeMa Koje he 3aTUM HCKOPUCTUTH 32
MOCTU3aba CBOjUX IHJbEBA.

Hebpa Jlumgon Iluanmep (Debra Littlejohn Shinder) cmarpa na mamamu Ha
padyHape U padyyHapCcKe Mpeke Mory OWTH Je(pUHUCAHU Kao cajoep TepopuszaM ako
cy e(deKkTu NOBOJBHO NECTPYKTHUBHHU Ja MPOU3BOJE CTpax YHOpEIuB ca (PU3NUKUM
aKToM Tepopusma. To je HacuiaH OOJMK KOMILYyTEpCKOT KpUMHHAIUTETa, KOjH je
W3BpIIEH, IUIAHWPAH WIM KOOPAWHUCAH Yy BHPTYEIHOM MpOCTOpy © momohy
pauyHapckux Mpexa.”” Heku ox Hajuemhux HauMHA peatu3ammje Cy: KOMYHHKAIH]a
€JIEKTPOHCKUM IOpyKama pajy IOCTH3amba KOHCIMPATHBHUX JOrOBOpa Kako Ou ce
cripoBenie ojpeheHe TepopUCTHUKEe aKTMBHOCTHU WMJIM PErpyTOBAIM HOBH YJIAHOBHU 3a
TEPOPUCTHUKE OpraHu3anuje, caboTupame BazaymHOr caobOpahaja kako Ou ce
CpYWIWJIA Ba3IyXOIUIOBH, 3araljiBame BOJE MPEKO EJIEKTPOHCKUX MpeyuinhuBaya,
ynaau y OOJIHMYKE CHUCTEME Kako Ou ce oOpucane wiv Memalne 0a3e mojaaraka u
Ipernuca’e MeTo/ie Jieuewa NalyjeHaTa, HalmaJu Ha U3Bope cHabeBama CTPYjoM KOju
MOTy J1a I0OBeAy A0 CMpTH Beher Opoja JbyIu KOjU ce Haja3e Ha pecnuparopuma Koju

y CBOJHIM JJOMOBHMMAa UMajy MEIUITMHCKY HETYy a HeMajy arperare 3a CTpyjy | Cil.

*BWilson, Clay: “Computer Attack and Cyber terrorism: Vulnerabilities and Policy Issues for
Congress”, CRS Report for Congress, 2005, ctp. 5u 7,
http://fpc.state.gov/documents/organization/45184.pdf, nperpakeno 17. 07. 2015. ronune

> Lewis, A., James: “Assessing the Risks of Cyber Washington DC, Terrorism, Cyber War and Other
Cyber Threats”, Center for Strategic and International Studies, 2002, ctp.1,
http://csis.org/files/media/csis/pubs/021101 risks_of cyberterror.pdf, mperpaxkeno 24. 10. 2015.
TOHE

545 Littlejohn Shinder, Debra: “Scene of the Cybercrime: Computer Forensics Handbook”, op.cit.,
2002, ctp. 19
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AbOpaxam Barumep (Abraham R, Wagner) cmarpa ma cy HWHrepHer u
IPYIITBEHE MpEXe HIeaHe 3a CIpOBOhEmE TEPOPUCTHUKUX AKTUBHOCTH W
omepanuja, jep omoryhaBajy reorpadckd HEOTpaHWYEHY H BPEMEHCKH Op3y
KOMYHHUKAIMjy KOja He KOILITa MHOT0. YTorpeba U 370ynotpeda o CTpaHe TepopucTta
Moxke na ce kpehe y dyerupum rnaBHa mnpaBua: (1) xopumrhewme HHTEpHETa 3a
Mel)ycoOHy KOMYyHHKANHjy TEepOpHcTa; (2) MpUCTYyN pa3iuyuTHM HWHpOpManujama
KOj€ ce HaJla3e Ha MHTEPHETY a MOTY Jia MOoApa3yMeBajy 1 MOTEHIM]jaTHE METEe Haraaa
Ka0 ¥ TEXHUYKE TI0jeIUHOCTH OKO HIIP. CKJIanama opyxja; (3) kopumheme HHTEpHETA
3a MIMPeHE TEPOPUCTHUKUX UJIeja U OparaHu3alyjy TePOPUCTUUKIX aKTUBHOCTH U (4)
CcrpoBOljerbe TePOPUCTHUKNX Hamaaa mpeko Mureprera.”*

Cajbep TepopusaM ce nepuHHUIIE W Ka0 KPUMHUHAIHU aKT Y BHUPTYEIOHOM
IIPOCTOPY KOJU MMa 3a LWJb Jla Ce 3aljiallld BJIaJa WIM HBEHM rpahaHu y IUIby
OCTBaperba MONUTHYKHX IHJbeBa. ' TEXHHUKe KapaKTEPHCTHKE M3BPIICH:A OBAKBOT
TEPOPUCTHUKOT Jiella Cy OTpaHWYeHEe MOTYNHOCTHM 3a HEMOCPEJIHO HaATJIeAamne,
KOHTPOJIY Y OTKPUBamke OBUX aKTUBHOCTH; HOBE IIPOCTOPHE M BPEMEHCKE TPAHULIE —
HEMOCTOJale TIPAHULE TOKPETJBUBOCT TEPOPUCTa Yy BHUPTYEIHOM IPOCTOPY,
MOTYRHOCT JenoBama C BEJIHMKE [AHUCTaHIle, OorarcTBo u30opa MeTe Hamana,
HETIOCTOjarbe Teorpa)CKUX OrpaHHuCHa, MEpeHhe BpPEMEHa [EIIOBHMa CEKyHIE M
MOTYhHOCT TIPEeTXOIHOT TeCcTUpama IUIAHUPAHUX paJlkbd YHME C€ pPHU3HK O]
€BEHTYaJIHOT HEyCIleXa CMamyje Ha MUHUMYM; aHOHMMHOCT M3BpLIMJIAIA OBUX JEJa.
WuTepHer  Tepopu3aM  MpeJCTaB/ba  HaMEpHY  3J10ynoTpedy  AUTHTAIHHUX
MHPOPMALIMOHUX CHCTEMa, MpeXa HIM KOMIIOHEHaTa KOje Ta YUHE Y CBpXY
peanu3aiyje TepOPUCTUIKUX aKTUBHOCTU. Pe3ynraTi OBHX aKTUBHOCTH Cy AMPEKTHO
HacWbe, M3a3UBambE CTPaxa, M3a3UBambEe HECTAOWIIHOCTU CTPATEUIKUX M BHUTAIHUX
byHKIIMja MHCTUTYIM]a jelHE IprKaBe, BEJIMKE MaTHke JbyAM Kao U Hecpeha momyT

548
,KoJlarepajiHe mrere’”.

346 Wagner, R. Abraham: “Fighting Terror in Cyberspace, Terrorism and the internet: use and abuse”, ctp. 7

https://books.google.rs/books?id=yf83KZZbeQIC&pg=PA1&lpg=PA1&dq=Wagner,+A.,+R.:+%22Fi

ghting+Terror+in+Cyberspace,+ Terrorism+and+the+internet:+use+and+abuse&source=bl&ots=OcEV
_qWD_5&sig=04qzKdNYafWWEKAby yuksVhApM&hl=sr&sa=X&ved=0ahUKEwj3ylvsoOrJAhV
CIRoKHSU6DMQQ6AEITAB#v=onepage&q=Wagner%2C%20A.%2C%20R.%3 A%20%22Fightin

£%?20Terror%20in%20Cyberspace%2C%20Terrorism%20and%20the%20internet%3 A%20use%20an

d%?20abuse&f=false, mperpaxeno 17. 07. 2015. roxune

47 Petrovié, Slobodan: Kompjuterski kriminal, MUP Republike Srbije , 2001,str. 115, nmperpaxero 24.
10. 2015. rogune

548 Jumoscku, 3nare, WiumjeBcku, Hue, bebanocku, Kupe: ,be30en0HOCHO-KPUMUHAIUCTHYKE
JIUMEH3Uje  cajoep-TepopucTUdKuX Hamana”’, 300pHUK pajgoBa, MelyHapoaHa Hay4HOCTpy4YHA
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JenHa of cTpaHMX JpKaBHMX OpraHu3allfja Koja je CBOj paay y BEJIUKOj MepU
MOCBETWIIA JlenmuMa cajoep KpuMHUHaiIuTeTa je amepuuku LleHTap 3a 3amTurty
HanpoHaimHe uH(ppacTpykrype (enri. National Infrastructure Protection Center —
NIPC).** V npenopymm IIITJI-8>° cajbep Tepopusam je nedUHACAH KO KPUMHHAIHO
JIeJI0 U3BPIICHO yIOTpeObOM padyHapa a Koje 3a MOCIEIUIly IMa HACHIbE, CMPT W/WIH
VHUIITAaBake, a KOJUM CE€ CIPOBOIU TEPOp y MHIJbY yOehuBama Biaae Ja MPOMEHHU
CBOjy MONUTHKY. TO je yHampea CMHUIUBCH W HOJIWTHYKA MOTHBHCAH Hamajx Ha
padyHapCKH CUCTEM, KOjHM CE N3a3Ba HACHJbE M KOJIEKTHBHU CTPAX.

[Ipema mpupy4HUKY O TEPOPU3MY KOjU C€ KOPHUCTH 3a €AyKallljy aMEepUUKHX
BOjHHMKA ,,/IHTEpHET omepanyje ¥ WHTEPHET Tepopu3aM’, WHTEPHET OIlepaimje ce
cacToje oX Jiesia MHTEPHET TePOpHU3Ma U Jiesla HHTEPHET MOAPIIKE, Koja Ce MCIoJbaBa
KPO3 IIAHHUPAEHE, PErPyTOBAHE M MPOMAraHay.” PadyHapcka Mpexa ce KO OBAaKBOT
BUJIa aKTUBHOCTU MOKE KOPUCTUTH KA0 OpPYKje, HOCPETHHK, [IUJb WIA Ka0 aKTUBHOCT
KOja TMpeTxoau WM mpatu ¢usnmuku Haman. Y IlpupydyHuky ce HaBogu 1a cy
HajBaXHU]U IIUJEBU cajOep Tepopu3Ma 3ampaBo I'yOWTAaK MHTETpUTETa METE Haraja,
CMamemhe MOTyhHOCTH JenoBama, OACYCTBO TOBEpEHa M CHTYPHOCTH M Ha Kpajy
dusmuka yaumTema. > Kojg oBor o61mka TepopusMa, kao Hajuemhe MOTHBaLmMje
MIPETO3Haje ce YUECHUBAMkE, )KeJba 33 YHUIITABAKHEM, PA3INIUTE BPCTE SKCIUIOATAIH]e
M OCBeTa, a Kao Hajuemhe mnpemy3umane wian 3anpeheHe akmmje cy (u3nuko
VHUIITaBaWke, YHUINTABakE 3HA4YajHUX TMojaTtaka W uHOpMaluja, Hamajg Ha
padyHapcKe CHCTeME O] BEJIMKOT 3Hauaja, WIETaTHU YIIaJu Y padyHapCcKe CUCTEME OJ1
jaBHOr 3Hauaja W oOHeMmoryhaBame MNpHUCTyna OWTHUM CHUCTEMHMa, ycilyrama |

l'IOI[ElHI/IMa.SS3

koH(pepenimja, Cy30ujarbe KpUMUHANA M EBPOICKE HHTErpalijeé ¢ OCBPTOM Ha BHCKOTEXHOJIOIIKU
kpumuHai, Jlakramm 28-30.03.2012., ctp. 68,
http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf,
nperpaxkeno 21. 07. 2015. ronune

% National Infrastructure Protection Plan, http://www.dhs.gov/national-infrastructure-protection-plan,
nperpaxkeHo 24. 10. 2015. ronune

30 Us National Homeland Security - Presidential Policy Directive / PPD-8: National Preparedness,
http://www.dhs.gov/presidential-policy-directive-8-national-preparedness, mperpaxeno 24. 10. 2015.
TO/MHE

1 DCSINT Handbook No. 1.02, Cyber Operations and Cyber Terrorism, 2005, crp. I-1,
http://www.globalsecurity.org/military/library/policy/army/other/tradoc-dcsint-hbk _1-02-2005.pdf,
nperpaxeno 24. 10. 2015. romune

552 DCSINT Handbook No. 1.02, Cyber Operations and Cyber Terrorism, op.cit., 2005, ctp. 11-3

533 DCSINT Handbook No. 1.02, Cyber Operations and Cyber Terrorism, op.cit., 2005, ctp. 11-8
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®BU omnucyje cajéep TepopH3aM Kao KPUMHHAJIHY paliby H3BpLICHY
yHoTpeOOM padyHapa M TEJIEKOMYHUKAIMOHE OINpeMe, Koja 3a MOCIeIuIly HMa
HacWJbe, YHUIITEHE U CTBApamE CTpaxa, 30ymEHOCTH U HECUTYPHOCTH KOJl Hapoja, U
32 IWJb MMa yTHIAalke Ha BIagy Te JpXkaBe Kako OM ce cmpoBena oaronapajyha
TOTMTHYKA, APYIITBEHA HIIM HACONOMIKA IPOMEHA HITH b,

Ha ocHOBY CBHX KapakTepuCTHMKa MHTEpHET Tepopu3Ma, wmoryhe je
PEKOHCTpyHCAaTH Kako OW u3riefana KPUMHHOJIOIIKA JUMEH3HMja TepOPUCTHUKOT
HamaJa y BUPTyeJHOM npoctopy. Kako Bu ce mTo 60sbe cXBaTHO cajoep Tepopusam,
HEOIXOJHO j€ MPBO pa3yMeTH CaM BUPTYEIHHU MPOCTOp U Herose MoryhHocTtH, ma
3aTUM aHAIM3HUpaTH cieaeha kJbydHa muTama:

(1) xo cy akTepu KOju peanu3yjy aena cajoep TepopusMa (J1a I uX MojpkaBa
HEeKa JIp)kaBa, Jla JIM MX JpkaBa ojdallyje, Ja JIM Cy TO HapajapkaBHe ¢opmanyje,
XaKepcKe TPpyIe Wi JbYAU U3 BIACTH KOjU ce OaBe LIMH]jyHaKOM);

(2) xoja ce cpencTBa M TEXHUWKE KOPUCTE MPHIMKOM IIAHUpama U U3Bohema
Hamaja;

(3) Ha KOjU HAYMH ce MPUMEY]y TeXHHUKE, TAKTUKE U MpoIeype u3Bohema
cajOep Hamasa (METOU APYIITBEHOT WH)XEHEPUHTA, IPABJbEIH-E M YHOUICHE BUpYyCa U
3JI0HAMEPHUX MPOTpama);

(4) Toe ce BpmM Hamaa WM KOje Cy KaTeropvje MOTEHIMjaJHUX MeTa
TEPOPUCTUUKHX cajOoep Hamana (MHpopManMoOHEe W KOMYHHKAITMOHE MpPEXe, TOJIallH,
¢buznuku 00jeKTH, eHepruja, OaHKapcTBO M (PUHAHCHje, BUTAIHE CIyXO0e jemaHe
3eMJbE);

(5) 3amro ce BpmM Hamaa WM KOJH CYy MOTHUBU 33 H3BO)EHE WHTEPHET
TEPOPUCTHUKOT Hamaja, KOju pe3yJTaTH JKejle /1a Ce MOCTUTHY, KOje Cy MPEJHOCTH a
KOj€ MaHe OBaKBe aKIHje;

(6) Kaga ce Haman BpIIM WM BpeMe cIpoBohema MHTEPHET TEPOPUCTUUKOT
Hamaja. >
PaznuuuTiM MeToauMa Hamaja MOTy Ja Ce€ Hamaziajy pasiMyuTe OCETJbUBE

IpXaBHE U JPYIITBEHE CTPYKType, Kao M Jla ce KopHucTe pasnuuuta opyxja. Kox

TEPOPUCTHUKUX TPYIIa U3/IBOjUJIA CYy CE TPU OCHOBHA METOJA: (U3UUKU HANAO KOjU je

¥ DCSINT Handbook No. 1.02, Cyber Operations and Cyber Terrorism, op.cit., 2005, ctp. 11-2

3 Ashley, K. Bradley: “Anatomy of cyber terrorism: Is America vulnerable?”, Air University,
Maxwell AFB, AL, 2003, www.au.af.mil/au/awc/awcgate/awc/ashley.pdf, nperpaxeno 17. 07. 2015.
rOMHE
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M3BpILEH KJIACHYHUM OPYXKjeM U YCMEPEH je Ha padyHapcKa IMOCTPOjerha WM JINHUje
npeHoca HWH()OPMAMOHUX TIOATAKA, eleKMPOHCKU HAnao KOju TOJ OpyXjeM
nojjpazyMeBa KOpHUIIheme CHare eIeKPOMarHeTHE CHJIe WM EJEKTPOMAarHeTHOT
myJica Kako Ou ce OJOKMpanu padyyHapCKU CHUCTEMH, Kao U yOalMBame 37T0HAMEPHUX
coTBepa y paduyapcke cUCTEMe M KaHajle IpeHoca MHpopMmaluja, Kao U Hanao Ha
PauyHapcKy mpexcy Koju 00MYHO ToJpazyMeBa Kopuiheme 37T0HaMepHUX TporpaMa
y GyHKIH]U opyKja Kako OU ce y pauyHapCKUM M MPEKHUM CHCTEMHMa HElpHjaTesba
NpOHAIIIa ¥ UCKOPHCTHIA ciabda Tayka M CIadOCT y pauyHapCKOM Mporpamy Koju
HeTpHujaTesb KOPUCTH, y KOHPUTYpaIMju CUCTEMa WIIM CUTYPHOCHUM TO/ICIIaBakbUMa
pauyHapa, Kako Ou ce 0Jpel)eHn MoxaIy YKpaIn WK yHHIITHIA. >

Jla TepopuCTHYKE OpraHW3alHje y BEIUKO] MEpPH KOPHCTE IPEIHOCTH
WuTtepHeTa 3a peanu3anyjy CBOjUX aKTUBHOCTH MOXKE Jla C€ BUJU U U3 MOJATKa J1a je
jomr 1998. roauue BUILE O] MOJIOBHHE opranu3aiyja koje cy y CAJl 6une o3HaueHe
Kao TEPOPHCTUYKE MMajo CBOje MHTEPHET Mpe3eHTanuje, na cy 1999. roamne cBe
nMaine Oap jeIHy WHITEpHET mpe3eHTanujy, a mno 2007. roguHe je Ha HHTEepHETY
3a6eresxeHo npeko 5.000 TepOpUCTHUKHX cajToBa.> '

Bure je pasnora 300r KOjuX TEpOPUCTH KOPUCTE MHTEPHET 3a MPONArupame,
IUTAHUPAalke U CHpPOBONEHE CBOJHUX AKTHUBHOCTH, Ka0 W 3a PETPyTOBamE HOBHUX
ynaHoBa: (1) uHTEpHET je jeTHH jep cBe MITO je MOTPeOHO je KOMIjyTep W MPHUCTYI
MpEXH, HHje TTOTpeOHO KYIOBaTH Opykje Beh je moBosbaH camo jedaH 3JI0HAMEpPHHU
mporpaM KojuM he ce peanu3oBaTH ojapeheHa akBUHOCT, (2) OBakaB Ha4yHH
crpoBohera Hamaja IITUTH aHOHMMHOCT Hamajadya KOju Ce KOPHUCTE Pa3IHYUTHM
HaJIMMIIUMa TIa UM je TemKo yhu y Tpar, He TocToje (u3muke rpaHulle U3MEIry
pPa3IMYUTUX Jp’KaBa HA0 HU TOJHUIIA]CKE KOHTPOJIE KOoje Tpeda H aaMyIpUTH KaKko Ou

ce mpeHeno opyxje; (3) Opoj moTeHuMjaTHUX MeTa je Hemoryhe onmpenutu; (4) 3a

6 Rodriguez, A., Carlos: “Cyber terrorism — A rising threath in the Western hemisphere”, Fort Lesley
J. McNair, Washington DC, 2006, http://www library.jid.org/en/mono45/Rodriguez,%20Carlos.pdf,
nperpaxkero 17. 07. 2015. ronune

557 YriaaBHOM CBU TECPOPUCTUYKE UHTECPHET npe3eHTaque CaJIpiKe MOJAATKE MOIMYyT: OCHOBHUX LHHUJbEBA U
MHCHja, HCTOpHjaTa OpraHu3aluje, apryMeHTHMa KOjiMa Ce arelnyje Ha NOTeHIMjaJHO HOBO YJIAHCTBO
Ja TIPUXBaTH MHUCHjY W LUJbEBE OpraHH3alldje, ayauo U BHICO MPHJIOre, MPErNo3HAT/BUBE JIOTOTUIIC
OpraHu3anuja, a 4ak U KOMIIjyTepCKe UTPHULIE 3a eIy ca caapiKajeM KOjH je WACONOLIKH y CKIaay ca
LMJbEBUMA TEPOPHUCTHYKE opranuzanuje. Haseoeno xoo: Kemerosuh, Kemumup, biarojesuh, Mapwuja:
./IHTEepHEeT 1 Tepopu3am”’, 300pHHUK panoBa, Mel)yHapomHa HaydHOCTpYYHA KoHpepeHnnja, Cy30ujame
KpHMHHAJa ¥ eBPOICKE HHTErpalyje ¢ OCBPTOM Ha BUCKOTEXHOJIOIIKM KpuMmuHan, Jlakramm 28-
30.03.2012., ctp. 47,
http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf,
npetpaxeno 21. 07. 2015. roqune
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peanu3zaiujy aknuja je noTpedHO Mame (PU3MUKOT TPEHUHIa U CIIPEMHOCTH, MAbH je
PU3MK O] TOTUOMje ¥ HUje MOTPEOHO JaJieKo ImyToBath U (5) cajoep TepopuzaM MoKe
M yTHYe Ha MHOTO BHIIE JbYAH OX TPAAMIHOHAIHHX TEPOPUCTHUKHX HAMAma.’
[ToceOHy omacHOCT TMpeACTaBjba MU MOTYWHOCT CKpHBama TajHUX IMOpyKa YHYyTap
Meauja 0e3a3eHor kapakrepa (crteranorpaduj a).””’

Tepopuctn maHac Mory na KOpHCTE, IOpel KIACHYHUX OpYyXkKja, U MOJIEpHA,
jaka M MacoBHa OpY’)Kja MOMYT MAcCOBHUX MeIWja M HOBUX TEXHOJIOTHja. Pemmmo,
MHTEPHET MOTY Jla KOPHCTE TPOjaKo: Kao Opy)Kje, Ka0 HAa4MH KOMYHHUKaIuje Mehy
AKTHBHCTHMA I KA0 MeJIH]j 3a o0paharbe jaBHOCTH pajy mmperba cBoje naeonornje.” ™’
[Ipek0 MACOBHHX M EJICKTPOHCKHX MeIHja HajOpKe ce IMpe CTpax M MaHHKa. '
Kopumheme kpunToBaHe KOMyHHUKAallMje IMyTEM jJaBHUX HMHTEPHET CEpBHCA TPYKa
MOTyhHOCT 4aHOBHMa pa3HuX henuja na Oyay y CTaTHOM KOHTAaKTy YnHEhH HHUXOBO
OTKpHBAIbe, TyMadermhe BeoMa TemkuM. "> TTopes; KOMyHHKAIH]e IPEKO eeKTPOHCKE
TOIITe, MOCTOje M ApPYre TEXHHKE > 3a OCTBAPHBAIbE KOMYHHKALH]E H TPEHOC
ToJaTaka MPEKO MHTEPHETA MOMyT yrpaluBara MoJaTaka y JUTHTaNHE CIHKE ' H

565 . . .
,Dead drop” texuukom.” " Iloctoje Ha MHTepHeTy OpojHE jaBHE W MpPUBATHE yCIyre

538 Weimann, Gabriel: ,, Cyber terrorism - How Real Is the Threat?, Special report 119, United States
Institute of Peace, Washington, DC, 2004, http://www.usip.org/files/resources/sr119.pdf, mperpaxeno
17.07.2015. roguue

%% Kopuuihemem creraHorpackux TexHuka, Moryhe je ja Moje/iMHaI yrpamd CakpHBEHY MOPYKY Y
JIUTUTAIN30BaHE BU3YEIHE WU ayIHO0 MMOJIaTKe, KOja & MOXKE JIETEKTOBATH CAMO YKOJIMKO C€ TPaXKH Ha
cneuuduyan HauuH. Pa3BujeHuje creraHorpadcke TexHHKe, Oa3upaHe HAa CTATHCTHYKOM WIIH
SHTPOIHjCKH PYKOBOD)EHOM KOJIMpamy, MoKa3aje Cy ce BeoMa TEUIKMM 3a OTKpHBame. Budemu:
Cnacuh, Bumoje, Bacuh, Anekcanapa: ,,Creranorpaduja y GyHKIMjH 3alITHTE MOJaTaka Ha
Nutepuery*, 300puuk [IpaBHe HHGPACTPYKTYPHE OCHOBE 33 Pa3BOj CKOHOMH]jE 3aCHOBAaHE Ha 3HAWY,
Kparyjesau: IIpaBan dakynrer, 2012, ctp. 258

>0 Iahunosuh, Pagocnas, op.cit., 2012, ctp. 16

%! Ba6uh, Brnamuna: ,,HoBu oGmuuu ajenoBama Ttepopucta (Cyber Tepopmsam)®, 4th International
Scientific and Professional Conference ‘Police College Research Days In Zagreb’, ctp. 12,
http://www.mup.hr/UserDocsImages/PA/vps/idvps2015/Zbornik_radova_Konferencije.pdf,
nperpaxeno 15. 08. 2015. romune

562 Panhenosuh, [paran, bajaruh, Mnanen, [apesuh, bojana, op.cit., 2012, ctp. 318

59 Budemu: Panhenosuh, [lparan, bajaruh, Munanen, LlapeBuh, bojana, op.cit, 2012, crp. 322;
Panhenosuh, [Iparan, bajaruh, Miuanen, Llapesuh, Bojana: “UnrtepHer y ¢yHKuuju Tepopusma”,
300pHuK pamoBa, MehyHaponHa HayuHocTpydHa kKoH(epeHiuja, Cy30ujambe KpUMHHAIA M EBPOICKE
WHTErpaluje ¢ OCBPTOM Ha BUCKOTEXHOJOWKH KpuMuHai, Jlakramum 28-30.03.2012., ctp. 322,
http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf,
nperpaxeno 21. 07. 2015. ronune

'V cimke koje cy gocTynHe Ha MHTepHeTYy, IOMIMIbanal] MOXKeE [a YIpajd IOJaTKe y AUTHTAIHY
CIIUMKY WM 1a 3ameHu Beh mocrojehy ciuky oHOM koja Beh caapiku mojaTke, a mpuUManal MoXe aa
npey3Me CIIMKe ca MHTEPHeTa U Jia eKCTpaxyje nojarake, 6e3 BUIJBHBOT JMHKA MOUIMIbAOIA. Budemu:
Panhenosuh, [Iparan, bajaruh, Mnaznen, Lapesuh, bojana, op.cit., 2012, ctp. 322

%63 Kao moumspanal ce KOPUCTH MECTO Ha CepBepy, a 3aTHM ce YKJIOHH IpUMaarl aatoreka. Moryhe je
Jla ce 3a Ty CBPXY KOPHUCTUTH HEKH HEMO3HAT cepBep, UMe (ajia ocTaje Ha cepBepy, ajli He U HEeroB
canpxaj. Buoemu: Panhenosuh, [Iparan, bajaruh, Mnanen, [{apesuh, bojana, op.cit., 2012, ctp. 322
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KOj€ Cy MHTEpPECaHTHE 3a TEPOPUCTUYKE HAIMaJe, a Koje Cy U3 00acTu nHHOpMaTUKe
¥ KOMyHHKaIja, 06aHkapcTsa u (puHaHCH]ja, eHepruje (HadTa, rac, CTpyja), 10CTaBe
TPrOBHHCKHX IIPOM3BO/A KA0 U YCIIyra O] BUTAIHOT 3HAUaja 3a YOBEKa.

JIpymiTBeHE Mpeke ce OJf CTpaHe TEPOPHUCTa MOTY KOPHCTHTH U Y CBPXY
MICUXOJIOLIKOT paTta, Kako O ce mupuie Ae3uH(popmMaliije, n3a3uBao CTpax U MaHUKa
WM crare 3actpamryjyhe mperibe n mopyke jaBrocTH.! TepOpHCTH HMajy MOTIYHY
KOHTPOJIy HaJl CaJprKajeM TMOopyKa KOje CE€ MOCTaBJhajy y €JICKTPOHCKE MeAWje U Ha
APYLITBEHE MPEKe, a Ha OBaj HAUMH TMOKYIIaBajy Takohe a NpUKYIJbajy U CPelcTBa
3a (PMHAHCHPAC CBOJHX AKTHBHOCTH, " 3a PErpyTOBame M MOOHIM3AIH]jy HOBHX
aranoBa,”®” y cBpXy m3rpaljuBama Be3a W pasMeHe HH(pOpPMAIHja,  IIAHHPAba U
KOOP/IMHAIIHje AKTHBHOCTH. '

duHaHCHpambe TEPOPUCTUUKUX OpraHu3andja Takohe Moxe 1a ce oOaBiba
npeko MHTepHeTa 1 mpeKko JApyIITBEHUX Mpexa. bpojHe TepopucTUUKe rpymne Tpaxe
IUPEKTHO (PMHAHCHU]CKE MPUIIOTE O] MOCETUIIAllAa CBOJUX CajTOBA M CBOJHX WIAHOBA U
cuMIiatu3epa: HoBal ce ymuahyje aupekTHo Ha oapehene OaHKOBHE pauyHe, a
MojeIMHe OpraHu3alyje cy npumalne qoHanuje u kopuinhemem PayPal cepBuca nnm
IPO/AjOM y OHJIAjH IPOJABHMIIAMA KOje Ce Hamase y OKBUpY cajroma.’ > JloHamwuje
HUCY 00aBE3HO y HOBIy, Beh Mory nma Oyay W y CTBapuMa KOje TEPOPHUCTUUYKHM
aKTUBHACTUMA MOTY Jna Oymy ox momohm (opykje, TUIAHOBH Pa3IMUUTHX 3rpaja,
HeTpoOOjHH MPCIyIH | ¢i1.). [IpumagHuiy TepopuCTHYKHUX TpyNa U MHUJbY JOJaXKema

70 cpelcTaBa 3a (pUHAHCHpame YeCTO W3BpIIEe M Jpyra Jena MOmyT 3J0ynoTpede

%66 pauhenouh, Jiparan, bajaruh, Mnanen, Lapesuh, bojana, op.cit., 2012, ctp. 324

597 BaGuh, Braauua, op.cit., 2015, ctp. 13

6% TepopucTuuke opranmzamuje npahemeM MHTEPHET CajTOBAa MOTY [a MACHTH(HKY]jy CTBApH 3a Koje
ce KOPHCHUIIM MHTEpHETa MHTEpecyjy W Ja MM, Y CKIamy ca ThM, ymyhyjy 3axteBe 3a ymahuBame
JIOHAIIH]a.

Buodemu: babuh, Bnanuna, op.cit., 2015, ctp. 17

3% Muteprer Moxe a Oyle MHHIMjaTHA TauKka 3a KOHTAKTE I0jeIMHAIA KOJH CBOjEBOJBHO IKele Ja
MPUCTYIIE TEPOPUCTUUKUAM MOKPETUMA, jep CE HHTEpHET KOPUCTH pajd LIMpeHka MponaraHjie u
UCOJIOTHje TIOCTaBJbaKEM pa3IMuUTe JHUTepaType Yy CBpXYy NpuaoOujama TOTEHIHjaIHUX
npeoOpakeHHKa Yy Jpyry pelurdjy, HIeHTUQHKanuje TMOTeHIMjaIHUX JbYJICKUX HHTepeca ca
HMHTEpecHMa YHUBEp3aJIHE BEPCKE HallMje, peACcTaBbabe 0a3upaHo Ha UCKPHUBIJLEHO] MHTEPIPETALNjH
Bepe U cl. Budemu: babuh, Bnaguma, op.cit., 2015, ctp. 18

370 BaGuh, Braanria, op.cit., 2015, ctp. 20

"' TepopHcTH KOpHCTE MHTEPHET pajly IUIAHMpama M KOOpIMHALMje onpeljeHHX Hamaja, mpH demy
KOpDHCTE KpPHWIITOBaHE TIIOpyKe © ,hackaoHwme, ™ame, QoTorpaduje, IyTOKa3e, TEXHUUIKE
KapaTepUCTUKE KOjU Cy CKpUBEHH y TpaUUKUM JaTOTeKaMa M CTeraHOTpadCKUM alaTuMa. Budemu:
babwuh, Biaguna, op.cit., 2015, ctp. 22

5”2 Kemerosuh, XKenumup, bnarojesuh, Mapwuja, op.cit., 2012, ctp. 48
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Pa3IMUUTHX ajlaTa 3a eJICKTPOHCKY TPrOBUHY, IUNIATHUX M KPEAUTHHX KapTHla, kpahe
Tyher uneHTuTeTa, HHTEPHET MIPEBapA.

Benuku Hamopu ce ynaxy Ha Mel)yHapoJHOM IUTaHy Kako OHM ce JIpiKaBe
epUKaCHO CYNpPOTCTABWJIC HWHTEPHET TepopusMy. VICTOBpeMEeHO ce TOTeHIMpa
MehynpkaBHa U MelyyBraanHa capa/imba Ha napajieiHa TpU HUBOA:

(1) Kpo3 mehynaponne opranmzaruje: YjeaumeHe HaIMje O] CBOJUX JprKaBa
YIaHWIA 3aXTEBajy Jla yJoXKe IMocedHe Mepe Kojuma OM ce CIpedymiie CBe
MOTEHIIMjaJTHE OMACHOCTH Ha TO0JbYy MH(GOPMAIIMOHE CUTYPHOCTH, MoK je MHTepmon
cenrreMGpa 2002. FOMHE OCHOBAO MOCEGHO O/CIbEH-E IPOTHB TEPOPH3MA;

(2) Kpo3z wmynTmnatepasHe ¥ MyJTHHAIMOHANHE IUiatdopme: Kpo3s
uHTEepecoBame Tpyrne ['8 Kkoja ce 0aBM CHpevyaBameM TEpOpU3Ma W 3aIITHTOM
WHPOPMAIMOHHUX TEXHOJIOTHja O]l TEPOPU3MA, Kao U Kpo3 JienoBambe Opranusaiyje 3a
eKOHOMCKY capaamy u pa3Boj (OELJ) koja je 2002. rogunae ycBojuina Bomuu 3a
CHTYpHOCT MH(MOPMAIMOHEX CHCTEMA M MPEXa U I03Balia BIIAJC 3eMasba WIAHMIA
J1a IPOMOBHIITY HHPOPMAIMOHY 0€30eTHOCT U 0€30€THOCT pauyHapCKUX Mpexa Kako
Ou ce crmpeuno cajoep TepopH3aM, YHOIICHE pauyHApCKUX BHpyCa Y CUCTEME H
XaKOBame, a 3alITUTHIIA IPUBATHOCT I0jeIMHALIA M FbUXOBE JINYHE c1000/1¢e;

(3) Kpo3 pernonanno nenoBame: HajBUIIEC KPO3 akTUBHOCTH EBporicke yHuje
npoTtuB Tepopusma yornmte u CaBera EBpone, kpo3 ocHuBame Komurera excnepara
3a caj6ep Tepopmsam (CODEXTER)” u poHomeme KouBeHmmje o

BHUCOKOTEXHOJIOIIKOM KpUMHHAIUTETY U KOHBEHIMje 0 MpeBeHLINjU TepOpHU3Ma.

B Budemu: Wurepnon, http://www.interpol.int/Crime-areas/Terrorism/Counter-Terrorism-Fusion-

Centre, mpetpakero 12. 12. 2015. roguae

> OECD Guidelines for the Security of Information Systems and Networks: towards a culture of
security, http://www.oecd.org/sti/ieconomy/15582260.pdf, mperpaxkeno 12. 12. 2015. rogune

> CODEXTER je Ha CBOjHM CACTAaHIMMa 3aKJby4Mo ja VIHTEpHET MOXe Ja ce Ha BHIIE HAUMHA
HCKOPHCTH y TEPOPUCTHYKE CBPXE M [a NPOU3BENE PA3IMUUTE MOCIenune: 1) TepOPUCTUYKU Hallaan
IPEKO MHTEPHETa MOT'Y Jia JOBEAy [0 IITETe He CaMO Ha eIeKTPOHCKUM KOMYHHKAIIMOHUM CHCTEMHMA,
Beh u Ha ,,00M4HO] MH(PACTPYKTYpH, CUCTEMUMA U J1a JIOBEY 10 BEIHUKOT Opoja JbYICKUX KPTaBa; 2)
mMpewe W AMCTpUOyLMja WIIETATHUX cajpXkaja, NpPEeTHH, peKlamMa y Kojuma ce riopudukyje
Tepopu3aM, (PMHAHCHpae TEPOPUCTHYKKX aKara, OpraHu3oBame 00yka 3a o0ydaBarme TepopHcTa Kao
U perpyToBame 3a TEPOPHCTHUYKE OpraHu3anuje, U 3) KopuIIheme JIOTHCTHKE M WH()OpMalnOHUX
TEXHOJIOTHja Kako OM ce MCHHTalle MOTEHIMjaJIHE METe TEePOPUCTUYKHX Hamana. Budemu: Council of
Europe — Action against Terrorism, http://www.coe.int/t/dlapil/codexter/default EN.asp, mperpaxxeHo
12. 12. 2015. romuae u Council Of Europe - Opinion Of The Committee Of Experts On Terrorism
(Codexter) For The Attention Of The Committee Of Ministers On Cyber terrorism And Use Of Internet
For Terrorist ITurposes,
http://www.coe.int/t/e/legal_affairs/legal cooperation/fight against terrorism/4 theme_files/Cyberterr
orism.asp#TopOfPage, mperpaxeno 07. 10. 2013. rogune
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Jenan ox Boha cprickux ,,AHOHUMYcCa®, Hajjaye W HAjIIO3HATH]¢ XaKePCKe IPyIe Ha CBETY,
00eoJaHuo je Ja je oBa rpymna, HeIlmocpeIHo Iocie TepOpUCTHYKOr Hamana Ha [Tlapu3 HoBemOpa
2015. roauue, o6jaBuia cajoep par MciaaMmckoj apkaBu pednma ,,37paBo. Mu cMO AHOHHUMYCH.
Kao mro 3Hate, o6jaBmin cMo pat Meinamckoj apxkasu y @paHiryckoj, a caga nonasumo y bocHy u
XepuerosuHy. Yynu cMo J1a ce TaMO JE€CHO TEPOPHCTHUKHM Hamaj U caja hemo ce OOpUTH NPOTUB
rpymna Koje noxapxasajy Mcimamcky npxaBy. AHOHMMYycH M3 1enor cBera he Bac mosutu.” OBaj
XaKep je HaBeo J1a Cce HIXOBE aKTUBHOCTH JIOB Ha [IMXaJNCTE, BUXOBE jaTake u (pUHAHCHjepe U Ja
AHOHMMYCH jaBHO 00jaBJbyjy TOJAaTKe O BHBHMa M XaKyjy HUXOBE HAIOTEe HAa APYIITBCHUM
Mpekama. KomyHHKanyja TepopucTa ce 0JjBHja Ha BUILE HAYMHA: UCIIMCHBABEM ITOPYKa MELUMA Y
aKIIMOHMM BHJEO WIPHIlaMa, METOAMMA AWTUTANHE CTeHOrpaduje, CaKpUBAHEM TEKCTyalHe
nopyke wiau mare y ¢ororpadujy. VHTEpBjyrcanu je 1ao mpuMep YoBeKa KOjU je yXarllleH IMpe
HekosuKo ronuHa y Hemaukoj, jep je y yapanu umao YCB Memopujy Ha K0joj Cy ce Haja3uia aBa
MOPHO CHUMKa. AJM, HEeMadKa NoJKIKja je moMohy nuruTainHe popMeH3MKe OTKpHUIIA Jla YHyTap Ta
JIBa CHHMKa IOCTOje CKPUBEHE IMOpYKe: y CeKyHIH jeaHor ¢uiama uMa 24 ¢pejMma, y HEKOJIHKO
XHbasa ¢ppejMoBa GuiMa ce cakpuje jeaHa Mopyka — HeMadKoj ITOJIMIKjH je OUiI0 ToTpeGHO OKO 2
Henesbe J1a oTkpuje oko 20 mopyka. OBe mopyke Cy IpeicTaBibaie IutaHoBe Hamana Aj Kawpe,
KOjU Cy CBH CIIPpeUCHH. Y WHTEPBjyy je Takolje HaBeIeHO Ja M TEPOPUCTU KOAMCTE T3B. ,,dark net”
KOME MOXe Jla ce IPHCTYIH MPEKO Mporpama Koju omoryhapajy 3aBHaaH HHBO aHOHUMHOCTH:
KOPHUCHHUKOB 3aXTEB 3a MPHUCTYI onpel)eHOM cajTy He MpeKo BHIIE YBOPOBA M HA CBAKOM IOOHja
HOBM HUBO 3aIITHTE, TAKO Ja IOCIEIBH YBOP HEMa HUKAaKBY HH(OpPMAIHjy KO je YOIIITe HOociao
3aXT€B M KO je KOpUCHUK. Ha jeJHOM OBaKBOM CajTy, WHTEPBjYHCaHH j€ MPOHAIIA0 TO3UB
cHUMIIaTH3epUMa [IUXa/ia Jia yIuiare JIoHaluje Y KpunToBaHoj Banytu. ¥ ,,dark net”-y mosxe cBaiura
M Jla ce KylH, OMJIO LITa OJi HAOpyKamka WM JPOre, CacTojaka 3a MPaBJbEHE XEMHJCKOT U OHO
OPTY’Xja 32 MAaCOBHO YHHIITEHE, JAXXHN NAaCOLIH, WASHTUTETH ... HUKO Ce O] KyIala M IpojaBara
He cpehe nmyHo, cBe cTike Ha KyhHy azpecy 0e3 CIOJbHUX O3HAaKa M Ha Ta] HAYMH OBAaKaB HAUYWH
,»Ha0aBKke"“ OAroBapa M KPUMHHAIHHUM M KepopuctuukuMm rpynama. (HenesmHe mHpOpmMaTHBHE
HouHe HVH — ,,JloBun Ha TajHe nopyke tepopucta™, 6p. 3387 ox 26. 11. 2015. ronune, crp. 19-
21, http://www.nin.co.rs )

3.1.11. Humepnem (cajoep, Oucumannu, 6upmyennu) 6aH0aIU3IAM

Kako Banpmaim3aM o0yxBaTa BeOMa IIUPOK CIIEKTAp MOHAIIAaKka, HE MOCTOjU
jenuHCTBeHa JeuHHMIMja OBakBe mojaBe. Mnak, BehmHa ayTtopa ce ciaxe Ja
BaHIaJIM3aM IPEJICTaBIba JEHO MATUIIMO3HO MTOHAIIAKE U arpecHjy IpeMa OKOJINHH.

Cajbep BanganmM3aM ce pasiuKyje OJf OCTaIMX OOJMKa BaHIAJICKOT MOHAIIamba
jep je y TNuTamy YHUINTaBamke M omTchuBame MHTENEKTYaaHOT BIACHUIITBA Y
BHPTYaIHOM TIPOCTOPY, 6e3 HaMepe Ja ce CTeKHe MaTepHjanHa KOpHCT.” © Y CKIaxy
ca TUM, TIOJeIMHU ayTOpH Je)UHUITY BaHIAIM3aM W KaJ| 3JIOHAMEPHO M OecrpaBHO
yHUIITaBawe, 3arahuBame win omrehuBame Tyher wmartepujaiHOr — WIH
MHTEJICKTYaTHOT BJIACHUIITBA, O€3 HAMepe Jla Ce TUME CTCKHE TMPEKTHA MaTepHjaiHa

5
KOPHCT 3a cebe wiu apyre.”

376 TTerposuh, M. Hukomna: ,,CtaBoBM Miagux npema cajoep Bampammzmy”, TEMUJIA — gacomuc o
BUKTHMH3AIIM]H, JbYJCKUM IIPaBUMa U poiy, op. 3, ronuna 12, cenremdap 2009, ctp.76
37 Ibid., ctp. 77
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JlBa Hajuemrha ¥ Hajmo3HaTHja O0JIMKA BaHIAIM3Ma Ha HHTEPHETY CYy CBAKaKO
HaJrNeName MW ,3aTprnaBame’” (CHIJ. Spam) eJNeKTPOHCKEe TmomTe u mpaheme u
aHanm3a ,komauumha” (enrn. Cookies) W HaMmMepHO yOanuBame 3JI0HAMEPHUX
nporpama.

Haoeneoarwe u ,,3ampnasare” enekmponcke nowme (“nedxcewena nowma’”,
eHen. Spam) TIpeACTaBba 3J0YyNOTpeOy ENEKTPOHCKUX CHUCTEMa Y CBpPXY Clama
HEXEJbeHUX MAaCOBHHMX IMOpYKa 0e3 MKakBor kputepujyma. be3dpojHe mopyke koje
HEKM KOPUCHHIIM TIpUMajy IPEKO CICKTPOHCKE IMIOMITe, a KOje pEeKIaMupajy
MIPOM3BOJIC 33 KOje HUKaJa HHUCY M3pa3HiIid MHTEPECOBAmbE, 00AaBEIITaBajy O TeMaMa
Ha KOje C€ HHUCY MpEeTIUIaTWIH, JIa)KHE NMPHBATHE IMOpPYKe KOje BOJE Ha CTPaHUIIE
MOpHOTpadCKOT caipkaja, MPeICTaB/bamke JAKHIUX KOPUCHUYKHUX MTpoduiia Ha Kojuma
ce HaJlaze TpeyCcMepema 3a CTPAHUIIC 3a OIVIAlllaBake WM MHTEPHET mpeBape, kpaha
JIO3UHKH U CII., CaMO Cy HEKH 01 00JIMKa criama.

Hajuemhe TexHuke’'® KojuMa ce Ciiyxke 0cobe Koje IIaby OBaj THII HOPYKa
(T3B. crlamepm) cy:

(1) Kopumhemwe moceOHMX mporpaMa 3a Clame ChaM MopyKa ayTOMaTCKU
CBUM TIIpHjaTeJbiMa M KOHTAaKTUMa a HMMajy OOJMK pazIMYUTHX BpCTa IO3MUBA,
MO3WBHMIIA, TEKCTOBAa WM KOMeHTapa. OBakBH Mporpamu Kopucte MoryhHocT 3a
NpeTpaXUBakE TOAaTaka KOjy CBE IPYIITBEHE Mpexe uMajy, mpeysumajyhu Ha Taj
Ha4YWH HUJEHTUTET KOHKPETHE 0co0e KOja M HE 3Ha Ja je MOopyKa OTHIIIA Ca HCHUM
MOTITUCOM.

(2) Cname mopyka y Kkoje cy yrpaleHH JIMHKOBH Ka MOPHOTpaCKUM
CajTOBMMA WM HHTEPHET MOPTAJIMMa KOjU ce OaBe MPo/1ajoM CTBApH.

(3) Ilo3uBu mpujaTesba KOjU CaApIKe JUHKOBE 3a PAa3UYUTE CajTOBE MPEKO
KOJUX C€ HEeITO Mpojaje a Koju uMajy 3a b Kpaly mogaraka (HIp.0poja KpeauTHe
KapTHLIE WU Pa3IMYUTe JO3UHKE).

(4) IlocraBpame ‘“‘criaM” KOMEHTapa Ha TpOo(UIy HEKOr O] TIpHjaresba.
Haume, crmamepu ce Tpyae na WMajy INTO BUIE “‘TpHjaTesba’ HaA JAPYIITBEHUM

Mpekama Kako O ce jeJHUM MpOorpaMoM MH(UITPUPAIH y IITO BHILIE padyHapa U Ha

" ENISA Position Paper No.1: Security Issues and Recommendations for Online Social Networks,
2007,
http://www.enisa.europa.eu/publications/archive/security-issues-and-recommendations-for-online-
social-networks , mperpaxeno 19. 03. 2015. rogune
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IITO BHILE HAajora, MpH 4emy ce (pokycupajy Ha oHa MecTa Ha mpoduiuma rie uma
HajBUIIIE TIOCETHIIAIIA.
(5) Kpaha KOpHUCHHYKHMX JIO3MHKH Yy IHJBY IIOCTaBJbamkha Pa3IMUUTHX

PEKJIaMHUX OIJlaca Ha KOPUCHUUYKE NpOoQuiIe IPYrUX JbYAH.

JenHa ol THIIMYHUX CIIaM NOPYKa M3IJIeia OBAKO:

“Hey Everyone! I've moved my profile here because [Naziv drustvene mreze] won'’t allow me to post
some of my nude modelling pictures. If you want to see my more revealing pictures, I've uploaded my entire
modelling photo album to my firee profile here. Click Here For My Personal Pictures And Video [link ka sajtu
na kome se nalazi zlonamerni program] which allows some of my more scandalous photos. Signing up takes 2
seconds as they just want to verify you are 18 or over. After you've signed up simply search for my handle

“Sexy4U2"” to get to my ‘personal’ page”.

Pusunm mpujema oBe BpcTe Mopyka Cy: mpeonTtepeheme MHTEPHET MpEekXe U
3ay3uMame HHTEPHET MPOCTOPa, TyOUTaK MOBEpPEHa KOPUCHUKA Y APYIITBEHY MPEXY,
IpeycMepaBame Ha CTPAHMIIE PA3IMYUTHX HEMPUMEPEHUX MM NMPEBApHUX Ca/ApiKaja,
CIIy4ajHO yYHWTaBamkE€ 3JIOHAMEPHUX IMporpaMa M Kpaha JO3WHKH W/WIU TojaTaka ca
3apaXeHOT padyHapa.

Ilpaherwe u ananuza , ,xonauuha” (emen. Cookies) u namepro ybayuearbe
3/I0HAMEepHUX npozpama (cogpmeepa) yrpoxaBa MPUBATHOCT KOPHCHUKA jep MMa 3a
Wb MIPUKYTIJbAGE MTO/IaTaKa O KOPUCHUIIMMA JIPYIITBEHUX MpPEXKa.

[IpBu 3moHamMepHH Tiporpam (,.pauyyrapcku’supyc’”) non HazuBoM “Creeper”
oTkpuBeH je 1973. roauHe, Kaja je ycneo Ja 3apa3u BOjHY padyHapCKy MpExXy, Koja je
IpeCcTaBJbaja BUJ NpeTeue JaHallber HHTEpHeTa. Y OJHOCY Ha HeKaja, Kaja Cy ce
3JIOHAMEPHU TIPOTPaMU Kpeupaiau paaud 3abaBe, JaHAC C€ CBE BHIIE OBAKBHUX
nporpama Kpeupa y KpHMHUHAITHE CBpPXe Kako OM ce MOCTHrao HEKH NMPOTHB3aKOHHT
1UJb, a Hajuemhe paau n00Ujama MPUCTyMNa (PUHAHCHJCKUM IMOAAIMMA WU BaKHUM
JUYHUM TofanrMa KopucHuka. [lopen Bupyca, HajolmacHUjH Cy ,,TpOjaHIu” U ,,IIPBU~
(earn.Worm). ,, Tpojanmm” cy mporpaMu KOjU H3TJEAajy Kao Ja Cy KOPUCHH aJH
3ampaBO UCTOBPEMEHO BpIle U omTehnBame padyHapa, I0K Cy ,,lIpBH” MPOrpaMu Koju
ce IIMpe MPEKOo eIEKTPOHCKE TOIITe, MMajy MOTYhHOCT J1a ce caMu KONUpajy | J1a ce

mupe 6e3 3Hamba KOPUCHHKA, IIITO Ha KPajy MOKE J1a JOBEJE /10 MOTIYHOT 3aryemha

7 CHrypHOCHM pH3HIM IPYUITBEHHX Mpeka, XpBATCKA aKajeMCKa M HCTPOKMBAYKA MpEKa,
www.cert.hr, mperpakero 17. 03. 2015. rogune
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MEMOpHje pauyHapa. 3JIOHAMEpPHU MpOrpamMH MOTy Takohe ma Oyny u ,,komauuhu‘
(ernrn. Cookies), manBep (enrin. Malware), ciajeep (eHri. Spyware) | ciI.

,, Konauuhu” cy momamy cadyBaHM Ha padyHapy KOPHUCHHUKA KOJU TIOMaXKy
ayTOMaTCKOM MPHUCTYIy BeO CTpaHUIaMa WU JPYTuM oOnuirMa uHbopMaigja Koje
Cy TpakeHe Ha KOMIUJICKCHMM BeO cTpaHuiiama. Mory ce KOpUCTUTH U 3a mnpaheme
KOPHCHHKA YyBamb-EeM CIICIHjasTHEe YyIIoTpeOe UCTOPHjCKUX ToAaTaka y ,,komaunh” u Ha
Taj HAYMH M J0BOJIE 10 HapylllaBawka IMPUBATHOCTH KOPUCHHMKA WIIM 10 oMOoryhaBama
HE/I03BOJBEHOT NPUCTyMNa JUYHUM nogauuma. [Ipodunn Ha ApylITBEHUM Mpekama
MOTy J1a ce MOBEXYy ca ,,kojmaunhuma”, nonymrajyhu npopuiny apymTBeHe Mpexe Ja
Oyie ITOBE3aH ca MPEeTPAKNBAYKIM HABUKAMA KOPHCHHKA. "

VY nocienmuX HEKOJIMKO TOAMHA KOPUCHUIM Cy MOCTAlIM CBECHH LITETHHX
eexaTa MHTEpHET Kojaunha: cKopallma CTyAMja cilydaja je nmokaszaua na je 58%
KOpUCHHKA 00pucallo ,,koinaunhe” ca cBor KomIjytepa 6apem jeqHoM, a 38% YuHH TO
cBakor Mecena.” ' Yrmorpe6a ,,konaunha” JOHOCH ONAKIIHIE 32 KOjeé MHOTH JbY/IH HE
3Hajy: aKo ce HEeKHU CajT KOju 3axTeBa mudpy decro mocehyje, y3 momoh ,,komaunha”
mudpa He MOpa CBaKHU IMyT Jla c€ YHece; IPaTu Balle NMpHOpUTeTe; oMoryhasa jaa ce
Bulle BeO cTpaHa kopuctu OecruiatHo. Heke on oBux OeHeduuuja Mory na umajy
HETaTHUBaH yTHIAQ) HAa TPUBATHOCT KOPHCHUKAa MpEeXe KaJa XaKepu TMpey3My
KOPHUCHUYKO M€ U MU(py KOPUCHUKA KOje Koiauuh dysa.

[IpuBaTHOCT MOXE Aa Oyae yrpokeHa M HaMEpHUM yOalluBameM ojpeheHnx
porpama Koju MMajy 3a Wb MPUKYIUJbamkhe M0/1aTaka O KOPUCHUIMMA APYIITBEHUX
Mpexa:

- maneep (euwen. Malware) npencraBiba COPTBEp KOjH c€ KOPUCTH J1a O HAHEO
ITETY padyyHapy, CEpBepy, WIK MPEKHU padyHapa, Hajuenrhe mpeko BUpyca, TpojaHIia,
criajBepa u CiL.;

- cnajeep (emen. Spyware) je neo codpTBepa Koju nobuja mHPOpMaIHje ca
KOPHUCHHUKOBOT padyHapa 0e3 BberoBe cariacHOCTH;

- 6eb 0yba - bae (enen. Bugg) je yrpalhena y BeO cTpaHUIly WIHA €JIEKTPOHCKY

nmomTy W YIJIaBHOM je HEBUJbHBA IMOCCTUONY CTpAHULC HUIIN YHUTAOLY I/I—Mejﬂa; OHa

% Balachander, Krishnamurthy, Wills E.Craig: “On the Leakage of Personally Identifiable Information
Via Online Social Networks”,
http://conferences.sigcomm.org/sigcomm/2009/workshops/wosn/papers/p7.pdf, mperpakero 12. 08.
2013. ronune

! Ibid.
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oMoryhaBa mpoBepaBame Jia i je oco0a MOCeTHa HEKYy KOHKPETHY CTPaHUILy WIH
MpOYMTaNa KOHKPETHY e-mail mopyky.

V IMTepaTypH HajIO3HATHjH 3JIOHAMEPHH IIPOrpaMu’ -

KOJU Cy HampaBUIN
BEJIMKY LITETY HHTEPHET KOPHCHUIIMMA U BEJTMKHM KOMITaHHjaMa Cy:

Shamoon — jemaH oI Hajpa3OpHUJUX BHUpPYCa, KOPHCHUKY CTHXKE Kao
MpWIOKEeHa natoTeka (eHri. Attach) Kpo3 eNeKTpOHCKY IOIITy, a YKOJHKO je
KOPHCHHUK TIOKpPEHE BHPYC MOYMIbE Jla Opuile caap)kaj ca HamaJHyTOI padyHapa u
oHemoryhaBa HBeroBoO MOHOBHO YKJbYYHBAbE.

Storm Worm — nojaBuo ce 2006.ronquHe a cnajga y ,,[ipBe”, IMUPHUO CE MyTeM
eJIEKTPOHCKE TIOMTE Koja je Omia HaclioBjbeHa ,,230 MPTBHX y OiyjamMa IIHPOM
EBpone” a cymma ce ma je 3apasuo Bumie on 200 MmiMoHa padyHapa W UHTEPHET
KOPUCHUKA.

Sasser u Netsky ob6a Bupyca je HanpaBuo Tunejuep Csen Jaman u3 Hemauke
KOjU je W yXalllIeH jep je mpoleHa Ouiia Ja je OBUM BHpycHMMa 3apaszuo 4ak 25%
padyHapa IIHpPOM CBETa.

MyDoom — oBaj ,,ipB” je HampaBibeH 2004. roauHe ca nubeM aa omoryhu
OHOM KO Ta je HampaBHO Jia IPUCTYIH MOJAI[Ma CBAaKOI pauyHapa KOju je 3apakeH,
IIUPHO C€ MyTEM EJEKTPOHCKE MMOIITE H MPOIEHA je Ja je CBaKa JBaHAeCTa MopyKa
EJIEKTPOHCKE ToIITe Onia 3apakeHa.

Klez u Melissa — 06a Bupyca cy ce 6azupana Ha mporpamy ,,Microsoft Word”,
a HampaBuo ux je Jejsun JI. Cmut, Koju je KakikbeH HOBYaHOM Ka3zHoM ox 5.000
J0J1apa 1 MepoM 3a0paHe Mpuilacka pauyHapuma.

SOL Slammer — Bupyc ce nojasuo 2003. TOAWMHE W MACOBHO j¢ YHHIITaBAO
padyHapcKe CUCTEME HAMpaBHUBIIHM OMIITH Xa0C jep cy OaHKOMAaTH MojeAMHNX OaHaka
Mopaiu fa Oy/y 3aTBOPEHH, a BHIIE aBUO KOMITIaHHM]a J1a OTKa3yje JIETOBE.

Nimda — npencrasba ,,1ipB” Koju ce mojaBuo 2002. roquHe U KOjH je 3a caMo
22 MHHYTa Ol MyIITaka Y MPEXKY YCIEO /1a YHUIITH XUJba/Ie padyHAPCKUX CUCTEMA.

Code Red — nipencraBspa Bupyc koju je 2001. rogune ypaheHn y aBe Bep3uje u
010 je oiIMyaH MoKa3aTesb HecaBpILIeHOCTH nporpama ,, Windows 20007, yak nmoctoju

MoJIaTak Ja je Hamao u cepsepe y benoj kyhwu.

582 Bruu — nHeBHa HoBHMHA ox 13. 10. 2012. roguae, www.blic.rs, nHeBHa HOBMHA ,,. b’ ox 13. 10.
2012. rogune, nmpetpaxeno 13. 10. 2012. rogune
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I love you — nipenicTaBiba BUPYC KOjH je HalpaBJbeH Ha OuiMnuHuMa a IIMpUo
C€ KpO3 EJIEKTPOHCKY IMOIITY TMOJ Ha3uBoM ,Jby0aBHO mucMo 3a Tebe”, HaKOH
HErOBOT AKTUBHpambha pauyyHapHu Cy IPecTajaliu 1a paje.

3amThTa OPUBATHOCTH TMOjaTaka JaoOWiIa joll Bulle NOyOnuuuTeTra of
cTBapama 1 noBehaBama MOITyJIAPHOCTHU CajTOBA 3a JIPYIITBEHO yMpekaBame. CIokeo
(Spokeo)™™ He mpencraBiba KIACHUHY APYIITBEHY MPEXY, aid IPEICTaBIba
IPeTpaKHBay 3a MOBE3UBAKE JbYAU KOJU KOPUCTH IOJATKE CKYIJbEHE arperaryjoMm.
Haume, cajT canpxu mHpoOpMauuje Kao IITO Cy CTapocT, CTaTyc Be3e, UMyhHOCT,
uHpopManyje O OMDKUM WIAHOBMMA IOPOJIMIE KAa0 U aJpece PErucTPOBAHUX
kopucHuka. OBe nH(popMammje cy cakyrmibeHe nomohy nmogaraka koju Beh mocroje Ha
MHTEPHETY a KOjeé Cy KOPUCHHMIHM APYIITBEHMX MpeXa HaBOAWIM, alld CajT He
rapaHryje 3a Ta4HOCT IOoJaTaKa.

3amTUTHE MEpe Cy JOCTYIHE Ha HEKOJHMKO JAPYLITBEHUX MpeXa, Ila Ce Ha Taj
HAYMH KOPUCHHUIIMMA YJIHBA MTOBEPEH-E J]a FbUXOBU MOJAIH U JINYHE HHpopManuje 6e3
BUXOBE BOJhe M carmacHocth Hehe mocratm nmoctymHm cBuma. Ha Facebook
JAPYIITBEHO] MpEeXH, HIp. TMOAelIaBamba MPUBATHOCTU Cy JOCTYIIHa CBaKOM
pPETHCTPOBAHOM KOPUCHUKY M omoryhyjy na Gnokupate oapehene ocobe na He MOTY
na Buje podu, 1a ce OrpaHndH MPHUCTYT hoTorpadujamMa U BUACO KIUMOBUMA U CII.
[lomemaBama MPUBATHOCTH Cy Takol)e MOCTYymHAa W Ha JPYT'MM JIPYIITBEHUM
MpeXama, a CBaKM KOPUCHHUK MMa IOBJIACTHIIE a2 KOPUCTH TaKBa IOJellaBama KaJa
oCTaBJba JMYHE UH(OpMAIMje HA HHTEPHETY.

Kpusnunu 3akonuk Perny6nuke Cp6uje He npeasuha moceOHO KPUBUYHO JIEJI0
KOje Ce OHOCH Ha cajOoep BaHAaIHM3aM, alu ce OOJHIM MCIOJhaBamkba BaHIAIN3MA Y
cajoep MpocTOpy MOTY TOJBECTH IOJ, KpPHBHUYHA Jeja, Kao ITO Cy: omTeheme
padyHapCcKHX IojaTaka u mnporpama (wi. 298 - Opucame W/HiIM Mewbhambe MojjaTaka Ha
tyhem paudynapy), mpaBjbeme€ M YHOIIEHE pauyHapckux Bupyca (wi. 300),
CIpeyaBamke W OTpaHWYaBamE MPHUCTYIA jaBHO] padyHapckoj mpexu (wi. 303) Tj.

YHUILITAaBalkh€ HHTEPHET CajTOBA U CUCTEMA.

38 About Spokeo, http://www.spokeo.com/blog/about, mperpaxeno 12. 08. 2012. roauue
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[Monuuujcku 370HaAMEpHH MNporpamu (MajBepH) MPEICTaBibajy IPETHY Ca KOjOM ce
KOPUCHUIIM padyyHapa IIMpOM CBeTa peiaTuBHO uecto cycpehy. OBa Bpcra pauyHapckor
3JIOHAMEPHOT Mporpama Hajupe WHQHIUpa padyHap, a 3aTHUM KUMa 3a b Ja yOenu KOpUCHHKA
3apa)KeHOT padyyHapa Jia je MOYMHUO HEKO KPUBUYHO JEJI0 U3 00JacTH KOMITjYTEPCKOTI KpUMHHAIIA
KaKko OW ra HaTepao Ja IUIaTH ,,Ka3Hy M Tako U30erHe 3aKOHCKE KOHCEKBEHIIE. 3apaKeHH padyHap
je HeynoTpeOJbHMB jep KOPHUCHHK HE MOXKE Ja HpucTynu cBojuM ¢ajmosuma. KopucHuk nobuje
nHdopmanujy na Tpeda aa miatu oapelheHy KasHy MOJHLMH NPU YEMY j€ YIO30peHe JIaKHO ajlH
BehmHa Jpyan w3 cTpaxa maha xa3Hy Oe3 ymymTama y HCIUTHBAEkE HCTHHUTOCTH O0aBeIITEHa
Koje WM je cTurio. HajeKkcTpeMHHju cilydaj HacTylama CTpallHe IOCIEAWIE jeIHE OBAaKBE
nmpeBapHe pamme noromuo ce maprta 2014. rommne y Pymymmju, toe je Mapuen Hartmy (36)
M3BPLIMO CAMOYOMCTBO 3aTO ILITO je MMOBEPOBA0 Jia je yMo30peme Koje je BHIEO Ha padyHapy a
KOjUM MY je 300T HaBOJHOT KpIllekha 3aKOHa HaJIOXKeHOo na matd kaszHy ox 70.000 neja (15.519
eBpa) y 3aMeHy 3a 3aTBOPCKY Ka3Hy y Tpajamy ox 11 roamHa mpaBo M Ja 3aWcra J0Ja3d Of
nonunuje. Haume, [atiy je mpoHalleH y cBom craHy OOe€IIE€H, ca YETBOPOTOIHUIILUM CHHOM Yy
Hapy4jy, OKO uHujer Bpara je takohje Ouo koHoman. OBaj HecpehHM YOBEK je OCTaBHUO OMPOIITAjHY
MOPYKY CBOjOj J)KE€HH Y KOME Ce U3BHIbaBa CBUMA KOj€ 3Ha, Kako je JOOHMO yIo30peme jJa Mopa Ja
wiatu 70.000 neja win ga OACTYKH jeJaHACCTOTOAUILIELY 3aTBOPCKY Ka3HY KOjy HHje Y CTamy Ia
HO/IHECe, Ko U JIa HE JKeIH J]a leroB CHH Kora je yOuo maTtu 300r mera. Mel)yTum, Tek HakoH OBe
Tpareauje, OTKPHBEHO je€ Jla OBO YIo30peme Huje Omno mpaso, Beh na je Jlatmy 3ampaBo 3apa3uo
padyHap oBHM T3B."monuijckum" MansepoM. (MH(popMmanmja — ca3HajTe BHIIE O KOMIjYTEPCKO]
6e3bennoctn, http://www.informacija.rs/Sajber-hronika/Covek-izvrsio-samoubistvo-zbog-pretnje-
policijskog-malvera.html , mperpaxeno 26. 01. 2015. roaune)

Mehytum, 3abemnexeHn cy U CIIydajeBH J1a je OBa BPCTa 3JIOHAMEPHOT MpoTpaMa 3ampaBo
IoBena 10 TpuBohema mpaBUX KpuMmuHanana mnpaBau. Hawmme, Ilej Metjy Pajqm (21) u3
Cjenumennx Amepuukux JpkaBa n3 BupuuHuje Buieo Ha CBOM KOMIIjyTepy JaKHO YIIO30pEHE 01
3nonamepHor nporpama ®BU nox HazuBoM ,,PeBeToH y KOME My Ce CaolllITaBa Ja je Ha ’EeroBOM
pauyHapy OTKpHBeHa Jieuuja nmopHorpadwuja. Pajnu je moBepoBao jaa je ynozopemwe npaso u usmehy
JIBE OIIHje - Ja IJIaTH Ka3Hy 3a MPEeKpIiaj Wik jga Oyae KPUBHYHO romeH, Pajiau ce omrydno na
CBOj padyHap caM JOOpOBOJHHO OJHECE Yy JIOKAJIHY IMOJMIMJCKY CTaHHILy, TAC Cy IOJHIAjIH
MPETPAXKIIN HErOB padyyHap M OTKpWIM mopyke u Qotorpaduje koje je Pajmm mobujao of
MaJIoJIeTHHUX JeBojaka, Mel)y Kojuma je M jerHa TPHHAECTOrO/NIIba AeBojunLa. Pajiuu je yxanmen
U OIITYXKEH 3a T0CEA0Bambe Ieurje mopHorpaduje 1 HeA03BOJbEHY KOMYHHKAIH]Y Ca MAJIOJIETHUM
ocobama. (Mudopmanuja — ca3HajTe BUIIE O KOMIjyTepckoj Oe30emnoctH, http://www.
informacija.rs/Sajber-hronika/Poverovao-policijskom-virusu-i-sam-se-predao-policiji-zbog-decije-
pornografije.html , mpetpaxeno 26. 01. 2015. rogune)

2011. ronune, y beorpany je yxamiieH cTyZeHT HHPOpPMATHKE KOjU jeé OCYMILHUEH J1a je
T3B. MHTEpHET ,,KIIMK" MPeBapoM jedHy CTpaHy KOMIIaHHjy 3a Tpu Mecena omTetrno 3a 70.000
JIolapa TPH TOME joj HapymmBmm yrien. OCyMIBHYECHH je Hajupe 3apa3no KOMIjYyTEpCKAM
BHPYCOM BeJHKH Opoj padyHapa IIMPOM CBETa YMME je BEIITadyKH TeHeprcao caodpahaj ca oBux
KOMIT[jyTepa IIpeMa CajToBUMa KOMIIaHHje ca KOjOM Ce IPETXOAHO CKJIONHWO yroBop aa he
pexiiamupaTti BUXxoB codTBep 1 aa he ra ta kommnanuja ruiahatu no cBakoj 3a0enekeHoj nocetu. Y
OBOj KOMIIaHHMjU HUCY HU CIyTHIIM Jia je BEIUKU Opoj IoceTa HHXOBO] UHTEPHET MPE3CHTALUjH
3aIpaBo MNOCIeNnIa IUpeha BUpyca. M3BpiuemeM oBe npeBapHe pajme, KoMnaHnuje je omreheHna
jep je OCYMEBMYCHOM HCIUIATHIIA HOBAI[ 1M jOj j€ M HApyIIeH yrien 300r HauMHA Ha KOJH je HeH
cajT 3a0enexno BeJIMKH Opoj mocera.

(baui — qHeBHa HoBHHA o1 04. 09. 2011. rogune, www.blic.rs, THeBHA HOBHHA ,,BinI™ o1
04.09.2011., http://www.blic.rs/Vesti/Hronika/275035/Trikovima-preko-interneta-opljackali-
velike-kompanije, npetpaxeno 04. 09. 2011. roxgune)
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OBU je xopumhemeM OBHX 3J0HAMEPHHUX MPOrpaMa yCcreo Aa JOUUPa U OCYMI-HYEHOT 3a
npeTkhe O0oMOAlKMM HamajguiMa Ha BHIIE YHUBEp3UTeTa M aepojpoma mupoM CjeanmeHux
Awmepuukux Jlp>kaBa Koju je Kopuctno Haaumak ,,Mo*“. ®bU ucnpsa o Oombanry Huje 3Ha0 HHUIITA
0CHM J1a je 0co0a MYIIKOT 110J1a, TAMHE KOCE, IMa CTpaHH akKleHaT, HOCH UPaHCKy BOjHY yHH(OpMY
a jga ca areHtuma OBYM xomyHHIMpa IIyT€M E€JIEKTPOHCKE IOLITE, MPUYAOHULA U BUIEO
npuyaonuna. Ha ocHOBY oHora 1To je oTKpHO o cebu, (ororpaduja Koje je mocaao U rnojaraka
KOje je YHEeO NPHIMKOM PerucTpoBama enekrponcke nomre ®BU je BepoBao aa je 4oBek 3a KOjUM
Tparajy asanecerceaMorouimu Mpanan Moxamen Apuan ®@ap u3 TexepaHna, a XakepcKH THM
®BU HampaBmo je ManBep Koju je Tpebayo yOoaruTn y pauyHap OCyMEBHUYCHOT KaJia ce MPHjaBH Ha
CBOj HAJIOT €JIEKTPOHCKE ITOLITE M OTBOPH IMOPYKY Ca JIMHKOM 32 ayTOMATCKO Npey3uMamke MajBepa
KOju O Ha Taj HAYMH NPUKYIHO IITO BUIIe WH(MOpMAIHja O OCYMBHUEHOM Koje Om omoryhmie
HCTpaXUTEJBMMA J1a TIPOoHal)y MOTEHIHjaTHOT TEPOPHCTY M TIOBEXKY I'a ca MpeTmaMa 0 6omOamKkum
naraguma. ®BU je 3a peanuzaiujy oBOT IUIaHa MOpao Ja I00Hje MPETXOAHY CarilacHOCT CyJa.
[l1an je camMO JCTUMHYHO PEAM30BaH jep MajBep YOIIITe HUje OMO MpEy3eT U3 EICKTPOHCKE
momte, anu je areatuma O®BU ycneno na no6ujy nse UII aapece koje cy morBpamie aa ce ,,Mo™
Hanasu y Texepany u sormpao ra. (Mudopmaiuja — cazHajTe BUIIE 0 KOMITjyTEPCKOj 06€30€THOCTH,
http://www.informacija.rs/Sajber-hronika/Kako-je-FBI-uz-pomoc-fisinga-i-malvera-identifikovao-
osumnjicenog-za-pretnje-bombaskim-napadima.html, mpetpaxkero 26. 01. 2015. roxune)

HutepecantHo je ciomenytu amepukania Cerdopaa Banaca (43), koju je OCyMiUYCH 12
je no aerycra 2011. roauHe KopuCHUIIUMA OpyInTBeHEe Mpexe Facebook mocnao mpeko 27 MuiIHoHa
CHaMoBa, OJIHOCHO HEXEJbEHUX T0pyKa, HAKOH 4Yera je MO3HaT 10/ HaJUMKOM ,,Kpajb CrlaMoBa’ U
,Cmambpopn”. (bmuny — nHeBHa HoBuHa ox 06. 08. 2012. romune, http://www.blic.rs/
Vesti/Svet/269975/Predao-se-kralj-spamova-na-Fejsbuku, nperpaxeno 06. 08. 2012. romune)
Bauac ce teperu n1a je pa3Buo mporpam Koju je ycreo aa 3ao0ulje cBe ¢unrepe ApylTBeHE Mpexe
Facebook u mpukynu mopaTke o HaJIO3UMa BEIMKOT Opoja KOPHUCHHKA OBE NIPYIITBEHE MpEKe, a
MaHH(ECTOBAO ce TAaKO IITO je TMOCTABJhA0 MOPYKE Ha ,,3UA0BE” KOPHCHHKA Ca MMO3UBOM IIOCETE
onpeheHr MHTEPHET NMOPTaT NPEKO KOora Cy Ce NMPHKYIJbaIN JIMYHU MMOJal KopHCHUKa. [IporeHa
Tyxuiana je na je Bamac y nepuony ox HoBemOpa 2008. mo mapra 2009. roauHe KOMIIPOMHUTOBAO
oko 500.000 Hanora KOpHCHHUKA OBE APYIITBEHE MPEKe jep je kopuirhemeM OBOI Mporpama nociiao
npeko 27 muiroHa crnamoBa. Kommnanuja Facebook je gebpyapa 2009. roauHe mokpeHysa TyxO0y
npotuB Banaca u nBojuile HEroBUx capagHuka 300r Tora mITo cy HoMohy cajroBa 3a ,ename’
(¢ummnr) u Ha npyre HaunHe HeosnamheHo npuctynanu Facebook Hano3nMa KOpUCHHUKA a 3aTUM
TaKO IPEOTETe HAIOre KOPHCTUIM 33 JUCTPHOYLHjY HEKE/bEHHX MOpYKa IIUPOM OBE IPYIITBEHE
Mmpexe. Okrobpa 2009.rognHe Banacy je cyznckum Hajiorom 3abpameHo na npucrymna Facebook
JIPYIITBEHO] MPEXH, a yjeHO je W mpecylnoM obaBezaH na xkomnanuju Facebook ucrutatm 711
MUJIHOHA JI0JIapa Ha OCHOBY KPIIEHa OAPENON aMepHIKOr 3aKoHa O KOMITjYTePCKUM IIpeBapaMa H
npyrux (QenepamHux W nOpkaBHEX 3akoHa. CteHdopny Bamacy oBo HHje OmO mpBeHanm y
370yHoTpeOr NojaTaka ca HeKe APYIITBeHe Mpeke. TOKOM JIeBeleceTHX TOJHHa MPOLUIOT BeKa,
Bauac je Ouo npBu 4OBeK KOMIIaHHje 3a pexiiamupame rnpeko narepuera CyberPromotion koja je
OJITOBOpHA 32 ciambe 30 MUIIMOHA CllaM elIeKTPOHCKHUX MOopyKa y caMo jeqHoMm aaHy. Takole, maja
2008. rommHe Bamacy W jeqHOM Of HErOBHX ONTYXXCHUX CapaJHHKa je HaJIOoKeHO Ja Iuiare
kommnanuju MySpace 234 MuinoHa gosiapa 300r (UIIMHTA Ha IPYIITBEHO] MPEXH OBE KOMITaHH]je
aJlM je OH y BHILC HaBpaTa 00O J1a ce I0jaBU Mpeja CyIoM. Bamac ce mpemao moyMIju aBrycra
2012. roauHe, a YKOJIUKO Ce JOKaXe Ja je KPUB 3a KPUBHYHA Jieja KOja My CE CTaBJbajy Ha TeperT,
nocToju MoryhHocT u3pHunama kasHe 3apBopa y Tpajamy 1o 10 roguna. (Madopmannja — cazHajre
BUIIE O KOMIjyTepckoj ©Oe3z0emnoctu, http://www.informacija.rs/Sajber-hronika/Podignuta-
optuznica-protiv-kralja-spama-zbog-fisinga-i-spama-na-Facebook-u.html, mnperpaxeno 06. 08.
2012. rogune)
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[Nonuuuje pa3nuYUTUX EBPONCKHX 3eMasba IpeaBoljeHne EBpomonoM crposenie Cy TOKOM
2014. rogWHE OICEXHY IONUIMjCKY aKIHjy Y HEKOJHMKO EBPOICKHX Ip)KaBa TOKOM Koje je
yxammeHo 15 ocoba, yrimaBHOM TuHejepa u Miahux Jbynm, 300T CyMBe Oa Cy KOPHUCTIUTH
TpOjaHCKe MporpaMe 3a JaJbMHCKH IPHUCTYI U Kpal)y JTMYHUX IoJaTaka KOPHCHHKA IPYIITBEHUX
Mpeka. YXalllleHH ce CyMIbHYe Ja Cy TpOjaHle 3a JaJbUHCKH IPUCTYN KOPUCTHIM 32
LIIIMj YHUPae KPTaBa - XPTBE OOMYHO MHHIMPAjy CBOje pauyHape TaKO LITO KIUKHY Ha JMHK
KOjH je HaBOJHO CJIMKA MJIM BUJIEO MM Ha (ajil KOoju M3IJIeAa JISTMTUMHO, aJIi U3a KOora ce Kpuje
TpojaHall KOju OyJe cadyyBaH Ha KOMIIjyTepy KOPHCHHKA M IMOYHIHE Ja MPCHOCH IOBEPJHUBE
noJiaTKe OHOME KO ra je Hampasuo. Omnepaiuja kojy je npensoawia @paniycka je meo EBporcke
MYJITHANCIMIUIMHAPHE IU1aTdopMe mpoTtuB kpuMmuHaiaHux nperwu (EMPACT), a y kojoj je
yuectBoBao M EBpomonoB EBporckn nenrap 3a cajoep kpummnan (ECZ), xao u momunuje
HEKOJIMKO EBPOINCKHX [p)KaBa, MMala je 3a LiJb Ja HM3BPLUIM KOOPIMHALHW]Y U NPHUKYIbame
obaBemTajHUX MMOJaTaKa, Ja MOAPKU €BPOIICKE NIp>KaBe Y IbUXOBUM HAlopuMa Ja UACHTH(UKY)Y
M0jeTMHIIe KOje KOPHUCTEe OBE TPOjaHCKe MporpaMe Kao W a HH(OOPMUIIE jaBHOCT O MPETHH KOjy
MPEICTaBha OBa BPCTAa 3JIOHAMEPHOT KOMITjyTepcKor mporpama. OBa Tema je Beoma 3HadajHa
IIOTOTOBO aKO C€ y3Me y 003Up YMIbEHMIA Jla Cy Hajuelrhy M3BPIIMOLY OBHX KPUBHYHHUX AeENa
MJIa1 JbYZU, Ha KOje je OMTHO NPEBEHTUBHO AEIOBATH KaKO OM MX CIIPEYMIIN y JAJbeM BpPLICHY
kpuBnyHux gena. (Mudopmanuja — ca3HajTe BuUlle O KOMIjyTepckoj 0Oe30enHocTH,
http://www.informacija.rs/Sajber-hronika/Hapsenja-u-zemljama-EU-zbog-koriscenja-trojanaca-za-
daljinski-pristup.html, mperpaxeno 26. 01. 2015. ronune)

KoopanHncaHoM akLujoM aMepuuke M IOJNUIHja LIeCHAaeceT EBPONCKHX 3eMajba 0
HoBeMOpa 2014. rojuHe yraiieHo je CTOTUHE HHTEpHET Ipe3eTHallMja KOje Ce dKAPrOHCKH Ha3UBajy
U ,,MpadyHu UHTEpHET", jep ce Mehy oBuUM npeseHTauujama usmely ocrajor Hajlaze W MOPTAIH
IpPEeKO KOjUX CE TProBajlo HEMO3BOJbEHHM CTBapuMa. Ha CHHCKy HMHTEpHET moprajiia KOju Cy
nyramenu™ Hanaze ce mopranu Blue Sky, Hydra u Cloud Nine Ha kojuma ce, mpema TBpImama
aAMEPUYKOT MHUHKICTAPTBA MIPABJe, TPrOBAIO HAPKOTULIUMA, (halICH(HUKOBAHIM HOBLIEM, YKPAJICHUM
MoAalMMa KPEJUTHUX KapTHLA W JIAKHUM HACHTU(PUKAUMOHMM nokymeHtiMa. Ha mopramy Silk
Road 2.0 TproBamo ce HapKOTHLMMa, XaKePCKUM amatuMa H (ancu(UKOBAHUM JIHYHHM
naeHTUGUKAIMOHNM TokyMeHTuMa. [lopran Executive Outcomes ce 6aBHO TProBUHOM OpYKjeM
KOje je WHCIopydnBaHO MmmpoM cBeTa, Ha moprany Fake Real Plastic mpomaBanme cy ce
(dancupuroane kpeautHe Kaprtuie, Ha Fake ID ykpanenun macomm a Ha mopranuMma Fast Cash u
Super Notes Counter cy ce nponaBainu QaicudpuKoBaHH €BpU W aMepuuku Jojapu. Meby
»yraieHuM™ cajroBuma cy u Pandora, Topix, Flugsvamp, Cannabis Road, Black Market, Golden
Nugget, Cash Machine, Cash Flow u apyru. Tokom oBe monuigjcke akiuje yxamiieHo je 17 ocoba
3a KOje Ce CyMIba J1a Cy BIIACHHUIIM M aJIMHHUACTPATOPH OBHX CAjTOBA, a 3aIUICEHEHO j& OKO MHJIMOH
amepuukux nojiapa u 180.000 eBpa y roroBuHH, Kao ¥ Beha KOJMYMHA HAPKOTHKA, 3J1aTa U cpedpa.
(Mudopmanuja — cazHajTe BHIIEe 0 KOMIjyTepckoj 6e3dennocty, http://www.informacija.rs/Sajber-
hronika/Najveca-policijska-akcija-protiv-kriminala-na-mracnom-internetu-ugaseno-410-sajtova-
17-osoba-uhapseno.html, nperpakeno 26. 01. 2015. ronune)
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Jyna 2014. rogune oapxano je cyhemwe Anekcy Jaceny u3 llBesicke koju je kao KoayTop
3JI0HAMEPHOT KOMITjYTepCKOT MporpaMa M Xakepckor anara noj HasusoM Blackshades nponasao
OBaj co(pTBEp KpUMHUHAIIMMA IO I[EHaMa Koje Cy ce kperayie y pacmony oxa 40 mo 50 nomapa.
(Uudopmarija — ca3HajTe BHIIE 0 KOMIjyTepckoj 0e30ennocty, http://www.informacija.rs/Sajber-
hronika/Autor-ozloglasenog-hakerskog-alata-Blackshades-izjasnio-se-nevinim-pred-sudom.html,
nperpakero 26. 01. 2015. roxune) KynoBuHoMm oBor codTBepa Xakepu Cy MOIJIH Ja ca JaJbhHE
KOHTPOJIUILY 3apa)KeHe pauyHape W [a mpare [ITa KOPHUCHHUIM payyHapa KyLajy Ha TacTaTypH, LITO
YKJbYydyje W JIO3MHKE M TPHUCTYIl NpHBaTHUM ajiaoBuma xpraBa. [Iporpam Blackshades je
IM3ajHApaH Ja Kpale KOPHCHUYKA MMEHA U JO3MHKE a XaKepuMa MOKe Ja OMOryhH M JaJbHHCKY
KOHTPOJIy HaJl pauyHapoM U KaMepoM, [la CAaMUM THM H IpaBJbebe oTorpaduja 1 BUIEO CHUMaKa
0e3 3Hama xpTBe. Kana ce nacranmmpa, Blackshades omoryhasa xakepy mupox pactioH akTHBHOCTH
KOjU MOTy O30MJPHO YIPO3UTH NPHUBATHOCT KOPHUCHUKA padyHapa M OHTH BeoMa LITCTHE.
3apaxeHUM padyHapuMa ce ynpaBjba IpeKo HHTepdejca 3a fajbUHCKO ynpaBibame. [IpernocraBka
je Ja je OBMM IIPOTrpaMoM 3apa)keHO I10Jla MHJIMOHA CHCTEMa y JIeCeTHHaMa 3eMaJba IIMPOM CBETa.
Wudekuuje cy Ouie pe3yiraT HEONPE3HOr OTBapama JIMHKOBA y MOpyKaMa €JIeKTPOHCKE MOLITE
WIM Ha HHTEPHET NOpTaly Ha KOME C€ O] KOPHCHHMKA 3aXTeBaJO Ja WHCTAIUpajy HEKH
co(rep.Jacen Ha cyhemy HMje IPU3HAO0 KPUBHILY HH 3a jEIHO OJ Jiesia 3a Koje ce TepeTH, HU 3a
KPHUBHYHO JI€JI0 3aBepe pajiy BPIICHE NpeBape ca mpuctynoM ypehajiuMa Kao HH 3a KPUBUYHO JICIIO
kpaha ugeHTuTeTa. YKOIHKO Ce y TOKY cylema qoKkaxe BeroBa KpuBuia, Jacen Ou morao na Oyne
ocyheH Ha 3aTBOPCKY Ka3Hy y Tpajamy mo 17 romuHa. 3a pasnmKky of Jacema, BEroB capaJHUK
Majkn Xor je mpu3Hao KpUBHILY 3a Jelia 3a Koje ce TepeTn. VHTepecanTHO je na je y sumie og 100
3eMajba CBETa CIIPOBEICHA KOOPAMHUCAHA aKIMja Xalllliekha U 3aIlIeHe CBera IITO je Ha OWIIo Koju
HauMH 1oBe3aHo ca nporpamom Blackshades, na je tako mmpom cBera yxamueHo Bume oj 100
JbyqH a 3amiemeHo 1.900 uHTepHeT qoMeHa 3a KOMaHAy W KOHTpoay auctpubyiuje Blackshades
nporpama, 1100 meckTonm W janTon pavyHapa, MOOWIHUX TenedoHa, pyTepa, eKCTEpHHX Xap[
quckoBa 1 YCB MeMOpHjCKHX CTHKOBAa. Y KOOPAMHHCAHO] aKIHjH YYECTOBAJC CY IOJIHUIIH]E
Xonanauje, benruje, ®pannycke, Hemauke, Benuke bpuranuje, ®@uncke, [lancke, Ayctpwuje,
Ecronuje, CAJl, Kanane, Unnea, llIBajuapcke, XpBarcke, Monnasuje u Uranuje. (Madopmanuja —
ca3HajTe BHUIIE O KOMIjyTepckoj Oe3bemHoctw, http://www.informacija.rs/Sajber-hronika/Zbog-
malvera-Blackshades-uhapseno-100-ljudi-u-16-zemalja.html , mperpaxeno 26. 01. 2015. roqune)

3.1.12. 3noynompeoa ghomoczpaguja

3noynompeba ¢omoepaghuja ma ummepHemy TIPEINCTaBJba TaKaB OOIUK
MOBpe/iec MPUBATHOCTH Kajla Ce HEOBIAMNEHO KOPUCTE M MpHUKa3zyjy dotorpaduje ca
Hajlora KOPUCHMKA JPYIITBEHHX Mpexa O0e3 mHuxoBe carnacHocTu. Behuna
KOpUCHHMKA JAPYIITBEHUX MpeXa HMa JWTHTalIHE KaMmepe H cBoje (oTorpaduje
MOCTaBJha HA COICTBEHE KOPHCHHYKE Hayore, pusmkyjyhm ma te dortorpaduje
MOCTaHy MPEIMET 3JI0YIOoTpede.

[Toctoje opranmzaiyje Koje MOKYyIIaBajy Ja CKpPeHy Maxmy Ha mpodieme
BE3aHE 3a 3J0ymnoTpedy mpaBa Ha NPUBATHOCT. XapBapACKU IPAaBHU MpEries
(Harvard Law Review) je 00jaBHO KpaTak 4jaHaK IOJl HA3HBOM ,,YJIHIIE OMACHOCTH:

[To3HaBame 3akOHa O TPUBATHOCTH® Yy KOME j€ TIOjallllbeHO Kako ,,3aKOH O
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NPUBATHOCTH, Y OBOM OOJMKY, HHje oA ToMohu Jpynuma Koju cy 0e3 HUXOBE

584 .
“3% Buno koja 0coba MOXKe OUTH IPOTHB

cariacHOCTH O3Ha4YeHW Ha (oTorpadujama
cBOje BoJbe o3HaueHa (eHr. Tag) Ha ¢ororpaduju v nmprukazaHa Ha HAYUH KOJH jOj
MO’KJa MOJKE IIKOJWUTH Ha HEKOM JINYHOM IIJIaHy, a BPEMEHOM JAPYIITBEHa Mpexka
MoOe mpey3etu ¢ororpadujy Tako Aa BEIHKH Opoj KOpPUCHHKA MMa IIAHCY Ja Ty
dororpadujy BHIM, TONENH ca HEKUM WM Tpociend. [IpoGiem moctoju u y
YUBEHUIM Ja BehmHa KpUBMYHUX 3aKOHAa HE IITUTH oco0e O3HadeHe Ha
dotorpadujamMa Koje cy HampaB/b€HE y JaBHOCTH, jep CE€ cMaTpa Ja cama paama
CIIMKama HE CIaJia y yrposkaBame MPUBATHOCTH.

dotorpaduja 6mo Koje ocobe MOke OWTH TpHKa3aHa HAa HAYMH KOjU jOj
MOJKJa MOJKE€ IIKOJAWUTH Ha HEKOM JINYHOM ILJIaHy, a BPEMEHOM JApYIITBEHAa Mpexka
MOXe Tpey3eTu (ororpadujy Tako Aa BEJUKH Opoj KOPUCHHKA MMa IIAHCY JAa Ty
dororpadujy BuauM, mojenu ca HekuMm wim mpociend. Ha mpumep, Facebook
3aJprKaBa MpaBo Ja 00jaBM KOPHCHUYKE WH(POPMAIMje WK Ja MX MOJCIH ca APYTUM
KOMIIaHHjaMa, aJIBOKaTHMa, CyJ0BUMa, Jp>KaBHUM CiIyk0ama UTHA. YKOJIUKO cMmaTpa
7la je TO HeONXO/AHO. Y wiIaHKy o0jaBibeHOM Y ,,ABLl Bectuma“ (ABC news), TBpau ce
Ja Cy /JBa TMMa HAay4YHUKa OTKpHJIA J]a je JJaKO OTKPUTH MH(OpMalHUje O TOME TIe
MOjeTMHA KOPHCHHUIM KHMBE IyTeM Qororpaduja 00jaBJbeHUX Ha HHTEPHETY jep
CIIMKE HAINpaBJbeHE IMyTeM Telle(hOHa ayTOMATCKU MPHIIAXyY reorpadcky MIHPUHY H
IyXKHHY IIyTeM METAoNaTaka, OCHM aKo Ta (ByHKIMja Huje pydHo oHeMoryhena.™

TexHonoruja mpeno3HaBama JUIAa MOKE OUTHM HMCKOpHIIheHa 3a HpPUCTYIl
muaHuM mofanuma ocobe. UcerpakuBaun Kapueru Menon Yuuepsurera (Carnegie
Mellon University) cy KOMOMHOBaJIM CKEHUpPAHE CIIMKE W MpOQuiIe Ha IPYIITBEHUM
Mpexama Kako Ou nueHTtudukoBamu ocode Koje HuCy Ha Mpexu. JloOujeHu momaru
Cy IO Te Mepe Npeuu3Hd M JeTaJbHU Ja Cy 4YaK cajpXajlu U Opoj COLMjaTHOTr

586
OCHUT'ypama KOPUCHHKA.

¥ In the Face of Danger: Facial Recognition and the Limits of Privacy Law, Harvard Law Review,
2007, http://hlr.rubystudio.com/media/pdf/facial recognition privacy law.pdf, mperpaxeno 12. 08.
2012. ronune

% Capern 3a HCKIbyunBame reorpad)cKor 03HauaBama Ha MOOWIHUM Tenedonuma (“Tips to Turn Off
Geo-Tagging on Your Cell Phone®), ABC news, 2010, http://abcnews.go.com/Technology/celebrity-
stalking-online-photos-videos-give-location/story?id=11443038#.T603t8WkfTo , mperpaxerno 12. 08.
2012. rogune

% Online photos can reveal our private data say experts, BBC News, 2011,
http://www.bbc.co.uk/news/technology-14386514, nperpaxeno 12. 08. 2012. ronune
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Behuna kpuBWYHMX 3aKkOHA HE INTUTH ocobe uwuje cy ¢doTorpaduje
HaIpaBJbCHE Yy JaBHOCTHU jep ce cmaTpa na (ororpaducame HE CHaaa y yrposkaBame
MPUBATHOCTH. Y KPUBUYHOM 3aKOHOMABCTBY Penybmuke CpOuje Takohe Huje
npenBuleHa Kao MOCEOHO KPUBUYHO JENO0 310ynoTpeda ¢oTorpaduja Ha UHTEPHETY
WIA TyTeM APYIITBEHUX Mpeka, ald Cce y HeIOCTaTKy MoceOHe MHKpUMHUHalH]je,
Mory KopuctuTu rnocrojehe ogpende u to un. 144, y xome ce onucyje KpUBHYHO JEII0
HeoBnamheHor ¢ororpaducamba W wi. 145 kxoju ce omHOCH Ha HeoBIAmNeHO
o00jaB/pMBamkEC W TMPUKA3WBamkEe Tyher cruca, MmopTpera U CHUMKA. KpuBUYHO nemo
HeoBnamrheHo ¢ororpaducame MOCTOJU YKOIMKO U3BpIIWiIaI] HaYuHU doTorpadujy,
(GUIMCKH, BHIEO WIM JPYTd CHUMAaK HEKOT JIMIA M THME OCETHO 3aJHpE y H-ErOB
JIMYHYU KUBOT WJIM KO TaKaB CHUMaK MpeAa WU Mokasyje Tpehem nmily minm My Ha
JpyTy HA4MH OMOTyhH Ja ce ca ’bUM yrno3Ha. J{pyru o0JIMK KpUBUYHOT JIeNa MOCTOjH
YKOJIUKO j€ W3BPIIWIALl CIYy>)KOCHO JHMIE W Yy BpIICHY CiIyx0e HeoBmamheHo
dotorpadume. KpuBuduHo aeno HeopiamheHo 00jaB/bUBamk-E W MPHUKa3UBambe Tyher
criuca, IopTpeTa U CHHMKa, Takohe 3abpamyje 00jaB/bUBamke M MPUKA3UBAKE CITHCA,
noptpera, ¢otorpaduje, unm unu GoHorpama IUYHOT KapakTepa Oe3 MpHCTaHKa
JIMIIA KOj€ je CIUC CacTaBWJIO WIIM Ha KOTa ce CIHC OAHOCH, OHOCHO 0€3 IMpUCTpaHKa
JMIa KOje je MpHKa3aHO Ha MOpTpery, ¢ororpaduju wim GuaMy WM YUjH je TIiac
CHHMJbEH Ha (POHOTpaMy YKOJIHMKO TO OCETHO 3aJHMpe y JHYHH KMBOT TOT juma. M
mopex Tora ImTO ce 3aynorpeba dororpaduja kopuimrhemeMm HWHTEpPHETa U
APYLUITBEHHX MpeXa MOXKE EBEHTYaJHO TIPOIECyHpaTd Ha OCHOBY HAaBEICHUX
oJpe0H, HEONMXOTHO je, WIaK, MHKPUMHHUCATH M OBaj BUJ 3JI0yNOTpeOe M THUME

3HA4YajHO OTIPHHETH 3aIUTHUTH IPUBATHOCTH.

lopu Cemjyen Bpork u3 Kamudopuuje, CAJl, yxammuen je 2010. roguae mox CyMBOM 1ia
je Ha pyiTBeHoj mpexku DejcOyk 00jaBIbUBAO CEKCYAITHO eKCILIHIUTHE (hoTorpaduje ykpaaeHe ox
Buiie oj 3000 xeHa yuje je HaJOre MPEeTXOJHO XakoBao. Mcrpara je 3amoyena kajga ce JIOKaIHO]
nojuuuju y KoHeKkTHKaTy jaBuiia KeHa Koja je TBpIuia Ja je HEeKO 00jaBHO HheHEe IIPUBATHE CHUMKE
CEKCYallHO CKCIUTMUIIMTHOT cajp)kaja Ha meHoj Facebook crpanuim, mpermocraBibajyhu na cy
¢dotorpaduje ykpaaeHe MPUIMKOM XaKOBamba HeHOT eMani Haora. [lomumuja je, mocrynajyhu mo
noaHeToj npujasy, nosesana MII axpecy koja je kopuinheHa MpUIMKOM HeoBIAIINEHOT MPUCTYIIa
eMaI HaJory ca bpoHKOBUM padyHapoM, yrana y I0M OCYMEHYEHOT U TOM HPHJIMKOM HpOHAIILIA
JOKase Ja je ped o XwibajgaMma XpTaBa uuje cy ¢ororpaduje yKpaiaeHe Ha OBaj HauuH. Y
KOMITjyTepy OCYMILMUYEHOT 4akK je IpoHalleHO M jocTa MarepHjajia Koju Cce OJHOCH Ha Jeuujy
mopHorpadujy. [Ipema monmumujckuM cymmama, cMarpa ce Aa je BpoHk mpoBasbnBao y emami
HaJIoTe JXpTaBa roral)ameM OAroBOpa Ha CHI'yPHOCHA MUTama KOja CePBHUCH 3a SNIEKTPOHCKY IOIITY
ITOCTaBJhajy KOPUCHHUIIMA TPUIINKOM PECETOBama JIO3UHKE. ONTYKHAIA KOja j& TIOAUTHYTA TIPOTHB
Bponka cazipkana je ontyx0e 3a KpUBHYHA Jiella [T0CEI0Bamke JIeurje NopHorpaduje, XakoBame
kpaly uaenrurera. (baui — nHeBHa HoBuHA of 23. 04. 2014. ronune, www.blic.rs, IHEBHA HOBUHA
b’ o1 23. 04. 2014. rogune, npetpaxkeno 23. 04. 2014. ronune)

233



Buoa Bunuh

L 4

A 4

Y Cpobuju je anpuna 2014. rogune mpujaBibeHO mocTojambe Facebook rpyne ,,Hajsehe
JpOJb€ OCHOBHUX M CpEIbUX IKOJIA“, CTpaHHIA Ha KOjy je Hemo3HaTa ocoba cTaBjpajla CIHKE
JIeBOjUMIIa Koje je cKyrubaia o Facebook Mpexw, a Koje cy came JIeBOjUHnIIe TOCTaBJballe Ha CBOjE
npodumire. Mako je mo peunma HadenHnka Onebema 32 BUCOKOTEXHOJOMKH KpumuHan MVYII-a
Moryhe na moumHmian Oynme ocyheH W Ha Ka3Hy 3aTBOpa y Tpajamy IO TPU TOIUHE, ITOCTOjarbe
OBAKBe TPYIIE je MpoOyIMIIO MUTAEkE 32 KOje Halll IIPaBHU CHCTEM H JJaJhe HeMa OJTOBOpP: KakBa OU
Omna kBanmduKandja jeJHOT OBAaKBOT Jela YKOIMKO ce y3Me y 003Wp Ja Cy IeBOjUHIe caMe
HIOCTaBJbaJle CIIMKE Ha CBOje Ipoduie, a fa X je HeKo 0e3 J03BOoJe CaKyIHO M IIOCTaB/bameM Ha
jelaH OBakaB CajT W3JIOKHO IMOHMXKEHY, YBPEAMO WIM 4YaK M3a3Bao ocehaj crpaxa 3a JHYHY
6e30ennoct. (bauin — nHeBHa HoBHMHA ox 23. 04. 2014. romure, www.blic.rs, nHEBHAa HOBHHA
,»bmui“ o 23. 04. 2014. rogune, nperpaxeno 23. 04. 2014. roaune)

Arnenammonun cyn y Muuureny, CAJl, je 2011. rogurae 300r ciiydaja KOjU je pemiaBao
MOKPEHYO jeHO BeOMa MHTEPECAHTHO NHTAKkE — Ja JIM je YIaJ Ha HAJIOr eJICKTPOHCKE IOILITEe
CYNPYXHHKY KPMBHYHO JEJIO WM NMOPOJWYHA, PUBAaTHA CTBAap cynpyxHUKa. Jleon Bokepa (34)
KOjH je onTykeH aa je ymao y Gmail Hamor cBoje cympyre Kako O MPOBEPHO Jla JIK Ta Cympyra
Bapa CyO4HO C€ Ca ONTY)XHHIIOM II0 KOjOoj My IPETH M3pULambe MAaKCHMaHa 3aTBOPCKA Ka3Ha Ol
HeT TOAMHA 3aTO IITO je KOPUCTHO 3ajelHWYKH KOMI[jyTep Kako OM IPOYNTA0 ENEKTPOHCKY
npenucky cpoje cymnpyre. OCHOB 10 KOMe je TOAMTHYTa ONTYXHHLA Ouo je Taj na je Boxep
OMNTYXeH 300T 3allITUTe MHTEIEKTyalHEe CBOjUHE — CJIEKTPOHCKOT Hajora IOIITe CBOje Cympyre,
OJTHOCHO TPUCTyNa HEHO] HHTeleKTyanHoj cBojunu. (MHpopmanmja — ca3HajTe BHIIE O
KOMIjyTepckoj  Oesbemnoctu,  http://www.informacija.rs/Sajber-hronika/Optuznica-za-upad-u-
Gmail-nalog-supruge-krivicno-delo-ili-privatna-stvar.html, nmperpaxeno 26. 01. 2015. rogune)
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4. Haj3HayajHUju y3pOUM KOMIILjYTEPCKOT KPUMHHAJIUTETA U
KPUMHUHAJIHUX AKTUBHOCTH HA JPYIITBEHUM MpeKama

Ilopen carnenaBama (PEHOMEHOJIOMIKMX KapaKTEPUCTUKA KPUMHMHATHUX
aKTUBHOCTH Ha JPYIITBEHHWM Mpekama, BeoMa 3HAYajHO IUTAkE j€ Ca3HABAbEe
BUXOBHUX y3poKka. ETHoNornja oBe HeraTMBHE IPYIITBEHE M0jaBe je BEOMa CJIOKEHA U
KOMIUICKCHA, HEJOBOJBHO TEOPHJCKH W EMIIMPHUjCKU HW3ydyaBaHa, ajld, Y CBaKOM
ciydajy Tpeba KOHCTaTOBaTH Ja 3Joynmorpebda IpyHITBEHHX Mpexa Kao JIeo
KOMITjyTEPCKOT KPUMUHAIIUTETAa HA MaKpO M MHUKPO HUBOY MMa UCTY KPUMHHOTEHE3Y
Kao KpUMHHAJIUTET yormmTe. To 3HauM Ja je BeIMKHA OpOj er30TeHHX W €HIOTESHUX
KPUMHHOTEHUX (akTopa HUCTH KOJ KPUMHUHAIUTETA YOIIITE, KOMIIjJyTePCKOT
KPUMHHAIHUTETA U 3JI0YNOTpeOe APYIITBEHUX Mpexka (€KOHOMHja, CKOHOMCKH CHCTEM
W pa3Boj; MIodalM3anMja W TPaH3WIMja, HWHIYCTPUjaIM3anuja W ypOaHH3aIlHja;
MOPOJUYHE TPWIUKE W OJHOCH; IIKOJIA M 00pa3oBame;, HEaJeKBaTHO KopuIheme

. 587
CJ'IO6OI[HOF BpEMCHA, CPCACTBA MACOBHUX KOMYHHKAIU]a U I[p)

HNnak, xako ce
pamu o T1oceOHOM OOJHMKY KOMIJyTepCKOI KPHUMHUHAIUTETa KOJU HMa CBOje
(dbeHoMeHoomKe crpenuUIHOCTH, Tpeba yka3zaTH Ha onpeleHe KpHUMHHOTEHE
(dhakTope KOju enyjy Kao y3pold, YCIOBH M MOBOJAM KOMIIjYTEPCKOT KPUMHUHAIUTETA
1 3JI0ynoTpeOe APYIITBEHUX MPEKA.

[TocebHy Teopujy o cajOep KpuMHHAIUTETy ycTtaHoBHO je Jaishankar 2008.
rogure.”®® Teopujy je HasBao Teopmja TpaH3uumHmje mpocTopa (GHrI Space
Transition Theory), o6jammaBajyhu 1a je moTpeOHO Ja TOCTOjU MoceOHa TeopHuja o
y3polMMa KPUMHHAIUTETa y cajoep NpocTopy, jep Cy YOIIITeHa TeopHjcKa
o0jammema peHoMeHa cajoep KpUMUHAINTETa HEAaeKBaTHA U HEeIOBOJbHA. TeopHja
ofjammaBa TPUPOY TMOHAIIAka oco0e Koja WCIoJbaBa MpWIaroheHo WM
HEeTNpWIaroheHo MOHAMIAkEe Y CTBAPHOM IMPOCTOPY U y KUOEPHETHYKOM IPOCTOPY.
IIpocTropHa TpaH3unuja oOyxBaTa MmoMepame 0co0e M3 jeJHOT MPOCTOpa Yy APYTH
(Ha mpuMep U3 CTBApHOT (HPU3UYKOT MPOCTOpa Y KHOSPHETUUKH MPOCTOP U OOPHYTO).

[Ipema Teopwju TpaH3WIH]E MPOCTOPA, JBYIU CE PA3TUYUTO IMOHAIIA]Y TPUITHKOM

¥ Bume o kpummHOreHMM (aktopuma Bujaern: Koncranturosuh Bummh, Crno6Gonanka, Hukomuh
Pucranosuh, Becna, Koctuh, Muomupa: Kpumunonoruja, op.cit., ctp. 337.

% Jaishankar, K.: “Editorial: Establishing a Theory of Cyber Crimes”, International Journal of Cyber
Criminology, Vol 1 Issue 2 July 2007, ctp. 7, http://www.cybercrimejournal.com/Editoriaijccjuly.pdf,
npetpaxeHo 28. 08. 2015. roqune
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npernacka W3 CTBapHOI, pPEATHOr, (U3UYKOT NPOCTOpPAa y BHUPTYEIHU IIPOCTOP.
[ToctymaTtu oBe Teopuje GOpMyIIHCaHH Cy Y IIECT Tayaka:

1. Ocobe Kkoje Cy TMOTHCHYJIE KPUMHHAIHO TIOHAINAKE y CTBAPHOM WIIH
(Gu3M4IKOM TpoCTOpYy 300r CBOT CTaTyca WM IMO3UIIHMje, UMa]y CKJIOHOCT Ja
HCII0JbE KPUMHUHATUTET Y BUPTYEITHOM IIPOCTOPY;

2. q)J'IeKCI/I6I/IJ'IHOCT HUJICHTUTETA, IH/ICOIII/IjaTI/IBHa AHOHUMHOCT U HEAOCTAaTak
cTpaxa y cajoep mpocTopy IOBOJE J0 Tora Jia MpeCTYIHUK 10 u3abepe cajoep
MIPOCTOP 32 U3BPILICHE HEJ03BOJLEHOT JIENIa;

3. KpumuHamHO TOHAIIamke NPECTYNHHKAa Y BHUPTYEIHOM IpocTopy he
HajBEpOBaTHHj€ OWUTH TPEHETO M y (HU3MYKA TPOCTOpP, KAo IITO CE€ U
MOoHAIIamke U3 (PU3UIKOT MPOCTOPA MOXKE MPEHETH Y cajoep mpocTop;

4. TloBpemeHW ,HcHaau TPECTyIHHKA Yy cajoep NpocTopy, 3ajeJHO ca
JMHAMUYHOM TPOCTOPHO BPEMEHCKOM TPHUPOIOM cajOep mpocropa najy,
MPECTYIHUKY LIAHCY ,,Ja T0OeTHe, OAHOCHO He Oy/e yxBaheH.

5. a) Jbynu xoju ce melyycoOHO He MOo3Hajy MMajy IIAHCY Ja ce yjeauHe y cajoep
MPOCTOPY Kako O W3BPIIMIM HEKH 3JI0UMH Y QU3UUKOM npocTtopy; 0) Jbynu
Koju ce Mel)ycoOHO N03Hajy y (PU3UYKOM MPOCTOPY MOTY JAa YjeAHHE Kako Ou
W3BPIIWIA HEKU 3JI0YHH Y cajoep mpoCcTopy.

6. Oco0e U3 IpyITBa KOje je 3aTBOPSHO U PENPECHBHHjC MMajy Behe ImaHce na
M3BPIIIE HEKO JIEJI0 y cajoep MPOCTOPY HETO 0CO0E M3 OTBOPECHUX 3ajCTHUIIA.

7. KoHGNUKT HOPMH M BPEAHOCTH W3 (PU3MUYKOT MPOCTOpa ca HOpMama u

BpeHOCTUMA y cajoep MpOCTOpYy MOKE J1a I0BeJIE 10 cajoep KpUMUHAINUTETA.

Caj6ep kpumunamutet, kora Wall (2001.) kareropu3syje Kao 4eTUpH TIaBHA TUIA:
XaKUHT (WJIETaTHU yhaa y KOMIJYTePCKH CHCTeM), cajoep mpemape u kpahe, cajoep
nopHorpaduja W cajoep Hacube, MOXE c€ O0JaCHUTH TIOCTyJIaTUMa TEOpHje

589 o
Mehytum, oBa Teopuja je A0 caja ocTaja camo Kao

TpaH3HIMje MPOCTOPA.
TEOPHJCKO O00jalImbehe  y3poka cajoep KpUMHMHAIMTETa M EMIIMPHUJCKH  HHUje

IpOBEpEHa.

¥ Danquah P., Longe, O.B.: “An Empirical Test of The Space Transition Theory of Cyber
Criminality: Investigating Cybercrime Causation Factors in Ghana”, African Journal of Computing &
ICT September 2011, Vol. 2. No. 2 Issue 1, str. 37-48, http://www.ajocict.net/uploads/V4N1P6-
2011 _AJOCICT - An Empirical Test Of The Space Transition Theory of Cyber Criminality -
_The Case of Ghana and Beyond.pdf, nperpaxeno 28. 08. 2015. rogune
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Jlpyra KpUMUHOJIOIIKA TEOpHja y3POUHOCTH KOja Ce MOBE3yje Ca KOMIIyTEPCKUM
KpUMHHAQJIUTETOM, TOCEOHO ca KpahoM HACHTHUTETa, j€ TeopHja PAIHOHATHOT
u36opa’’ i y OKBHpY OBE TEOPHja PyTHHCKHX aKTHBHOCTH M TCOPHja CTHIIA KHBOTA.
Kox xpahe uaeHTturera Ha IpyHITBEHMM Mpekama, Koja ce Hajuemhe KOHKpETH3yje
KpO3 KOMIIPOMHUTOBAHE€ Hajora WM Npoduia Ha OPYIITBEHHUM Mpekama, MOTHB
M3BpIICHA j€ CTUIakhe HMMOBHMHCKE KOPHUCTH Ha Jlak HaymH. [Ipema Tteopuju
paLHOHAIHOT M360pa,” mpecTymHUIM lie YBEeK TEXHTH Ja n3abepy OHE MeTe Koje
3aXTeBajy HajMame Haropa, ajld KOje Yy UCTO BpeMe MpY’Kajy BUCOKY Harpagy U Hoce
HajMamkbKU pPHU3UK Yy TOrJely OTKpHBama W Iocienuia Heycnexa. l[Ipumukom
Kopuithema WHTEPHETa M YKJbYYHMBaWka Ha JPYHITBEHE MpEXE YIpaBO CTallHa
JOCTYIIHOCT JKPTBE, MAacOBHOCT KOPHCHHMKAa M OTeXaHa MOTyhHOCT OTKpuBama
JIONPUHOCE Ja ce TOojeluHe ocode o/uTyde Ha H3BpIIeHme jaena. [lomasu ce on
MPETIIOCTaBKe Ja ce JbyAH, kaja uMajy moryhHoct uzbopa, onpenesbyjy 3a oapehen
HAYMH MOHAMIaka. YTIPaBo Ce TO JelIaBa ca KOPUCHUIIUMA JAPYIITBEHUX MPEXa, KOjU
ce OIpe/esbyjy Aa APYIITBEHE MpEeke KOPHUCTE y CKIIay ca YIyTCTBHMA U yTBpheHnm
IIPOTOKOJIMMA WM C€ OJUIydyjy Ha pa3He oOuinke 3imoynorpebda. CBakako aa ce KoA
Kpahe uaeHTuTeTa Kao jenaH o KpUMHHOTEHUX (hakTopa MOXKE carjelaTH OJIaKIIaH
NPUCTYI JIMYHUM WHpOpManrjaMa u IMoJalrMa Kajaa KOPHCHHUIM JIeJe Cajapikaj ca
CBUM WM BehWHOM KOpHCHHMKAa W Ha Taj HaYMH AMPEKTHO omoryhaBajy moBpemxy
NPUBATHOCTH U 3710YNOTpPEOy.

Teopujom pyruncknx aktusnoctn (PAT)? o6jainmasajy ce pasIuduTe BpCTe

BUKTUMH3AIMj€ [OjeIMHUM KPUBUYHHMM JIeIMMa, Ha TpHUMEp, NMPOBaTHMX Kpaha

% Mumuhesuh, Cno6omanka, Byjosuh, Cphan: ,IIpo6rem caBpemene moGu: obmumu kpahe u
3nmoynorpebe uaeHTHTeTa U Mjepe mpeeHnuje”, Cy30ujame KpIMHUHAIA U €BPOIICKE MHTETpaluje, ¢
OCBPTOM Ha BUCOKOTEXHOJIOLIKM KpUMHHAIL, op.cit., cTp. 310.

! Tpencrasuuuy ose Teopuje depex Kopruur (Derek Cornish) u Ponana Kimapk (Ronald Clarke) cy y
pany ,Paumonannu mpecrynuuk® (enrn. The reasoninig criminal, 1986.) HaBenu na je OCHOBHO
MOJIA3HUIITE OBE TEOPHje Ja Ce PECTyNHHUIM NPHIMKOM JOHOIICHA OUTyKe J1a JIH 1a U3BpLIe KPHBUYHO
JIeJI0 Haase y CUTyalHju Aa Oupajy namely anTeHaTHBa M NPUTOM BpILE NPOLEHY KOPUCTH U PU3MKA
KojeM ce M3Jaxy. YNpaBo oJHOC u3Mel)y OYeKMBAaHOI pU3UKA M KOPUCTH yTHUYE Ha TO Ja JIK je
onpehena mera ,,jo0pa“ wim Joma“. Omiyka NpecTynHUKa na Jii he y KOHKPETHO] CHTYaluju
M3BPLIMTH KPUBUYHO [I€JI0 pE3yJTaT je KOTHUTHUBHE 0O0paje paclnoloKuBHX HH(poOpManuja u
IIpe/CTaBIba ,,panronanan u3bop®. Liur.npema: Munuh, Henan: ,,Mecto n3Bpiema KpUBUYHOT Jieyia y
TEOpHjcKUM npoMuiubamuma™, XKypHan 3a kpumuHaiuctuky u  mnpaBo HBII, scindeks-
clanci.ceon.is/data/pdf/0354-88721401141M mperpaxeno 09. 12. 2015. ronxune

%2 Opa Teopuja ce Besyje 3a pax Jloperc Koena (Lawrence Cohen) u Mapkyca ®encona (Marcus
Felson), xoju momasze o Tora /a je 3a U3BpIIEHEe KPHBUYHOT JIejIa IOTPEeOHO Ja Ce Y HCTO BpeMe U Ha
HCTOM MECTy Hal)y MOTHUBHCAaHHU IMPECTYIHUIH, ITOTONHE MeTe (00jeKTH) M OJCYCTBO OCHOCOOJBEHHUX
3alITUTHKA OJ mpecTyna (dyBapa). OBa Tpu eneMEHTa KOHCTUTYHIILY T3B. TPOYTao aHaIM3€ KPUBHUYHOT
nena. Budemu: Urwarosuh, hophe: ,,Teopuje y kpumunosoruju®, [IpaBuu dakynrer YHuBep3urtera y
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(Cohen&Felson, 1979, Cupe&Blake, 2006) kpaha (Mustaine&Tewksbury, 1998),
bU3NIKIX Harmajaa (Stewart, Elifson&Sterk, 2004), BaHJaTM3Ma
(Tewksbury&Mustaine, 2000), opyxanux mpadku (Spano&Nagy, 2005) u npeBape
(Holtfreter, Reisig&Pratt, 2008). Hekonuko aytopa je kpaTtko omucano kako PAT
MOXE Ja ce MNPUMEHH W Ha KommjyTepcku kpumuHamurer (Grabosky, 2001,
Grabosky&Smith, 2001, Newman&Clarke, 2003, Taylor et.al., 2006, Yar, 2005)
Nmak, moctoju orpaHudeHn Opoj CTyaWja KOje€ Cy TeCTHpayie EMIUPH]CKY
BPEIHOCT TEOpHje PYTHHCKUX aKTHMBHOCTH y OJHOCY Ha M3BPIICHE KPUBUYHUX JIeNa
koMmIjyTepckor kpumunanutera. [locebno Hinduja u Patchin (2008) cy oTkpmnu ga
CYy YMEIIHOCT Yy PYKOBamy KOMIjyTepHMa W BpEeMEe MpPOBEACHO HAa WHTEPHETY Y
MO3UTUBHO] pENIallMju Cca BUKTUMH3AIMjOM OJ cajoep OyiMHra 3a KOPHCHHKE
MHTEpHEeTa Koju cy y nmyoeptery. Cinuno Tome, Holt u Bossler (2009) cy otkpunu na
npoBoleme 1ocTa BpeMeHa on line u y ,,ipHyaoHUIiamMa’” ¥ BUPTYEITHO JIEBUjaHTHO
noHamame mnoBehaBa moryhHocT online y3HemupaBama. TeopHwja pPyTHHCKHX
AKTUBHOCTH MOJKE JIa C€ MIPUMEHHU | 32 HeKe GopMe cajoep KpUMUHAIUTETA, Kao MITO
cy uHQUIMpame 3JT0HaMEpHUM cO(TBEpOM, alH je OBa Be3a MPHIMYHO HEjacHa.
VYnorpeba ,3m0oHaMepHOr™ codTBepa Moke Jga ce Kiracupukyje Kao BpcTa
,KoMIjyTepcke Kpahe® yKOJIMKO KpHUMHUHalall KOPUCTH OBaKaB COPTBEp Kako Ou
yKpao Heuwje rmoaarke wivd uHpopmarje. Ha oBaj HaumH ynorpeba ,,3moHaMepHOT*
copTBEepa IenW oOAroBapa KPUBHYHOM [IeIy TMpoOBaje, y KOjO] OBHU TMPOTPaMH
MHOUIUPA]Yy U KOMIIPOMHUTY]Y KOMITjyTEPCKE CHCTEME Kao IITO OM y peaTHOM CBETY
NpoBaJIHUK o0MO Bpara. Behuna ,.3m0HamepHOr codrBepa MHOUIMPA KOMIjyTep
Tako IITO KOPUCTH MHUXOBY ciaboct wm Hepocratke (Taylor, et. al, 2006).
»3loHaMepHU“ coTBepu Takohe Mory na OJIOKHMpajy aHTHBUPYCHE Iporpame H

OCTaJleé CUTYPHOCHE Mepe Kako OM 00e30equiii CUTYpHO Npey3uMame IojaTaka, Ha

Beorpany, beorpax, 2009, ctp. 116. MoTuBHCaHN TPECTYMHUIN CYy MHAMBHIYE U Ipyme KOI KOjHX
IIOCTOjU CKJIOHOCT M MOTHBHCAHOCT 1a M3BpIIE AEJNO U3 PasNIMYMTHX pasiora. butu cmocobaH dyBap
3HA4M J]a TIOCTOjH CIIOCOOHOCT 3a CIpeyaBameé MOTHUBHCAHOT NPECTYMHMKA Jla MOBPEIH WM YIpO3u
KpTBY. V3Bpliewe 31mo4yMHa ce ofjallmbaBa ce JHEBHOM PYTHHOM IIOHAIlakha Kao M IPUCYCTBOM
morogHe prtBe. Ha mpumep, mojequHIM yoOW4YajeHO HAIMyINTajy CBOje JOMOBE CBAaKOIHEBHO Y
PUOIMKHO MCTO BpeMeE jep My Ha [0Cao WM Yy IIKOJy, YMME CTBapajy NpeIBUIJBHUBH MOJEN KOjU
MOXE J]a MOTHBHIIE IPECTYIHUKE yBepemeM jaa cy oBe Kyhe ocrane Heszamrnhene. 36or Tora cy
PYTHHCKE aKTHBHOCTH OMTHE 3a pa3yMeBame MOCeOHNX KPUBUYHUX Jeja 110 KOjUX MOKe J1a jole kajga
JbYM HAITYIITa]y CBOje JOMOBE M CBE OHO IITO TOCEAYjy, a UMa BpemHocT. Budemu. Bosler, A., Holt,
Thomas: ,,Malware Victimisation, A Routline Activities Framework® u Cyber Criminology, Exploring
Internet Crimes and Criminal Behavior, Edited by K. Jaishankar, CRS Press, 2011, ctp. 319,
http://ruangbacafmipa.staff.ub.ac.id/files/2012/02/Cyber_Criminology Exploring_Internet Crimes a
nd Criminal Behavior.pdf, nperpaxeno 28. 08. 2015. roaune
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MCTH HA4MH KaKo ILITO MPOBAIHUK MOJE J1a JeakTuBupa agapmuu cuctem (Kaspersky,
2003).>” OzncycTBO CIOCOGHHX UyBapa, Kao jeaH O eleMeHATa y OKBHPY TeopHje
PYTHHCKMX aKTHBHOCTH, KOJ KOMIIjyTEPCKOT KPUMHHAINTETA MOXXE CE TYyMauduTH
HEJIOCTAaTKOM a/ICKBaTHHX METOJIa 3alITUTE, ajld M YHH-CHUIIOM JIa C€ YCKIIaIUIITCHE
uHpopManrje Mory OeckpajHO KOPUCTUTH U Ja jé KOMyHHKaluja u3Mel)y yunHunana
M JKpTaBa 3HATHO OJIAKIIaHA KOPUIITNECHEM IUTHTATHAX MPEXa.

[Ipema Teopuju cTmiaa xkuBota (eHri. Lifestyle/exposure to risk
perspective)™*, on line crun KMBOTA AMPEKTHO yTHYC HA BHKTHMH3ALH]y O
KOMITjyTepckor KpuMuHanuTeTa. CTyIHja y KOjoj je aHamMsupaH oBaj yTHIE]
M0JIa3u O] YHUHCHHUIIE /1 j€ KOMITJyTePCKH KPUMHUHAIUTET BEJIMKA MPETHA HHTEPHET
KOPUCHHUIIMMA | J1a UM HaHOCH OTPOMHY IITETY, MoceOHOo Kaja aohe g0 kpahe muaHux
nojiaTaka u3 NMepcoHaIHuX Jocujea. McTpaxkuBama y OKBUpY CTy/Hje Cy MoKas3aia Jia
CTYACHTH KOjU BOJE HAuMH >KMBOTA OPHUjEHTHCAH Ha Kopuiiheme KoMIjyTepa |
HeMajy oAroBapajyhe aHTHBUpPYC Mporpame, UMajy Jajeko Behy IIaHCKY Ja MOCTaHy
XKPTBE KOMIIJYTEPCKOT KpUMHUHAIUTETa. MOTyhHOCT BHUKTHMHU3AIM]e CE 3HA4YajHO
CMamyje YKoImKo ce moBeha mHTepHET curypHOCT M BehMHA KOPHCHHKA IOCEdyje
aJIeKBaTaH KOMITJyTEPCKH IIPOrpaMm 3a 3alITHTY O 3J0ynoTpeoe.

[Topen HaBeneHWX Teopuja, Tpeba MOMEHYTH Teopujy AudepeHIHjaTHe
acoumjanmje W TeOPHjy CAMOKOHTPOJIe, Koje O0jalimaBajy y3pOKe IOjeIUHUX
00JMKa KOMIjyTepCKOT KpUMHUHAIIUTETA, cajoep Tepopu3Ma, Aeunje mopHorpaduje u
cajOoep mnuparepuje. O TeOpHUjU CAMOKOHTpOJIE, KOja c€ Be3yje 3a ICHUXOJOIIKe
¢bakTope KpuMHHaIMTETa, Ouhe BUIE PeYr MPUIMKOM aHAJIH3€ €HAOTeHUX (akKTopa.
Teopuja mudepeHnMjamTHE acolyjalMje IONa3d OJ yTHIAja KPUMHUHATHHX H
HEKpPUMHMHAIHUX TTOHAIIaka YHYyTap TPyIle U ONpeAebiBamka YWIaHOBA IPYTIE 32 jeI0
WM JPYyTO MOHANIAke, 3aBHCHO O] YTHUIIaja Koju npeosialyje. buran acrekr ycnexa

TEPOPUCTHUYKUX TPyIa, KOje Cy CBOje WIAHCTBO OMAacOBWIIE KopucTehu HHTEpPHET U

3% Bosler, A., Holt, Thomas: Malware Victimisation, A Routline Activities Framework, op.cit., ctp.
319

> Hinderlang, M., Gottfredson, M., u Garofalo, J., mel)y npBuMa cy pa3BuwiM uaejy 0 yTHIajy CTHIA
KMBOTa Ha KPETame CTOIE KPUMHUHAINTETA. YTBPAWIM Cy Ja BHUCOKAa CTONA BUKTHMH3alWje HEKHX
JPYIITBEHUX Tpyna (MIaad MYIIKapIy) Moke OMTH 00jalimeHa BUXOBHM CTHIIOM JKMBOTA, KOjU ce
CacToju yTIaBHOM y akTHBHOcTHMA BaH Kyhe u y Toky Hohu. KoncranturoBuh Bumuh, Crnobonanka,
Hukomuh Pucranosuh, Becna, Koctuh, Muomupa: Kpumunonorwuja, op.cit., ctp. 307

%% Kyung-Shick Choi: ,,Cyber-Routline Activities, Empirical Examination of Online Lifestile, Digital
Guardians and computer Crime Victimisation” HaBeneHo y Cyber Criminology, Exploring Internet
Crimes and Criminal Behavior,op.cit. , ctp. 243
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JPYLITBEHE MPEKe, YIIPaBO Cy 00jallliberha OBE TEOPHje O MPUXBaTakhy KPUMHHATHUX
yTHuIaja. 3axBajbyjyhu MHTEpHETY, TEPOPUCTHYKE TpyIe cy Omie y MoryhHOCTH na
YCHEIIHO OCTBape OJHOCE ca MIIaJuM JbyJuMa UIMPOM CBETa, Ca Pa3IuYUTHUX

. . 596
reorpad)CKux nojpyyja 1 Ja Tako KOOPJAUHUPA]y TEPOPUCTUUKE aKTUBHOCTH.

4.1. Erzorenn KpuMUHOTeHU (PaAKTOPHU

CBakoHEBHO TI0jaBJbMBAalk¢ HOBUX TEHepalldja pa3auuuTux ypehaja 3a
npeHoc uHdopMmalyja, KOMyHUKalujy 1 3a0aBy 3HaA4ajHO YTUYE HA CTBApame HOBUX
MoryhHocTH 3a 310ynoTpe0y M MPOTHBIpPAaBHE aKTUBHOCTH. MHOBaiuje cy cBakako
BEOMa KOPHCHE 3a pa3BOj APYIITBA M HANpeIaKk IMOjeAWHAIa, ajdu Takohe mmajy u
CBOjy JIOITY CTpaHy, jep yciea BeluKe Op3uHe y TpaHchOopMHUCamky W MHOBAIHjama,
IpocevyaH KOPHCHUK HeMa JJOBOJHHO BOJbE, BpEMEHA M MOTYNHOCTH Ja ce ymo3Ha ca
ornacHoOCTHMa Kopuithema oBUX ypehaja 1 Ha Taj HAUMH NOCTaje MOTEHIUjalHa KPTBa
UCKYCHUX W JaJieko 00Jbe eIyKOBAaHHWX TIOjeIMHAIa, KOJH 3JI0YIOTpeOshaBajy
WHTEPHET M APYIITBEHE Mpeke. 300T Tora ce Kao 3Ha4yajHU er3oreHu (akTopu
KOMITjyTePCKOT KPHUMHHAIUTETAa M WCIOJbaBaha KPUMHHAIHUX AaKTUBHOCTH Ha
IPYIITBEHUM MpeXama jaBibajy Op3uHa pas3Boja HH(POpPMALMOHE TEXHOJIOTH]E,
MAacCOBHOCT KOPHCHHKa JPYIITBEHUX Mpexa, HWH(POpMATHYKA HENHCMEHOCT,
HECHAIAXEHE M HempuiarohaBame HOBOHACTAJIMM TEXHOJOIIKMM IpPOMEHaMa,
HETOCTOjab€ CBECTH O 0e30€HOCHMM pH3WIUMa KOopuIlhema WHTEpHETa U
APYUITBEHUX Mpexa. MacOBHOCT KOpPHCHHKA JPYIITBEHHX MpeXa MNOCIeanla je
BEJIMKE TOIYyJApHOCTH OBUX YycCiyra Ha uHTepHeTy. KopuchHuim Oupajy oxapehene
ApYIITBEHE MpEXe Ha OCHOBY CBOjUX a(WHHUTETA, IMOIMYJIAPHOCTH MOjeIUHUX
JIPYUITBEHUX MPEKa, JeTHOCTABHOCTH KOpUINEHma U CJI, au He oOpahajy maxkmy Ha
OMacHOCTH M 0e30eTHOCHE pH3HMKE KOjU Cy IOBE3aHW Ca HamaJuMa Ha HHXOBY
NPUBATHOCT M OCTAJIMM BHJIOBHMAa 3J0ymnoTpede. Bemumku Opoj NOTEHIMjaTHUX
KpTaBa oxpadpyje M3BPIIUOIEC jep Cy CUTYPHH Yy YCIEHIHOCT peau3allije CBOJUX
aKTHBHOCTH. YKOJIMKO MHHHMAaJIHM MpPOIEHAT KOPHUCHHWKA oxapeleHe npymTBeHe
Mpeke Ha PEeTHOHATHOM WIIM JIOKQIHOM HUBOY O] YKYITHE TITyJalfje KOPUCHHUKA, Ha

npumep 1%, mocraHe >XpTBa KpUMHUHATHHX AKTUBHOCTH, YCJEJ BEJIUKOT Opoja

59 Freiburger, Tina, Crane Jeffrey: The Internet as a Terrorist's Tool, A Social Learninig Perspective,
naseneno y Cyber Criminology, Exploring Internet Crimes and Criminal Behavior, op.cit., ctp. 128
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KOPUCHUKA OBUX MpEKa KPUMHHAIIMMa CE HCIUIATH PEaln30Bambe KPUMHHAIHUX
aKTHBHOCTH KopuinhermeM MOryhHOCTH ApyITBeHHX Mpexa.

Excnan3uju KpUMHHAITHAX aKTUBHOCTH Ha JIPYIITBEHUM Mpekama 3HadajHO
JTONPUHOCH aHOHUMHOCTH (IICEYJJ0aHOHMMHOCT) KOPHCHHUKA, KOjy omoryhaBa cam
KOHIIETIT JPYLITBEHUX Mpexka, jep je Moryhe Kpewpame JaKHUX Hpoduia HIu
KOMIIPOMHTOBamke  mocTtojehnx  mpodwmma.  [lceymoaHOHUMHO — WIIM  JIQXKHO
MpeACTaB/balbe Ha JPYIITBEHUM MpekaMma Hajuenthe je TOoBE3aHO ca IpeBapama
MyTEM HMHTEPHETA, KOje Cy HajpaclpoCTpambCHHjE, ajl U Ca BPIIHAYKHM HACHIBEM,
BpOOBAmbEM KPTBH, NPOTAKaEkEM M APYTUM OONMLMMA JUTMTaIHOr Hacuiba. Mnak,
JOMUHAHTAH y3pOK IpeBapa MyTeM MHTEPHETA, MOpe]] aHOHUMHOCTH M3BPIIWIIALA, j&
3HATHO OTEKaHO Mpaheme AUTUTATHUX (PUHAHCH]CKUX TOKOBA M yTBphUBame Kpajmbe
JICCTUHAIIMje  CpeAcTaBa.  VI3BpHIMOIM  MHTEpHET TMpeBapa Cce€  KOPHUCTE
HAjpa3NUYUTHjUM METo/ama 3a NpulaBibamkbe MOoAaTaka O MOTEHIMjaJHUM JKpPTBaMa,
Koje cy Hajoospu u3BOp mH(popManmja jep mocehyjyhu pasHe pexkiaMHe cajTOBE WIH
onroapajyhu Ha moceOHy BpCTy pekiaMHHX e-mail mopyka (,,cmam’™) ocTaBibajy
CBOj€ JIMYHE MOJIATKE M HAa OCHOBY MPHUKYIJBEHOT MaTepHjaia ce IJIaHupa MmpeBapa.

Jenan o 3HauajHUX €r30r€HUX KPUMUHOTEHHX (haKTOpa CBAKAKO j€ HECKJIal
n3Mel)y HOpMaTHBHOT (3aKOHCKa peryJiaTHBa KOja Ce€ OJHOCH Ha KOMIIjJyTEPCKH
KPUMHHAINTET) W peaNHor (MpUMEHa Yy MpaKCH OJl CTpaHe IMOJUIHje, jaBHOT
TY)KWIAIITBA U Cy/l0OBa). Y HAIlleM 3aKOHOJABCTBY MOCTUTHYT j€ BEIUKH HaIpeIaK
npensuhambeM KPUBHUYHUX Jieja, KOja ce OJHOce Ha 0e30eQHOCT pavyyHapCKHUX
nojaraka M OCTAIMX KPUBHYHHMX Jiella Koja y ckiagy ca KoHBeHIMjoM o
BHCOKOTEXHOJIOIIKOM KPHUMHHAIY TPHIIAaj)y KOMI[JyTEPCKOM KPUMHUHAIUTETY, aJlH,
WIaK, HUje TMOoCeOHO carjiejaHa 3JI0ynoTpeda APYIITBEHUX Mpexka Kao OOJHK
KOMITjYTEPCKOT KPUMHHAJIUTETA, HaKO TOjeJMHA OOJIHMIIM KPUMHHATHUX aKTHBHOCTH
Ha JPYIITBEHUM MpekaMma MocTajy cBe pasBujeHuju. C apyre crpane, Tpebda UMaTu y
By Ja je 300r BelWKe TaMHE Opojke, maia BepoBaTHoha ma he oBe kpuMHHATHE
aKTUBHOCTH OWTH OTKPHBEHE, IITO 3HATHO OTEXaBa paj CIEIHjaTH30BaHNX
IpKaBHUX OpraHa Ha cCIpeyaBamy W Cy30Hjamby KOMIjYTEPCKOT KPUMHUHAIUTETA.

V3Bpmmony KpUBUYHUX Jiela KOPHCTE JIaXKHE HIACHTUTETEe y online IpyxXemwy H

7 Munanguuosuh, Anexcannap; Ilerpuuesnh, Bragmmup: ,KpUMHHOTEHHM aCIHEKT APYIITBEHHX
Mpexka, Cys30mjame KpUMHHAJa W €BPOIICKE HWHTETpaIlfje, C OCBPTOM HA BHCOKOTEXHOJOIIKH
kpuMuHai“, MehyHapoaHa Hay4HOCTpy4YHa KOH(epeHuuja, 300pHuK panosa, Jlakramm 28-30. mapr
2012, ctp. 260
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MpeXe ca jaBHUM NPUCTYIOM, IITO 3HATHO OTEXKaBa OTKPUBAILE TAayHE JIOKAIlHje
M3BpIIEHA JIea jep ce BpIIe ca MHOTHX MecTa IIMPOM CBeTa. TexXeM OTKpHBamy
M3BpIIMAJIAIA JOPUHOCH U ciiaba Mel)yHapoJHa MOTUIH]CKa capamba.

Ha 06e30enHOCT Ha WHTEpPHETY M JPYIITBEHUM Mpexama YTUYY TEeXHHUYKU
pecypcd M HHMBO TEXHMYKO TEXHOJIOIIKE CTPYKType. 300r Tora ce Kao jelaH of
3HAa4YajHUUX (aKTOpa KOMIIjYTEePCKOT KPUMHUHAIUTETA jaBJba HEAJCKBaTHA TEXHHYKA
ompeMa M HEJIOBOJAHO TI0O3HaBamke (YHKIMOHHMCAama ypehaja, Koju paae Ha
MPUHIIMIIIMA BHUCOKE TEXHOJIOTHjE, KOMI[JYTepCKHX CHCTEMa U Mpexka, Kao |
MOJICPHUX  TEJICKOMYHHMKAlIMOHUX TEeXHOJoruja. Y obmactu wuH(pOpMaIMOHE
TEXHOJIOTHj€ HEONXOJHA Cy CIenu(uyHa 3Hamba M HCKYCTBA, MOCEOHO j€ Ba)KHO
cTaHO mpaheme HOBHX TEXHOJIOTH]a, KaKo OM C€ y yCJIIOBHMa CTaJHOT pa3Boja H
eKCIlaH3Mje, OJApkKAa0 HHUBO 3HaWka TMOTpedaH 3a OTKPUBAKE U Cy30Hjame
KOMITjyTePCKOT KPUMHUHAIUTETA U 3J10yNOTpede APYIITBEHUX MpeXKa.

C nmpyre ctpane, Takohe, Tpeba yka3aTu Ha YTHIQ] HEJOBOJFHO pPa3BHjCHE
¢bu3muke m TexHuuke cdepe zamrTuTe WHPOpMAIMOHMX cucTteMa. OBaj acmekT
3alITUTE MOJpa3syMeBa Kopullheme Mepa Koje UMajy 3a LUJb PeryHucame HauylMHa U
TEXHUYKUX TIOCTYNAaKa KOjUMa C€ MOXKE€ YMAmUTH pPHU3UK O] 3JIOHAMEPHOT
HapymaBama (QYHKIIMOHAHOCTH WH(POPMAIMOHUX CHCTEMa. YKOJHKO KOHTpOJa
MPUCTYTIa padyHapuMma, copTBEpy M IPYTMM pecypcuMa TA€ C€ YyBajy BaXKHH
MoJaIy, PyTepH U Ipyre OUTHE MPEKHE KOMIIOHEHTE, HUJe I0OpO peryaucaHa, Moxe
na aohe no HeomnamtheHor mpuctymna cepBepy. Hemocratak texnuukux ypehaja u
cpeAcTaBa KojuMa OHM ce CIpedyno HeoBNAmNeHW NPUCTYI IITHNEHOM CHUCTEMY,
OTBapa IMKUPOKe MOTYNHOCTH 3a pa3He O0JIMKE KPUMHUHAITHUX aKTUBHOCTH.

Hepocranmu y cucremy OeXHYHOr yMmpekaBama Takohe MOTy yTHIATH Ha
UCIOJbaBAhe BENUKOI Opoja KpPUMHUHAJIHUX AaKTUBHOCTHM HA HMHTEPHETY U
APYIITBEHUM Mpexama. [IpumikoM O0eXHYHOT yMpekaBama HEOIXOHO je MaKJbUBO
yYpaIuTy TECTOBE 3a yTBphHBame orcera ypehaja m ocUrypaT Ja ce cHara mpeHoca
cBUX OexnyHUX ypehaja obaBjba Ha MHUHHUMYMY, KOjU JI03BOJhaBa €(HUKACHO
o0aBibame omepanuja. AKO ce NPUIUKOM OeXHYHOT yMpexkaBamba HEMNaXJbUBO
OuWpajy ¥ UWHCTAIMPAJy KOMIIOHEHTE 3a OeXHYHO yMpexaBame, MOTCHIIW]jaTHHM
M3BPIIMONMMA je OJIAKIIAHO TIOBE3WBA€ HAa MPEXKY M TPUCITYIIKHBAKE. Y3pPOK
HEZI03BOJbEHUX aKTUBHOCTH MOXE Jla OyJe M HEeNoUITOBame ojapeleHux mpaBuia
MPWIMKOM HHCTalIMpama ONepaTUBHUX cucTema. llpaBuma ce omgHoce Ha: Opoj

MHCTaJAllMOHUX Tporpama M mporieca (mrTo je Behu 6poj nmporpama u mpoueca, seha
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je BepoBaTHoha ma he ce MCKOPUCTUTH cliabocT cucrema); Opoj cepBuca (IOCTOjU
MHOTO CEpBHUCa KOjH Ce KOPUCTE M KOjU yCIIOpaBajy CHCTEM U MPEJICTaBIbhajy MPETHY
0e30eqHOCTH); TPOTOKOJIe, O€30eTHOCHE WCIpaBKe Koje AUCTpuOyTep o00jaBw;
Kopuinheme CKeHepa cllabux Tadaka ja OM ce TakBa MecTa OTKpWJIA U 3alITUTHIIA; U
POKHM MPEXKHHUX ajantepa. Takohe Tpeba NOIITOBATH TpaBHia O MOCTABIbAY
CJIO’)KEHUX JIO3MHKH 33 CBE KOPHCHHUKE HAJIOTa, FhHXOBO YECTO MEHAme; OJOKHpame
HaJora; YyKIamame M OHeMoryhaBame HEMOTpeOHMX MoOJeMa; HaIrjeaamne,
3amCcHBambe, IPOBEPABAE U ACTEKIMja OJP)KUBOCTH PE3EPBHUX KOIHUja U AyIUTUKATa
mucka.””

KanpoBcku w MaTepujaiHu TpOOJIEMH  HAUICKHHX  TOJNUIHUJCKUX U
MPaBOCYTHUX OpraHa 3a e(hUKacHO M aJeKBaTHO CIPOBONEHE 3aKOHCKUX OBJIAIINEHa,
KOja Cy MM TIOBEpEHa y Be3U ca NPEBEHLHUjOM U PENpecHjoM KOMIIjyTEePCKOT
KPUMUHAJIHUTETA, TaKohe y BEIIMKO] MEPU yTUYY Ha CTBapame IMOBOJFHHX YCJOBa 3a
KPUMHHAIHE aKTHBHOCTH BE3aHE 3a ynoTpeOdy MHTepHETa W IPYIITBEHUX Mpexa. Y
TOM CcMHCITy Tpeba carjienaTH M HEIOCTaTak JOBOJbHO e(HUKAacCHOT CHCTeMa
HaJrienama WHTEPHETAa Y LWJbY OTKPHBAaWka KPHUBUYHUX JIeJla KOMIIjyTEPCKOT
KpUMHMHAINTETa, Kao W epuKacHe miaTgopMme 3a MpHjaBbUBAKHE OBUX KPUBUYHHUX
nena. [Ipu ToMe, IPUIIMKOM HaJTJenama, pecpeTama i aHAIN3e OPYKa, CaKyIlJbamba
Mopyka, TIporpaMa M padyHapa y HCTPaKHOM TOCTYINKY TpeOa BOAWTH padyHa O
IOCTOjalby paBHOTEXKEe H3Mely HMHTepeca 3alITUTEe MPHUBATHOCTH M JIPYIITBEHOT
MHTEpeca 32 KPHBUYHO TOBCHE.

Mely erzoreHum QaxTopuMa KOMIjYTEPCKOI KpUMHUHAIUTETa MOCEOHO ce
W3[Baja HEJOCTaTaK eayKauuje o O0e30eAHOCTH Ha WHTEPHETY M JPYIITBEHUM
MpekaMa, KOHIIENTY NPUBAaTHOCTH M 3aKOHMMa y OOJacTH 3alITHTE IOAaTaka o
JUYHOCTH M MIPUBATHOCTH, HEIOCTATaK TPEHUHTA M 00yKa, KOju o0jalImkaBajy HaulHe
Kopuithema mojaraka o JIMYHOCTH HAa MPEXKH, KAKO C€ OHM MOTY 3JI0YNOTPEOUTH U
neuHNCAkEe OMAaCHOCTH KOjy HOCH ojpeljeHa BpCTa IMOHAIIaka HA HWHTEPHETY.
HaBenenn caapkaju ce yriaBHOM 3aHeMapyjy M BHIIE Taxme ce mocBehyje
TEOPHjCKOM PavyyHapCTBY M MPOTPaMCKUM je3unuma. HactaBHM ITaHOBU M Iporpamu

y LIKOJIaMa HE caJpkKe MuTama Be3aHa 3a MH(OpMAIMOHY NMPUBATHOCT M Oe30eqHO

% TMyrauk, Henan; aspuh, Hepena: ,Mepe u crpaTeruje 3amrute HHGOPMALHOHMX CHCTEMA OJ
BHCOKOTEXHOJIONIKOT KpuMmuHana, Cy30Hjame KpUMUHAlla U €BPOICKE WHTETpaIfije, ¢ OCBPTOM Ha
BHCOKOTEXHOJIOIIKKA KpuMuHai", MehyHaponna kondepenimja, 36opHuk panosa, Jlakramm 28-30.
mapt 2012, ctp. 220 u 221
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[IOHAllake KOPUCHMKA HHTEpPHETA M JPYLITBEHUX Mpexka. Pa3sHu BugoBu
HeOpPMATHOT ydYema Yy BEIMKO] MEpH MOTry TMoauhu CBECT KOPHCHHKA O

0e30eTHOCHIM pU3HUITIMA.

4.2. EHgoreHu KpUMHUHOTeHH (paKTOPH

VY nuteparypu ¢ Kao jelaH o]l 3HaYajHUX €HAOTCHUX (aKTopa KOMIIjyTepCKOT
KpUMHHAJIUTETa TIoMHB-e edekar online aesunxubOuimje. Pamu ce o momymramy
COIMjaJJTHUX HOPMH U NPaBWIa Y HHTEPHET KOMYHHUKAIIMjU, KOja HHAYE TOIITYjEMO Y
MHTEpaKIUjU ca JbyaAuMa Y>KuBO. [IpUiIMKoM cBakoaHEBHOr Kopuinhema MHTEPHET
KOMYHHKAITHje ¥ IPYIITBEHUX MPEXKa, 3HAUU y cajOoep MpoCToOpy Jby 1N YHHE U TOBOPE
OHO IITO OOWYHO HE O KaJla KOMYHHIIMPA]y JuIeM y julle. Jle3nHxuduimja Moxe aa
ce wMaHudectyje Kao Oenuena (HeyoOHMUajeHAa JApEXIBHBOCT, JbyOa3HOCT,
3aHEMapuBamke CBOjUX MOTpeda, momoh JpyruMa M CII.) U Kao MOKCUYHA
(HEeTIPHUCTOJHO M3paKaBambe, JbYTHa, MPXKbA, NPETHE, cajoep HACHIbE W CII.), allkl Y
MOjeIMHUM CJTydajeBuMa pasiuka u3Mel)y \bHX HHUje CacBUM jacHO ucrosbeHa. Edexar
online ge3nHxuOuUIMje MaHu(pecTyje ce y IIecT Tayaka: AUCOIMjaTHBHA aHOHUMHOCT,
HEBUIJbUBOCT, ACHHXPOHOCT, JMCOLMjaTHBHA HWMaruHanuja, COJIMIICUCTUYKA
MHTPOjEKIHja i MHHEMH3HPAESE Ay TOPHTETA.

Jlucoyujamusna amonumnocm jenaH je oA TIIaBHUX ¢akTopa 3a edekar
nesuaxuduiyje. Kaga HICMO MOTIHCaHW CBOJUM UMEHOM M MPE3UMEHOM, MOXKEMO J1a
ce MOHAImaMo Kako HaM je BoJba. Yak M Kajga Cy KOPHCHHYKO MME M MEjI ajapeca
BUJJBMBH, TO MOXKE Jia 3aBapa ako jeé KOPUCHHYKO MME CMHUILBEHO e-mail agpeca
noOujeHa OJ BEJHMKOT IMPOBajaepa. YKOIHMKO TO JKEITH, 0co0a MOXKE Jia CakpHje
MOjeINHE WIIM CBE aCIEKTe CBOT CTBApHOT MACHTHTETa. AHOHMMHOCT yTHYe Ha Behy
cnoboay ocobe fa ce MmoHalla JeBUjaHTHO U He moiTyje online 3abpane, na He oceha
HUKAKBY OZrOBOPHOCT, J1a YaK CMaTpa /1a je TAaKBO MOHAIAKE CACBUM IPUXBATIHHBO.

Hesuomusocm oxpabpyje KOpucHUKE 1a 'y cajoep mpocropy nocehyjy mecra u
paze CTBapH 3a KOje y peaHOM MNpOCTOpYy He OM MMajH JOBOJBHO CMENOCTH. Y
TEeKCTyalHOM online okpykemy, oco0e y KOHTaKTy HE MOpajy Ja BUJE jeHa APYTy U

TO TojavaBa eekar Je3uHXuouLMje. Y HEeloCpeTHOM KOHTaKTy oOpaha ce maxma Ha

599 Cynep, [lon: ,,Edexar onnaju aesnnxudunmje”, E-sonyumja, 6p. 11, 2005,
http://www.bos.rs/cepit/evolucija/html/11/e-dezinhibicija.htm, nperpaxeno 28. 10. 2015. rogune
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pearoBame CaroBOpHHMKa M IpaTe ce HEroBU MOKPETH U u3pas3u jmna. CBe ce TO He
BUJM TIPWIMKOM KOMYHHUKaIje y cajoep mpocropy rae ocoda He OprHE 0 TOME KaKo
U3riesa v 3By4H, MITO OJaKIIaBa yIyITAke Y JSTUHKBEHTHO TOHAIIAGE.

Acunxponocm 3Ha4M na e-mail KOMyHHKalMja KOPUCHUKAa M KOYHHUKallWja
MyTeM OTJIACHH TAaOJM HUjE Y MHTEPAKIUjU Y peaTHOM BpeMeHy. Of ciama MopykKe J10
OJIFOBOPA Ha By MOe npohu Tyku uiu Kpahu BpeMEHCKHU MEepHOJ, IITO Takohe uma
nesnaxuobutopuu edekar. Kana nandopmanuja cruke omoxxeHo, Behe cy moryhnoctu
3a HETOLITOBAE COIMjAITHUX HOPMHU.

Hucoyujamusna umacunayuja mOCTOjU Kaja CBECHO WJIM HECBECHO IOjeIUHH
KopucHUIM ocehajy /Ja WMarmHapHH KapeKTepH Koje Cy CTBOPHJIHM IIOCTOje Yy
JIpyradvjeM MpoCTOopy, Y U3MHIILJBEHO] TUMEH3H]JU, OJBOJEHO] OJ1 peayiHOT cBeTa. Ha
Taj HauuH pa3aBajajy online ¢uxmnujy u ofline unmwenune U Boae online XUBOT Kao
BPCTY MI'pe y KOjOj Bayke MpaBWJIa U HOPME KOje HE BaXKe Y CBAKOJHEBHOM >KHUBOTY.
I[Ipu ToMe, oBe ocobe Bepyjy JAa Kaja HCKJby4Ye padyHap HECTaje U HHUXOB
MMarMHapHU HJICHTUTET M CBE IITO Cy ypajwie ca TUM HICHTUTETOM, IITO CBAKAKO
HUj€ TauyHO.

Conuncucmuuka ummpojexyuja ce jaBjba Kao TIOCIEAHMLA OJCYCTBa
KOMYHHUKAIIMOHUX 3HAKOBA MPWJIMKOM OHJIajH KOHTakTa. Ocoba MoXe Ja MMa yTHUCAK
na je online MO3HAHWK JIe0 HETOBOT MHTPAIICUXUYKOT CBETAa M MHCaHa KOMYHHKAIHja
ce JI0KHMBJbAaBA KA0 JIEO COINCTBEHEe MMarnHanuje. CBECHO MM HECBECHO II0jEIHHAI]
MOXe€ JIpyroj ocodu na moxenu u oxapeheHy BH3yelHY IpeicTaBy Koja oIpaxaBa
HErOBO MUIIJBEHE O M3TJIEAY U MOHAIIAKkY Te ocobe. Y cB0joj mamTu e ce ocehajy
cacBuM Oe30eHO, JbyIu y online KOHTaKTy ce ocehajy ci1000IHUM N1a ypajae CTBapH
KOj€ HUKAKO He OW ypaJWiid Yy PEaTHOM >KHBOTY. Tako ce TeKCTyalaHa KOMYHHKAIH]a
MyTeM WHTEpHETAa MOXE Ja pa3BHje y yOaueHy ICHUXOJOLIKY Talucepujy y Ko0joj
»lI0jJeIMHAI] caM TKa OBE U3MHUILbEHE YyJIore M TO Hajuemhe HECBECHO,
manudectyjyhn mpurom uspaxeny aesnuxuOmimjy*.*

Mumusuparwe cmamyca u aymopumema TIOKa3zyje na cy Yy online
KOMYHHKAIIjH KOPHCHHIM WHTEpPHETa TOTIYHO W3jefHadeHH y MoryhHocTMMa na
u3paze cebe. Y peanmHOM CBETYy 0coOe O ayTOpHTeTa HU3pakaBajy CBOj CTaTycC

HaYMHOM OJACBamka, roBopa W ApPYruM CTAaTyCHUM IIOKa3aTCJbhuMa, ILITO CIIpEyaBa

890 rpid.
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MHOTE JbyJIe HIDKET IPYHITBEHOI CTaTyca Ja WM3HECYy CBOje MHILbeme. Y online
KOMYHHUKAIHjH j€ CACBUM JIpyradHje: CTaTyc KOju ocoba MMa y pealHOM CBETy HeMa
uctu edekaT W yTUIA], a Kaja Cy CHare H3jeJHadyeHe W MHHHUMHU3HpAH YTHIA]
ayTOPUTETA, MOjeIMHIIM Cy MHOTO Yelihe CIIpEeMHH Ja Ce MOHAIIAjy HEMPUXBAT/BUBO

CrpeMHOCT MOjeMHIA J]a TPEKO MHTEPHEeTa WK JAPYLITBEHUX Mpexa U3pasu
COTNICTBEHE CTAaBOBE WJIM W3HECE WHTUMHE TIOJaTKe U E€MOIWje, 3aBHCH O]
WHIWBUAYaTHUX pa3nuka. MHTeH3uTeT ocehama, morpeba W HaroHa yTHYy Ha
MOJUIOKHOCT Ae3MHXUOUIMjU. CTUIIOBU MOCEOHOCTH C€ BEOMa PA3IUKyjy ¢ 003UpOM
Ha cHary ona0pamMOeHHMX MexXaHW3amMa U TEHJACHIHM]Y Ka Cy3Ap)KaHOCTH WM
M3pakajHOCTH. JOIIT YBEK HEMa JIOBOJHHO UCTPAKHBAha O OBOj IT0jaBH, allH j& U3BECHO
Ia cy ocobe Koje KapaKTepHIle XHCTPHOHCKH'' CTHI pearoBama dwemlbie jako
OTBOPEHE 1 MOTHBHE, 0K Cy KOMITYJICHBHE 0c00e MHOTO cy3apxkanuje.’”

Y pamoBuma TMOjeIUHMX ayTOpa HaBEIEHH Cy Y3POIHM MCHXOJIOLIKOT
37I0CTaBJbamkba y cajoep MpocTopy, OJHOCHO pas3io3d 3a Mpeay3HMame OBOT OOJHMKa
3ocTaBsbama.’” To cy mpe cBera jesba 3a OCBETOM, IOTPeba 33 YCIOCTABIHAHEM
Mohu Ham JpyruMa y IWbY KOHTpPOJE W ayTOpUTETa Haj IHMa, JKeba 3a
yCHocTaBJbalkbeM MOhH HaJl IpyruMa 300T KOMHE3allHje OMaXCHUX COTICTBEHHX MaHa,
37I0CTaBJbakE JPYTUX U3 J0CAJIe WK paau 3a0aBe, xKejba 3a urpameM yiora. JKespa 3a
OCBETOM C€ jaBJba KOJ] OHUX cajoep 31I0CTaBJbavya KOjU Cy KPTBE Y PEATHOM JKUBOTY H
MHCJIC J1a Ha Ta] HAYWH WCIPaBJba]y HEMpaBAy, IITUTE ce0e W APyre O JbYIU KOjU
300T CBOjHX IMOCTYIAKa ,,3aCIyXyjy* na Oyay BUKTUMU3HpaHu. Ha Taj HauuH u camu
MI0CTajy 37I0CTaBJbauM a J1a Tora HUCy cBecHH. Kako 6u ycroctaBuimu Moh M KOHTpoITy
HaJ JApyruMa cajoep 3JI0CTaB/baud KOPHUCTE CIIGKTPOHCKY TEXHOJIOTH]Y 3a CJame
nperehnx u moHmwkaBajyhux mopyka. Kako Oum kommeH3upanu cBoje ciaboctu y
peaTHOM CBeTy, TIJIe Cy YeCTO JKPTBE TPaIUIMOHAIHOT 3JI0CTaBJbamba, cajoep

3710CTaBJbauy 3aCTpalllyjy U MOHWXKaBajy Apyre U BUpTyeaHoM cBeTy. Kon mojenuaux

1 Kon xmcrpuonckor mopemehaja mmuHOCTH, Ocobe WMajy cTamHy moTpeOy 3a TeaTpaiHHM

MOHAIIAkEM (IpaMaTH3aluoM) U CKpeTambeM Naxibe Ha cebe. O cy H1apMaHTHE, EHepruuHe, 1yXOBUTE,
JIpyIITBEHE Ooco0e aaM W HMIIYJICUBHE, CKJIOHE HpeTepaHoM QIepTy, MaHHIYJIALMjH, HECTAIHE H
3axTeBHE Mpema japyruma, Buodemu: VHtepHer warasuH ,Bam mncuxosnor®, www.vaspsiholog.
com/tag/histionski - poremecaj licnosti/, mperpaxeno 19. 12. 2015. roguae

2 TMpupyunuk 3a pomuree — Inyxu Tenepon, www.petzanet.hr/../MODUL 4 roditelji-2_4.pdf,
mnperpaxeno 19. 12. 2015. ronune

693 CrianreBuh, YKaxmmna: KapakTepusanuja MCHXOIOLIKOT 3/10CTaBjbamba y cyber nmpocropy, INFOTEH-
JAHORINA Vol. 12, March 2013, infoteh.elf.unssa.rs.ba/zbornik/2013/radovi/RSS-3/RSS-3-9.pdf,
npuctymsseHo 14. 12. 2015. rogune
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cajoep 370cTaBibaya y3pOK HUXOBOT HEI03BOJHCHOT MTOHAIIAKA j€ JKeJba 32 3a0aBOM H
pazoHogoM. To cy He3perne u JTJaOWIIHE JTMYHOCTH, KOje Ha OBaj HAYHH jadajy CBO] €ro;
OHM PETKO TPETE CBOJUM XpTBaMma, yenrhe ux UCMeBajy U oMaoBakaBajy. Moryhe je
na ce cajoep 3JI0CTaB/bake jaBU W ycJlen MoTpede 3a JaBamkeM OJroBopa Ha
HeraTUBHY KoMyHHKanujy. Kama ocoba mpuMu mopyky ca HEraTUBHUM CaJpiKajeM,
uMa T1oTpedy Ja Ha Y OATOBOPH HCTO TaKO YBPEIJbMBO M OMayoBakaBajyhum He

yBuhajyhu 1a Ha Taj HAYMH U caMa BPIIU TICUXOJIOIIKO 37I0CTaBJhabE.

Mel)y ennoreHuM (akTopuma KOMITjyTePCKOT KpUMHHAIIUTETA U 3JI0yNOoTpede
IPYUITBEHHX Mpexa Tpeba MOMEHYTH M CHHIPOM HMHTEPHET 3aBUCHOCTH U TO
crienuduYaH BHJ MHTEPHET 3aBUCHOCTH, KOjU C€ OJHOCH Ha KOMITYJICHBHY YHOTpeOy
BeG cajToBa 3a cajoep neunjy nopuorpadujy.’® Kama ce pamu o eHIOrEHHM y3pomuMa
BE3aHMM 3a Jeudjy mHopHorpadujy, aHaiu3e MOKa3yjy Ja He IMOCTOjU 3HayajHa
y3pOYHa IOBE3aHOCT M3Mel)y TOjeMHHMX TCHXOJIOIIKUX LpTa JUYHOCTH (MOpPAIHU
n300p XEJOHHCTUYKE BPEJHOCTH, MOpPAIHU H300p COIMjalHUX BPEIHOCTH,
eKCTpaBep3Mja, HEypOTHIM3aM, OTBOPEHOCT TpeMa HCKYCTBY, pa3syMHOCT |
CaBeCHOCT) W 3noynorpede aeuuje nopHorpaduje. Ocrane NCUXUYKE LPTE HUCY
OWTHO Be3aHe 3a MHTEPHET Jeunjy nopHorpadujy. EkcruroaraTopcko MaHUITy IaTHBHE
[PTE ¥ HUCKE BPEIHOCTH MOPAITHOT M300pa MOTyY Jia ce 04eKyjy 300r Tora mTo ocoda
KOja je YyKJbyueHa Yy JIe4djy UHTEpHET mopHorpadujy u3BpIIaBa WUJeraiHe
aKTHBHOCTH, Tla CaMUM THM H-€H YCIIEX 3aBHUCH OJi CIIOCOOHOCTH J1a MAaHUITYJIHUIIE
eKCIIOATHIIE Pa3IMuuTe JbyJe M CTBAapW NPEKO HMHTEPHETa Kako O JOLUIH JI0
JEeBUjaHTHUX MOpHOrpadckux Matepujaia. Hucke BpemHocTH MopamHOr u300pa
yKa3yjy Ha TO JJa OHU KOjU KOH3YMHpPajy UHTEPHET Jeuujy MopHorpadujy Hemajy ucTe
JUYHE W MOpAJHE KOMarace IOIMYyT OCTAIMX KOPHUCHUKA MHTEpHETa KOjU 3Hajy Ja
OJIpe/ie IITa je UCIIPABHO a IlITa MOrPeIIHO. YHYTpalllkhe BPEAHOCTH HEKEe 0c00e HUCY
NpOMKYCaHe IPYIITBCHUM 3aKOHMMa M IPaBHUM opeadama, Beh cy 3ampaBo NpuBaTHU
MopanHu u36op. KopucHuiiu nHTEpHET Aeuunje mopHorpaduje cxBaTajy Mox/aa 1a je
BIXOBO TIOHAIIAKkE JPYIITBEHO 3a0pamkeHo, ajli He BEpYjy Ja je OHO ,,[IOTPEeIIHO 3a
BUX JUYHO, 32 Pa3IMKy OJ KOPHCHHKA MOopHOTpaduje Koja HUje Aeuuja, KOju BEpYyjy
Ja je TOHaIlake BE3aHO 3a JeYMjy MOpHOTrpadujy MOpajsHO NOTpemHO W Ha

605
APYLWTBCHOM U HA NHAUBHUAYAaJIHOM HUBOY.

64 Kopauepuh-Jlenojesuh, Mapusa: ,,[TojaM 1 KapakTepuCTHKe HHTEPHET 3aBHCHOCTH, Clielujansa
enykamnuja u pexadbmmranuja, Vol. 10, br. 4, beorpan, ctp. 621,
http://www.casopis.fasper.bg.ac.rs/izdanja/SEIR2011/vol10br4/1Spec_Edu i Reh ISTRAZIVANJA/4
-Marina_Kovacevic_Lepojevic.pdf, mperpaxeno 09. 12. 2015. ronune

65 Sjegfrid Spellar Kathrin, Lovely Richard, Rogers Marcus: Self-Reported Internet Child
Pornography Consumers. A Personality Assessment Using Bandura's Theory of Reciprocal
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VY3pO4YHOCT AWTUTATIHE MUpaTepuje MOjeMHU ayTOpU TOBE3yjy ca TEOpHjoM
camokonTpone.’”® TlpuiukoM moHamama Koje ce KBaTH(HKyje Kao MTHTAIHA
nuparepuja, ocode ca HUCKOM CaMOKOHTPOJIOM, HE TOIITYjy MOBEPEHE MCKa3aHO y
YTOBOPY O JIMLEHIMpamy u3Mel)y oHOra Ko je CTBOPHO IUTHUTAJIHU MEIW] U OHOTa
KOjU MMa ayTopcka mpaBa. 3a BehMHy JbyIu AMTHTaJIHA muparepuja je y3oyheme, a
MHTEPEHET jeAHOCTaBaH ypehaj 3a MaHUNyJAlMj)y W CHpPOBOhEHE JUTHTalHE
nupartepuje. Ha Taj HAUMH HHCKA CAMOKOHTpPOJIA MMa TUPEKTaH yTHIA] HA BPIICH:E
murutanHe mwmparepuje (Higgins, 2005, Higgins&Makin, 2004, Higgins et.al.,
2005)°

Huzak HHBO CaMOKOHTpOJE JOBOOM C€ Yy Be3y ca MPEeKOMEPHUM
pa3oTKpUBameM JIMYHUX HH(OpMaiuja, yuMe ce crBapajy Behe moryhnoctu 3a
PU3UYHO TOHAIAKE HAa MHTEPHETY M JAPYIITBEHUM Mpekama. CaMoIomTOBame U
Apyre LpTe JUYHOCTH (Ha MpUMeEp, HaplM3aM) Takohe ce MOry JOBEeCTH y Be3y ca
MOHAIIAKEM JbYJU Ha JAPYIITBEHUM MpeXama, jep MOjeJUHU JbyIU KOPHUCTE OBE
JPYIITBEHE MpPEKE Kao jellaH HOBU BUJ CaMOIPE/ACTaBbamba U CaMOIPOMOBHCAHA
kojoM moTBplyjy muuny Bpeanoct (Gonzalez i Hancock, 2011; Mehdizadeh, 2010;
Stefanone et al., 2011; Wilson et.al, 2010). JIpyra Teopuja 3aroBapa aa Cy JbyAH MOJ
MPETIOCTaBKOM aHOHMMHOCTH, KOjy HUMajy Ha HWHTEpPHETYy, MOJUIOKHUJU Mamoj
WHIMBUAYATHOCTH M HHXUOMIM]U Yy cajOoep OKpyKemy, IITO MOXE JIOBECTH [0
OJICTyNama y HBHUXOBOM MoHamamy (Joinson, 1999; Kabay, 1998; Suler i Phillips,
1998).°%

Determinism, naBeneno y Cyber Criminology,Exploring Internet Crimes and Criminal Behavior,
op.cit., ctp. 72

6% Gottfredson u Hirschi cy 1990. dopMymmcati TeopHjy caMOKOHTpOJIE IpeMa KOjoj je HH3aK HHUBO
CaMOKOHTpPOJIE Ha WHIMBUAYalHOM HHBOY Y3pOK KPUMHHAJIHMTETa M JEBHjaHTHOCTH. Hucka
CaMOKOHTPOJIA NIPEACTaB/ba HHAHBUIYAIHY CKJIOHOCT Ka KPUMHHAJIHUTETY M IeBHjaHTHOCTH, 8 MOXKE 1a
Oyzne pesynraT ciabor win Hee(eKTHBHOT POIUTEIECTBA KOje IETe UCKYCH MPEe OCME TOIUHE KHUBOTA.
Kako 61 ce pa3Buo oapeljeHrn HUBO CAMOKOHTPOJIE POJUTEHH MOPajy Ja pa3BUjy eMOLIMOHAIIHY Be3y ca
CBOjUM JeTeTOoM. JeZHOM KaJga ce OBa Be3a pa3BHje DPOIOWTEJbM HMMajy MOTYhHOCT naa cakyre
OuxeBujopanHe wuHbopManuje o cBoM nerery. OHAa pOIUTEbHM MOTY Ja aHaJIU3Upajy OBe
nHdopManyje Kako OM OJpeAWNd Jia JU je IOHAIlamke JEBUjaHTHO WM MOXE Ja mpepacte y
nesujanTHO. Kama poautesbu ¢abo WM YOINIITe HE 00aBJbajy OBY yJjory, aere uma ehe mance na
pa3BHje HUCKH CTeleH caMoKoHTpoje. Ocobe ca HUCKOM CaMOKOHTPOJIOM CKIIOHH]E Cy HM3BpIIABamby
JEAHOCTaBHUjUX M JIAKIIUX 33jaTaka, yenrhe Oupajy pu3niKe a He MEHTAIHE aKTHBHOCTH, aHT'aKOBaHE
Cy y PU3WYHHUM IOHAIIamKUMa, (oKycupaHe Ha cebe M He MOTY Jla KOHTPOJIMIIY CBOj TEMIIEpPaMEHT.
Buoemu: Gottfredson, M.and Hirschi, T.: A general theory of crime, Stanford, CA: Stanford University
Press, yum. npema Higgins, George: Value and Choice, Examining Their Roles in Digital Piracy,
HaBezneHo y Cyber Criminology, Exploring Internet Crimes and Criminal Behavior, op.cit., ctp. 141

07 op.cit. , ctp. 141

608 Szde,Yu: ,,Ananu3za y3poka noHamama Ha facebooku, Tect cajoep mnpoduiHcama“,
www.defendologija-banjaluka.com/defendologija33/2srp.pdf, nperpaxeno 09. 12. 2015. ronune
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I'TABA 111

ITPABHA PEI'YJIATUBA 3A BOPBY ITPOTHUB
KOMIIJYTEPCKOI' KPUMMNHAJIUTETA U KPUMHNHAJIHUX
AKTUBHOCTH HA IPYHITBEHUM MPE/KAMA

1. Meh)yHapogHONIpABHU MHCTPYMEHTH CYNPOTCTAB/bakba
KOMIIjYTEePCKOM KPUMHHAJIMUTETY

KommjyTepckn niyM BUCOKOTEXHOJIOMIKA KPUMHHAIIUTET CBE j€ 3aCTYIUbCHHUJU
y CBETY M HENPEeKUIHO MpaTH pa3Boj HHOOPMAIMOHUX ¥ KOMYHHKAIMOHUX
TexHosoruja. ExcnaH3wja KpUBHYHUX Jeda U3 O0JIACTH BUCOKOTEXHOJIOLIKOT
KpUMHHAIMTETa HYXXHO je HaMeTHyla T1oTpedy HeroBor peryimcama Ha
mehynapogHom r1rany. HoBu oOnmim oBOr KpHUMHHAIUTETa CBAaKOJHEBHO Ce
pa3BHjajy y CBHM 3emJbaMa CBeTa, 300r dYera KOMIJYTEPCKH KPUMHHAIUTET
NPEJCTaB/ba BEIMKY OMACHOCT, HAPOYUTO KpO3 TPAHCHAIMOHATHO KPUMUHAIHO
nenoBame. Kao  TpaHCHaNIMOHATHM  JAPYIITBEHH (PEHOMEH  KOMIIjJyTEPCKH
KpUMUHATIUTET norala OCHOBHE BPEAHOCTH CBakor ApymrTBa. OH ce BpJO TEIMIKO
OTKpHMBa U JOUI TEXE J0Ka3zyje W Ipouecyupa. 300r Tora MOCTOjU HMHTEPCE CBUX
JpaBa y CBETY Jla ce Ha Mel)yHapoJHOM IUlaHy JOHeCy MpaBHU JOKYMEHTH KOju OU
o0aBe3uBasie  JpXKaBe IOTIHCHUIIE Ja Yy CBOja KPUBUYHO TIpaBHA W
KPUBUYHOIIPOIIECHA 3aKOHOJABCTBA WHKPUMHHHUILY TIIOHAIIaka Koja MpUnanajy
KOMITjYTEPCKOM KpUMHHAIIUTETY U 00e30e/1e JoKa3e 3a BerOBO OTKPHUBAE.

VHTepHAIlMOHATHN ~ KapakTep KOMIJYTEPCKOI KPHUMHUHAJIUTETa 3aXxTeBa
KoopAuHUpaHy MehyHaponaHy akmujy y OopOu TpOTHB Hera M TO Kako ca
HOPMATHBHOT TAaKO W Ca MPAKTHYHOT M eIyKaTUBHOTr acrekra. [loceOHO Tpeba
HarJIaCHUTH Ja j€ KOMIJyTePCKH KPUMHHAIUTET TOBE3aH Ca HaJTeKUM OOIHIIMMa
KPUMUHAJIHUTETa, Kao INTO Cy OPTraHW30BaHH KPHUMHUHAIUTET W TEPOPH3aM jep
KOMITjyTep U nH(pOpMaIMOHa TEXHOJIOTH]ja MPeICTaBIbajy MOhHa CpeIcTBA U3BpIICHA
KPUMBYHUX JieJa OBHX OOJHMKa KpUMHHAIHTETa. bopba MpPOTHB KOMIIjyTepCKOT
KPUMUHAJIUTETa HE MOXE CE€ HU 3aMHCIHTH 0e3 yKJbyuHBama Iieie MmelyHapomHe
3ajeflHUIIE M aHrakoBama MehyHapogHux wuHCTHTYynWja. Hamopm na ce Ha
Mel)yHapoJHOM IJIaHy YCHOCTaBH e(uKacHHja capaima u3Mely npxkaBa y OopOu

IIPOTUB KOMIIJYTEPCKOI KPUMHUHAJIWTETAa Jald Cy pe3ylTaTe y BUAY M[HCAHUX
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JOKyMEHaTa: KOHBEHIIMja, IpernopyKa, pe3oiyluja U IupekTuBa. llpuxBaramem
MpaBHUX CTaHAapjAa JOHETHX Ha MelyHapoJHOM IiaHy cTBapa ce oaroBapajyhu
aMOWjeHT W TPaBHU OKBHpP 3a Cy30Hjalkbe KOMIJYTEPCKOT KpPUMHUHAIUTETA Y
HAI[MOHAJTHUM OKBHUPHUMA.

Haj3navajHuju mnpaBHM HMHCTPYMEHTH Yy OOpOM MNPOTHB KOMIjYTEPCKOT
KpUMHHaIHTETa Hactanu cy noxa okpusbeM OYH, Casera EBponie u EBpornicke YHuje
u oHu he, 300r cBOr 3Hauaja, y paay Outu aetasbHUje ofjammeHu. Mmak, tpeba
MOMEHYTH M Jpyre OpraHu3alije W pPErHOHAJIHE WHUIMjaTHBE 33 KPEHparhe
CTpATELIKUX OIPEesbeha Y CYIPOTCTaBbabhy KOMIJyTEPCKOM KPUMUHAIUTETY, KOje
ce Ha MelyHapoIHOM TUIaHY MPEKO CBOJUX PaJHHUX Teja 3ajaxy 3a 00pOy MpOTHB
koMmjytepckor kpumuHanuteta (MaTeprion, Kannenapuja YjenumeHuX Hammja 3a
60pOy npotus apore u kpumuHaia - UNODC - United Nations Office on Drugs and
Crime; rpyna npskaBa Ha3zBaHux [-8: Opranuzanmja amepuukux apxkasa - OAS -
Organization of American States; Opranmu3anyja 3a €KOHOMCKY capajmy A3Hje H
[Tammduka APEC - Asia Pacific Economic Cooperation, Opranusaiiyja 3a EKOHOMCKY
capaamy U pa3Boj - OECD - The Organization for Economic Cooperation and
Development), Opranu3zainuja 3a €BpOICKy 0e30eJHOCT U capaamby OEBS®”
Organizacion for Security and Co-operation in Europe OSCE)*" u mp.

WuTeprion mnpencraBba NMpBY MeljyHapOaHY OpraHU3aldjy, Koja ce Iocie
koH(pepennmje y [Tapuzy 1979. roguue,’'! mocsermia MpOHAJIaXKEHy MEXaHU3aMma 3a
KPUBUYHOIIPABHO PETYJIUCAKE U CIIPEYaBamhe KOMITJYTEPCKOT KPpHUMUHAINTA. BakHO
je ma oBa oOpraHuzalMja yKazyje Ha OrpoMaH IOTEHLHUjal KOMIIjJyTepPCKOT
KPUMHHAIMTETA U J]a TIOCeAyje OTepaTuBHE MPUPYYHUKE Ca HAJHOBUJUM IOJAIIIIMA H
VIYTCTBHMa 3a HCTPAXKUTEJbe. Y OKBUPY MelyHapomHOT MpojekTa peaarn30BaHOT

1980. u 1981. romuue, BpIIeHa Cy pa3iluMTa aHKETHpama Yy 3eMJbaMa Koje Cy

ynanuie Matepnona. Ilocne 3aBprieHor ucrpaxkuBama y Ilapusy je 1981. rogune

599 Jom 1982. romuHe OCHOBAHA je EKCIEPTCKA IPyMa y LHJbY CarielaBara CTarba JICTHCIATHBE Y
00J1acTH BHCOKOTEXHOJIOIIKOT KPUMUHAJIMTETA ca 3aJaTKOM Jla CauMHU ojroBapajyhe mpenopyke 3a
N3MEHY 3aKOHCKHMX MNpoINuca y Wby yckiahuBama NpaBHUX HOPMH ca peajlHuM noTtpebama. Kao
pesynrar oBe aktuBHocTH OEBC je 1986. romune ycBojuo IIpenopyky 3a yckiahuBame KpUBHYHHX
3akoHnka. Ocum Tora, OEBC caummaBa JIHMCTY HENO3BOJREHUX IIOHAIIAKka y cajoep mpocTopy, Koja
oOyxBaTta padyHapcke mpeBape u (Qancudukare, omreheme padyHapCKHX IMOJaTaka W Iporpama u
HeoBnamheH! Ipoaop y 3aliTHheHH padyHapCKH POrpaM WK 3aluTHNeHH PadyHApPCKUA CUCTEM.

619 Misija OEBS-a u Srbiji, www.osce.org/st/serbia, mperpaxeno 15. 08. 2015. roxune

' The Third Interpol Symposium on International Fraud, Saint-Cloud, Paris, France, December 11-13,
1979, Buneru http://cybercrimelaw.net/documents/Strasbourg.pdf, nperpaxeno 01. 11. 2014. ronune
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oxpyaH TpBH VIHTEpIon TpeHHHT ceMuHap’ > Ha KOME je yd4ecTBOBaio 66 nenmerara
u3 26 3emasba. Ha oBOM cemuHapy je HaBEJICHO HEKOJIMKO OOJAcTH BE3aHUX 3a
yrmotpeOy KOMIjyTepa KOje HHCY aieKBaTHO KPHBHYHOIIPABHO HOpMHpaHe.’"
3ajeqHUYKN 3aKJby4yaK yyeCHHMKa OMO je Ja je HEONXOJHO Jla C€ paau Ha pas3Bojy U
XapMOHHU3AIMj1 KPUBUYHOT 3aKOHOJABCTBA KOje OU CIpPEdro MopacT KOMIIjyTepCKOT
KPUMHHAIHUTETA y 1IEJIOM CBETY.

JlomprHOC MPaBHO] PETyJIATHUBH y 00JIACTH KOMITJYTEPCKOT KPUMHUHAIUTETA
nana je u rpymna I'-8, xojy unne npeacraBuuuu Kanane, @panuycke, Mranuje, Janana,
Pycuje, Vjenumenor kpasecra, Hemauke n CjeanmeHnx aMepiakix apxasa.’'?

Excneprcka rpyna Bummx ctpyumaka [-8 3a mHpopMaTnike TeXHOJOTHjE Y
obnactu TpaHCHanMHaiIHOT opraHnu3oBaHor kpumuHanmutera (The High Tech
Subgroup of the G-8's Senior Experts on Transnational Organized Crime) 1998.
rOAMHE OCHOBala je M pa3BuWia choyxkOy crtpyune mnonpmke — Iloarpymy 3a
BHCOKOTEXHOJIOIIKA KpPUMHHAI Ja OM ce OaBWiia YCIOCTaBJbambeM HENMPECTaHHX
KOMyHHUKaija u3Mmel)y meHrapa 3a cajOep 0e30emHOCT ApikaBa 4iIaHUIA, alld U
00yKOM o0co0Jba M MOOOJbIIAKEM JPKaBHUX MPAaBHUX cucTeMa 3a O60pOy MpoTuB
KOMITjyTepcKOr kpuMuHanurera. [loarpymna je 6una akTUBHA cellaM J1aHa y HEJEeJbH U
JBaJICCETYCTHPH Yaca JHEBHO, Mpykaia je nH(opManHje W TmoMarajia Ipu Bohemy
MCTpara 3a KPMBHYHA Je/Ia U3 JOMEHA BHCOKOTEXHOMOMKOr kpumunamnrera.’”
OCHHMBama OBaKkBe CIyx0Oe OHO je ma opraHud OBJANEHH 3a MPOIECYHPARHE
U3BpIIMJIANA KPUBUYHUX JIeJIla KOMIIjYTEpCKOT KPHUMHUHAJIMTETa IITO Tpe mpoHaly

M3BPIINOLIE OBUX JeNia M Ja UX npuBedy npaBau. I'pyna I'-8 je ma Munucrapckoj

612 The First Interpol Training Seminar for Investigators of Computer Crime, Paris, December 7-11,
1981, Bugern http://cybercrimelaw.net/documents/Strasbourg.pdf, mperpaxeno 08. 11. 2014. romune
Hagenene cy crmenehe obmacti: momudukanmja u OpUcame MmojaTaka, kKao M OMIO KakBO Apyraduje
Memame IoaTaka ca HaMepoM Ja Ce OHM YHHINTE; IMPHCBajalbeé WIH NOOHjame IoJaTaka Koju
npunazajy npyrom; HeosiamheHo kopumheme Tyher padyyHapa; H3MeHa padyyHapCKHX MOAaTaKa WIH
pEIeBaHTHUX MOAATaka KOjU Cy MpeAMET NpaBHOI NPOMETa y HaMepH Ja ce W3BPIUM IpeBapa;
HeoBNAINEeHO U HEayTOPHU30BaHO 00jaBJbHBAE INIHUX U APYTHX MOJAaTaKa.

613 Schjolberg, Stein, op.cit., , 2008.

814 University of Toronto - G8 Information Centre, http://www.g8.utoronto.ca/, mperpaxeno 07. 11.
2014. ronune.

615 Schjolberg, Stein: ,, The history of cybercrime 1979-2014“, Cybercrime research Institute vol. 9,
2014, ctp. 44,
https://books.google.rs/books?id=hmiWBQAAQBAJ&pg=PA44&lpg=PA44&dq=The+High+Tech+S
ubgroup+of+the+G8%?27s+Senior+Experts+on+Transnational+Organized+Crime&source=bl&ots=K0
vra34cl1&sig=EvmCdwBvxHd5x9jDvOCt86 qE&hl=sr&sa=X&ved=0CCYQO6AEWAWoVChMIgKz
Oprm6xwIVRT0aCh2yxAOC#v=onepage&q=The%20High%20Tech%20Subgroup%?200f%20the%20
G-8's%20Senior%20Experts%200n%20Transnational%200rganized%20Crime& f=false, nperpaxeHo
20. 08. 2015. ronune.
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koH(pepeHIMju 3eMasba unaHumna -8 (koja je ompkana 1999. rogmne y MockBm)
YTBpIMJIA CET OJ TPH Hadena Koja Om Tpedasio Ja ce TMOIMITYjy NMPHIUKOM Bolhema
KPUBHYHE MCTpare 3a Jieyia U3 00JIACTH BHCOKOTEXHOJIOIIKOT KPUMHHAIHUTETA U KOje
CBaka JIpyKaBa 4WIaHUIIA U JIpyra 3auHTEepecoBaHa ApkaBa Tpeba 1a UMIUIEMEHTUPA Y
HAIMOHAIHO 3aKOHOaBcTBO."'®

17 nomema je 2002. rommHe

Opranmzanuja amepuukux npxkaBa (OAS)
[Tpenopyky kojom je popMupaHa eKCIepTCKa rpyra 3a npoydaBamke KpUBHYHHX J1eTIa
KOMITjyTEepCKOI KpUMHMHAIUTETA. 3aJaTaK eKCIepTCKe Ipyne OMo je J1a MpUnpemMu 3a
JIOHOIIICHE IMPaBHE MCTPYMEHTE M MpeUIore 3aKoHa Koju OM omoryhwiu jauame
capajlke [eNOr aMepHYKOT KOHTHHEHTa Yy OopOM MpOTHUB KOMIjYTEPCKOT
KPUMMHAINTETA, ca MOCEOHUM OCBPTOM Ha 3aIUTHTY MpaBa Ha MPHUBATHOCT, 3ALUTUTY
nogataka M UHpOpManuja, yHUPHUKAIMJU TOCTYNAaKa KPUBHUYHOI TOHEHA U
npeBeHIje oBe Bpcre kpumuHanutera. OAS u JlaTuHOamepuuka capajmba
pasBujernx mpexa (Latin American Cooperation of Advanced Networks - CLARA)

noHene cy OpojHe mporpamMe HW HWHHUIMjaTHBE 3a Cy30Hjambe KOMIjyTepCKOT

KpUMHUHAJIUTETA.

616 Hauena I'-8 moBooM 3ajeiHuuke GopOe mpoTHB MeljyHapoIHOT OpPraHM30BaHOT KPUMUHAJIA KOja ce
olHOCe Ha Mel)yHapoaHM HPHUCTYI cauyyBaHMM KOMIIjyTEPCKUM Mojanuma, cy: l.uyBawme mocrtojehux
[OaTaKka y KOMI[jyTePCKOM CHCTEMY - jelHa JpkaBa MOXe O]l Apyre jAa 3axTeBa Aa Apyra ApskaBa
00e30enn Op3o uyBame U 00e30eherme pauyHapcKHX eNeKTPOHCKHX MOJaTaka KOju MOCToje Y
KOMIIjYTEPCKHAX CHCTEMHUMa WM KOJ| HHTEPHET MPOBajaepa, a KOjU Ce Haja3e Ha HCHOj TEPUTOPHjH, a
KOjU Cy TOCEOHO OCETJBbHMBH M TIOJJIOKHH I'YOUTKY WM U3MEHH, a APYroj AP>KaBU Cy HEOMXOJHHU paju
nperpara, KOMMpamwa, Ofy3uMama WId oljaBibuBama; 2. [Ipykame npaBHe MOMONM Yy HOCTYIKY
XHTHOCTH — N0 npujeMy (GopMamHOr 3axTeBa jemHe IpxaBe 3a omoryhaBame MpUCTyIa,
NpeTpaKnuBama, KOMUpama, 01y3UMamka M OTKPUBamka I0JaTaka, WM JaBamka CauyBaHHUX M0JaTaKa,
3aMoJbeHa JpkaBa he, y CKIagy ca CBOJUM HAIMOHAJHUM 3aKOHOJABCTBOM, 3aXTEB HCIYHHTH IUTO
XUTHUje TmomTyjyhu TpagunuoHanHe mnpuHOWIE MelhyHapogHe mpaBHe momohm, onpehene
patudukoBaHe mporenype m3Mehy THX ApikaBa WM KOpUIINEHmEM IPYTHX METola ITpaBHE momohn
KOje Cy J[O3BOJbCHE 3aKOHOIABCTBOM 3aMOJbeHE IpkaBe; 3. - MehynpxaBHa capaama paau
oMoryhaBama mpucTyna caduyBaHMM KOMIIJYTEPCKMM IOJAllMMa HE 3axTeBa IPOLEAypYy Kao KO
npyxama MmelyHapoaHe mpaBHe momohu — jenHa Jp)kaBa He cMe Ja OAOHWje 3aXTeB Jpyre JpiKaBe
JIOKJIE TOJ je TO y CKJIaay Ca HEHMM HalMOHAJHUM 3aKOHOJABCTBOM, a THYE CE€ INPHCTyNa jaBHO
JIOCTYIIHUM Tojanuma, 0e3 o03upa rie ce OHU reorpa)CKy Hajlaze, Kao M NPUCTYyNamy, NpeTpasu,
KONMpamky WM TOTPOKUBAKY I10/1aTaka KOjU C€ Hajlaze y KOMIjYTEPCKHM CHUCTEMHMa 3aMOJbeHe
JIpXKaBe YKOJIMKO Ta JpXaBa IOCTyIa 0 3aKOHMMa WM JOOPOBOJEHOM IPUCTAaHKY ocobe Koja je
oBiamrheHa Jja TakBe MOJATKE Jiaje, a OTKPUBAC MMOJaTakKa je y HajO0oJbeM MHTEpeCy IpiKaBe Koja je
MOAATKE TPAKMIIA.

Buoemu: Ministerial Conference of the G-8 Countries on Combating Transnational Organized Crime,
Moscow October 19-20, 1999, Annex 1, http://www.g8.utoronto.ca/adhoc/crime99.htm, mperpaxeno
07.11.2014. roguue.

7 TIpenopyka Opranmsanmje apxasa Amepuke (Organization of American States (OAS)), 2002,
http://www.oas.org/juridico/english/cyber.htm, nperpaxeno 12. 11. 2014. ronute.
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Vapyxkerbe 3a eKOHOMCKy capanmy Asmje u INamuduxa®'® cacroju ce u3 21
npxaBe wiannne’® Koje Cy y MOTIyHOCTH mocBeheHe NOHOLICHY CBEOOyXBaTHE
3aKOHOJaBHE peryjaTuBe M3 00JacTH KOMIJYTEpCKOT KpUMMHAIUTETa MU
nH(pOpMaTHIKE CUTYPHOCTH, a Y BEIIMKO] MEpH ce ocnamajy Ha Pe3omymujy 6p. 55/63
YH w3 2000. roguae u Kouenmujy Caera EBpome 0 BHCOKOTEXHOJOIIKOM
kpumuHaiy 0p.185 u3 2001. rogusne.

VIpysKeme jyrONCTOYHIX a3HjcKuX Hapoga’’’ 4uHH meceT apxkaBa’ ' koje cy
HA CACTaHKy ojpkaHoM y bankoky janyapa 2004. romune’™ mpemosHaie notpeby aa
ce edukacHOM MelyHApOJHOM TIPaBHOM capaamoM mobeaun y OopOu mpoTuB
BHCOKOTEXHOJIOIIKOT KpuMUHanmuTeTa. Ha cacranky oxapkanom Ha bpynejuma
2008.rogHE  MHHWIMPAHO J€  yCBajakbe  pE30dyHHje O  KOMIIJYTEPCKOM
kpuMuHaTuTeTy >,

Pax wu adraxoBame MelyHapogHHMX opraHuMsandja Ha  cy30Hjamy
KOMITjyTEepCKOT KPHUMUHAINTETa 3HAYajHO Cy YTHIAJIM HA TPAaBHY PETYJIaTUBY OBOT
o0lMKa KpUMMHAJIMTETa y MHOTMM JpkaBama y cBeTy. IlpaBHa perynaTuBa
KOMITjYTepCKOI KpUMUHAJIUTETA [TOYUILE /1a CE€ pa3BUja U yCcaBplllaBa I0YEB O JApyre
MIOJIOBUHE OCaMJECeTHX ToAuHa, Kaaa cy 1986. rogune y CjenumeHIM AMEPUYKUM
JlpkaBamMa JOHETH 3aKOH O HHTEPHET KOMIjyTepCKOj mpeBapu’ ' u 3akoH o

NPUBATHOCTH  CIEKTPOHCKMX KoMyHHKarmja."”> 3akoH O 3alITHTH HMHTEPHET

618 Asian Pacific Economic Cooperation (APEC), www.apecsec.org, nperpaxero 12. 11. 2014. roxuue
619 Aycrpamuja; Bpymeju; Kamama; Kuma; Xour Kowur; Mumonesmja; Jamam; PemyGmuka Kopeja;
Manesuja; Mekcuko; HoBu 3enann; Ilamya Hosa I'Buneja; Ilepy; ®@wimununu; Pycuja; Cunramyp;
Tawnnej; Tajnang; Cjennmene Amepuuke [Ipxase u BujerHam.

620 Association of Southeast Asian Nations (ASEAN), www.aseansec.org, nperpaxeso 12. 11. 2014.
TOUHE

21 Bpyneju; Kamboua; Uunonesuja; Jaoc; Manesuja; Majuamap; ®Oumumnay; Cunranyp; Tajmang u
Bujernam.

62" First ASEAN Plus Three Ministerial Meeting on Transnational Crime (AMMTS+3),
http://www.asean.org/communities/asean-political-security-community/item/joint-communique-of-the-
first-asean-plus-three-ministerial-meeting-on-transnational-crime-ammtc3-bangkok-10-january-2004,
nperpaxkero 12. 11. 2014. ronune.

623 The Association of Southeast Asian Nations, http://www.asean.org/communities/asean-political-
security-community/item/joint-communique-of-the-28th-asean-chiefs-of-police-conference-brunei-
darussalam-25-29-may-2008, nmperpaxeno 12. 11. 2014. ronuse.

624 3akon o uHTepHET KOMmjyTepckoj npepapu Cjemumennx Amepuukux pxkasa - 18 U.S. Code §
1030 Computer Fraud and Abuse Act(CFAA), http://www.law.cornell.edu/uscode/text/18/1030,
nperpaxkeno 02. 11. 2014. ronune.

623 33K0H O TPUBATHOCTH EIEKTPOHCKUX KoMyHHKammja Cjeammennx Amepruknx Jpxkasa - 18 U.S.
Code § 2510-22 - Electronic Communications Privacy Act of 1986 (ECPA),
http://www.law.cornell.edu/uscode/text/18/part-I/chapter-119, nperpakero 02. 11. 2014. roguse.
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npuBatHocTH aene,”° koju je momer 1998. roxune, npexsuljena 1a MHTEpHET 6ase He
CMejy Ja cakyIubajy mojatke o neru miahoj om 13 romunHa, ma je 300r Tora Ha
OpojHMM JpPYIITBEHUM MpeXamMa YCTaHOBJBEHO j€ CTapOCHO OTpaHHYeHE Ha
MUHUMYM 13 roauHa cTapocT.

Pedopma 3akoHOTaBCTBA Y 00JIACTH KOMIT)YTEPCKOT KPUMHHAIHUTETA j€ 3aTUM
HacraBbeHa y Aycrpammjun’’ u Bemmkoj Bpuranuju, rae je 1988. rommHe moHeT
3aK0H 0 KOMITjyTepcKoM KpumuHaiy.*>

bopba mpoTHB KOMIjyTepcKOr KpUMHUHanuTeTa mnodena je y EBponu map
roMHa KacHHjeé M YyTeMeJbeHa je, Ipe CBera, Ha 3Ha4ajHUM MelyHapoIHUM
IOKyMeHTHMa. MHore 3eMJbe Cy O]l TaJa M3MEHWIE U YCKJIaIuiIe CBOja HAIllMOHAITHA
KpUBHYHA 3aKOHO/IaBCTBA Ca JOKYMEHTHMA KOJH Cy JJOHETH Ha Mel)yHapOoHOM HUBOY.
Mely npsuma je To, mopen Benuke bpurtanuje yunnuna u Xonanauja, rae je 1993.
rOMHE IOHET 3aKOH 0 KoMIjyTepckoM kpumunany.®’ V Hemaukoj je 1970. romune y
nokpajuau EceH noHeT 3aKOH O 3alITUTH ToAaraka, anu cy Tek 1977. rogune y
CaBe3HOM 3aKOHY O 3aIlITUTH IojaTaka Ouie npeasul)eHe KPUBUYHOIIPABHE CAHKIIH]E
3a 3alITUTY ayTomarcke oOpaje mnonartaka. [loceOHuM KpuBuuHuM 3aKoHOM 3a
cy30ujame npuBpeaHor kpumuHanutera 1988. rogune npensul)eH je HA3 KPUBHUUHUX
7esia KOMITJyTepCKOT KPUMHHAIMTETa, Kao MTO cy: Kpaha mojaraka, KOMITjyTepcKa
IINHjyHaXKa, KOMITjyTepcKa mnpeBapa, dancudukoBame momataka, oOMaHa y MpaBHOM
MIPOMETY TIpH 00paaM MojaTaka, MPoOMeHa MojaTaka U KOMITjyTepcka caboTtaka. Huz
KPUBUYHHUX Jlela KOMIIJyTePCKOI KPHUMMHAIUTETa peryjucaHa cy (QpaHIyCKOM
KPUBHUYHUM 3aKOHOM, aJId MOCEOHNM 3aKOHOM O 3aIUTUTH Mogataka u3z 1978. ronune
ypeheHa je oOaBe3a CBUX KOpHMCHUKA 0aHaka Ja Cce 3a CBAaKO OTBapame HOBE 0Oasze
mojaTaka Mopajy oOpatuth TrcaHuM 3axTeBoM Komwucuju 3a MHPOPMATUKY U

cro6oxy rpaljana 3a ono6peme.®’

626 3aKOH 0 3AIITHTH MHTEPHET IPHBATHOCTH JCLE Cjenumenux Amepuukux [Ipxasa - The Children's
Online Privacy Protection Act (COPPA), http://www.coppa.org/coppa.htm, nperpakero 12. 08. 2013.
T'OJUHE.

627 3akoH 0 KOMIjyTepckoM KpuMuHamy Ayctpammje - Malicious Communications Act 1988,
http://www.neiladdison.pwp.blueyonder.co.uk/law/marcomm.htm, nperpaxxeno 02. 11. 2014. ronune
628 3akoH 0 3MOHaMEpHHM KoMyHHKammjama Bemuke Bpurammje - Malicious Communications Act
1988, http://www .legislation.gov.uk/ukpga/1988/27/contents/enacted, mnperpakeno 02. 11. 2014.
TOUHE

629 3akoH 0 KOMIjyTepckoM KpumuHany Xomauamje - Computer Crime Act (Wet
computercriminaliteit), http://www.ejcl.org/143/art143-10.pdf, nmpetpaxeno 02. 11. 2014. roxune.

630 Tlur. mpema Illetka, Tojko; Partkonh, YKesbko: BHCOKOTEXHONOMKH KpUMHHAI y Pery6iumm
Cprickoj, 360pHuUK panoBa, Mel)ynaponna nayuHoctpyuHa koHpepenimja, Cy30ujambe KpUMHHAIIA U
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Heke o apxaBa wianuna Yauje Adpraxux semama’ ' momyt Maypurmjyca,
JyxHoadpuuke permydnuke u 3amOuje Cy y CBOja HaIlMOHAIHA 3aKOHOJABCTBA Beh
UMJIEMEHTHpaJle TMpaBHE OJpende O KPUBMYHUM JelIMMa BHUCOKOTEXHOJOIIKOT
KpumuHanurtera. bouBaHa je moHena 3akoH 0 KOMIjyTepckoM kpuMmuHamutety 2007.
roguue,”? Yramma 2008. romuHe (peBuaupan 2011. I‘O,Z[I/IHG),633 Amxup 2009.
roguse,”* mox cy 3ambuja, 3umbGaGee, Jyxna Adpuka, MamaBn 1 Mo3aMGHK
XapMOHM3AIM]y 3aKOHAa O BHCOKOTEXHOJIOIIKOM KpuMmHuHaMy otmnoderne 2005.
roguue.”

HpxxaBe opranusoBaHe Kkpo3 Jlury apanckux npncaBa636 U YjeaumeHu

637

Apancku Emupatu (2006)”" takohe cy mpaBHO perynucaie o0JacT KOMIjyTepCKOT

KpUMHWHAJIUTETA.

Haponna Peny6mnuka Kuna, Pycuja, Kazaxcran, Kuprucran, Tapukucran u

V36exucran cy 2001. rogume ocmoamu IllaHrajcKy opraHusarijy 3a capammby’

YMju je b OopOa MPOTHB TEpOpH3Ma, CemapaTu3Ma M eKCTPEMHU3Ma, IPU YeMy ce

I10]T TEPOPU3MOM TOAPA3yMeBa H HAMA Ha HHPOPMATHHUKY curypHoCT.

€BPOIICKE HMHTETpalrje ¢ OCBPTOM Ha BHCKOTEXHOJOIIKH KpumuHai, Jlakramm 28 - 30. 03. 2012.
roguae, ctp. 210 , http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-Visokotehnoloski-
kriminal.pdf, mperpaxeno 21. 07. 2015. roguae

8! Buoemu Africa Union www.africa-union.org, nperpaxeno 12. 11. 2014. rommme I
http://www.au.int/, mperpaxkero 23. 07. 2015. rogune

632 3akon 0 KommjyTepckom KpumuHamntery Bousame (Cybercrime Bill for Botswana), Bumern
Molokomme, L. Athaliah: ,,The Botswana Experience with cybercrime legislation and other
measures”, Speaking notes at the opening session of the Octopus Conference on Cooperation Against
Cybercrime - Strasbourg, France, 6th June, 2012,
http://www.coe.int/t/dghl/cooperation/economiccrime/cybercrime/cy Octopus2012/presentations/Octo
pus_2012 Botswana.pdf, nperpaxeno 20. 11. 2014. roxune.

3 3akom o xommjyrepckoM KpumuHanutery Yramze ( The Computer Misuse Bill),
http://www.hingx.org/Share/Details/774, npetpaxeno 20. 11. 2014. rogune

64 3akom o KommjyrepckoM KpummHanuTery Amkupa (Cybercrime Bill for Algeria),
https://algerianreview.wordpress.com/2010/01/09/algeria-cybercrime-law/, nperpaxeno 20. 11. 2014.
TOZIUHE.

535 gudemu Cyber Crime Law, http://www.cybercrimelaw.net/AU.html, mperpaxerno 20. 11. 2014.
T'OJHUHE

836 guoemu Arab League Online, www.arableagueonline.org, nperpaxero 20. 11. 2014. roauue

7 3akom 0 KOMMjyTepckoM KpuMuHamutety Yjemmmenux Apanckux Emmpara (United Arabic
Emirates federal cyber crimes law (Law No. 2 of 2006 Concerning Combating Information Technology
Crimes)), 2006., http://www.lexology.com/library/detail.aspx?g=1d072cdf-3cd5-4ad9-8c54-
28c045057d02, mperpaxeno 20. 11. 2014. roquse.

6% Shanghai Cooperation Organisation (SCO), www.sectsco.org, nperpaxeno 20. 11. 2014. roquse

639 [11anrajcka KoupeHimja o GopOy MPOTHB TepPOPH3Ma, CeMapaTH3Ma H eKCTpeMH3Ma

(The Shanghai Convention on combating terrorism, separatism and extremism), 2001,
http://eurasiangroup.org/files/documents/conventions_eng/The 20Shanghai 20Convention.pdf,
npetpaxeno 20. 11. 2014. rogune.
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Moxe ce KOHCTAaTOBaTH Ja je Ha MehyHapogHOM TMiaHy Yy TOIVIeAy
HOPMATHUBHOT DETYJIHCakha KOMITYTEPCKOT KPHUMHHAIWTETa IIOCTUTHYT 3HaudajaH
Hampejak, ajd Ja W Jajbe IOCTOje 3HayajHu MpoOJeMU KOJu CE€ OJIHOCE Ha
MehyHapoOaHy capaamy | T[JIoOallHe Hamope 3a Cy30Hjame KOMIIjyTEepPCKOT

640
KpUMHUHAJIUTCTA.

1.1. AktuBHocT Opranmsanuja Yjequmennx Hanuja Ha cy3onjamy
KOMILjYTepCKOI KpUMHUHAJHUTETA

YjenumeHe HalMje Cy y OKBUpPY pana ['eHepasiHe CKYIIITHHE YCBOjUIC
HEKOJIMKO pe3ylHja Koje ce 0aBe BUCOKOTEXHOJOIIKHMM KpuMHUHaIuTeToM. OBeE
pesonynuje HeMajy o6OaBe3yjyhy cHary 3a JapkaBe YJIaHUIIE W YIJIABHOM CYy
JICKJIapaTUBHOT KapakTepa, ajul uX Tpebda TNOMEHYTH jep CaApKe I03UB CBUM
IpXKaBaMa Ja INTO Tpe ycarjace 3aKOHOJIABCTBE Y OBOj O0JacTH Kako OM ce
eJIMMUHKCANE T3B. ,,CUTYpHE ApaBe™ 3a KOMIJYyTEpCKHM KPUMHUHAIUTET y KOjUMa
IITeTHa T[IOHAlllaka Be3aHa 3a 3JI0yNnoTpedy KoMIjyTrepa, HH(POPMALMOHUX U
KOMYHUKAIIMOHUX TEXHOJIOTHja HHCY WHKPUMHUHHCAHAa W CaHKIMOHHMcaHa. Pan Ha
M0JbY TIPABHOT peryJrcama Komijyrepckor kpumuaanurera OYH cy 3amouene 1990.
roJIuHe, Kajaa je ycBojeHa Pe3onyiuja o 3aKOHOMABCTBY y 00JIACTH KOMITjyTEPCKOT
KpI/IMI/IHaJ'II/ITeT8.641 Ha VII Konrpecy YH o cnpeuaBamy KpUMHHaIa U MOCTyIamlky ca

npectynHunumMa (8th U.N. Congress on the Prevention of Crime and the Treatment of

Offenders) onpxanom y Xasanu. Ilocne ycBajama oBe Pesomymmje, 1994. ronune

040 Kao HajBakHHjH NPOGIEMH HABOJE CE: PAIMUYMTO NPABHO Ae(HHHCAHE DATbH HM3BPIICHA
KPUBHUYHHX Jiella KOMIIjyTePCKOT KPHUMHHAIIUTETa; HEOBOJbHA OOYYEHOCT IMOJHLajala, Ty)KWiana u
CyIMja KOjU MOCTYIajy y HpeAMEeTHMa KOMIIjYTEpCKOT KPUMHAJIMTETa; HEYCKIal)jeHOCT MPOLECHUX
IpaBWwiIa y KPUBHYHMM 3aKOHMMa KaJga c€ Paad O HCTpa3sd M INPOLECYHpamy KPUBHYHUX Jena
KOMIIjyTepCKOT KpUMHHAIIMTETa; He(YHKIIMOHKUCAmhE WK HerlocTojambe Mel)yHapoae npasHe momohu.
Bupern ommmpnauje: bejaroBuhi, CraHko: BHCOKOTEXHOJOMIKM KPUMHMHAJ W KPUBHUYHOIPABHU
WHCTPYMEHTH CYNpPOTCTaBJbatba, 300pHUK panoBa, MelyHapoiaHa HaydyHOCTpy4Ha KoH(epeHLHja,
Cy30ujarbe KpUMHHAJIa W EBPOICKE HHTErpalyje ¢ OCBPTOM Ha BHCKOTEXHOJIOIIKH KPHUMHUHAM,
Jlaktamm 28 - 30. 03. 2012. rogusne, ctp. 22,
http://education.muprs.org/wp-content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf,
nperpaxeno 21. 07. 2015. ronune

41 pesonyumja Yienumennx Harmja 0 3aK0HOIABCTBY y 061acTH KOMITjyTepekor kpumunammrera (UN
resolution on computer crime legislation),
http://www.unodc.org/documents/congress//Previous_Congresses/8th_Congress 1990/028 ACONF.14
4.28.Rev.1_Report Eighth United Nations Congress on_the Prevention of Crime and the Treatm
ent_of Offenders.pdf, mperpaxeno nana 11. 11. 2014. rogune
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nouert je [Ipupyunuk OYH o cipedaBamy U KOHTPOIU KOMITjyTEPCKOT KpI/IMI/IHaJIa,642

a 3aTuM Maja 1998. rogune JKeHeBcka pe3onyiyja o 310ynoTpedr HHTEPHETA Y CBPXY
cexcyaiHe excimoaranuje’” . JKeHeBcka pe3olymuja je KoHcTaToBana aa je NHTepHer
y TOM MOMEHTY HajHeperyJucaHvja KOMYHHKAallMOHa MpeXa Yy CBETy ca HOBHUM
TEXHOJIOTHjaMa KOje MpPEeJCTaBJbajy BEIMKH M3a30B 3a HAIIMOHATHO M MehyHapoaHo
peryinucame W TPUMEHy M ajapMupaia Ja ce y LWby CeKcyanHe 3abaBe Ha
WHTepHeTy NpPOMOBMINY pa3IMYUTH BUIOBU CEKCyallHE eKcIloaTauuje. Y LHIbY
CMamelka OBUX II0jaBa, Pe3onynuja caapku mpenopyke Kako OM yTuLana Ha
CMamele TProBUHE JbyJIUMa, MPOCTHUTYIMjEe M CEKCyallHe eKCIuloaTandje Ha
I/IHTepHeTy.644

I'enepanna ckymmruaa OYH je 2000. rogune ycBojuna Pe3onynujy o 6opou
npoTHB 3m0ynorpebe nudopmarmornx Texuonornja.*® V oBoj Pesomymujn uctakHyT
je 3Hauaj mojeIMHUX Mepa y O0pOM MPOTHB MPOTHB 370yHOTpede MHPOPMALMOHUX

. 64
texuonoruja.>*

2 Mpupyurnx YH o cripeyaBamy 1 KoHTponu kommjyrepckor kpumunania (United Nations Manual on
the Prevention and Control of Computer-related Crime), 1994,
http://www.uncjin.org/Documents/EighthCongress.html, nperpaxeno 11. 11. 2014. ronune

3 Pesonynmja Yienumenux Harmja (t38.)KeHeBcka pe3oinyIija) 0 310ynoTpeGy HHTEPHETA y CBPXY
cexcyanae excruroaranmje (UN Resolution on Missuse of the Internet for the Purpose of Sexual
Exploatation), http://www.uri.edu/artsci/wms/hughes/ppr.htm, nperpaxeno 05. 03. 2015. rogune

4V nperopykama je cyrepucaHo Bllagama ApKapa TOTIMCHHIA M HEBIAIMHHM OpraHH3aljaMa Ja,
Kao IIPUOPUTET pa3MoTpe, AOIyHe U IPUMEHe MocTojehe 3aKoHe MM JOHECY HOBE 3aKOHE Kako Ou ce
CIpedmia 3710ynorpeda HHTEpHETa 3a TPrOBUHY, NPOCTUTYLH]Y M CEKCyalHy eKCIUIOATAIHjy XKEHE U
Jielle; HacTaBe MCTpary y Be3W ca 3JI0ylnoTpeOOM HWHTEpHEeTa 3a CBpXe IPOMOBHCAba W/HIH
cnpoBohera TProBUHE, NPOCTHTYLHjE M CEKCyalHE eKCIUIoaTalyje JKeHa W Jiene; Npeay3Mmy
CHEprHYHUje Mepe y LWbY elMMHUHALMje TProBUHE JbyJHMa, EKCIUIoaTaluje MPOCTHTYLHje U
CeKCyaJlHEe eKCIUIoaTallfje Ha WHTEPHETY; pa3BHjy 00pa3oBHE Iporpame, MOJMTHKY U 3aKOHE KOjU Ce
TH4y KopHumhema HHTepHETa 0] CTpaHe KOPUCHHKA MPOCTUTYIIM]jE; CIPOBELY UCTpary M KOpHCTe Kao
eBHACHLM]Y KPHBHYHHMX Jejla M aKarta JUCKPUMUHALMjE PEKIaMHUPame, KOPECHOJCHUWjy W Apyre
BUJIOBE KOMYHHKALMje IPEKO HHTEPHETa KOjH Ce KOPHUCTE Y LIMJbY IIPOMOBHCAKA CEKCyalHE TPTOBHHE,
NPOCTUTYLIMjE, CEKCYyaHOI Typu3Ma, TPrOBUHE HEBeCTaMa M CHIIOBamba; Pa3BUjy H0OpY capalmy Ha
HUBOY HAIMOHAIHMX M PETHOHAIHMX OpraHa KPUMHHAIUCTHYKHX CIy)XOH y OopOM NpoTHB
ecKalliparma TProBUHE U MPOCTUTYIIMjE KEeHa U Jielle, rodau3anyje oBe HHAYCTPHje U 3J10ynoTpede
UHTEpHETa 3a IPOMOBHCAHE M CIPOBOhEHE aKaTa CeKCyalHe TPrOBHHE, CEKCyalHOI Typu3Ma,
CEKCYaJTHOT HaCUJba M CEKCyallHe eKCIlIoaTalyje.

5 Pesonymmja Vienumenux Hammja A/res/55/63 o 60pom MpoTHB 3710ynoTpebe HHPOPMAIHOHHX
texnonoruja (UN resolution A/res/55/63 on combating the criminal misuse of information
technologies), 2000, http://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN_resolution 55 63.pdf,
nperpaxeno 11. 11. 2014. ronune

646 Kao Haj3HauajuHuje Mepe HaBeJeHe Cy JBE Mepe: IpBa Ja ApyaBe Mopajy Ja o6e3be/ie TakBe 3aKOHe
U mpakcy koje he enmmMuHUCaTH cBako Moryhe ,,yTodnInTe  3a OHE KOjH Y KPUBUYHOIIPABHOM CMHCITY
3MoynoTpebspaBajy MH(POpMAIOHE TEXHOJIOTHje; W JApyra Ja TpaBHH CHCTEM MOpa Oa IITHTH U
MOIITYj€ TIOBEPJEMBOCT, HHTETPUTET M JOCTYITHOCT EIEKTPOHCKUX IMOJaTaKa U PauyHApCKHX CHCTEMa,
KaKo He OW JOMUIo 10 BUX0BE 370ynoTpede n HeoBnamheHor Kopumhema 1 Kako OM CBaKW yUHWHIUIAI]
OBaKBOT' KPUBMYHOT Jie1a OMO CaHKIIMOHUCAH.
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Pesonynuja je peBumupana 2001. romune (Pesomyyuja 6p. 55/63 on
22.1.2001)** kazna cy ce apxxase wiannne OYH ycarmacuie oko geceT Mepa y 60pou
MIPOTHB KOMIIjyTePCKOT KpuMHUHaNMUTeTa. Kao HajBaXHU]jE TPETIOKEHE MEpPE MOTY Ce
W3JIBOJUTU: KOOPJAMHAIMja CBHX 3aWHTEPECOBAHMX JpXKaBa Y BE3H Ca CapaamboM y
UCTpa3u U Tomemy MelyHapoaHuX ciiydajeBa 370ynorpede HHPOPMALMOHUX
TEXHOJIOTHja; pa3MemHBambe MHpOopManuja n3Melhy IpkaBa W capaima MPUIHKOM
pemaBama mpoljeMa BE3aHHX 3a KOMIJYTEPCKH KPUMHUHAIHWTET, €IyKaluja Hu
caBpeMEHH METOAH OOYyKe JIMIa aHTa)KOBAaHMX HAa OTKPUBAEkhY U KPUBUYHOM TOHCHHY
M3BpIIMIALA KOMIT)YTepPCKOT KpUMHHAINTETA; YIIO3HABAKHE JABHOCTH Ca OMIACHOCTUMA
Koje mpere U3 cajOep MpocTopa M yKa3WBamke Ha Mepe NpeBeHIHje; Kopuirheme
WHPOPMAIIMOHUX TEXHOJOTHja 3a OTKPUBAkEC KPHUMHUHAIHUX TIOHAIIAka W Jp.
Pesonynmja cagpxu u ymoszopeme JpkaBama Ja y OopOM MPOTHUB KOMITjyTEPCKOT
KpUMHMHAIMTETa MOpa J1a ce ouyBa OanaHc u3mel)y MHAMBHIYaTHUX IpaBa U c10001a
rapaHTOBaHUX CBAaKOM IIOjeIMHILY, Ca jeJHE CTpaHe, W IpaBa Jp)KaBa Ja KPUBUYHO
TFOHH M3BPIIHOLE KPHBAUYHKX Jela, ca apyre crpame.’™

Pesonynuja I'eHepanHe ckynmTuHa OVH*¥

ycBojena 23. 01. 2002. rogune
yKazyje Ha notpely Ja ce NpUIMKOM yCBajama 3aKOHa, Ka0 U MPUIMKOM yTBphUBama
MOJIUTHKA KPUBUYHOT TOWEHA, y3My y o003up pesynratu paxa Komucuje 3a
NPEBEHIM]y KpUMHHAJIa W KPUBHYHO TMpaBocyhe, Kao M Jpyrux pelieBaHTHHUX
MelhyHapoJHUX OpraHu3aIyja.

Exonomcko couujannu caer OYH noneo je 26. 07. 2007. ronune Pezomyujy
2007/20°° 1 mo3Bao ApKaBe WIAHMIE A MOJAEPHH3Yjy HALMOHAIHO 3aKOHOJABCTBO

HOBMM HWHKpPHMHUHAIHMjaMa C OO3MpOM Ha JpaMaTH4YaH IMOPACT TPAHCHAIIMOHAITHOT

MPUBPEIHOT KPUMHUHAIUTETa M y BE3U ca TUM yHoTpeOy MOAEPHUX pavyyHapCKUX

647 pepummpana Pesonymmja Viennmenux Hammja A/res/55/63 o 60p6u npoTuB 3moynotpede
nHdopmannonux rexnonoruja (UN resolution A/res/S5/63 on combating the criminal misuse of
information technologies), 2001, http://www.itu.int/ITU-
D/cyb/cybersecurity/docs/UN_resolution_55 63.pdf, nperpaxeno 11. 11. 2014. ronune

4% Pomuh, Muompar; I'pouh-ITasrouh Hukomuna: MelyHapoQHONpaBHE JOKYMEHTH KOjUMa Ce
ypehyje 001acT BHCOKOTEXHOJIOMIKOT KpUMHUHAIa, 300pHHUK panoBa, mehyHapoaHa HAYYHOCTPydYHA
koHpepeHiuja, Cy30Hjame KPUMHHAIA U €BPOICKE HMHTErpPaIijeé ¢ OCBPTOM Ha BHCKOTEXHOJOIIKH
kpumuHan, Jlakramm 28 - 30. 03. 2012. rommme, ctp. 196, http://education.muprs.org/wp-
content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf, nperpasxeno 21. 07. 2015. ronune
99 Pesonymmja Vjenumennx Hammja A/res/56/121 o Gopbu mpoTHB 310yHOTpeGe MH(POPMALMOHHX
texaonoruja (UN resolution A/res/56/121 on combating the criminal misuse of information
technologies), 2002, http://www.itu.int/ITU-D/cyb/cybersecurity/docs/UN_resolution 56 121.pdf,
nperpaxkero 20. 08. 2015. romune

0 Pesomymmja 2007/20 ox 26. 07. 2007. roauue, www.un.org/.../ecosoc/.../2007 /Resolution%2020,
npeTpaxeHo 25. 04. 2015. roqune
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TEXHOJIOTHja Kao CpEeACTBa 3a M3BPILCHE OBMX KPUBHUHUX Jena. HarumoHanmHum
3aKOHOJABCTBHMA j€ TPEJIOKEHO Ja NMpeIBUAE Kao KPHBHYHA Jiea HeoBNammheHy
ynoTpedy wWid wu3pany HICHTH(OUKAMOHUX [TOKyMeHaTra, Kao M T[ojaTaka o
uaeHTUTEeTy. Takohe je mocTHrHyTa cariacCHOCT Ja Cc€ WHUTamka HPUBPEIHOT
KpUMHMHAINTETa M 3J0yNnoTpede MASHTUTETa pa3MoTpe y OKBHpY pana Komucuje 3a
MIPEBEHIN]Y KPUMHHAINTETAa U KpuBHYHO TipaBocyhe OYH.

Ha rmo6anmnom mmany OYH ce kpo3 pag cBOjuX CHEIMjaJu30BaHHUX Tella U
pamHuX rpyrna akTUBHO YKJbYYHJIa y CEKTOp 0e30eaHOCTH HH()OPMATHUKOT JPYIITBA.
JenHo ox Haj3HauajHUjuX cnenujanu3oBaHux Tena OYH u jeaHa o HajaKTUBHHMjUX
uactutynrja OYH nomeHy OopOe NMpOTHUB BHCOKOTEXHOJIOIIKOT KPUMHHAIUTETA,
KO0joj je moBepeHa Bojacha ymora y TOCTYNKy XapMOHH3allMje HAIMOHAIHUX
3aKOHOAaBcTaBa W 0Oe3bemHocTm y  cajOéep mpoctopy, je Mehynapoana
TenekomyHukanmona yHuja (International Telekommunication - ITU), umje je
cemumte y JKeneBu y IlIBajiapckoj. OBa HHCTUTYIH]jA j€ CBOj aKTUBHU PaJi 3aroyerna
Maja 2007. roguHe, Kaaa je moHeT MeMopaHayM o Ti106anHoj cajoep 6e36emnoctu (A4
Global Cybersecurity Agenda - GCA of the International Telecommunication
Union),”' y by cTBapama rio6atHOr OKBHpA 3a Aujator 1 MeljyHapomHy capaimby
MPWIMKOM TIpe/iarama cTparervje 3a nmoehame 0e30eaHOCTH Yy cajoep mpocTopy.
[Tnardopma caapku cemam TIIaBHUX CTPATEIIKMX IMJbEBA, OF KOjUX je HAjOUTHUjH
JOHOIIIEHkE oroBapajyhe mpaBHe peryiiaTuBe U B€Ha MHKOPIOpalldja y HallMOHATHA
3aKOHOJIABCTBA.

BopOy npotuB BucokorexHomomkor kpumuHanutera OYH cnpoBoze y jomr
HEKOJIMKO CBOJUX OpraHu3anuja, Mehy kojuma je Haj3Hauajauja Kawnyerapuja YH 3a
Koumpoxy Hapkomuka u npesenyujy kpumunana (United Nations Office on Drugs and
Crime — UNDOC)*™? w Kanyenapuja YH 3a nocnose pasopyacara (United Nations
Office for Disarmament Affairs UNODA). UNDOC ce nocebHO 6aBH KpUMUHATHOM
37I0yTIOTPEOOM HICHTUTETA, MPOMOBHCAIHEM JICTHCIATHBE O BHCOKOTEXHOJOIIKOM

KPUMUHAJIUTETOM U OOYKOM MpUIAJHHUKA MOJUIHUje U JAPYTUX OpraHa rOmerma, JOK

! 'noGanua miarpopma o cajbep curyproct Meljynapose tenexkomyHukaruone yuuje (Global
Cybersecurity Agenda (GCA) of the International Telecommunication Union),
www.itu.int/osg/csd/cybersecurity/gca, mperpaxeno 11. 11. 2014. roguae

62 Opranmsaumja je ocHoBana 1997. ToauHe y LHMIbY pelllaBarba MeljyHapoaHHX MpobIeMa U MUTamba
3a0pambeHE TPrOBUHE HAPKOTHIMMA, NPEBEHIMjH KPUMHMHAIHTETA M MeEyHapOAHOI TepopH3Ma.
Bupern y: United Nations Office of Drugs and Crime, 2008, www.undoc.org/en/about-undoc/index,
npetpaxeno 15. 08. 2015. roqune
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UNODA, nopen ocTalnux akKTUBHOCTH YKJbYUYj€ Y CBOjJy JICJIaTHOCT NMUTakha Be3aHa 3a
nH(OPMAIIMOHH paT U cajoep Tepopu3am.

Hogem6pa 2005. rogure noHera je TyHucka arenna’ Ha CBETCKOM CaMHTY
VH o unpopmarnukom apymry (World summit on the information society - WSIS).
ITocebHO Tpeba momMeHyTH Kao BeoMa 3HauajHe naparpade 40 u 42 TyHucke areHnue,
KOjUMa Ce TapaHTyje CTAOMITHOCT U CUTYPHOCT HHTEPHETA, TPOMOBHIIIE O0pOa MPOTHB
KOMITjyTepCKOT KpUMHHAINTETa, o0aBe3a 3alITUTe W IIOIITOBama MpaBa Ha
MPUBATHOCT U C1000Je mM3paxaBama (map. 42) U KojuMa ce CBE 3eMJbe MO3UBAjy Ja
capal)yjy y cTBapamy HEOMXOJHOT NPAaBHOT OKBUpPA y OKBUPY Kora OW ce BOJWIA
UCTpara W KPUBUYHO TOHCHE MOYMHWIANA Jefla KOMITYTepCKOT KpUMHHAIUTETa
(map. 40).

Oxto6pa 2007. roguHe QopMupaHa je eKclepTcka rpyna ca BHILE O] CTO
4yraHoBa, koja je jyna 2008. roaumHe nomyHWJIAa M paspaguia miaatdopmy
CYIIPOTCTaBJbaba KOMIjYTEPCKOM KPUMHHAIUTETY KPO3 MET OOJIACTH: 3aKOHOJaBHE
Mepe, TeXHWYKE W TpoleaypalHe Mepe, OpraHu3aluoHa CTPYKTypa, CTBapame
npeaycioBa U MehyHapoaHa capaama. [ TaBHU 3a/1aTak KOjU je oBa eKCIepTCcKa rpymna
uMasia OMO je Ja ce NMOCTUTHE KOHCEH3yC Ha Mel)yHapoaHOM IUIaHy IO HUTamlky
paduyHapcke Oe30eqHOCTH M 0e30eTHOCTH ENEKTPOHCKUX IMojaTaka W Kako Ou ce
e(pHUKaCHO perraBao nMpoodJieM KOMITjyTePCKOT KpUMUHAITUTETA.

Pan Ha nerucnatuBu M3 00JaCTH KOMIjYTEpCKOT KPUMHHAINTETA HacTaBHIIA
je 2010. rogune ['enepanna ckynmruHa Yjeaumenux Hamuja ycBajamem Pesonynuje
65/230,** y kojoj je mpemtokerno ma ce popmupa MeljyBragHHa ekcrepTcka rpyra
Koja O crpoBesia cBe€OOyXBaTHY CTYIH]y O KOMIIjYTEPCKOM KPUMUHAIUTETY H O TOME
KaKo ApXKaBe pearyjy Ha IojeluHe clydajeBe oBe BpcTe kpumuHammrera.”” Crymmja
je WMama 3a Wb Ja careda M ojada mocTtojehe MexaHusme pearoBama Ha

KOMITJyTepCKA KPUMHUHAIHUTET, Ja TMPEAJIOKHA HAYMHE 3a MOoOoJblIame mocrojehnx

653 Tynucka arenma 6p. WSIS-05/TUNIS/DOC/6 (Rev. 1) 3a nudopmariuko apymrso (Tunis agenda
Ho. WSIS-05/TUNIS/DOC/6 (Rev. 1) for the information society), 2005,
http://www.itu.int/wsis/docs2/tunis/off/6rev1.html, npetpaxeno 12. 11. 2014. rogune

654 Pesonynmja Vjenumennx Hamuja 65/230 (UN General Assembly resolution 65/230), http://daccess-
dds-ny.un.org/doc/UNDOC/GEN/N10/526/34/PDF/N1052634.pdf?OpenElement, 2010, mperpaxeno
12.11. 2014. roguue

65 Comprehensive Study on Cybercrime — Draft, United Nations office on drugs and crime, Vienna,
February 2013, United Nations, New York 2013, ctp. Ix, http://www.unodc.org/documents/organized-
crime/UNODC_CCPCJ_EG.4 2013/CYBERCRIME STUDY_210213.pdf, nperpaxeno 12. 10. 2014.
TOMHE
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MeXaHu3amMa Kao M J1a yKake Ha HauWHE Ha KOjHu je Moryhe OCTBapUTH NPEBEHLHU]Y
KOMITjyTepckor kpumunamnTera.””® CBeoGyXBaTHOCT CTYMje Ce Ormesa y TOME MITO
j€ TpobiieM KOMITjyTepCKOT KPUMHUHAIUTETA CcarjielaH M3 TEepPCIeKTHUBE BIIaJa,
NPUBATHOT CEKTOpa, Hay4yHe elIuTe M MelyHapomHUX opraHu3zauuja. Pesynratu cy
IpyNUCaHU y OcaM IIOIJIaBjba KOja Ce€ OJHOCE Ha IOBE3aHOCT u3Mely mpucrymna
WHTEPHETY W KOMIIjYTEepCKOT KPUMHUHAIUTETa, KOMITYTEPCKH KPUMHHAIUTET Y
HAQjIIMpEM  CMHUCIYy, HpaBHy pEryJaTHBY KOMIJyTEpPCKOT  KPUMHUHAIHTETA,
CaHKLIMOHUCAHOCT KOMIjYTEPCKOT KPUMHHAINTETA, YJIOTY TMOJUIHMje Yy Bohemy
UCTpare 3a Jejia KOMITjyTepCKOr KpUMHHAINTETA, eJIEKTPOHCKE JJOKa3e y KPUBHUHUM
nocrynuuma, MelyHapomHu mnpaBHy momoh y o0iacTH pemiaBama CllydajeBa

KOMIIjyTepCKOT KPUMUHAIUTETA U MPEBEHLIN]Y KOMIT)yTEPCKOT KPUMHHAIUTETA.

1.2. lonpunoc Casera EBpone y peryjncamy KOMIIjyTepCKOI KPpUMHUHAJIUTETA

XPOHOJIONIKK TIOCMATPaHO, TIPBa WHUIMjaTHBA J1a ce Ha Mel)yHapoIHOM HUBOY
PEryJIUIIEe U CAHKIIMOHHUIIIE KOMITJYTEPCKH KPUMHUHAIIUTET HacTazna je 1976. rogune on
ctpane Casera Eppome, xaga je oapxkana Espomcka koHdepeHmuja o
KPUMHUHOIOIIKUM aCIIEKTUMa IIPUBPEAHOI KPHUMUHAIUTETA Y CTpa36ypy,657 Kaja je
MIPBH MyT IpeBapa Mperno3Hara U Kao 00JIMK KOMITjyTepCKOT KPUMHUHAIUTETA.

Caget EBpomne je 61o jemna on mpBuX MeljyHapoJHHMX OpraHu3alija Koje cy
MOKpPEHYJIE WHHIMjaTUBY 3a CTBapame IMPAaBHUX TMPETIOCTAaBKH 3a Cy30Hjame
KOMITJyTepCKOT KPUMHUHAIUTETA YAPYKCHHM HAlopuMa BHIIE 3eMajba: y 00JIacTH
KPUBUYHOT TIpaBa, OAPKAHO je MPEKO JBAIECeT KOHBEHIMja U YCBOJEHO j& BHUIIE Of
ocamjeceT npenopyka. CaBer munucTapa (Committee of Ministers), cacTaB/beH 0
MHUHHCTapa WHOCTPAHMUX TOCJIoBa JpkaBa wianuia Casera EBpome, 1989. rogune je

ycBojuo [Ipenopyky o KpUMHUHATHUM aKTUBHOCTMMA BE3aHUM 3a yHnoTpely padyHapa

656 OcuoBHu 3aKJby4lld HAaBEJEHW Y CTYIOMju OWJIM Cy: Ja ce M3BpIUM YTHUId] Ha HalHOHAIHA
3aKOHOJIAaBCTBA J1a JIOBEAY /10 XapMOHU3allMje ca MeljyHapoJHUM MponrcuMa 13 oBe 001acTy; J1a ce cBe
3eMJbE TPHUIPHKABAjy MPOMKCca U JONYIITEHUX cpeicraBa MelyHapoaHe npaBHe noMohu y KpUBUUHHM
CTBapyMa ca MHOCTPAaHWM M MeljyHapoIHHM eJeMEHTOM, a IOCeOHO Kaja je ped O KOMIIjyTepPCKOM
KpUMUHAINTETY W 00e30ehnBamy eNeKTPOHCKUX JI0Ka3a; peryjucaTH KakBy ynory Tpeba Ja mma
MECTO/JIOKalMja Ha KOjoj ce J0Ka3 HajasM; Jla Ce YHaIpeAe W ycaBplle Mepe ClpeyaBara HAaCTaHKa
JieJIa KOMITjyTepCKOT KpUMHUHAITUTETA.

67 A Paper for the 12th Conference of Directors of Criminological Research Institutes: Criminological
Aspects of Economic Crime, Strasbourg, 15-18 November 1976, ctp. 225 - 229,
https://openlibrary.org/works/OL11001385W/Criminological aspects_of economic_crime,
npetpaxeno 08. 11. 2014. roqune
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89(9),°%® kojoM cy apikaBe wiaHWIE TMO3BAHE 1A PAa3MOTPe yBOherme HOBHMX MPOIICa
KOjU Cce OJHOCe Ha Cy30Wjame M CAHKIIMOHUCAFhE KOMITYTEPCKOT KPHMHHANA.
[Ipenopyka je caapskana ,,JJUCTY MHHUMyMa“ 7ejla Koja MOpajy y HallMOHATHUM
3aKOHOJABCTBMMAa OWTH Tpero3Hata W WHKPUMHUHHCAHA Kao KpWUBUYHA Jeja:
pauyHapcka 3nmoynorpeba, pauyHapcku ¢ancupukar, omTeheme padyyHapCeKHX
nojaTaka WM padyHapCKHX TporpaMa, padyHapcka caboTaxa, HeoBianrheHH
MPUCTYT, HEOBIAITNEHO OMeTame, HeoBJamheHo Komupame  3amTHheHor
padyHapcKor mporpaMa u Heosiamheno xommparse tomorpaduje.””’ KonseHimja o
3alITUTH TpaBa MOjeIMHALIA Y BE3H Ca ayTOMATCKOM 00paJioM JIMYHHUX MoJaTaka, Koja
je crymmia Ha cHary 1. okroOpa 1985. romunHe, mMmana je 3a IWJb jadame MpaBHE
peryiatuBe 300T mopacta yrnorpede padyHapcKe TEXHOJOTHje Y aIMHUHUCTpPaTHUBHE
CBpXE.

[Ipenopyky 3a KpUBHYHONPOLIECHO TPaBO y BE3M ca WHPOPMAIMOHUM
texnonorujama R(95)13 6p. 95,°° yceojuo je Caser Eppome 11. cemrembpa 1995.

roguHe. Y [Ipenopyuu ce KOpUCTU TEPMUH ,,3JI0YMHU TIOBE3aHU ca MHPOPMALIMOHOM

6% Ipenopyka Casera EBporne 0 kpuMHHATIHTETY Be3aHOM 3a pauynape 6p. 89 (9), (Council of Europe
Computer-related crime Recommendation No. R (89) 9, 1989) http://www.oas.org/juridico/english/89-
9&final%20Report.pdf, mperpaxeno 07. 11. 2014. roqune u 29. 11. 2014. rogune

% Pauynapcra snoynompeba (yHoc, usMeHa, GpHCame WIH MOTHCKHBAHE PauyyHapCKHX I10]aTaKa
WM TIpOrpaMa, Kao M OCTalle BPCTe Melllamba y 00pajy rmojaraka Koje yTudy Ha BbeH pes3ylTaT, YuMe ce
n3a3uBa €KOHOMCKH WJIM MMOBHHCKHM TI'yOMTaK IpYror JHla ca HaMepoM Ja Ce CTeKHE HEe3aKOHUTa
€KOHOMCKa JOOUT 3a cebe mim Tpehe nuIe - alTepHaTuBa - ca HAMEPOM Jia C€ TO JIUIIE JIUIIA UMOBUHE
Ha HE3aKOHUT HAuWH);

Pauynapcru gpancugpukam (yHoc, u3MeHa, Opucame WIM MOTHCKUBAKE PAauyHAPCKUX IOJaTaKka WU
nporpama, Kao W OCTaje BpCTe Mellama y o0paly Mojaraka Ha pauyyHapy WM IOJ YCJIOBHMa,
npeasuleHnM nomahuM 3aKOHOM, KOjU OU IpeAcTaBbao Jieno Qancudukara aa je MOYHBEH Y 0JTHOCY
Ha KJIacHYaH NpeIMeT TaKBOT KPHBUYHOT Jiena);

Owmehere pauynapckux nooamaxka uiu pavyHapckux npozpama (OecrpaBHO Opucame, omrehnBame,
KBapeHe WM MOTHCKUBAKE PauyHAPCKUX [TOJaTaKa MM padyHapCKUX MPpOrpamay;

Pauynapcka cabomasca (yHOC, M3MeHa, OpHcarme WIM NOTHCKHBAKHE PAYyHAPCKHX IOJATaka WIH
padyHapCKUX Nporpama WiIH MeIlame y padyyHapckd CHCTEM ca HaMepoM Ja ce oHemoryhu
(GYHKIHOHHCAE pauyHapa WIH TeJIeKOMYHHKAIIMOHOT CHCTEMA);

Heosnawhenu npucmyn (GecripaBaH HPHUCTYII pauyyHapCKOM CHCTEMY WJIM MpPEXH KpLICHEM Mepa
0e30eTHOCTH);

Heognawheno omemarse (OecipaBHO OMeTambe€ TEXHMYKHM CPEICTBUMA ylla3He, W3JIa3HEe WM
KOMYHHMKaI[}je YHyTap pauyHapCcKOT CUCTEMa HIIH MpPEXKe);

Heognawheno xonupare sawmuhenoz pauynapcrkoe npoepama (OecrpaBHO KolUpamwe, JUcTpudynuja
WJIN jJaBHO 00jaBJbMBambE pauyHApCKUX IIPOrpaMa 3aTHheHNX 3aKOHOM);

Heognawheno xonuparwe monocpaghuje (6ecnpaBHO Konupame 3aKOHOM 3amrtuheHe Tomorpaduje,
MIOJYIPOBOJHUYKOT MPOM3BOJA MM OecrpaBHO KOMeEpIMjaiHO Kopumheme WM YBO3 y T€ CBpXe
Tonorpaduje WK NOITyIPOBOJHHYKOT IIPOU3BOa HAIPABJEEHOT KopuihemeM Tororpaduje).

6680 Recommendation No. R (95) 13 of the Committee of Ministers to Member States concering
problems of Criminal Procedural Law connected with Information Technology,
www.coe.int/t/dghl/standardsetting/media/doc/cm/rec(1995)013 EN.asp, nperpaxeno 07. 11. 2014.
TOUHE
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texHonorujom™ (Offences connected with Information Tehnology — IT offences IT
crimes) ¥ HaBOJMU ce 11a, y ¢a3u ucrpare 3a OWIO KOje KPUBUYHO JIEJIO TTOBE3aHO ca
WH(POPMAITMOHOM TEXHOJIOTH]OM, OBIAIMNEHN OpraHd MOpajy HOOUTH MPHUCTYIl CBUM
uHpopmanjamMma Koje ce o0palyjy HIM TpeHoce KOMjYTEpPCKUM CHCTEMHUMA.
[Iperopyka caipku OCaMHAeCT OCHOBHHX HpUHIMIA O0pOe MPOTHUB KOMIIyTEPCKOT
KpUMHHAIMTETa W TIpPEACTaBjba IMPBH IMOKyIIa] MeljyHapogHor JeduHHCcAmba
npoueaypa NpOHATAXEHA U 3aluleHe, HaArienama, MPUKYIUbakbha M OICHE
eNEKTPOHCKUX JIOKa3a, INU(pPOBamke TOAaTaKka M YCTaHOBJbaBamka MPUHIIMIA
MehyHapoaHe TmpaBHe TMOMOhM y oOONAacTH KPUBHUYHMX JeJa KOMIIJyTepPCKOT
KPUMHHAIMTETA ITyTEM Capambe Ap)KaBa Ha Mel)yHapOTHOM IUIaHYy.

Y oxBupy CaBera EBpome Hactanma je 3a camga jeaumHa wmehyHapomHa
KOHBEHIIMja Koja ypelyje muTama Be3aHa 32 BUCOKOTEXHOJOUIKH KPUMHHAIUTET Ha
HaJHAIMOHATHOM HHBOY — KOHBEHIIMja 0 BUCOKOTEXHOJIONIKOM KpuMuHamy Op. 185
(bymummemra, 2001) 3ajenno ca JlogaTHUM MPOTOKOJIOM KOjU C€ OJHOCH Ha
MHKPUMHCAhE JIela PACUCTHYKE M KCeHOo(oOWYHe mNpupose HU3BPLICHUX ITyTEM
kommjytepa (CtpacOyp, 2005), KonBeHuuja npeacraBjba OCHOBHHM IPAaBHU HU3BOP O
BHCOKOTEXHOJIOIITIKOM KPUMHHATY Ha €BPOIICKOM HUBOY.

[Topen KonBennuje 3Ha4ajHu Mel)yHaApO HH JOKYMEHTH Koje je ycBojuo Caper
EBpone cy: KoHBeHIMja O 3amITHTH TpaBa MOjeJMHANA Y BE3H Ca ayTOMAaTCKOM

1

o0paoM JHYHHUX HO,I[aTaKa,66 KonBeHmmja o 3amTuTd Jemne OJa CeKCyaiaHe

. 662 .

eKCIUIOaTallje M CEKCYaJHOr 3JI0CTaBJbamba, KonBeHuuja o crnpeudaBamy
663 .

tepopusMa - u IIpenopyka CaBeta MUHHCTapa Jip)kaBaMa WiaHHWLaMa Koja ce OJHOCU

Ha 3aLITHTY JbYACKHX [PaBa Ha APYLITBEHHM Mpexama.’®!

%! 3akon o moTBphuBamy KOHBeHIMje O 3aIITHTH JIMIA y OXHOCY HA ayTOMATCKy O6paiy JMYHHX
nogaraka (,,Cioimecr COPJ — Mehynapoauu yrosopu®™ Op. 1/92, ,.Cnmcr CLI-Mehynapoguu
yroBopu, 0p.11/2005-ap.3akoH u ,,Ci. rancauk PC — Melyynaponau yropopu“ 6p. 98/2008-1p. 3akoH u
12/2010).

662 3akon o moTphuBamy KOHBEHIMjE O 3aIITHTH Jeue OJ CeKCyalHe eKCIOaTalyje H CeKCyalHOT
310cTaBibama (,Ciry:x6enu rimacauk PC — Mehynaponnu yrosopu* 6p. 1/10).

663 3akom o norephuBamy Komsenmmje Casera Eppome o crpeuaBamy Tepopusma (,ClykOeHn
rnacHuk Pemybnuke Cpouje — Melynapomau yrosopu 6p. 19/2009).

664 ITpenopyka CaBera Munncrapa Casera Espome CM/Rec(2012)4 npkaBama uiaHHIAMa Koja ce
OJTHOCH Ha 3aIITHTY JbYICKHUX IMpaBa Ha ApymTBeHUM Mpexama (Recommendation CM/Rec(2012)4 of
the Committee of Ministers to member States on the protection of human rights with regard to social
networking services), 2012, https://wcd.coe.int/ViewDoc.jsp?id=1929453, nperpaxeno 09. 07. 2014.
TOUHE
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1.2.1. Konsenyuja Casema Eeépone 0 eucokomexnonowikom kpumunaiy 185
u3 2001. zooune ca /looamnum npomokonom

a) 3nauaj Koneenyuje Casema Eepone 0 6ucoKomexHo10KomM KpUMUHAaLy
185 u /looamnoz npomoxona. Kousennuja CaBera EBporie 0 BHCOKOTEXHOJIOIIKOM
kpumuHay 185 w3 2001. rogune (CETS 185 y masmem Tekcty KonBeHnmja) u
Jonatau mpoTokon y3 KOHBEHIM]y O BHCOKOTEXHOJOIIKOM KpPUMHHATY KOJU C€
OJTHOCH Ha MHKPUMHHAIU]Y JIeJa PACUCTUYKE U KCEHO(POOUYHE MPHUPOJIE U3BPIICHUX
npeko pauyHapckux cucrema (CrtpasOyp, 28.01.2005),°°° mpencraeibajy mpse
MehyHapogHe ~ JOKyMEHTE  KOjuMa  Ce€  peryjuile  MaTepujaHOTpPaBHH,
MPOLIECHONPABHU, OPTraHW3allMOHU U MelhyHapogHH OKBHpP KPUBHYHHUX Jefa
M3BPIIEHUX IyTeM HHTEpHETa M JPYIHMX pPAadyyHAapCKUX Mpexa. YCBajambe OBHX
JIOKyMeHarta pe3yirar je mauijatuBe Caera EBpome ¢opmanno mokpenyrte 1996.
roauHe ocHuBameM KomuTeTa cTpydymaka 3a KpUMUHAN y cajoep mpocTopy. 3aaaTtak
Komutera Ouna je aHanm3a KpPUBHYHHMX [ela KOja C€ MOTY H3BPIIUTH MyTeM
TEJIEKOMYHUKAIMOHUX MpeKa, IPBEHCTBEHO MHTepHeTa, a OM ce Ha OCHOBY aHalIu3e
caunano Hanpt mehynaponne Konsenmuje. @ebpyapa 1997. rogunae dhopmmupan je
Komurer excniepata o kpumuHay y cajoep mpocropy (Committee of experts on crime
in cyber-space PC-CY), uuju je OCHOBHM 3ajaTak OMO Ja ce HCIUTa
PacIpoCTPamEHOCT U MOjaBHU OOJNHIIM KOMIJYTEPCKOT KPUMHUHAINUTETA, NeUHUIILY
YOYEHHM TPECTYINH, YTBPAEC HAUICKHOCTH, TPEAJIONKE MEXaHU3MH 3alITUTE
padyHapCcKUX MmojaTaka u aeuHuIry odaBe3e U OJrOBOPHOCTH MHTEPHET MPOBajaepa
3a MOJIaTKE KOJU Ce IIaJby MPEKO HUXOBUX MPEXKa.

Pa3no3u 3a nonomeme KoHBeHIIM]je Cy MHOTOOPOjHU: TTOCTOjamkhE PU3HKA /1A Ce
300r qUruTanu3alyje, KOHBEpPreHIyje U CTaliHe Tio0anu3aluje payyHapcKe Mpexe
eJIEKTPOHCKE MH(OPMAIMje MOTY KOPUCTHUTH U 33 M3BPUICHE KPUBUYHUX JIeNa U Ja
JI0Ka3u KOjH c€ OJHOCE Ha TaKBa Jiejla MOTy OUTH cauyyBaHH U MPEHECEHU MPEKO TUX
Mpexka; morpeda mehyHapoaHe capaame u3Mel)y apikaBa 300r TpaHCHAIMOHATHOT

KapakTepa BHUCOKOTEXHOJOUIKOT KPHUMMHAIWUTETA; MOTpeda 3allTHTE JETUTUMHUX

665 3akon 0 motephuBamy JonaTHOr HpoTokona y3 KOHBEHIM]y O BUCOKOTEXHONOUIKOM KPHMHUHATY
KOjH c€ OJHOCH Ha MHKPHUMHUHALMjy JieJla PACHCTHYKE M KCeHO(OOMYHE MPUPOJE U3BPIICHUX IPEKO
paayHapckux cuctema (,,Ciayx0enu rmacauk PC”, 6p. 19/2009) u lomgatau npotokon y3 KoHnseHImjy
Cagera EBpore 0 BHCOKOTEXHOIOMKOM KpHUMHHAIUATETY Op.185 Koju ce omHOCH HAa WHKPUMUHALIH]Y
JleJia pacuCTHYKe M KCEHO(POOMIHE MPHPOJIe M3BPUICHUX ITyTeM KomijyTepckux cucreMa (Additional
Protocol on the Criminalisation of Acts of a Racist and Xenophobic Nature Committed through
Computer Systems), 2005, http://conventions.coe.int/Treaty/en/Treaties/Html/189.htm, nperpaxeno
09. 07. 2014. rogune
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UHTEepeca y Kopuilhewmy M pas3Bojy HHPOPMALMOHE TEXHOJIOTH]jE; OJAKIIABAHE
OTKpHBamba, UCTPare M romemha KPUBUYHUX JeJla KOMITJyTEPCKOT KpUMHUHAIUTETa Ha
HallMOHAJTHOM W MeljyHapoJIHOM HHUBOY jep je TamMHa Opojka BeoMma BEIWKa;, Kao U
norpeba MOIITOBaKka M 3alITUTE IMIpaBa Ha MPUBATHOCT, JHMYHUX [10JaTakKa,
COIICTBEHOT MUIILJbEHHa U CII000/1€ U3paXKaBamba.
3nauaj KoHBeHIMje je mpe cBera y TOME IITO j¢ HeHO JTOHOMICHE OMOTYhIITO

HallMOHAJTHUM 3aKOHOJIAaBCTBMMa Ja Ha Temelby onapendou KouBeHumje pas3Bujy
COTICTBEHY MpexXy 00opOe MPOTHUB KOMIjyTePCKOT KpuMHUHanuTeTa. KoHBEHIHjy je 110
16.08.2015.roqure nornucano 47 npxkasa wianuna Casera EBpome, a 3aTum cy je
parudukoBane cBe ApkaBe TNoOTHHCHUIE ocuM AnHmope, ['puke, Hpcke,
Jluxtenmrajaa, Monaka u [lIBencke. 666

Jlp>kaBe U3 OKpy’Kemwa Koje Cy nornucaie u patudpukonaine Konpenuujy cy:

e AnOGanmja - nornucana 2001. u parudpukonana 2002. ronune;

e Aycrpuja - motrmcana 2001. u patuduxosana 2012. ronune;

e bochHa u Xeprerosuna - nornucana 2005. u parudurosana 2006. rogune;

e byrapcka - mornucana 2001. u parucduxosana 2005. ronune;

e [I'puxa - mornucana 2001. roqune U jour yBeK je HUje paTH(PHUKOBaa;

e Mabapcka - nornucana 2001. u patudukosana 2003. rogune;

e Makenonuja- mornucana 2001. u paruduroara 2004. roguHe;

e Pymynwmja - mornucana 2001. u patudukoBana 2004. ronuse;

o CrnoseHnyja - nornucana 2002. u parudukosana 2004. roguxe;

e Xpgarcka - nornucana 2001. u patuduxosana 2002. rogune,

e Ilpua TI'opa - mormucama 2005. y okBHpYy moOCTOjama [Ip)kaBHE 3ajeqHUIC

Cpb6wuje u Llpne ['ope, a patudukoBana 2010. ronune.

Yumwennna na cy KoHBeHuMjy mnoTmucaige U IOjeIUHE 3eMJbE KOje HHUCY
ynanune Casera EBporne yka3yje Ha TO KOJUKH je 3Ha4yaj oBOT MelyHapoaHOIpaBHOT
JOKYMEHTa 3a e(pUuKacHO Cy30Hjambe BUCOKOTEXHOJOIIKOT KPUMHUHAIHUTETA. Y KYITHO
21 nmpxaBa koja Huje wianuma CaBera EBpome je mormmcana, a 8 papkaBa je
parudukoBano Kousenuujy - Cjenumene Amepuuke JlpxkaBe Cy MOTIHCHHULE Of

2001. romune, a parudukosane cy je 2006. ronune; Kanana je mormmcana 2001. a

656 Council of Europe — Treaty Office,
http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=185& CM=8&DF=& CL=ENG,
npetpaxeno 09. 11. 2014. rogune u 16. 08. 2015. ronune
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parudukoBana 2015. rogune; Janan je nornucao 2001. ronqune a paruduxosao 2012.
roaune; JyxxHoadpuuka PermybOmuka je mornmcana 2001. roguHe W jomn yBeK HHje
patuduxoBana, nok je Aycrpanmmja 2012. ronune KonBeHimjy patuduxoBania 0e3
normucuBama.*®’

Penybnuka CpOwuja je 7. ampuma 2005. roguHe y XeJICHHKH]y TOTIHCANTA
Kousennujy u JlogatHu mpoToko y BpeMe moctojama JpxasHe 3ajeqaune Cpouje u
Hpue Tope, a 2009. rogmne Hapomna ckymmruaa Penybnuke CpOuje je
patnukoBana oba moxymenta.’® OGasesa mpumene patmpukoBane KopeHmje
noyena je aBrycra 2009. rogune. OBH TOKYMEHTH Cy MOCTYXHJIM Kao OCHOBA 3a
JIOHOIIIEHE OArOBapajyhnx KpUUBYHONPABHUX W KPUBHUYHOIPOIIECHUX IPOMHUCA, a
YTUIIATH Cy U Ha (HOpMHUpame MOCCOHMX AP)KABHUX OpTraHa CIEIWjaJu30BaHUX 3a
60pOy IPOTUB KOMIjyTePCKOT KpuMuHanutera. Mehytum, u rmopes 3Ha4ajHOT ycrexa
y HaIlMOHAJIHOM IIPaBHOM peTyJucamy, MojeJMHe 00JaCTH Cy U Jlajbe OCTalle MPaBHO
HEperyJMcaHe U HECAHKIIMOHHUCAHE.

Y JlonatHom mpotokony (ITormaBsee II — un. 3 - 6) yrBphena je obaBesa
CTpaHa YrOBOpPHHIIA Ja Ha HALMOHAJIHOM HUBOY y KPMBMYHHM 3aKOHMMa IpEBUIE
KpUBHYHA Jiela Koja HucCy mnpensuleHa KOHBEHIMjOM: IIHMpEeHmE PACUCTHUKOT M
KceHOo(poOMYHOT MarepHjaja TMPEeKO padyHAPCKUX CUCTEMa, NpPEeTHa MOTHBHCaHA
pacu3sMOM H KCEHO(OOHMjOM WU3BpIICHA MPEKO padyHapCKOT CHCTEMa, YyBpena
MOTHBHCAaHA PacU3MOM W KCEHO(OOHMjoM IiacupaHa MPEKO padyyHApCKOT CHCTeMa
(JaBHO Bpehame mpeko payyHapCcKOr cHucTeMa JMLIA WM Tpyle JHUIa KOju ce
pasnuKyjy mo pacu, 00ju KOXKe, HACIECTHOM, HAIIMOHAIHOM WJIM €THHYKOM MOPEKITY
WIA BEpH), NOPHIAkE, 3HAYajHO yMamHBamke, OJ00paBamke WM OIPaBIaBAKE
TeHOIMJa WIM 3JI0YMHA TPOTUB YOBEYHOCTH YUYHMHEEHO Y3 IoMoh paudyHapckor

669 : :
CHUCTEMA. 3a MOCTOJakbe CBUX HABCACHUX KPUBUYHHUX [CJIa HOTpe6HO Je na cy

%7 Council of Europe — Treaty Office,
http://conventions.coe.int/Treaty/Commun/ChercheSig.asp?NT=185&CM=8&DF=&CL=ENG,
nperpaxkeno 09. 11. 2014.ronune u 31. 07. 2015. ronune

6% 3akon o motephuBamy KOHBEHIHje 0 BHCKOTEXHONONIKOM KPHMHHATY M 3aKOH O MOTBphuBamy
JonarHor mporokona y3 KOHBEHIMjy O BHCOKOTEXHOJOIIKOM KpHUMHHAly KOjHU C€ OIHOCH Ha
WHKpUMHHALW]y JieJla PacUCTUYKEe M KCeHO(OOMYHEe NpHpOAE H3BPIICHHX NPEKO padyyHapCKUX
cuctema (,,Ciyx0enu rimacauk PC* 19/2009)

9 Ilupere pacucmuuxoe u kcenogobuurnoe Mamepujana npeko pauyHapcKux cucmema oapasyMesa
CBaKy paamy KOjOM C€ OBakaB MaTepHjajl YHHH JOCTYIHHM jaBHOCTH KopuimhemeM padyHapa,
OTHOCHO padyHapcKor cuctema (ciame Ha Behm Opoj e-mail ampeca wim mocTaBhambe Ha HHTEPHET
npe3eHTanyjy). JpkaBaMa je ocTaBJbeHO Jia NMPEABHAE KPUBHYHY OATOBOPHOCT 32 OBAKaB IOCTYIIAK
WM []a CTaBe Pe3epBe Ha OHA MOHAIIaka Koja Cy peMa BHX0BOM YHYTPALIkeM IIPaBy J03BOJEHH Kao
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U3BpIlIEHA Ca HAMEPOM WM MPOTHBMIPaBHO. JlOAATHU MPOTOKON JePHUHHUIIE I0jaMm
,»PaCUCTHYKOT M KceHo(oOmyHOr MaTtepujana“ (wi. 2), moapasymeBajyhu mox mum
CBaKM IMCAaHU MaTepHjall, CBaKy CIMKY WJIM CBAaKO APYro MpelCTaBJbakbe HUIEja WU
TeopHja Koje 3aroBapajy, IpOMOBHIIY WU MOACTPEKABA]y MPXKIbY, TUCKPUMHHALIN]Y
WIA HacWJbe MPOTUB OWJIO KOjer IMojeluHIa WIM TpyIe MojeAnHala, 3aCHOBaHO Ha
pacu, Ooju KOXe, HACICIHOM, HAIMHAIHOM WM ETHUYKOM TIOPEKIy WU
npunagHocTu oapeheHoj Bepu.

0) Caoporrcaj Koneenyuje u Hajznauajuuje o00peode mamepujannoz u
npouecnoz npasa. KouseHiyja caapxu, u3Mehy ocranor, MaTepujaaHe U MPOIECHE
KPUBUYHOINIPaBHE ojapende, dYmjoM OM UMIUIEMEHTAIjOM Y  HaI[MOHAJIHA
3aKOHOJABCTBA Jp)KaBa MOTIHMCHUIA Tpedaso Ja ce IOCTUTHE BHCOK CTEIHEH
XapMOHHU3alMje HALMOHAJIHUX 3aKOHO/JaBCTaBa M Ja ce yOp3a M KBaJIUTATUBHO
yHampenu MehyHapogHa capaama Ha IUlaHy OopOe MpOTHB  KOMIT)YyTEpCKOT
kpumuHanuTeTa. Onpende KoHBeHIMje cUCTeMaTH30BaHE Cy y YETHUPHU IIOTIIaBIba:
MPBO TIOTJIaBJbE€ C€ OAHOCH Ha JeduHHCame TOjMOBa, IPYro, Ha Mepe Koje je
noTpeOHO TMpeny3eTH Ha HUBOY I[IOJ€IUHMX JpXKaBa Yy OKBUPY KPHUBHYHOT
MaTepHjaJIHOT M TPOILIECHOT 3aKOHOJaBCTBa, Tpehe, Ha MehyHapoaHy capaimy y
OKBHpY Yy3ajamMHe moMohu y OOpOM TPOTHB KOMIIjYTEPCKOT KPUMHUHAIUTETA |
4YeTBPTO, HA 3aBpIIHE OJpea0de MOTNHCaBamka W CTyMama Ha CHary (MpHCTyIambe,
TepUTOpHUjalTHA IPUMEHA, U3]aBE, pe3epPBE, pellaBamke CIIOPOBa, OTKA3, UT/I.).

Pazno3u 3a nonomeme KonBeHIMje cy MHOroOpOjHU: MOCTOjakhe pU3MKa Aa ce
300r IUrHTaNM3anvje, KOHBEPreHlrje U CTallHe IIo0aiu3ainuje padyHapcKe Mpexe
eJIEKTPOHCKE MH(OPMAIMje MOTY KOPUCTHUTH U 3a M3BPIICHE KPUBUYHUX JIeNNa U Ja
JI0Ka34 KOJH C€ OJIHOCE Ha TaKBa Jejla MOTy OMTH cadyBaHU U NPEHECEHH MPEKO THUX
Mpexka; norpeba MmelhyHaponaHe capaigme u3Mel)y apxaBa 300r TpaHCHAIMOHATHOT

KapakTepa BHUCOKOTEXHOJOUIKOT KPHUMMHAIMUTETA; MOTpeda 3allTHTE JETUTUMHUX

BHJ] U3pakaBama C10007e roBopa. [lpemrwa MOMUSUCAHA pacu3mom Uiu KCeHo@obujom cacToju ce y
CTaBJbaY Y U3IJIC MOjSIUHILY WM rpymH (KOjU Ce M3/1Bajajy MmpemMa CBOjOj pacH, 00ju KOXKe, MOPEKIIy,
HAI[MOHAJIHO], CTHUYKO] WJIM BEPCKOj MPHUIMATHOCTH) aa fie mpemMa muMa OUTH U3BPIICHO HEKO TEIIKO
KPUBUYHO JIeJI0 KOpHIINEHheM padyHapa WM PauyHAPCKHX CHCTEMa. Yepeoa MOmueucana pacuzmom
unu KceHoghobujom MMa UCTE eIeMEHTE Kao IMPETXOTHO JeJI0 caMo HUje ped o npeTu, Beh o Bpehamy.
THopuyare, 3uauajuo ymarverbe, 0000pasarbe UL ONPAGOArE 2EHOYUOAd UMU 310YUHA NPOMUB
yogeynHocmu 00yXBaTa HAMEPHO WM MPOTUBIIPABHO H3BPIICHY NUCTPUOYLH)jY WM HA OPYTH HAYHH
YHILEHHE JIOCTYITHUM IyTEM padyHapa U padyyHapCKUX CHCTeMa MaTepHjaia KOju MOpHYY, 3HAYajHO
yMamyjy, omoOpaBajy WIM OIpaBAaBajy leia Koja NpeACTaBJbajy TEHOIWI WA 3JI0YHMHE IPOTHB
YOBEUHOCTH, MpoMucaHe Mel)yHapoaHUM MPaBOM U MPHU3HATHM Kao TAKBUM KOHAYHHM U 00aBe3yjyhum
otykama MeljynapoaHor BojHOT TpuOyHaa WK APyror MeljyHapoIHor cyaa.
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uHTEepeca y Kopumhemy M pa3Bojy HHPOpPMALMHE TEXHOJOTHjE; OJIAKIIABAHE
OTKpHUBamba, UCTPare M romemha KPUBUYHUX JeJla KOMITJyTePCKOT KpUMHUHAIUTETa Ha
HallMOHAJTHOM W MehjyHapoJIHOM HHUBOY jep je TamMHa Opojka BeoMma BEIWKa;, Kao U
norpeba TMOMTOBaka W 3alITHTE IpaBa HAa MPUBATHOCT, JUYHUX II0/IaTaKa,
COIICTBEHOT MUIILJbEHha U CII000/1€ U3paXKaBamba.

Y Kouenmuju (wi.l) cy HaBeaeHe neUHUIU]E: pauyHApCKo2 cucmema
(cBakm ypehaj unu rpyna melycoOHO MOBE3aHMX WJIM 3aBHUCHUX ypehaja, oa Kojux
jelIaH WM BHIIC HUX, HA OCHOBY Iporpama, BpIIe ayTOMaTCKy oOpaly mojaraka),
pauyyHapckoe nodamxka (CBaKO TPEACTaBIbAkbe YHIHCHHIIA, WHGOpMAIUja WK
KOHIIeTIaTa Y OOJIMKY KOjU je TIOJIECaH 3a BUXOBY 00paay y pauyHapCKOM CHCTEMY,
yKJbyuyjyhu u oaroBapajyhu mporpam Ha OCHOBY KOTa padyyHApCKH CHUCTEM 00aBJba
cBOjy (GyHKIM]Y), Oasaoya ycnyea (CBaKM jaBHU WIM TPHUBATHU CYOjeKT KOjH
KOPHUCHHIIMMA CBOj€ yCIyre Ipyska MOTyhHOCT KOMYHHIIMpama MPEeKO pauyHapCKOr
CUCTEMa; CBAaKH JIPYTH CyOjeKT Koju oOpaljyje miu dyBa padyHaApCKe MOJATKE y MME
TaKBE KOMYHHUKAI[HOHE YCIIyTe WiIN KOPUCHUKA TaKBe yCIIyTe), nooamakx o caobpahajy
(cBakM padyHapCKHU TOAATaK KOjU Ce OJHOCH Ha KOMYHHUKAIH]y MPEKO pPavyyHapCKOT
CUCTeMa, MPOU3BECHY O/ padyyHApPCKOT CHCTEMa KOjH je JIe0 JaHIla KOMYHHUKAIH]e, a
Yy K0jOj Cy caJp’KaHW TOJAI O MOPEKIy, OJPESAMINTY, MyTamkU, BPEMEHY, NaTyMy,
BEJIMYMHH, TPajarby WK BPCTH MPEIMETHE yCIIyTe).

VY namem tekcty KoHBeHIHMje o0jammeHe cy Mepe Koje Tpeba mpenys3eeTu Ha
HAIIMOHAJTHOM HUBOY Y 00J1aCTH MaTepHjaTHOT KPUBUYHOT MIPaBa U MPOIIECHOT TpaBa.
VY obmacTy MarepujaHOT KPUBUYHOI IpaBa HABEACHO je HM3 Jiela Koje CTpaHe
yroBOpHHIIE Tpeba 1a MpeaBuae y KPUBHYHUM 3aKOHHMMA, TIPU YeMy Cy CBa Jela
rpylucaHa y YeTHPH OJIeJbKa, a y IOCEOHUM OieJbIIuMa HaBEIIEHH CY: IPYTH OOJIUIH
OJITOBOPHOCTH W CaHKIIUje, TIOKYIaj, IOMarame WIN MOJICTPEKAaBakE; OATOBOPHOCT
MIPABHOT JIUI[A ¥ CAHKIIH]Ee U MEpeE.

[Tpema oapendama Kousenmuje (wi. 2 — 10) HEOMXOIHO je Aa y HAIIMOHAIHE
KpUBUYHE 3aKoHe Oyay yHeTa Jena TpPOTHB TOBEPJHHBOCTH, IICIOBHTOCTH |
JOCTYITHOCTH PauyyHApPCKUX TMOJaTaka M CUCTeMa (HE3aKOHWT MPHUCTYI, HE3aKOHHTO
npecpeTame, OMETame MoAaTaka, OMETamke CUCTEMa, 3J0ynoTpeda ypehaja), nema y
Be3n ca pauyHapuMma ((dancudukoBame y Be3M ca padyyHapHMa, IpeBapa y BE3H ca
padyHapuMa), Jiejia y Be3H ca caapikajeM (1ena y Be3u ca Je4HjoM MopHOorpadujoM,

Jiefia y BE3U ca KPIIECHEM ayTOPKHUX M CPOJAHUX MpaBa).
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Hezakonum npucmyn, npema Tekcty KoHBeHuuje, o0yxBaTta MpOTHBIPABHO
MPUCTYTIAKE PAdYyHAPCKOM CHCTEMY aKo IeJIMHH WJIM HEKOM HETOBOM JIelly ca
HaMepoM TpuOaBibarba padyyHApPCKUX MOJaTaka WM HEKOM JPYyroM HEYaCHOM
HAMEpPOM WJIH je Yy BE3W Ca pPayyHapCKHUM CHCTEMOM IIOBE3aHUM ca JAPYI'UM
pauyHapCcKUM CHCTeMOM. Hezakomumo mnpecpemarbe c€ OJHOCH Ha TPOTHUBIIPABHO
IpecpeTame IPEeHoca padyHApCKUX ToJaTaka KOju HHUCY jaBHE TPHpOnE, Ka
padyyHapCcKOM CHCTEMY, OJf Hera WIM YHyTap caMor CHCTeMa, YKJbydyjyhn
eNIEKTPOMArHeTHO E€MHUTOBAaKE M3 PAUYyHAPCKOT CHCTEMa KOJUM CE€ TaKBU I1O/AIH
IIPEHOCE YUYUEEHO ca HamepoM M y3 nomoh Texumukux ypebhaja. Kao omemare
nooamaxa NeHUHUCAHO je TPOTUBIIPABHO omITeheme, Oprcame, MOTOPIIAke, MCHAHE
WIN TPUKPUBAEKEC padyHApCKUX I[0JaTaka, YYHHEHO Ca HaMepoM, ¢ THM IITO Y
HAIMOHAIHO 33aKOHO/AABCTBY MOXe€ OHWTHM TpeBHh)EHO 1a je [ell0 MMalo TeIkKe
nocienuie. O30MIBHO omemarbe paoa paiyyHapckoe cucmemd, Kako ce HaBOIU Y
KonBennuju, Moxe OWTH W3BPIICHO YHOUICHEM, IPEHOIIEHEM, omTehemeM,
OpucameM, IOTOPIIaBakbeM, MEHAKBEM WM MPUKPUBAKBEM padyyHApCKUX MOJaTaKa U
Mopa OWTH yuuMmeHO ca HamepoM. KoOHBeHIHMja mpenopydyje da HalMOHaJIHA
KpUBHYHA 3aKOHOJABCTBA WHKPHUMMHUILY 310ynompeby ypehaja Koja ce cacToju y
HaMEpHO] M TPOTUBIIPABHO] IMPOW3BOAMGHU, MPOAajH, HAaOaBJbaly pagdl yroTpeode,
yBO3Y, AMCTPUOYLHMjU W APYTUM OOJMIIMMAa CTaBJbamba Ha pacronarame ypehaja,
YKJbY4yjyhH ¥ padyHapCKH MporpaM, padyHapcKy JO3WHKY, MPUCTYIHY IUPY WIN
CITMYHOT TOAaTKa moMohy KOjer Moke Ja ce MPHCTYIU PadyyHapCcKOM CHCTEMY Kao
LEJIMHU WM HEKOM HETOBOM JIeNy, Kao M IOCEJ0Balke HEKEe O THUX CTBapU paju
npeay3uMamka HaBEICHUX PaJIby U3BPIICHA.

Dancughuxosarve y 6esu ca payyHapuma Cce€ OJHOCH HAa HAMEPHO U
NPOTUBIPABHO YHOLICHE, MEHambe, OpUCamke WM TNPUKPUBAKE padyyHapCKUX
nojaTaka, ITo 3a MOCIEANIly UMa HEBEPOJOCTOJHOCT 0/1aTaKa, YUUEHCHO Ca LIUIJbEM
Jla Ce OBU IOJAIM CMaTpajy BEPOIOCTOJHUM U JIa CE ca ’hUMa y mpaBHOM caoOpahajy
IOCTyHa Kao ca BEpOJOCTOJHMM TNoAamuma. Y Be3W ca ymoTpeOoM padyHapa
KonBennuja mpemiaxe 1a ce y HallMOHAIHA 3aKOHOAABCTBA YHECE KPUBUYHO JEJIO
npesape y 6e3u cd pavyHapuma, KOje ce CacTOju y HAaMEpHOM M INPOTUBIIPABHOM
YVHOIICHY, MEHhamky, Oprcamy WM MPUKPHUBAKY pauyHAPCKUX MOJaTaKa ca MpeBapoM
WM HEYaCHOM HaMepoM Ja ce HeoBiamheHo mMpuOaBH MPOTHBIIPaBHA MMOBHHCKA

KOpHUCT 3a cebe APyror 1 HaHec€ UMOBHUHCKA LITETA APYTr'OM JIMLY.
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Kon oena y eesu ca oeuujom nopuocpagujom y KoHBenmju Hajupe ce
NPOTHCYjy palibe YUYHIEHE ca HaMepoM W TPOTUBIPABHO (TIPOHM3BOIHA IACUHje
nopHorpaduje y CBpXy meHe JUCTpHOYIHje TPEKO padyyHApCKOT cUcTeMa; Hyheme u
YUbCHEe JOCTYMHMM JIeudje MOopHorpaduje TMpeKo padyyHapCKOr CUCTEMa;
aucTpuOylrja WK IpeHoUIehe AeuHje nopHorpaduje mpeko pauyHapcKOr CHCTEMa;
Ha0aBJbamke JICuHje TopHOTrpaduje MPEeKo pauyHApCKOT CHCTeMa 3a ce0e WM 3a IPYTo
JUIe; TIOCEJOBame Jeuhje mopHorpaduje y padyyHapCKOM CHCTEMY WJIH Ha
MeIHjyMHUMa 32 4YyBame pauyHapCKUX MOJaTaka), 3aTUM ce AePUHHILE U3pa3 ,,Aeuuja
nopHorpagwuja“ (mopHorpad)cku MaTepHjasl KOju BU3YEITHO MpPUKa3yje: MaIOJIETHHKA
KOjU YYEeCTByje y eKCIUIMIUTHO CEKCyajHOj pajalH, JHIE KOje Hu3riena Kao
MAaJIOJIETHHUK, KOj€ YYECTBYj€ Yy €KCIUTMIIUTHO CEKCYaJHO] paJbH, Ka0 U PeaTuCTUIHE
CIIMKE KOje MPEeCTaBsbajy MaJOJIETHUKA KOJU YUECTBYj€ y €KCIUIMIIUTHO CEKCYallHOj
panmu) U u3pas ,,ManoyeTHUK (cBa juma miaha ox 18 rommHa, ¢ TUM IITO Yy
HAIIMOHAJTHOM 3aKOHO/IaBCTBY MOXe Ja Oyze mpeaBul)eHa W HIDKA CTApOCHA TPaHUIA
MaJIoJIETCTBA, ajli He HIKa of] 16 roauHa).

VY Be3M ca KplLIemheM ayTOPCKUX U CpoJHMX npaBa KoHBeHIMja ce mo3uBa Ha
obaBe3e 3emMasba MOTIUCHULA Koje cy mpeyserne [lapuckum aktom on 24. jyma 1971.
rOAMHE, KOjUM ce peBuaAMpa bepHCKa KOHBEHIMja 3a 3alITUTY KIGM)KEBHUX U

0

ymerHnuknx  gena,’’C  CropasyMOM O KOMEDIMjalHAM AaCTeKTHMa MpaBa Ha

WHTENEKTyanHy cBojuHy (Agreement on trade-related aspects of intellectual property

rights, 1995), WIPO yroBopom o ayTopckom mpasy, °'

MelyHapogHOM KOHBEHII]OM
0 3amTUTH u3Bohaua, mpomsBohaua ¢oHOrpaMa M yCTaHOBA 3a paguo-aAudys3ujy
(PuMcka koHBeHImja)''> 1a 3aITHTE ayTOpPCKA NMPaBa M MPEABHAEC Y KPUBHUHIM
3aKOHMMa KpUBHYHA Jeja MOBpEJe ayTOPCKHUX MpaBa M3BPILICHA MPEKO padyHaPCKOT
cucTeMa.

N3 onpen6u KonBeniyje nponsniasu 1a HUje TOBOJFHO J]a CaMO MaTepHjaIHO
KPUBUYHO IPAaBO NpaTH pa3Boj MH(YOPMAIMOHO KOMYHHKAIMOHHUX TEXHOJIOTHja |

CaHKIIMOHHUIIIE BUXOBY 3JIOyNOoTpeOy npuinkoM Kopwuinhema, Beh je moTpedHO ma y

OKBHpY HPOLIECHOT 3aKOHOJAaBCcTBa Oyy npeaBul)eHe HOBE Mepe U MOCTYyNIHU Koju he

670 3akon 0 parmpuKauju BepHCKe KOHBEHIMjE 3a 3aLITHTY KEGMKEBHHX M yMeTHHukux jgena (“CIL.
muct COPJ”, 6p. 14/75 u “Cn. muct COPJ — Mehynapoanau yrosopu”, 6p. 4/86 - ypenoda)

71 3akon o motphuBamy WIPO yrosopa o ayropckom mpasy (“Ci. muct COPJ — Meljynapomun
yrosopu”, 6p. 13/2002)

%72 3ak0H 0 notephuBamby Mel)yHapoHe KOHBEHIIM]e O 3allTUTH M3BOhaya, npousBohaua oHorpama u
ycraHoBa 3a paauno-audysujy (“Can. muct COPJ — Melynapoauu yrosopu”, 6p. 13/2002)
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oMoryhuth, mopes OCTalloT, YCIENIHO MPHUKYIUbamke JO0Ka3a 3a KPUBUYHA Jela Y
EJIEKTPOHCKOM OOJIMKY M TNPHMEHY HOBUX HCTPAXHHX TEXHHKA 32 OTKPUBAWKE H
Cy30Hujame KOMITjYTepCKOT KpUMHUHaIuTeTa. Y ToM cMuciy, KonBennuja npeasuha
obaBe3y JpkaBa MOTIUCHHIIA Jla TPEAy3My CBE HEOIXOJHE 3aKOHOJABHE M JIPYTe
Mepe 3a yBOheme MpOLECHHX HMHCTPyMEHaTa, Kao IUTO CYy: XUmHA 3aumuma
Cauy8aHUX payyHaApCKUX nooamakd, OrOTOBO aKO MMa OCHOBA Jia C€ Bepyje na cy
MOJIOKHU TYOWUTKY WM w3MeHH (Wi.l6) u xumna 3awmuma u OeIUMUUHO
omkpusarwe nooamaxa o caodpahajy 6e3 o03upa na M je y MPEHOILICHY MOpYKe
y4eCTBOBAO jeJaH WM BHIE JaBanara yciuyra (wi. 17), uzdasamwe Hnapedbde 3a
npeoasarbe Komnjymepckux nooamaka (un. 18), npempascusearwe u 3annena
cauysanux padynapckux nooamaka (4n. 19), npukynwsarwe nooamaxa o caoopahajy y
peannom epemeny (un. 20), npecpemarbe nooamaxa o caopicunu KOMyHukayuje (4.
21).

On HaBemeHHWX Mepa TOCEOHO je WHTEPECAHTHO uzdasare Hapedbe 3a
npeoasarbe KOMNjymepckux nooamaxa (ynau 18), mMTO ToApasyMeBa Ja HaJICKHU
OpraHu Jip>kaBa MOTIMCHHIIA MOTY Jla Hape/e CBaKOM JIMILy Ha TEPUTOPHJH TE JPKaBE
Jla Mopa J1a peaa oapeheHe KoMIjyTepeke MmojaTke Koje noceayje Wik KOHTPOIHILE,
a KOju Cy cadyyBaHH y padyHapCKOM CHCTEMY WJIM Ha MEIUjyMy 3a 4yBambe
padyHapCKUX MOJaTaka, Kao 1 Ja CBAKOM JIaBaOIly yCIIyra KOjH CBOj€ yCIyTe BPIIH Ha
TEPUTOPHjH T€ IpKaBe HAPEIH Jia Mpejia MoJaTKe O MPETIIATHUKY Ha T€ YCIIyTe Koje
Taj 1aBaoll yciyra rnocenyje win konrpoauie. OBo je Beoma (hiaexkcuOuiHa mepa Kojy
OM MpUMAJHUIM OpraHa OTKPUBaKka KOMIJYTEPCKOT KPUMHUHAIMTETAa MOTIH Ja
NpUMEHEe KaJa HeMma yclioBa 3a MPHMEHY IpYyTuX Mepa, Kao IITO Cy Hapemda o
MpeTpecy, MpecpeTamy KOMYHHKAllMja WIIM 3aIlJICHU jep je 3a OBe Mepe MOTpeOHO
JOJIATHO UCIYH-CHHE MPABHUX M TEXHUYKHX YCIIOBA.

C 003upoM Ha TO Ja ce pauyHapCKu MOJAIM MOTY HOJEIUTH Ha: MOJATKE O
caoOpahajy, momaTke O CaAp)XKMHM KOMYHHUKAaIlMje ¥ TOJAaTKe O TMpPETIUIaTHUKY,
Konpenmuja yTBphyje na uszpas ,, nooayu o npemniamuuxy’ 03Ha4aBa CBaKH IMOJIAaTaK
calipikaH y OOJIMKY padyHapCcKOT TMOJAaTKa WIM y OWJI0 KOM JIPYroM OOJIMKY, KOjH
nocefyje JaBajial] yciayra M KOju C€ OJHOCE Ha MPETIUIATHUKE THX yCIyra, OCHUM
nmojaraka o caoOpahajy wim mojaraka u3 caapikaja KOju ce NMPEHOCH. 3HA4YH, MojaM
MPETIUIATHUKA IIUPOKO j€ TOCTaBJbEH jep YKJbyuyje IIUPOK Kpyr KiujeHaTa. Ha
OCHOBY OBHUX IIOJlaTaka MOXXE C€ YTBPIUTH: BpCTa KOpuIIheHe KOMYHUKAI[H]CKe

ycllyre, TEXHWYKH JeTajbl M BPEMEHCKHM Nepuoj] KopHuilhema yCiIyre; MACHTHTET
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NpeTIUIaTHHUKA, MOIITaHCKa ajapeca Wiu reorpadcko oapenumTe, 0poj TenedoHa H
octany OpojeBH MPHCTYIIA, MOAM O padyHHMa U TulahamknuMa, JOCTYITHH Ha OCHOBY
yroBopa WJIM CIiopazymMa O Kopuimhemy yciyre, Kao M CBaka Japyra nHdopmaiuja o
MECTy TMOCTaB/batha KOMYHHKAIIMOHE ONpeMe JOCTYITHE Ha OCHOBY YroBOpa HIIH
crniopasyma o kopuinhemy yciyre. CBe HaBeeHe HH(pOpMaIHje O MPETIUIATHUKY MOTY
OWTH BeoMa 3HauYajHE MPWIMKOM Bohema HMcTpare, OCEOHO KO KPUBHYHHUX Jeja
padyHapcKe mpeBape, Kao ¥ KpUBUYHHX JIeJia TPOTHB UMOBHHE, TUIATHOT MPOMETa U
npUBpeE.

Onpentde Kouenmmje o Ilpempasxxcusarby u 3anienu YCKAAOUUMEHUX
Komnjymepckux nooamaxa (wian 19), obaBe3yjy npikaBe MOTHHCHHIEC J1a yCBOjE
3aKOHOJIaBHE W JIpyre Mepe Ha OCHOBY KoOjux he ce omoryhutu mperpaxuBame U
MPUCTYIT pauyHAPCKOM CHUCTEMY WJIM HETOBOM JIeNy, Ka0 U MEIHjyMy 3a YyBambe
padyHapCKHUX I0j1aTaka Ha KOME pauyyHapCKH MOJaIM MOTy Jia ce cadyBajy. [loceOne
Mepe mpenpuheHe 3a oOe30ehuBame padyHapCKUX TojaTaka o0yXBarajy: 3aIuieHy
WU Jpyrd HauuH oOe30ehema padyHapCKUX ToJlaTaka; MpaBJbeHhE U 3ap’KaBarbe
KONMja padyyHApCKUX TI0JaTaka; OJp)KaBame IIEJOBUTOCTH OWUTHUX CadyyBaHHUX
pauyHapCKMX TOJaTaka; 4YHICHE pPadyHapCKUX I[0JaTaka HEJOCTYIHUM WU
YKJIamkamke U3 PauyHapCKOT CHCTeMa KOME je MPUCTYIUbeHo. Hamnexuu opranu Owu,
npema Tekcty KoHnBeHnuje, Tpebano qa Oyay omiamhen 1a Hapeae CBaKOM JIUILY KOje
MO3Haje HAYMH paZia padyHApCKOT CHCTEMa WM Mepe MpPHMEHEHE 3a 3allTHTY
pauyHapCKUX IoJlaTaka Ha TOM CHUCTEMy, Ja MpPYXH II0JaTKe HEOMXOJHE 3a
npeay3uMamke Mepa.

Ipuxynmarse pauynapckux nodamaxa o caobpahajy o peainom epemery
(uman 20) npenuheno je KonBeHIMjOM Kako OW HAJJIC)KHH OpraHU JIpikaBa
nornucHula KoHBEHIMje MOTIIM Ja Ha CBOjOj TEPUTOPHUjU MpUMEYjyhu TexHuuka
CpeACTBa MPKYIUbaj)y WIN CHUMAJy nodamke o caobpahajy oapeheHNX KOMYHUKIH]a
Ha FEHO] TEPUTOPHjH TPEHETHX TMPEeKo padyHapckor cucrema. Opiamhema
HaJJIS)KHUX OpraHa Tpeba Ja ce oJHOCe U Ha 00aBe3MBamkE J1aBaoIla yCiyra J1a 4yBajy
y TajHOCTH CIpoBoheme cBake mpeBuleHEe Mepe W HHPOpPMAIM]y Yy Be3H ca
crpoBohemeM mepa.

Hamnexxnoct npkaBHuUX opraHa Ttakohe Tpeba nma oOyxBaTH npecpemarve
nooamaxa uz caopaicaja erekmpouckux komyruxkayuja (. 21), mMTo 3HaYNA Ja MOTY
na, TpuMemyjyhu TeXHWYKa CPENCTBA, HPUKYI/BA]Y UMW CHUMA]Y nodamke U3

caoparcaja eneKmpoHCKUX KOMYHUKayuja IPpeHeTUX MpeKo padyyHapckor cuctema. OBa
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o0JIacT WHTEpBEHIMjE€ JApP)KaBHUX OpraHa je HajoCeTJbUBHja jep C€ OJHOCH Ha
MPUCITYIIKMBAKE EJNEKTPOHCKMX KOMYHHKAlHja TIpe CBera OHWUX BE3aHUX 3a
WHTEPHET, IITO MOXKE OWTH 31yOoyHnoTpeO/beHO M 3Ha4yajHO YTrpO3UTH IPaBO Ha
npuBaTHOCT. OCUM Te€HEpATHOT OTpaHUYEHA Ja ce MPH U3BPIICHY OBE MEpe MOpajy
MOIITOBAaTH MelhyHApOOHH CTaHAapAu JbYJICKHX MpaBa M c€jl10007a HaBelEHU Y
MehyHapoaHUM JOKyMEHTMMa M Jla C€ Mepa ,lIpecpeTama’ MOXe Mpeay3eTd 3a
,030mpHa nena”, KoOHBeHIMja HE caapXu OrpaHWYeHa 3a HCHY MPUMEHY H
rapaHigje na Hehe 6utu moBpeheHo mMpaBo HAa MPUBATHOCT HUTH ojpelyje koja cy To
,030mbHa nena”.’” Y cpakom ciydajy, apiaBe MOpajy IpOIKMCATH YCIOBE IOJ
kojuma he maBaoru yciuyra (IpoBajaepu), KOjU YUYECTBY]Y Y CaKyIUbamby OBUX
nH(popManyja dYyBaTH Yy TajHOCTH CHPOBONECHE CBAaKOT OBJamhema W CBaKy
uH(popMaIujy.

Y 1III nornaBmpy Kouenmmje (wi. 23-35) perynucana je welyHaponHa
capajama U MoMoh y KpUBUYHHM CTBaprMa Koje ce OJHOCE Ha padyHape, padyyHapCKH
CUCTEM, MOJAaTKe KOjU Cy TEHEpPHCAaHM OJf CTpaHe pauyHapa, IMOJaTKe KOju Cy
ynotpeOJbeHn WM Ha JPYrd HAYMH HUCKOpPUIINEHH Yy TOKY padyHapcke
KOMYHUKaII{je, Ka0 U IPUKYIUbabe JJ0Ka3a y eNeKTPOHCKO] (JOPMH Yy BE3U U3BpILICHA
KPUBUYHUX JieJa KOMITjyTepcKor kpuMuHamuTera. C 003MpOM Ha UYHICHHIY 12
W3BPIINONM KPUBUYHHX JieJla KOPUCTE HajcaBpeMEHHUje OONHMKe HWH(POPMAIOHO
KOMYHHKaTUBHUX TEXHOJIOTHja, Kao M Ha BEJIUKY OCETJBMBOCT pavyyHapCKUX
mojaraka, MOTYNHOCT HHXOBOT Opucamka WM YHHUINTEHA CaMO Ca HEKOJIHKO
MPUTUCAKa Ha padyyHApCKy TacTaTypy, HEONXOJHO je BeoMa Op30 UM XUTHO MpY’Karbe
MelyHapogHOnpaBHE MOMOhM Kako Ha OCHOBY oxapenOu KoHBeHIHWje Tako M Ha
OCHOBY OWJIaTepallHUX W MYJITHPATHHUX CIIOpa3yMa O KPUBUYHOIIPABHO] Capalibu U
ocTaiux oOJHKa peryjiucama IpaBHe momohu y oBoj oOnacth. Y TOM CMHUCTY
KonBenuuja npensuha kopumtheme Op3uX cpelncTaBa KOMyHMKaldje, Kao IITO Cy:
(akc, eIeKTPOHCKA TOMITa, KopHIThemhe MUpH y3 HaKHATY (HOpMAITHY MTOTBPIY H CII.
N3 onppen6bum KonBenmuje mnpouwsmnasu jga je HeomxoAaHo mpaheme pas3Boja
MH(OPMAIIMOHO KOMYHUKAIIMOHE TEXHOJIOTH]e U HHUXOBO MCKOpUIIThaBame paau IITO

Op>ke pa3MeHe MojaTaka 1 KOMyHHKalllja MPUIMKOM Mel)yHapoIHe capaibe.

7V mpakcu ce cMaTpa 1a je jeMHO ONpaBIaHA TPUMEHA OBE M CIMYHHX Mepa Kaaa Ce PaiH o
ucrparama Koje MOTy IOBECTH 0 jeIHOT WM BHUIIE HM3BPLIMIANA KPUBHYHMX Jejla Kao IITO Cy:
IpeBape, TEpOpU3aM, 3J10CTaBIbakE JIEIle, TPTOBUHA JbYANMA U CII.
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VY okBHpY perynucama MeljyHapoHe paBHe MOMONH y KpUBUYHHUM CTBapUMa
moceOHy yJory 3ay3uMa IocTojame T3B. ,,24/7 mpexe (wi. 35) xoja mpencraBiba
MpeXy Tauaka KoHTakTa Mel)y 3emibama Koje cy patudukoBasie KoHBeHIH]Y U KOje ce
y HajBehem Opojy ciydajeBa Haja3e MPU MUHUCTApPCTBUMA YHyTpahmbHX MOCIOBA U
jaBHUM TyxwunamTBuMa. CBaka JIpkaBa Tpeba Ja oApean MECTO 3a KOHTAKT Koje he
Ooutu nocTymHO 24 carta ITHEBHO CBHX 7 JaHa y HeAeJbUM TOKOM IeJie TOAWHE, paju
oMmoryhaBama XHUTHOT OArOBOpa M TOMOhM Yy wuCTparaMa H IpolegypaMa
MehyHnapoaHe mpaBHe momohu. Tayke KoHTakTa Mopajy Outu ocmocoOibeHe Ja
JUPEKTHO W CaMOCTAJIHO Y3 capajiby APYTUX HAJIC)KHHUX OpraHa 3eMJbE UJIaHUIIE
npy’Xe TEeXHUYKH CaBeT, YyBame W INMpHOaBJbamke IMoJaTaka, NpudaBibame JI0Ka3a,
JaBame MpaBHUX WHGOpMaIMja, Kao W HICHTU(HUKAIM]y W JIOKAIH]y Ha KOjO] ce
Haja3u OCYMILMYCHO JIUIe. JelaH OJf KJbYYHMX 3ajJaTaka Kojeé KOHTaKT TayKe OBE
Mpexe Tpeba aa ucmyHe je MoryhHocT ycmocraBibamba Op30T HM3BpLICHAa OHHUX
dyHKIMja W 3a7aTaka KOjU Cy HEONXOMHH paad Op3or TMocTymama Y
KPUBUYHOIIPABHO] MaTEPH]jH.

KonBennumja cagpxu moceOHe onapende Koje ce OJHOCE Ha: XUTHY 3allTUTY
cauyBaHMX padyyHAPCKUX MOJAaTaKa, XUTHO OTKPUBAMKE 3alITHNEHMX NoJaTraka o
caoOpahajy, y3ajamHy momoh y OJHOCY Ha TPHUCTyName CadyBaHUM padyHApPCKUM
MoJaIMa, TPEKOTPaHUYHU TPHUCTYN CadyBaHUM pavdyHApCKUM MOJalMa Y3
CarJIaCHOCT WIM KajJa Cy JOCTYIHH JaBHOCTH, y3ajaMHy IOMOh y TNpUKYIUbamby
nmojataka o caoOpahajy y peaqHOM BpeMEHy U y3ajaMHy MoMoh y mpecperamy
nojaTaka M3 caapkaja. 3a XWUTHY 3allTUTy CadyyBaHHX padyyHApCKUX I0JaTaka
MOTpeOHO je TOJHETH 3aXTeB 3a 3alITUTy IoJaTaka, udjy caiapkuHy KoHBeHIHja

npeasuha u TauHo oapelhyje paszmnore 3a og0Ujame 3aXTEBA.

1.2.2. Koneenyuja o 3auumumu npasa nojeOunaua y 6e3u ca aymomamckom
00paoom nuunuX nodamaxa

KoHBeHIIMja 0 3aITHTH TIpaBa TOjeJMHAIIA Y BE3U Ca ayTOMAaTCKOM 00pajoM
muunux nonaraka (Convention for the Protection of Individuals with regard to
Automatic Processing of Personal Data ETC No. 108)°"* ycBojena je ca mumem

jauama IpaBHE peryjaTHBE Ha MOJbY 3aIUTUTE IMOJaTaka O JUYHOCTH U MOILITOBAaHa

7 OrBoOpeHa je 3a moTIHCHBame ApkaBama wiannuama 28. 01. 1981. roauue, a crymuna Ha chary 01.
10. 1985. roguue
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MPUBATHOCTH C OO3UPOM Ha CBE HMHTEH3WBHUJU TPEKOTPAHUYHHU TPOMET JIMYHHUX
mojaTaka KoOju Cy TpeAMeT ayToMarcke oOpaze. YO4YeHO je Ja HalMoHaHa
3aKOHOJIaBCTBA JprKaBa WiIaHWIIA HE MpYyXkKajy MoTpedaH HUBO 3amITUTe rpahaHnMma y
MoTJiely 3alliTUTE MPUBATHOCTU TMOCEOHO Kaja ce MPUKYIUbajy JHYHU TMOJAIH
ayTOMAaTCKOM 00paJioM 3a moTpede ap:KaBHUX OpraHa U APYTUX MpaBHUX JIMLA.

Lentpanmau neo KoHBeHumuje caapkaH je y APYyroMm IOTJiaBiby ,,OCHOBHA
Haverna 3a 3amTuTy noaaraka® (wi. 4 - 11) koju o0yxBata: (1) KBaTUTET MPUKYTIhamkha
U ayToMaTcke oOpajie JNHYHUX MojaTaka (J0jaTHOCT W 3aKOHUTOCT, YHOIICHE 3a
TAa4HO YTBphEHE U JISTUTUMHE CBpXE, HAMEHCKO KOpHIIheme, OPIKIBUBOCT U YyBambe
y 00muky koju omoryhaBa wuaeHTH(UKAIM]y); (2) moceOHEe KaTeropwje mojaTaka
(ayromarcku ce mory oOpahuBaTH JMYHM TOJAIM y BE3W Ca PACHUM TIOPEKIIOM,
MOJIUTUYKUM ONpPENebeheM, BEpCKUM YyOehemeM WM HEKOM JpYyroM BpPCTOM
yoOehema, 3IpaBCTBEHUM CTambeM, CEKCYyalHHM >KHBOTOM, CaMO YKOJIMKO 3aKOH
npensuha oxarosapajyhe rapanmuje); (3) Oe30emHoct momaraka (o0OaBe3a mga ce
npuMeHe onarorapajyhe 6e30emHocHe Mmepe Koje OW oHemoryhwuie cirydajHo WU
HEOBJIAITNEHO YHUIITEHE MPUKYIJBEHUX MOoJaTaka, Kao U ryOuTak, HeoBiamheHU
NPUCTYI, U3MEHY WJIH JUCTPUOYIH]y ayTOMAaTCKH MNPUKYIJBCHHUX MojaTaka); (4)
JIofaTHE Mepe 3amTuTe cyOjekra momataka (YBHI y ayTOMAaTCKd TPHUKYTJbEHE
nmojatke, no0OWjamke IMOTBPIE O IOCTOjarby/HENOCTOjalby JMYHUX TIoJaTaka y
ayTOMAaTHU30BaHO] 30MPIH, TPpaXEHE HCIpPaBKE WM Opucama Tojaraka Kajaa cy
oOpaheHn mnpoTUBHO ojpendaMa 3aKOHA, MOJHOUICHE XKalbe y ciydajy Kaaa
3axXTeBMMa HHUj€ YAOBOJBEHO); (5) W3y3enu U oOrpaHuuYerma (MpaBa MpomucaHa
KonBeHnujom Mory OMTH OrpaHHYeHa caMO Ha OCHOBY 3aKOHA JIp)KaBe, a OJHOCE Ce
Ha 3amTUTy 0€30€IHOCTH Jp’KaBe, jJaBHOT MOpPETKa, MOHETAPHOT CHUCTEMa JIp)KaBe,
cy30Mjambe KPUBHYHHX Jelia, 3allTUTe MpaBa M cjao0oja JMIa 4YUjU C€ TMOJAIH
NPUKYIUBAjy); (6) caHKIMje W MpaBHA CpeACTBa (OJHOCE ca Ha MOBpeay oapenada
WHTEPHOT MpaBa W OCHOBHUX Hadena Koweenmwje); (7) mmpa 3amTuta (HUjEIHA
onpendoa KouBeHmwje HuUje orpaHudaBajyha HuTH oOHemoryhaBajyha 3a crpany
YTOBOPHUILYy Ja CyOjeKTy MojaTaka 0J00pW IIMPY 3allTUTY O]l OHE KOjy IpeaBuba
Kouseniuja).

Tpehe mnormaBbe KoHBeHmMje MOCBEheHO je TPEKOTPAaHWYHO] pa3MEHU
nHdopmanuja. Ilpakca je mokazanma npa moctoje oapehenn mpobiaemMu y T3B.
,,JIPEKOTPaHUYHOM TMPOTOKY HH(pOpManmja“ HAPOYUTO Yy TMOjeAMHUM OOIacTHUMa

MOCIOBamka, Kao INTO Cy NpyXame OaHKapCKUX Yyciyra, Typu3aMm, ynorpeba
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KPEIUTHUX W TUIATHUX KapTHULA, epUKacaH MPEKOIPAaHUYHU MPOTOK EIEKTPOHCKUX
mojiataka. 300r Tora je CYIITHHA OJpe0N O MPEKOrPaHWIHO] pa3MEeHH HH(pOpMaIHja
na usMmely nprxaBa uinaHuia o6e30ene HecMeTaH M CI000IaH MPOTOK MH(BOpMaIyja,
JUIIeH OWIO KaKBUX CICIHjaTHUX KOHTPOJIHUX MeXaHW3amMa WIH TOJIBPTHYT
0CceOHOM peXXUMY J103BOJIa MITH of00pema. MehyTtum, moctoju moryhHocT fa ctpaHa
YTOBOpHHIIA OJCTYHNH OA OBUX onpendou KoHBEHIMjEe YKOIMKO Y HHEHOM
3aKOHOJIaBCTBY IMTOCTOj€ MOCEOHU MPOIHUCH 32 HEKE KaTeropHje JIMYHUX TMOAaTaKa Win
ayTOMAaTU30BaHUX 30MPKH Ca JIMYHUMITOJAIIMMA 300T KapakTepa THX IOJaTaka WIH
30MpKM WK KaJia ce MPOTOK BPIIU Ca HEHE TEPUTOPHUje Ha TEPUTOPHU]Y HEKE JpriKaBe
Koja Huje notnucHua Konsenmuje.

VY dyerBproM W meroMm moraBky KonBenmuje mpeasuhena je mehycoOHa
nomoh (capagma Mel)y cTpaHama yroBopHUIlamMa, MOMOh Koja ce Tpyka CcyOjexTy
nojaTaka Koju >KMBH y HMHOCTPAHCTBY, TapaHILMje y Be3M NMOMOhM Kojy mpyxajy
onpehenn HaaIe)KHH OpraHu, OJ0Wjamke 3aXTeBa 3a JOOHjame MOMOhH, TPOIIKOBH H
mporeaypa mnpykama mnoMmohu), cactaB, (yHkmuje u mporeaypa CaBeTonaBHOT

KOMHTETa 3a IpUMeHy ozpenadba Konsenuuyje.

1.2.3. Konsenyuja o 3auumumu oeue 00 cexcyanne ekchioamavuje u
CeKCyanHoz 310Cmasbara

KoHBeHIIMja O 3alITUTH JEIe OJl CEKCyallHEe CKCIUIOATAaIMjeé W CEKCYaIHOT
3noctaBibama (Convention on the Protection of Children against Sexual Exploitation
and Sexual Abuse, Lanzarote, 25. 10. 2007.), T3B. JlaH3apOT KOHBEHIIH]ja MpEICTaBIba
pBU Mel)yHapoJHHU JOKYMEHT KOjU C€ OJHOCH Ha CBE OOJIMKE CEKCyaJTHOT HacHhyba
npeMa nenu. [IpaBHO perysucame OBOT MHUTamka Ha Mel)yHapoHOM HHBOY HACTaJo je
300r 3a0pumaBajyhe BelMKOr mopacTa CEKCyalHE eKCIloyioaTaldje U 3J0ynoTpede
7ene KopuImhmbemeM HH(GOPMAIMOHUX, PauyHAPCKUX TEXHOJIOTHja M JAPYINTBEHHX
Mpexa. Jlpyrm pasior je HejeHaKO TMpaBHO PETyJIHCcamke Y HAIMOHATHUM
3aKOHOJIAaBCTBMMA JIO KOT' y3pacTa ce Heka ocoba cmarpa JeTeToM, 300r dera ce
KpUBHYHA Jiejla M3BpIICHA MpeMa JeUd HHCY MOorjia KBajlu(HUKOBAaTH Kao Jeia
CeKCyallHe eKCIUIoaTalyje u 3noynorpede aeme. 30or Tora ce y Konsenuju onpehyje
Jla ce O[T ICTETOM TMopa3yMeBa cBaka ocoda miaha ox 18 ronguna.

KoHBeHIIMja je TeMaTCKH MOJ/ieJbeHa Ha BUIIIC TIOTJIABJba: TIPEBEHTHBHE MeEpe,
CTCLHUjali30BaHa Teja 3a KOOPIWHAIIMjY, MEpe 3allTUTe M MOJPIIKE XpTBama,

MaTepHjaIHO KPUBHYHO IPABO, UCTpara, KPUBUYHU NPOTOH M TIPOLECHE oaperode,
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o0jenumeHa eBHJICHIIMja 0 ocyheHuM nunuMa U MelhyHapoaHa capanma. OCHOBHe
nocraBke KonBeHIMje 00yXBarTajy: MPeBEHTHBHY 3aIITUTY OJ Hacuiba (,,prevention”),
3aIITUTY JETETa XKPTBE (,,protection’), KPUBUYHO TOWEHE YUUHHUOIA (,,prosecution”)
u yuemhe geue (,participation”). Ilpema Texcty KoHBeHIMje, cekcyamTHOM
eKCIUIOATaIljOM U CEKCYaIHUM HCKOpHIThaBameM cMarpajy ce cieneha xkpuBuyHa
TeTIa: CeKCyaniHo 310cmasmarse (CTYMambe y CEKCyaaHe OJJHOCE ca IETETOM Koje HHje
HaBPIIWIO TPABHU y3pacT y KOME Cy CEKCyallHe aKTHBHOCTH JIOIYIITEHE, y HalleM
3aKOHOJABCTBY 14 rojmHa, MPUMEHOM CWIE W TPHUHYJE, 3JI0YHOTPeOOM IOBEpeHa
WIA ayTOpPHTETa y OJIHOCY Ha JeTe, KOpHIIhemeM MoceOHEe PambHUBOCTH, OJHOCHO
$u3MYKe W TICUXWYKE OMETCHOCTH, NETEeTa, KPUUYHA Oelnd ) 8e3u ca Oedujom
npocmumyyujom (QHTOKOBaEkE WIM IMPUMOPABABE AETETa HA IMPOCTUTYLH]Yy WIN
Kopumrheme yciayra JAedyuje NPOCTUTYIH]E), KpusuuHna oOeia y 6e3u ca Oedujom
nopuoepagujom (MpousBoAma, Hyhewe, AUCTpUOyUpame HIM TNPEHOC, Kao u
MmocenoBamke Jieurje mnopHorpaduje, yuewhe Odemema y — nopHocpagckum
npedocmagama Uiu  NpUCYCMEo8arbe MNOPHOSPAPCKUM npedcmasama ca O0eyom,
npumopagare oemema 0a yuecmeyje Kao C8e00K CeKCYAIHO2 3/10Cmasnbarbd U
Hazosaparbe oeye HA HeKe 00 08UX YCIyed NPUMEHOM UHGOPMAYUOHUX MeXHONo2Uja
(,,grooming”).

3a u3BpHIICHe CBUX HABEICHHX KPUBUYHUX Jella MOTy C€ KOPUCTHTHU
KOMITjyTep U JpymTBeHe Mpexe. [loceOHo kana ce panu o nedujoj mopHorpaduju jep
ce Hyhewme U UYHIBEeHE [TOCTYIHHM Jieudje MopHorpaduje MOoKe HU3BPUIUTH
NOCTaBJbakhbeM HEH03BOJLCHUX online canupikaja kako Ou ce omoryhwo mnpucryn
IpYTHM JIMIIAMA WJIH TPaB/beHE HWHTEPHET CajToBa ca CcaapkajeM Jeduje
nopHorpaduje. 36or tora Konennuja npenpuha ob6aBe3y apkaBa MOTIHUCHUIA J1a Y
CBOjUM HAIlMOHAIHUM 3aKOHOJIAaBCTBUMA MHKPUMHHUIIY CBE MPOTHUBIIPABHE PAIHE Yy
BE3W ca JIeYMjoM TOpHOrpadujoM jep ce AUCTpUuOyLHja HEI03BOJHEUX
nmopHOTpadCKUX caapxaja MOKe HajepuKacHH]je U HAjOpIKE MU3BPIIUTH Y3 yHOTPeOy
KOMITjyTepa W Kopuiheme apymTBeHux Mpexa. Oapende Konpenmuje koje ce
OJIHOCE Ha YMHIIJbAjHO OCTBApUBaWkE MPHUCTyNa cajpikajuMa JAeudje mopHorpaduje
NyTeM pauyyHapCKHUX TEXHOJOTHja HWMa 3a LW Ja JAp)KaBe IOTIHCHUIIE
WHKPUMUHUIIY CBAaKO TOHAIIAKE YYECHHKA Y JIAHIy JUCTPUOYIMje HET03BOJBECHHUX

nopHorpadgckux marepujana. HeonxomHo je aa je u3Bpuiuial aejia uMao ca3Hame Ja
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ce Ha ozapeheHOM cajTy Hanasu Jedrja MopHorpaduja u Aa je Keleo Ja MPUCTYIH
cajTy KaKko OH BHJEO W AUCTPHOYHpPao HaBeaeHe Marepujane.’’”

VY okBupy oapendu mpouecHomnpaBHe mnpupoie KonBeHnuja mpeasuha na
KPUBHYHO TOHBCHE M3BpIIMOLA Tpeba /Ja ce HAacTaBU YaK M aKo je KPTBE MOBYKJIA
CBOje HM3jaBe M Ja POK 3acTapeioCTH KPUBUYHOI TOHCHA IMOYHE Ja Teue Of
MYHOJIETCTBA JKPTBE, Kako OW ce JeTeTy >KPTBH Jaja MOTyhHOCT Ja Kaxa CTeKHe
3pesIoCT M CaMOCTAITHOCT, 0€3 cTpaxa of 0JMa3fe U yLeHe NPHjaBH YUYHMOHHUOLA, IITO
jeé TOCeOHO BaXKHO aKo je M3BpIIWIAll OMO y OJHOCY ayTOpHUTETa IMpemMa XPTBH.
KonBenuujom ce Takole 3axTeBa O JAp)KaBa Jla y CBOJUM 3aKOHMMa IpE/IBUIC
3alITUTY TpaBa M MHTEpEca JETETa KPTBE y CBUM (pazaMa UCTPAKHOT U KPUBHYHOT
MOCTyNKa: WH()OPMHUCAKE O HHUXOBUM IIpaBUMa W CiIy)KO0amMa KOjeé MM CTOje Ha
pacrioyiaralby Kao CaBETOAABHM CEPBUC M TMOJAPIIKA MPUIMKOM IpHUjaBJbHUBaka
KPUBHUYHHUX [esla; oHeMoryhaBame KOHTaKTa JKpPTBE M y4YWMHHOIA; oMoryhaBame
MAaJIOJIETHUM KpTBama Jia y3 yrnorpedy mH()pOpMaTHUKUX TEXHOJIOTHja (BHIEO MCKa3)

najy uckas 0e3 (GU3MYKOT IPHUCYCTBA Y CYIHUIIH CII.

1.2.4. Koneenuuja o cnpeuasary mepopuszma

Caser Espome je 1977. rommne ycBojuo KoHBeHIH]y 0 cy30mjamy
tepopmsma’’® koja je 2005. romamHe momymeHa KOHBEHIMOM O CIIpedaBarby
TEpOpU3Ma YHjH je IUJb MPeIy3UMame IeIOTBOPHUX Mepa 3a CIpedaBame Tepopu3Ma
U CYNIPOTCTaBJbakhe jABHUM TPOBOKAIIMjaMa Jla e U3BpIIIEe TCPOPUCTUYKA JIENIa U J1a Ce
perpyTyjy u oOydaBajy Juma 3a TepopuzaM. MoryhHocTH Koje mpyxajy
nH(OPMAIMOHE TEXHOJIOTHje KajJa C€ pagd O TEPOpU3MY Cy MHOTOOpOjHE W
HewcuprHe. JlemoBame TEpopucTa M TEPOPUCTUYKHX OpraHM3aldja dYecTo je
YCMEPEHO Ka yHoTpeOM KOMIjyTepa M JAPYIITBCHHX MpeEXa 3a OpPraHHU30BambC
TEPOPUCTUYKUX Hamaja, 300T Yera ce MOXKE TOBOPUTH O MOBE3aHOCTH u3Mely
KOMITjyTEPCKOT (BHCOKOTEXHOJIOMIKOT) KPUMHUHAIUTETa U Tepopusma. OcuM TOra,

yYHanpea CMHUIIJBEH, MOJIUTUYKKW MOTHUBHCAH Hamajd TEPOpHUCTa M TCPOPHCTHUUYKHUX

7 Hukomuh Komuew, Jlumuja, ['BosmenoBuh, Panoje, PamynoBuh, Camia, MunocaibeBul,

Anexcannmap, JepkoBuh, Panko, XXuskosuh, Bmanan, JXusanosuh, Cama, PemanoBuh Mapwuo;
Axnexcuh VBan: ,,Kparak mpuka3s pa3Boja mpaBHE PEryJaTHBE O BUCOKOTEXHOJIOUIKOM KPHUMHUHAINTETY
Ha MehyHapogHoM HEBOY®, Cy30Hjameé BHCOKOTEXHOJONIKOT KpPUMHHANA, YAPYKEHE jaBHHUX
TY)XKWJIalla ¥ 3aMeHNKa jaBHUX Tyxkunama Cpouje, beorpax, 2010, ctp. 57

67 3akon o motBphuBamy EBporncke KoHBeHIHMje o Cy3bujamy Tepopuszma (“CyxGenn mmct CPJ —
Melynapoauu yrosopu‘ 6p. 10/2001 ox 09. 11. 2001. roaune)
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OpraHu3alyja Mo>ke Jia ce 0OJIHOCH Ha IPUCTYI NoJanuMa u uHpopmanujama y cajoep
pOCTOpYy, padyHapcKe CHCTEME M TporpaMe, Tako Ja H3a30B€ CTpax KoJ
cTaHOBHHUIITBA (MH(OTEPOPH3aM MM HHPOPMATHUKH Tepopu3awm, cyberterrorism).®”’
Ca craHoBumITa MHQOPMATHUKUX TEXHOJIOTHja OCEOHO Cy 3HaYajHE ojpende
KonBeHmyje koje ce onHoce Ha NeUHUCAE jaBHE MPOBOKAIMje, PerpyTOBama 3a
Tepopu3aM u 00yke 3a Tepopusam (wi. 5 - 7 Konsennwuje). Jasrna nposokayuja na ce
YUHE aKTH TEPOpH3Ma OJHOCH C€ Ha HAMEPHO IINPEH-E MM JIOCTaBJbalkbe Ha JIPYyTH
HAuYWH jaBHOCTH ojpeleHe mopyke y IuJby MOACTHUIIAkha HA BPIICHE TEPOPHCTUUKOT
KPUBHYHOT Jiena, 6e3 003upa Ha TO /1a JIM je KPUBUYHO J1es10 u3BpiueHo (wi. 8). Mako
y KoHBeHIMju HUje OCEOHO HarjalleH HauYuH Ha KOjU MO)Ke OMTH M3BpIIEHA jaBHA
MpOBOKaIMja (MUPEHE WK J0CTaBJbake ,,HA HEKH APYTH HAaYWH'), HECYMIbUBO j€ Ja
JaBHO TIO3WMBamkE€ Ha BpIICHE TEPOPH3MA, MIMPEHE WM JIOCTaBJbAKE IHCAHOT
MaTepHjania, CiIMKa, Waeja WIM TeopHja Koje 3aroBapajy M MOACTUYY Ha BpIICH-E
KPUBUYHUX Jella TePOpH3Ma, MOXE OUTH HW3BPIICHO 3JI0YHNOTPEOOM padyHapCKHUX
TEXHOJIOTH]ja ¥ KOpUIINEHEM WHTEpPHETa Kao Tiob0ajHe Mpeke 3a KOMyHHUKAIH]y U
pasMeny uHbopmMmanmja. Peepymosarve 3a mepopusam, npeMa Tekcty KonBeHIyje,
IPEeCTaBJba MOJCTPEKABALE IPYTOT JIMLA /1a U3BPILU KPUBUYHO JIETI0 TEpOpU3Ma HITH
Jla yYECTBYj€ y M3BPIICHY TAaKBOT JIeja WU JIa CTYNH Y YAPYKEHE WIH TPYITy, KaKo
OM TOTIPUHETIO J1a TO YAPYKEHE MU TPYIa U3BPIIN jeTHO WIH BHUILIE TEPOPUCTHUKUX
nena. [loctymak perpyranuje, ¢ 003upom Ha AehuHULIN]Yy AaTy Y KOHBEHIIM]H, MOXe
ce M3BPLIMTU y3 NOMOh MHTEpHETa U APYLITBEHUX Mpexa. OOyka 3a mepopusam je
nedunucana y KoHBeHIIUjH Kao ,,1aBambe YIyTCTaBa 3a MPOU3BObY WK Kopuliheme
eKCIUIO3MBa, BAaTPEHOI OpyKja WM APYror OpyXja WJIM MITETHUX WU OMAaCHUX
MaTepuja WM 3a Jpyre cnenupuyHe METoJAe M TEXHHWKE y IMUbYy HW3BpLICHA WIN

AONPUHOLICHa H3BPIICHY KPUBUYHOT [CJIa TEpOpuU3Ma, y3 CBCCT O TOMC [a he

7 Wspas , cyber terrorism* KOPUCTH ce 3a O3HAYaBame IOCEOHE BPCTE TEPOPMCTHUKHX HATIAMA
YCMEpeHHX Ka pauyyHapCKUM CHCTEMHUMa M MpeXama Y HaMepH OCTBApPHBarbha MOJUTHYKHX IUJbEBA.
Cajbep Tepopu3aM MPEICTaB/ba JEAMHY Ol TJABHHX IIIOOATHHMX MpErpeKa caBpeMeHe 0e30eIHOCTH.
Ienokynuu BuTamHH UHGPACTPYKTYPHH CHUCTEM JpkaBe (CHAOAeBame CICKTPUYHOM CHEPTHjOM,
BOJIOM, TEJIEKOMYHUKaIH]je, cao0pahaj, MHPOPMAIIMOHN CUCTEMH U JIP.) CBAKOIHEBHO CY O] IPETHOM
cajoep Tepopusma. [Ipema jenHoj moxenn HHGOPMATHYKOT TEPOPU3MA, TEPOPH3aM Y epr HHPOpMaTHKE
ce cacToju 0J1: KOHBEHIIMOHAITHOT TEPOPU3Ma Y KOME Ce KIIaCHYHa OpyKja (€KCIUIO3MBH, ITyIIKE U CII.)
KOpHUCTE 3a YHHUINTAaBaE CPEICTaBa W JbYJICTBA y (M3MUKOM CMHUCIY; TEXHOTEpPOpH3aM, Kajxa ce
KJIacMyHa y0OjHa CpeIcTBa KOPUCTE 3a YHHUINTaBame HMHOPACTPYKTYpe M IPOY3POKOBAE INTETE y
cajoep mpocTopy U cajoep Tepopu3aM Ie ce HoBa opykja (3J0HaMepaH co(TBep, eICKTPOMarHeTHa 1
MHUKpOTaJIaCHa OpY’Kja) KOPUCTE 32 YHUINTABaFkC¢ M H3MEHY TOAaTaka y cajoep mpoctopy. Ljum. npema
3amrtuta uHGopManuoHux cucrema, www.fms-tivat me/PREDAVANJA 3 god/ZIS8.pdf nperpaxeno
25.08. 2015. rogune
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BEIITHHE KOjUMa ce JuIle moayyaBa OuTu KopuinheHe y Ty cBpxy“. CBe HaBeleHe
panme U3BpIIeHa Takohe MOoTy OUTH M3BpIICHE Y3 MMOMONh pauyHapCcKe TEXHOJIOTHjE U

WHTEpHETA (eJIEKTPOHCKA TOIITa, TUCKYCHOHU (DOPYMH, MPUIAOHHIIC U CIT).

1.2.5. Ilpenopyka Casema munucmapa Casema Eepone oprcasama
YlaHUYaAMa Koja ce 00HOCU HA 3aUMUMmY /bYOCKUX NPAGA HA OPYUIMEEHUM
mpexcama

[Tpemopyka CaBera MuHmcTapa apkaBama WiIaHWIIAMa KOja C€ OJHOCH Ha
3alITUTY JbYJCKHUX MpaBa Ha APYIITBEHUM Mpe>1<z:1Ma678 ycBojeHa 4. anpuia 2012.
roauHe noj okpusbeM CaBeta EBporie, ApymTBeHe Mpeske Mpeno3Haje Kao ,,CpeCcTBO
3a peanu3aiijy JbyIACKHX IpaBa U KaTanusatop 3a aemokpatujy”.’”” Kako apymTseHe
MpEeXKe TPEICTaBIbajy CPEICTBO 3a U3pakaBamkbe U KOMYHHUKAIHM]y n3Mely nojeannana
Qi WM JUPEKTHYy TIpYyNHYy KOMYHHUKAIMjy MWJIMOHA JbyJU, OHE Cy CBOjJEBPCTaH
MOTEHIIMjall 3a yHampeheme U OCTBapUBame JbYICKUX MPaBa U OCHOBHMX JbYICKHUX
ciobona, a moceOHO 3a M3pakaBame ci000/e roBopa, pa3MeHe Uieja U caapxkaja u
CII000/Ty OKYIUbamhA.

JIpyluTBEHE Mpeke Cy y OBOM JOKYMEHTY carjieflane M Kpo3 Moryhnoct
nosehama ydentha nojeauHana y moJuTHYKOM, JPYIITBEHOM U KYJITYPHOM >KHUBOTY,
aJli cCaMHMM THUM M Kao MOTEHIHjaIHO MECTO T'Jie MOXe Ja foe O HemoUITOBamba U
KpIIema JbYACKHX IpaBa Koja ce Ha BmHUMa ocTBapyjy. HajBuime cy yrposkeHa mpasa
Ha CIIO0OHO H3pakaBake MHIUBCHA Ka0 M IPAaBO Ha TNPUBATHOCT U JbYJICKO
JIOCTOJaHCTBO, 300T MOTYNHOCTH HCIIOJbaBabkha PA3TUIUTHX JUCKPUMUHATOPCKUX
noHamama. /[o oBakBuX mpobiema Moxe Ja aohe 300r HemocTojama oAroBapajyhux
MIPaBHUX U MPOLEIyPATHUX OAPEI0H KOjuMa O C€ OBAKBH I10jEINHIN UCKJbYUMITH U3
BUPTYEITHUX 3aj€HHIA M CAHKIMOHUCAIIO KPUMHHAIHO TOHAIAkE II0jenHAIa y
BUPTYEITHOM MPOCTOPY, MOCEOHO KaJa je ped O JeluMa Koja 3JI0ymoTpedshaBajy
HEa/leKBaTHY 3alUTUTy Jele M MJaJuX OJ LITeTHUX CaJpikaja, MOKa3zyjy OTBOPEHO

HETOIITOBake TyhUX JHWYHMX TMpaBa, KpIIe MNpaBO HAa MPHUBATHOCT Kopuctehu

7% TMpenopyka Casera Munucrapa Casera Eponme CM/Rec(2012)4 npkaBama diaHHIAMa Koja ce
OJTHOCH Ha 3alTUTY JbYACKHX IpaBa Ha ApylITBeHNM Mpexxama (Recommendation CM/Rec(2012)4 of
the Committee of Ministers to member States on the protection of human rights with regard to social
networking services), 2012, https://wcd.coe.int/ViewDoc.jsp?id=1929453, nperpaxeno 09. 07. 2014.
TOAVHE

67 Tauka 1 [penopyke CaBera MuHKcTapa ApkaBamMa 4WiaHHIIaMa Koja C€ OJHOCH Ha 3allTUTY
JbYJICKHMX TIpaBa Ha APYIITBEHUM Mpexama
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HeMOryhHOCTH TOJeNIaBama HUBOA 3alITUTE O0jaB/bEHUX JIMYHUX IOJaTaka Ha
onpeheHoj IpyImTBEHO] MPEKH.

[Ipemopyka je yka3ana u Ha 00aBe3y JpkaBa Jia CBaKO CaKyIUbamke MoaTaka o
JUYHOCTU MOpa Ja OyJie TpPaHCIAapeHTHO, Ja Ce TaYHO HarjacH CBpXa CaKyIlbamba U
CKJIaIUINTeHha MOAaTaka, HAauWH WU CBpXa o0Opaje OBUX I0JaTaka Kao U KpajibH
KOPHCHHK CakyIbeHe 30mpke momataka.”’ Ilpommcana je m o6aBesa HMHTEPHET
MPOBAajepa OJTHOCHO TUIATGOPMH Ha KOJUMa CE€ BPIIH APYIITBEHO yMpPEKaBame J1a Cy
y 0o0aBe3u Ja MoIITYjy JbyAcKa MMpaBa U BIaJaBUHY MpaBa (Tad. 5)

CaBer MunucTapa je mo3Bao JpkaBe J1a CBOja 3aKOHOAABCTBA Yy 00IacTH
3noynorpeda y oOjacTu BHPTYEITHOT MpOCTOpa yckKiaze ca uiaHoMm 8 EBporicke
KoHBeHIHje 0 JbyACKMM mpaBuMa,” KOjH ce OJHOCH Ha IONITOBARE MpaBa Ha
MPUBATHOCT M MOPOJNYHU KHUBOT, WI. 10 KOju ce 0JJHOCH Ha c1000ay ToBOpa 1 4. 11
KOjU c€ OJHOCH Ha cl0001y yApyXHBama M OKyIUbama, Kao M ca KoHBeHIMjoM
Casera EBpore 0 3amTuTH TOjeAMHANA OJ] ayTOMAaTcKe oOpaje JIMYHHX MoJaTaka
CETS 6p. 108°® koja ymyhyje mpoBajaepe ApYIITBEHHX Mpexka KakO a CIpede
37I0yNOTpeOy JIMYHHX M0/IaTaKa CBOjUX KOPUCHUKA.

[IpenopykoM je, Takohe, ameiaoBaHO HAa KOPUCHHMKE OPYIITBEHHX Mpexa Ja
o0pate Makiy Ha MOYETHA IMOJIEIIaBakha CBOJUX KOPUCHUYKHX Mpodmuia, HA TO mTa
o0jaBJbyjy, Ia yBEK MOpajy Ja [ajy CarlacCHOCT KaJa ce€ TIOCTaBU NHUTAme
CKJIaUINTEHa, YyBamkba U 00pajie BUXOBUX JTUYHUX MOAATaKa, Kao U J1a UMajy TpaBo
Jla CBOje€ MOJIaTKE TPajHO MOBYKY Ca BUPTYEIHOT POCTOPa JAPYIITBCHUX MPEKa.

[Tocebna maxkmwa je mocBeheHa 3amTHTH JAene W MIAAUX JbYIOU O]
HENPUKIAAHNX Caap/Kaja Ha APYIITBEHHM Mpexama.’> Cama JHICHWIA 13 je Ha
IPYIITBEHAM MpekaMma 3acTyIUbeHa cl1000/1a TOBOpa yKa3yje Ha YNEHCHHILY Ja Ce Ty
00jaBibyjy W caapXaju KOju MOry Jna Oyny HEmpuMepeHH, y3HeMmupyjyhu wumm

YBPEIUBHBH, a KaKo JPYLITBEHE MPEXKE UTPajy BeoMa Ba)KHY YJIOTY Y CBaKOJIHEBHOM

6% Tauka 3 Ipermopyke CaBera MuHHCTapa OpkaBamMa WiaHHIIAMa KOja C€ OJHOCH Ha 3allTUTY
JbYJICKUX IIPaBa Ha APYIITBEHUM MpexkKama

681 Convention for the Protection of Human Rights and Fundamental Freedoms (ETS No. 5),
KOJIOKBHMjAJIHO Ha3MBaHa EBPOIICKOM KOHBEHIMjOM O JbyACKMM mpaBuma, European Convention on
Human Rights, http://conventions.coe.int/Treaty/en/Treaties/Html/005.htm, nperpaxeno 12. 05. 2014.
TOJIIHE

682 Council of Europe Convention on Protection of Individuals with regard to Automatic Processing of
Personal Data, CETS No. 108

5% Tauke 5 - 11 [Ipemmopyke CaBera MuHHCTapa Ap)kaBaMa YiaHHIIaMa KOja C€ OJHOCH Ha 3alITHTY
JBYACKHX TIPaBa Ha IPYIITBEHHIM MpeKama
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KMBOTY JIeLle U MJIQJIMX JbYJIU JaHAIIBHIIE jaBJba ce moTpeda Ja ce OHM 300T CBOjJUX
rOJIMHA 3aIITUTE OJ1 OBAaKBHX cajpxkaja. [I[penopykom ce Hajmpe aremnyje Ha pOIUTeIbe
Y HacTaBHUKE Ja ynyhyjy Iely Kako Ja qpyIITBEHe Mpeke KOPUCTE Ha MPaBU HAYHH,
na He OM JOXHMBJbABAU PA3IMYMTE HEMPHjaTHOCTH M YMaJadd y omacHoctd. Ha
MOjeIMHUM MpekaMma IOCTOje OrpaHudea opeheHnx caapixkaja y OIHOCY Ha TOJUHE
KOpUCHHKA, a aleiyje ce Ja ce CBaKM HeNpHUKIAJaH caapkaj O3Ha4u Ha oxapehen
HayuH (MMOMyT ,,caMo 3a oxpacie’” uiu ,y3Hemupyjyher campxkaja’). Ha npxase ce
amelnyje 1a Mopajy Ja mpeay3my onarosapajyhe Mepe kako Ou mo6oJsbliane CUTypHOCT
Jene U MJaaux Ha JpYIITBEHHM MpeXama, a Jla yjeIHO He MpeKplie MpaBo cao0o/e
u3paxkaBama, la UM ce caBeryje na: (1) mpyxajy jacHe mHpOpMaIuje 0 BpcTama
cajprkaja Koje 00jaBJbyjy U Jia BOJIE padyyHa O TOME JIa JIM j€ OH 3aKOHUT WU HUje; (2)
pa3BHjy TakBy ypehuBauky MOJUTUKY KOjUM OH ce oApeheHn caapikaju 03HAUYIIN Kao
,,HETIpUKJIaTHU~ W Heyckial)eHu ca ycimoBuMa Kopuinhema cepBHca 3a IPYIITBEHY
MpEeXy NpH ToMe Bojehu padyHa 1na ce Ha OBaj HAUMH HE OrpaHMYaBa MPaBO Ha
cnobomy M3pakaBamka U MHPOpMHUCaKkA; (3) yCTaHOBE JJAKO JOCTYITHE M Pa3yMJbUBE
MEXaHU3Me 3a MPHjaBJbHBAkE CBAKOT YOUCHOT CaJlpKaja Ha JAPYIITBEHO] MPEKH KOjH
MOXKE Ja C€ OKapaKTepHIle KAa0o HENPUKIAJaH WM Hau3IJIe] NPOTUB3AKOHUT; (4)
00jaBibyjy 1 Mel)ycoOHO pasMmemyjy mpuMepe J00pe mpakce Kojuma Ou ce CIpeUmIn
CllyuajeBM HAcHJba HAa HWHTEPHETY, MOCEOHO Yy KOHTEKCTY BPIIEHAYKOT HAcHiba |
CEKCYaJTHe eKCIUIoaTaIyje aere Ha IPYIITBEHUM MpeKaMma.

[Iperopyka mopea CBUX HaBEACHUX INPEAIOKCHHX Mepa y I[UJby 3alITHTE
npaBa Ha MPHUBATHOCT o00jaBJbeHMX HH(popMaiuja, y Taukama 12 - 15 mocsehyje
JO0JAaTHY MaXiy JHYHUM TOJalrMa KOju ce 00jaBibyjy Ha APYIITBEHHM MpeKama.
CBu 00jaBJbeHU JIMYHHM TOJAIM MOTY Ja Oyay AOCTYIHH JAPYTHM KOPHCHUITUMA
Mpexe, amu Takohe u Tpehum nummMa, MOmyT pa3inuYuTUX (GUPMH, TOCIOAABaIa,
PEKJIIaMHUM areHIfjama, mpeJcTaBHuIMMa BiacTi. Ha npymTBeHe mpexe ce anenyje
7la ce MPUKYTIJBCHHU JIMYHH MOJIAIM HE Tipociiel)yjy HuKoMe 0e3 H3pUIHTE CariiaCHOCTH
BJIACHUKA JIMYHUX TO/IaTaKa a Ha JIp)KaBe ce arelnyje Ja mpeay3My Mepe Kojuma Ou ce
3alITUTWIA TIPaBa KOPUCHUKA HAa MPHUBATHOCT TaKO IITO OM oOaBe3alie CepBUCE 3a
ApymTBeHe Mpeske na: (1) kopucHumma obe3bene Hajoosbe Moryhe HaunMHe 3aIITUTE
puBaTHOCTH (oAroBapajyha mojeriaBama, CHTYpHOCHE Mepe, 100Hjambe cariacHOCTH
npe o0jaBJbUBamba WK MpociehuBama NTUYHUX MOJaTaka, YCIOBE KopUIIhema OBUX
nmomataka M ci.); (2) obe3beme oaromapajyhe TexHUYKEe ycloBe 3a 0e30eIHOCT

ApymTBeHe Mpexe; (3) 06e30enu 1a 0CeTIHbUBH MOJAlK UMajy TOCEOHY 3alITUTY; (4)
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00e30eu MpUMEHy HajCUTYPHUJUX Mepa Kojuma Ou ce cipeunsia MoryhHoct ia tpeha
JWIa TPOTUBIPABHO Mol)y y TOCEea TMOBEPJHbHBHX W JIMYHUX MMOJATaKa KOPHUCHUKA
IpymTBeHe Mpexe; (5) 3amTuTe mpaBa Tpehux muIla Koja Cy IoOBe3aHa ca
KOPUCHHUIIMMA JIPYIITBEHE MPEKE, jep M APYIITBEHE MpEXe M HHHXOBU KOPHCHUIIN
Mopajy na OyIy CBecHHM oOaBe3a Koje MMajy Mpema JIMIUMa KOju HUCY KOPHCHUIIH
IpYIITBEHE Mpexe W aa He Tpeba na o0jaBbHBAaEkEM JIMYHHUX II0JIaTaka KOjHU Ce
OJIHOCE Ha JIpyTe JbYJIe Hapyllle HUXOBO MPaBO Ha MpUBATHOCT; (6) 00e30eme na ce
o0pasia IMYHUX NOAaTaKa KOPUCHHUKA BPILIHM CaMO y CKJIaJy ca 3aKOHOM H IO 3aKOHOM
nponucanoj npouenypu u (7) ymo3Hajy KOPUCHHMILM Ca 3aKOHMMa KOjU UX IUTHTE U
KOjU ce pUMEY]y Ha TpaBWIIa MOCTyNamka Ha JPYIITBEHUM MpekaMa U KoMe Tpeba

1a ce oOpaTe YKOJIMKO MUCTIE Ja M j& HEKO TpaBo MoBpeheHo.

1.3. lonpunoc EBponcke yHuje 60p0u NpOTHB KOMIIjyTepCKOI KPpUMHHAJINTETA

EBporcka yuuja®' je Takohe mama CBOj HOmpHHOC GOpOM POTHB
KOMIIjyTepCKOT KpUMUHAINTETA U Ha [0JbY 3aIuTute nHpopMauuone 6e36exroctn.”™
Komucuja esponckux 3ajeauuna (Commission of the European Communities) je
anpuia 2002. roaune npeacrasuia OKBUPHY OTYKY O HamaguMma Ha WH(pOpMaIMOHe
cucreme.”™® Caser EBporicke yHHje je yCBOjHO TpeIor oBe omtyke 2003. roxuue u
Omnyka je crymuia Ha cHary 2005. rogune. Omiyka peryJsdiine WICTaTHH MPUCTYT
MH(OPMALIMOHUM CHCTEMHMA, WJIETaJHO OMETame pPayyHApCKUX CHUCTEMa Kao H
WIEeTaTHO OMETame MpeHoca TMojaTaka, alu Takohe mpomucyje W CcCaHKIHUje 3a

. 68
M3BPIINOLIE KPUBMUYHKX JeNa KOMIIjyTepcKOr KpuMuHamurera.”’

6% 3panmuna nHTEpHET Npe3enTanmja EBporicke YHHje, www.europa.eu

685 European Commision — Digital Agenda for Europe, http://ec.curopa.eu/digital-agenda/, mperparero
15.11. 2012. ronune

6% OxsupHa omryka o HamagmMa Ha uWHGbOpPMaimoHe cucTeMe KOMHCHje eBPONCKHX 3ajeHHIA
(Framework Decision on attacks against information systems of the Commission of the European
Communities),
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32005F0222&from=EN,
mnperpaxkero 12. 11. 2014. romune

%7 qn. 6 Ommyke npemsuha 1a je 3a HeopnamheH ymaja y KOMIjyTEpCKH CHCTeM M HeopiamtheHo
IpecpeTame MmoJaTaka MpoIHcaHa Ka3Ha 3aTBOpa y Tpajamy OJ jemHe N0 TPU TOAWHE, MOK je Wi 7
Onnyke npeasuljeHo na, ueHehu cBe orexaBajyhie OKONHOCTH M3BPILEHOT Jiella, MaKCUMallHa Ka3Ha
3aTBOpa Koja MOXe Jia Oyze npecyleHa u3Hocu u3mMel)y aBe u et roguHa.
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EV je 2004. romune popmupana EBporicky areHmujy 3a 6e30eqH0CT Mpexa u

® a sarum mouerkom 2007. ycBojuia

uadopmanmonnx cucrema (ENISA),
Crtpaternjy 3a 6e36eqHo HHpOpMarMoHo ApyiTBo y EBporm,™ uujn je s 6mo na
ce Mperno3Ha JAWjajlor, MapTHEPCKU OJHOC M OCHocoOJbaBame KJbYYHHMX aKTepa,
noGoJbiiajy 0e30enHocTd Mpexka u uHpopmaimja, ojaua ENISA u moxnpke Hamopu
JIpKaBa WIAHWIA 33 TOCTH3ambe cuHepruje.’”’

On mpaBHMX MHCTpyMEHaTa HacTalMx y okBupuma EBporcke yHuje tpeba
MIOMEHYTHU TpH IUpeKTHBe: J{MpeKTHBa O MPABHOj 3AIUTUTH KOMIJYTEPCKUX MpOrpama;
JlupekTrBa O 4YyBamy I[oJaTaka KOju cy JoOujeHH win oOpaheHu NpUINKOM
npyXama jaBHO JOCTYITHUX YCIyra eJIEeKTPOHEKC KOMYHHUKAIMje WIH jJaBHUX
KOMYHHUKaImoHnx Mpexa u Jlupexruna 2013/40/EU.

Jlupexmuga o npasnoj sawmumu Komnjymepckux npozpama (91/250/EEZ)*!
npensuha obasesy Ap:kaBa wiaHuna EY 1a nmpaBHO CaHKUIMOHHWINY HH3 MOHAIIamba y
BE3H Ca 3J7I0yNOoTpeOOM KOMITjyTepa ¥ KOMITjJYTEPCKHUX MPOrpaMa: CTaBJhambe y IPOMET
KOITHj€ KOMITjJyTEPCKOT MporpamMa, ca 3HameM Jia je KOIHja HeJI03BOJheHA WIIH TTOCTOjU
OCHOBAaHAa CyMIa y HEHY HEJO3BOJHEHOCT; CTABJbAE Yy IMPOMET WU JApXKamke Y
KOMepIfjallHe CBPXE CBAKOI' CPEJICTBA UHja je jelMHa CBpXa Ja OJaKIla He03BOJHEHO
VKIamkamke WIH HEyTPaIH3alHjy CBAKOT TEXHHUUYKOT MEXaHHM3Ma HalpaBJ/EHOT 3a
3alITUTY KOMIjyTepcKor mporpama. Kama ce paam o 3alITHTH ayTOPCKUX TIpaBa,
3aHUMJBMBO je na JlupektuBa mpenBubha o00aBe3y apkaBa 4IAHWIA Ja CBOJUM
3aKOHMMa IpeJBUC 3alUTHTYy KOMI[JyTEPCKHX MporpamMa Kao KIbM)KEBHUX [ela,
y3umajyhu y 003up BbepHCKy KOHBEHIHM]y 3a 3aIUTUTY KEWKIBBHUX M YMETHHYKHX
aena.

Hupexmuea 2006/24/EY Esponckoe napramenma u casema O YY8arby

nooamaka Koju cy 0obujenu unu oopahenu NPUIUKOM NPYHCARLA JABHO OOCHYNHUX

5% Bunern European Union Agency for Network and Information Security,
http://www.enisa.europa.cu/

689 Crpareruja 3a 6e36eaHo HHpOpPMAIHOHO ApymTBO y EBporm —Strategy for a Secure Information
Society in Europe “Dialogue, partnership, and empowerment”,
http://ec.europa.ev/information_society/doc/com2006251.pdf , nperpaxeno 21.11.2014.roxune

6% Pesomynmja Esponckor Capera 6p. 2007/C 68/ —European Council Resolution 2007/C 68/01,
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32007G0324(01)&from=EN,
nperpaxeno 21.11.2014.rogune

1 Mupextnsa Capera EBpoICKe 3ajeHMIIE O MPABHO]j 3AIITUTH KOMIjyTepckux mporpama (Council
Directive of 14.may 1991. On the legal proctection of computer Programs) ca obaBe3HOM IIPAMEHOM Y
npxapama wianunama EY nodues ox 1.1.1993. ronune, o6jaBisena je y ,,Ciyxbenom nucty EBporicke
3ajennute Op. JI 122/42% ox 17.5.1991.roaune.
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yCnyea enekmponcKe KoMyHUKayuje uiy_jagHux KOMyHUKayuoHux mpesca®” 1oHeTa je
15. 03. 2006. ronuHE ca OCHOBHHM ITUJBEM JIa CE€ YCKIJIaJle Oapende apKkaBa WiaHUIA
KOje ce T4y o0aBe3e J1aBaolla jaBHO JOCTYITHUX yCIIyTra €JIEeKTPOHCKE KOMYHHUKAIIH]e
U jaBHUX KOMYHHKAIIMOHUX MpeXa Ja 4yBajy oApeleHe moaatke Koje 100ujajy WiH
o0pal)yjy kako Ou ce ocurypajio Aa TH Mmojanu Oyqy AOCTYIHH y CBPXY OTKpUBamba,
UCTpare M TOWEeHha H3BpIIMJIANA TEIIKUX KPUBHUHUX xaena. Y JIupexkTuBH cy
KaTeropucaHy, TaKCaTUBHO HABEJICHM, PA3BPCTAHU y KaTeropuje M IOJKaTeropuje
MoJalld KOjU ce 4yBajy a KOjU Cy MOTPEOHM 3a: MpOHANAKEHE M UACHTHU(PHUKAIU]Y
M3BOpa KOMYHHKAIIMj€; OTKPUBAE OJPEIUIITa KOMYHUKALMje; YTBphHUBame AaTyMma,
BpeMEHAa M  Tpajama KOMYHHKAIMje; OTKpUBAamkE€ BpPCTE  KOMYHHKAIH]E;
UaeHTU(UKAIM]Y KOMYHHUKAIIMJCKE ONpeMe KOPHCHHKA WM OINpEMe; OTKPUBAE
JoKalyje ompeme 3a MOOMIIHe KoMyHuKanuje. CBe HaBeleHEe KaTeropuje Iojaaraka,
npema onpendama JlupektuBe, aApkaBe wiaHWIe Tpeba 1a dyBajy y pa3iao0ipy Koje
HUje Kpahe oJ1 ImecT Mecery HU Ty>Ke O] IBE TOIWHE O/ JaTyMa KOMYHHUKAIIH]e.
Jupexmusa 2013/40/EU, xojy je noneo je EBponcku mapmament 20. aBrycra
2013. rogune (EU Directive 2013/40/EU on attacks against informations systems),””
oOyxBaTa o0iacT Hamaja Ha HH(pOpMaluoOHE cucTeme. Y IHJbY MNpHOIMKaBamba
KPUBHUYHUM 3aKOHOJIaBCTBHUMA 3eMalba WiaHuia EBporicke ynuje, y JupektuBu ce
HaBOJle MUHHMMAaJHA TpaBWJa KOja ce€ OJHOcCEe Ha NehUHHINjy KPHUBHYHHUX [Iela,
KpPUBUYHOIIPABHE CaHKIM]je, yHampeheme capanme wusMel)y HaIeKHUX oOprasHa,
yKJbydyjyhu mpumagHuke TMONHUIKjE U JPYTUX CIHEelUjalnu30BaHUX arcHIMja 3a
crnipoBoheme 3akoHa uiaHuua EY, HaaneXHUX cHenujaan30BaHUX areHIfja U Teja
EY, xao mro cy EUROJUST, EUROPO, Esporcku 1eHTap 3a cajoep
kpuMuHHAIATET W EBporicka areniuja 3a 0e30€IHOCT Mpeka W MH(POPMAIMOHUX
cucrema ENISA. JlupextuBa, u3Mmel)y ocTanor, yBOAM KpUBHYHE CaHKIHMjEe 32

«694

KPUBHYHO JIeJIO y BHJy NpaBJbekha U Kopuinhema T3B. ,,00THETOBA U ykaszyje na

2 Directive 2006/24/EC of the European Parliament and of the Council on the retention of data
generated or processed in electronic communications services or of public communications networks
and amending Directive 2002/58/EC,
http://eur-lex.europa.eu/legal-content/EN/ALL/?uri=celex%3A32006L.0024, nperpaxeno 17. 08. 2015.
TOIUHE

5% Directive 2013/40/EU of the European Parliament and of the Council 12. 08. 2013, Offical Journal
of the European Union 218/8,
http://eur-lex.europa.eu/legal-content/EN/ALL/?uri=CELEX%3A32013L0040, mnperpaxeno 19. 08.
2015. rogune

6% Jla 6u ce ycrocTaBmia yaa/beHa KOHTPONA HAJ 3HAYAJHUM OpoOjeM padyHapa OHH ce MHHIHPAjy
KpO3 HMHCTaJalyjy MajJWIHO3HOr codTBepa M Npenu3HO ycMepeHe cajOep Hamaze. JemHoMm Kazxa ce
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BEJIMKHM HamaJyd MOTY H3a3BaTH 3HAYajHy EKOHOMCKY INTETy, Koja ce oriena y
NpeKuIamy pana MHPOPMALMOHUX CHCTEMa M KOMYHHKAallMja, Ka0 W TYOHTaK HIIH
HM3MEHY KOMEPIIHjaTHO OMTHUX MOBEPJbUBUX MH(POpMaIIUja U ToAaTaKa.

EBponicku caBer EY (European Council) je 2001. roauHe yTBpAHO
JEIMHCTBEHY NOJHMTHUKY TNPHUCTyHa CBUX JpXKaBa IMOCEOHMM aklyjama y JIOMEHY

MpexHe 1 HHpOpMAIHOHe Oe3beaHocTH

- TIOJIUTUKY KOja je Kao jeJaH OJ IIeCT
MpUOpUTETa yIIJIa W Yy aKIWOHMU IUIaH pa3Boja MHGOPMAIIMOHMX TEXHOJOTHja Y
EBponu, na Ou amekBaTHO OJroBOpWiia pacTyhuMm wH3a30BHMMa, TOCHE TOHOIICHA
Hupextue 2002/22/EC o mpaBuMa KOPUCHHMKAa KOja C€ OJIHOCE Ha EJIEKTPOHCKE
APYIITBEHE MPEKE U yCITyTe.

EBporcka komucuja je 2009. ycBojusia akIMOHH TUIAH 3a 3aIITUTY KPUTUYHE
uHpopMaLoHe UHPPACTPYKType - ,,3amrTuta EBporne o OpojHUX KHOEPHETHUKHUX
Hamaja M OMeTama: IMO0OJbIIATH CIPEMHOCT, Oe30eqHoCcT U OTHopHOCT“,696
nocraBsbajyhu 6€30€THOCT M OTIIOPHOCT KPUTHYHE UHPOPMATHUKE HUHPPACTPYKTYpE
Kao AYTOpOYHH IIMJb Y OKBHUPY €BPOIICKE MOJIUTHUKE pa3Boja 0e30€IHOCTH Mpeka U

uH(popmMaluja.

TakBa Mpe)ka Kpenpa oHa KOHCTUTYHIIE “OOTHET KOju MOKe OWTH aKTBHUpaH Oe3 3Hama W IPUCTAHKa
KOPHCHHKA pavyyHapa paid OTIOYHIbarkha Halaja y LMIMPOKOM OOMMY M 3aXBaTy Ja MOXE H3a3BaTh
3HaTHy wrery. [Jum npema I'pyna ayTtopa: ,,BucoxkorexHonomku kpumuHain®, [Ipaktuaau Boauy Kpo3
caBpeMEHO KpUBHYHO TmpaBo u npumepu u3 tmpakce, OSCE, Ilomropuma, wmapt 2014,
www.osce.org/me/montenegro/117630?download=true, nperpaxeno 15. 08. 2015. rogune

595 Pesomyrmja Esponickor Casera 6p. 2002/C43/02 0 3ajeJHHYKOM IPHCTYITY M OCEGHUM aKIHjaMa y
JIoOMeHy MpexHe u uHpopmanuoHe Oe3beqHoctn —European Council Resolution on a common
approach and specific actions in the area of network and information security (2002/C43/02),
http://eur-lex.europa.eu/legal-content/EN/TXT/PDF/?uri=CELEX:32002L0022 & from=EN,
nperpaxeno 21. 11. 2014. ronune

6% AKIMOHM TNaH 3a 3AIITHTYy KPUTHYHE MH(OpMAMOHE HHppPACTPyKType ,,3amrtura EBpome o
OpojHHX KHOCPHETWYKNX HalaJa M OMEeTama: MOOOJBIIATH CHPEMHOCT, 0€30€IHOCT B OTHOPHOCT —
Communication on Critical Information Infrastructure Protection “Protecting Europe from large scale
cyber-attacks and disruptions: enhancing preparedness, secuirty and resilience”, 2009, http://eur-
lex.europa.eu/LexUriServ/LexUriServ.do?uri=COM:2009:0149:FIN:EN:PDF, mnperpaxeno 21. 11.
2014. ronune
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2. KoMmnapaTtuBHHU nperJie] MPaBHOT PeryJjancamba KOMILjyTePCKOT
KPUMHUHAJNTETA y 3eM/bamMa OuBie COPJ

Cge 3emsbe 6uBme COPJ nornucane cy u paruduxoBane Konsennujy op. 185
n3 2001. roguHe ca momatHuMm IIporokomom. Ha ocHOBy oBuX MehyHapomHux
JIOKyMeHaTa JIOHETU Cy OJroBapajyhu HallMOHAIHU MPOIUCH Y TIOjeAMHUM JIp>KaBaMa.
Meby nornucuunama sema Peny6nuke Cpricke, Auctpukra bpuko u Kocoa, mro je
pasyMJbMBO ¢ 003MpPOM Ha HUXOB cnenuduyan QpkaBHO — MpaBHU cTaryc. Wmak,
KOMIapaTUBHAM TipersienoM he Outm oOyxBaheHHM M TpaBHH TPONHCH BE3aHU 3a

KOMIT]YTePCKUX KPUMHUHAJIUTET KOJU Ba)KE€ HAa HABEICHUM TEPUTOpHjama.

2.1. Penyosiuxa CiioBeHuja

Pemry6nuka CrnoBenuja je KonBenmujy Op. 185 mormwmcana jyma 2002. roqune,
patuduxoBana je cenrtemOpa 2004. rogmHe, a o0OaBe3a NpPHMEHE je HAcTajla O]l
janyapa 2005. roause.

KasueHckn 3akoHumk Pemy6muke CroBenmje®’ Hema moce6HO H3IBOjeHA
KpUBHYHA JIeJIla KOMITjyTepCKOT KpuMHuHaimuTeTa. OBa KpUBHYHA Jeja Cy caJapikaHa
HEKOJIMKO JIpyruX TJIaBa, MOpeN OcTaliuX KpuBHUHMX gAena. Y ImaBu XXII —
KpuBnuna paena mnporuB umoBuHe (cino. Kazniva dejanja zoper premozje)
npeaBuleHo je KPUBUYHO JENI0 Hanao Ha ungopmayuonu cucmem (4. 221. — cino.
napad na informacijski sistem). ¥ I'maBu XVI — KpuBuuHa ejia npoTHB JbyACKHX
npaBa u ciaodoaa (cio. Kazniva dejanja zoper Clovekove pravice in svobosc¢ine
KpUBHYHA JeJla KOja MOTY MPHIIaJaTal KOMITjYTepPCKOM KPUMUHAIUTETY onpeleHa cy
Kao0: nospeda majrocmu nucama (4.139 — cno. Krsitev tajnosti ob¢il) u 320ynompeba
quunux nooamarxa (w1143 — cno. Zloraba osebnih podatkov). Kox kpuBmuHOr nema
,ITOBPEIa TajHOCTH mHcama‘ TpeABUNEHO je /a ce KPUBUYHUM JIEJIOM cMaTpa |
yrnoTpeda TeXHHYKUX M XEMHUJCKUX CpecTaBa Kako OW ce OTBOPHIIO Tyl)e MUCMO HITH
Tenerpad U Kako OM ce ca3Haja HHXOBAa CAAPXKUHA, OJHOCHO YNOTpeOa TEXHUYKHX
cpeacTaBa Kako OW ce mpecperna mopyka Koja ce masbe myTeM TeleOHa UK APYTUM

CPEICTBOM €NEeKTPOHCKE KoMmyHuKauuje. M3 omnmca pagme KpUBHYHOT Jeia

7 Kasuenckn 3akonnk Peny6muke Crosenuje (,,Ypaauu muetr PCY, mr. 50/2012), mocTynmHO Ha
http://projuris.org/Zakoni_Slovenije/Krivicni_zakonik Slovenije-precisceni_tekst 2012.pdf,
npetpaxeno 21. 11. 2014. roqune
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310ynompeba IuYHUX noO0amaxa BUIAM C€ J1a OBO KPUBHYHO JEJO Yy MOTIYHOCTH
MIPUTIaa KOMITjyTEPCKOM KPHUMUHAIUTETY jep C€ BPIIU MpeKo MHTepHeTa. KpuBuU4HO
N0 YMHM CBAaKO KO yJia3u WM HEOBJAIheHO MNpuCTyna KOMITjYTepcKoj 0a3m
nojaTaka O JIMYHOCTH Ca LUJbEM Jia ceOM WIM HEKOM JpyroMm mnpubaBu oxapeheHe
JMYHE TOAATKEe; KO MyTeM MHTEpPHETa YYMHHU JaBHO TOCTYIHUM Tyhe JryHe mojaTke a
moceOHO O JKpTBaMa KPUBUYHUX JeJa, JKPTBaMa KpIIema mpaBa H ciodona
3amTHheHUX CBEIOKA, JINIA KOjH Ce Haja3e y CyJCKHM CITMCHMA CY/ICKHX TOCTYIIaKa,
Kao M 3aTHNCHHUX JIMYHUX JOCHjea O HhHMa y BE3HM Ca CYIACKHM IOCTYIIIMMA; KO
mpey3Me HACHTUTET HEeKe Jpyre ocoOe WM HeoBIamheHO o0paau HUXOBE JIMYHE
MOJIATKE KaKo O CTEKAa0 UMOBHUHCKY KOPHCT HJIH YTPO3HO JIOCTOjaHCTBO T€ 0co0e.

VY okBupy I'nmaBe XIX - KpuBnuHa ejia NpoOTUB CEKCYaJHOI MHTEIPUTETA
(cmo. Kazniva dejanja zoper spolno nedotakljivost) mpeasuhena cy aBa KpuUBUYHA
7ienia Koja ce MOTY M3BPIIUTH y3 MOMOh MH()OPMAIIMOHO-KOMYHHUKAIIM]CKUX TEXHHUKA:
epbosarve ocoba mnahux o0 15 coouna 3a cexcyanne umamene (un. 173a — cro.
pridobivanje oseb, mlajSih od petnajst let, za spolne namene) u npezenmayuja,
NpoOU3B00RA, OPAHCARbE U CMABDLAE Y NoOpHOzpaghckoe mamepujana (4ia. 176 — cio.
prikazovanje, izdelava, posest in posredovanje pornografskega gradiva).

Ka3HeHckr 3aKOHUK MPOIUCYje W KPUBHUYHA JIeJIa KOja ce OJHOCE Ha 3aIUTUTY
ayTOPCKUX M CPOJIHUX TpaBa: noepeoa mopannux npaea (un. 147 — cmo. xrSitev
moralnih avtorskih pravic), kpuerme noeuanux npasa aymopa (un. 148 —cno. krsitev
materialnih avtorskih pravic) u kpuemwe aymopckux u cpoonux npasa (un. 149 —

cio.krsitev avtorski sorodnih pravic).

2.2. Peny0s1iuka XpBaTcka

Penybnuka Xparcka je KonBenmujy Op. 185 mormucama moBemOpa 2001.
roguHe, patudukoBana okrobpa 2002. roaune, a o0aBe3a MpPUMEHE je HAcTanda Of
jyma 2004. rommue. Oppende KoHBeHIMje METUMUYHO Cy HUMIUICMCHTHPAHE Y

Kaznenom 3akony Penybnuke Xpsartcke. Ka3zHenn 3akon Peny0auke XpBaTCKe698

6% Kasnenn 3akon PemyGmuke Xpsarcke (npeuninhen texct ,,Hapomne HoBuHE®, 6p. 125/11, 144/12
u 56/15,61/15), nocrymHo Ha http://www.zakon.hr/z/98/Kazneni-zakon , nperpaxeno 23. 07. 2015.
TOMHE
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y OKBHpY oOOjalimema 3Hadema u3paza y 3akoHy (I'masa VII) medunume mojam
padyHapCKOT CHCTEMa, PAdyHAPCKOT MOJATKA ¥ padyHapcKor mporpama.®”’

VY nocebnoj Inaeu XVI ,,Kaznena ojena npomue pauyHaiHux cycmaed,
npozpama u nodamaka“ KazHeHu 3akoH mpenBuha HM3 KPUBUYHHUX Jella Koja
MPHUIAA]y KOMIJYTEPCKOM KPUMHHAIUTETY, ald CaapKd U y APYTHM TIjiaBama
KpUBMYHA JieJla Koja ce TO0 CcBojuM oOenexjumMa Takohe Mory cmarpaTu
KOMIT)YTepPCKMM KpuMHHanuTeTOM. Hajmpe Ttpeba momenytu wi. 142 , nospeoa
majunocmu nucama u opyeux nowunku” (I'nasa XIV — Kpueuuna ojena npomue
npueamnocmu) y Kome je mpeaBuheHo na ce HeoBlamheHO OTBapame, MoBpeaa
TajHOCTH, HEOBJAIMNEHO 3aJpKaBame, MPUKPHUBAE, CAOINIITABAKE, YHUIITCHE WIN
npenaja JpyroMme, Moxke Ja U3BPILU y Y OAHOCY Ha €JIEKTPOHCKY MOIITY. TexXu 00K
OBOT' KPUBHYHOT JI€JIa TOCTOjU YKOJIHMKO MOCTOJU HaMepa KOJ] U3BPILUOIA J1a CeOU MITH
ApyromMe npuOaBu MMOBHHCKY KOPHCT WJIHM Ja JPYroMe MpOy3pOKyje IITETy WIH je
M3BpIIMIALl CTYyKOeHO JHie y olaBipamy CiIy)kOe WM jaBHUX oBiamthema. JemaH
opoj kpuBnuyHuX jaena w3 Inase XVII (Kaznena ojena cnonmnoz 3nocmaswara u
ucKopuwimaeama ojemema) Taxohe Mpumaga KOMIJYTEPCKOM KPUMUHAIUTETY jep
MOKe OMTH M3BpLICH IMyTeM HMH(POPMALUjKO KOMYHUKAIIMjCKUX TEXHOJIOTHja. TakBa
KpUBUYHA Jela Cy ,, uckopuwimasarbe Odjeye 3a nopuozpagujy” (un. 163.);
,, UCKopuwmasarse Ojeye 3a noponocpaghcke npeocmase” (un. 164), , ynosnasarve
djeye ¢ noprozpagujom* (an. 165)."° V I'maeu XXIV ,Kasnena djena npomue
2ocnooapcmea’ y onucy KpUBUYHOT JIeNa ,, 310ynopaba mpocuwma kanumana“ (4.
260) HaBoaM ce ImUpewme HH(pOpMAIMja MyTeM MEAWja, UHmepHemda WIH JAPYTUM
HAYMHOM WJIM CPEJCTBOM KOjHU Jaje Wi OM MOrao JaBaTd JakKHe Win oOMmamyjyhe

Mopyke y moriieny (pUHAHCHJKMX WHCTPYMEHATa, YKJbYy4yjyhHu HIMpeme TIIaCHHA U

% Pauynapcru cucmem ce onpeljyje kao cBaka Hampasa WM CKyHHA MeljyCOBHO CIOjeHHX TIOBE3aHUX
HaIpasa, OJ KOjUX jeJHa WM BHIIE HUX HAa OCHOBY Iporpama ayToMaTcku oOpabyje momarke, Kao u
padyHapCcKy IOJaly KOjU Cy Y Hera yHeTH, oOpal)eHH, yYNTaHH WM NPEHECEHH 3a CBPXE HEeroBOT
pana, kopumihema, 3amTuTe U oapxkaama (wi. 87 tay. 18). Pauynapcku nodamax ce nedunuiie y
Ka3HeHOM 3aKkOHy Kao CBaKO HCKa3WBame YHIbEHHIA, HHMOpMAaIMja WM 3aMHCIH Y OOJHKY
MPUKIAIHOM 3a 00pany y padyHapckom cuctemy (wi. 87 tau. 19). Pauynapcku npoepam je cKyn
pauyHapCcKHX To/aTaka KOju Cy y CTamy Ja IpOy3pOKYyjy Aa padyyHapcKH CHUCTEM M3BpIIH oxapeheny
¢ynkuyjy (4. 87 tau. 20).

70y toky 2011. roguse, y Perry6muimu XpBatckoj je 50 KpHMBHUHMX Je/1a CAHKIIHOHHUCAHO Kao
KPUBUYHO JIeJI0 Jeurje mopHorpaduje, 36 KpUBUIHHX [eNIa Ka0 KPUBIYHO JEJI0 NCKOPHIITABAKE JIjele
3a mopHOrpadujy u 16 KpHBHYHKX J1eTa Ka0 KPUBUYHO JEJI0 YIIO3HABaHja Jjele ca MOPHOTrpadujoM.
Buoemu: MUHUCTapCTBO YHYTpalIkhuX mocioBa PemyOnnke XpBarcke,
http://www.mup.hr/UserDocsImages/topvijesti/2012/lipanj/Zastitimo%20djecu%20na%?20internetu.pdf,
npetpaxeno 28. 09. 2015. roqune
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JaXHUX WM oOmamyjyhux Bectu, mpu hemy je ocoba koja je mpormmpuia
nHpopManujy 3HANA WM OwWia Iy)KHa 3HATH Ja je uHpopMmammja JaKHa WIH
oobmamyjyha. V okxBupy Inase XXX , Kasnena ojena npomue jaemoz peoa“
npenBul)eHo je KPUBHUHO JETIO ,,jd8HO NOMUYArbe HA HACUbE U MPIHCIbY “ KOje uMa
HEKOJMKO 00JIMKa. JemaH OOJMK OBOI KPUBUYHOTI Jiea MOCTOjH KaJa HEKO IyTeM
,,THCKa, pajifja, TEICBU3Mj€, padyHATHOT CyCcTaBa MM MPEXe, Ha jJaBHOM CKYITy HJIH
Ha JIpYTd HAa4WH JaBHO MOTHYE WM JaBHOCTU YUYMHHM JOCTYIHHM JIETKE, CIMKE WU
Jpyre MaTtepHjajie KojuMa IMo3MBa Ha HACHJbE WM MPXKIbY MpeMa CKYIMUHH JbYIU WIH
NPUINIAJHAKY CKYNHMHE 300T HHUXOBE pacHe, BjepcKe, HAIlMOHAHE WM ETHUYKE
MPHUITATHOCTH, TOJpjeTiia, 00je KOXe, CIoja, CIOJOT OINpele/beha, POIHOT
WJICHTUTETa, WHBAIMIWTETA WIM KakKBUX JApyrux ocobuHa®. KaxmaBame je
npenBul)eHO U 3a OpraHuszaTopa, Bol)y rpyle U OHOT KO CyAenyje Yy H3BpIICHY
HaBEJICHOT KPUBUYHOT JeNla, Kao M 3a IMOKylaj u3Bpiuema. [loceban oOauk oBor
KPUBHYHOT JieJla MOCTOJH Yy CIy4ajy jaBHOT oj00paBama, MOpUIlama MM 3HATHOT
yMambUBamka KPUBUYHOT JieJa TEHOLMJA, 3J0YMHa arpecuje, 3J0YMHA MPOTHUB
YOBEYHOCTH WJIM PATHOT 3J0YMHA, YCMEPEHO MpeMa TPyNH JbyAU WIH TPUTIATHUKY
rpyrmne 300r BHUXOBE pacHe, BEpcKe, HAI[MOHAIHE WJIM €THUYKE TPUIaJHOCTH, ITOPEKIIa
wm 0oje Koke, Ha HA4YMH KOjH je MPHUKIAJAH Ja IMOJCTaKHE HECUIbE WM MPXKIbY
MIPOTHB TaKBE TPYIIC WU MPHUITATHUKA TE€ TPYIIE.

KpuBuuna nena KOMITjyTepcKOT KpUMUHAIUTETa caapkana cy y Inasu XXV —
wKasnena ojena npomue pauynannux cycmaea, npozpama u nooamaxa*
o0yxBarajy: Heograwmenu npucmyn (4. 266), omemarse paoa payyHaiHoz cycmasd
(an. 267), owmehere pauynannux nooamaxa (4. 268), Heosrawimeno npecpemarve
pauynannux nooamaxa (4. 269), pauynarno kpusomeoperve (dn. 270), pauynanrna
npujesapa (un. 271), snoynopaba nanpasa (4n. 272) u mewka kazHena djeia npomus
pauyHanHux cycmasa, npoepama u nooamaxa (4. 273). Nako y ui. 266 (aeopnanthex
MIPUCTYTI) HUje jaCHO NePUHHCAH TO0jaM ,,HeOBJAIINEHOT MPHUCTyNa“, HECYMILUBO j€
Ja ce paad O MPHUCTYMy KOra HUje 0J00pHMO BIACHHUK WM Apyra oBjamtheHa ocoba
WINA TIPUCTYIl KOJU je 3a0pameH 3aKOHOM. Y OBy 0Jipen0y HHUje MMILIEMEHTUpaHa
onpenda Konsennwuje Op. 185 kojoM ce CaHKIMOHUIIE HEOBIAMINECH MPHUCTYI JACTY
padyHapcKor cucremMa. Texu 0OJMK MOCTOjH YKOIUKO je KPUBUYHO JIETI0 U3BPIICHO Y
OJTHOCY Ha pauyHapCKH CHUCTEM WJIM padyHapcKe MoJaTKe Teja Ap)KaBHE BIACTH, TEla
jenuHUIIA JIOKAJTHE WM PETHOHAHE CaMOylpaBe, jaBHE YCTAaHOBE WM TProBauyKoOT

APYIITBA O MOCEOHOT jJaBHOT MHTEPECa.
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Onpenbom 4. 267 (oMmeTame paja pauyHapCKOr CHCTeMa) WHKPUMUHUILE Ce
oHeMoryhaBame WM OTEXaBamke pala WIM KOopHIIhema padyHapCKOT CHCTEMa,
paduyHapcKUX TMojaTaka WM IporpaMa WM OTeXaBame paja Wi Kopulihema
pauyHapcke KomyHukanuje. Kom kpuBmuHOr gena ,omreheme padyHapcKux
nozaraka“ (wi. 268) MTUTH c€ UHTETPUTET U LIEJTOBUTOCT pauyHAapCKUX IOAATaKa U
nporpama. Panma M3BpIIema OBOT KPUBUYHOT Jieia EKCIUIMIIUTHO je oapeheHa Kao
omrehewme, wu3MeHa, Opucame, YHHINTCHE, YHHCHE HEYNOTPEOJbUBUM  HIIH
HEJOCTYITHUM WU TPUKA3UBAKE HEJOCTYNHUM TyhUX padyHapcKHX MojaTaka WM
nporpaMa. Ko kpuBHUHOT ziena ,,HEOBJIALITEHO NPECPETAkE pauyHAIHUX MoAaTaka‘
(w1. 269) CaHKIMOHMCAHO j€ TIPEeCpeTame WIH CHUMame HEjaBHOT IPEHOCA
padyHapCKUX TOJaTaka, YKJbY4yjyhu W eJIeKTPOMAarHeTCKy €MHCH]y padyHapCKOT
CUCTEeMa WM YUEHE APYroMe JOCTYIHUM TaKo MPUOaB/HEHHX MojaaTaka. KpuBuuHo
JIeN0 ,,padyyHaTHO KpUBOTBOpeme™, mpema onpendu wi. 270 K3 PX, mocroju kama
HEKO JIMIIe W3pajau, yHece, M3MEHH, M30pHIle WIM YYHHH HEYNOTPeOJbUBUM HIIH
HEJOCTYIIHUM padyHapCKe MOJAaTKe KOjU HMMajy BPEIHOCT 3a IpaBHE OJHOCE, Yy
HaAMEpH J1a ce OHU YymoTpede Kao BEpPOJOCTOJHM WM KaJa HEKO TaKBe IMOAaTKe
ynotpebu win HabaBu pagu ynorpede. Koa oBor KpuBHYHOT Jiefia KaXKmbaBa ce U 3a
MOKyIIaj, Kao KOJ KPUBUYHOT JieJla HEOBNAINEHO TIpecpeTame padyHapCKUX
nonaraka. Kpusuuno aeno ,,Pauynanna npujeBapa® (wi. 271), mpema onucy paiame
M3BpIICHA, MTOCTOJH Kaja Heka ocoba ca MUJbeM Ja ceOM WX ApyroMe npudaBu
MPOTBIPaBHY HMMOBHUHCKY  KOPHCT, HW3MEHM, U30pHILNe, OIITETH, YYUHH
HEYNOTpeOJbMBUM WJIM HEJAOCTYIHHMM padyyHapcKe TMoJaTke WM OMeTa paj
padyHapCKOT CHUTEMa M Ha Taj HaYMH NPOY3pOKyje apyrome mreTy. Texu oOImK
MOCTOjH KaJia je mprubaBJbeHa 3HATHA UMOBHUHCKA KOPUCT WM MPOY3pPOKOBaHA 3HATHA
mrera. Koa kpuBHYHOT Jena ,,3710ymnopada HampaBa“™ paama U3BpIICHa je onpehena
Kao u3paaa, HabaBKa, Mpojaja, MOCEAOBABE WM UYUCHE APYyruMa JOCTYITHUM
ypebaje, padyHapcke, mporpame, padyHapcKe TIIOAaTKe, padyHapCKe JO3WHKE,
MPUCTYNHE MHUpe WM Apyre MOAaTKe y3 4YHjy ce€ IMoMoh MoOKe NPUCTYIUTH
padyHapCcKOM CHUCTEMY ca LUJbEM Jla ce yHnoTpebe 3a BpIlIeHhe CBUX KPUBUYHHX Jela
n3 ['maBe XXV.

Iloceban unan Ka3HeHor 3akoHa mpeaBuba Tellka KpUBUYHA Ji€Ja MPOTUB
padyHapCcKUX cHUcTeMa, mporpamMa W mojaaraka (wi. 273). OBa KpuBHYHA Jeia ce
U3BpIIABajy y OJHOCY Ha pEUYYHAPCKU CHUCTEM WJIM padyyHapcKe TMoJaTKe Teja

JpKaBHE BJIACTH, TeJa JeJUHULIC JIOKAIHE WU MOApYyYHE (PETHOHAIHE) CaMOITyIpaBe,
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jaBHE yCTaHOBE WJIM TProBauka JAPYLITBAa O] MmoceOHOr jaBHOT MHTepeca. CTpoxuje
KaXHhaBamkbe je MpeaBUEHO YKOIMKO C€ KpHBHYHA Jella HW3BpIIe CPEACTBOM
HaMCHCHUM 3a M3BPIICHE Hamaaa Ha Behn Opoj pauyyHapCKUX CHCTEMa WM YKOJIUKO

ce MMpOoy3pOKyje 3HaTHa LITEeTa.

2.3. ®enepanuja bocue n Xepuerosune, bpuko uctpukrt u Penyosiuka Cpncka

bocna n Xepuerosuna je KonBenmujy Op. 185 mormucama ¢ebdbpyapa 2005.
roguHe, parudukoBana maja 2006. roguHe, a o0aBe3a MpPHUMEHE je HacTajga O
centemOpa 2009. rogune. Onpende 0 KOMITJyTePCKOM KPUMHUHAIUTETY CaApkKaHe Cy Y
SHTHTETCKOM  3aKOHOJAaBCTBY: KpuBuunom 3akoHy Denepanuje bocHe w
XepueropuHe u KpuBnunom 3akony PemyoOnuke Cprcke. Y KpuBuuHuM 3aKoHUMA
Oenepanje boche um XepueroBune u bpuko JlucTpukra Ha HUCTH HAYUH CY
HOpMHpaHa M CaHKIMOHUCAHA KPUBHYHA Jeja KOja NpUMaAajy KOMIIyTepCKOM
KPUMHHAIHATETY.

KpuBuynu 3akon bocue n Xepueromzmem1 He caapku moceOHe oapende o
KOMITJyTEepPCKOM KPUMUHAJIHUTETY jep Cy Te oapende caapKaHe y EHTUTETCKOM
KPUBHUYHOM 3aKOHOMABCTBY. Wmak, Tpeba HamoMeHyTH Ja ce y OkBupy [maBe
neTHaecte ,,KpuBUYHA [jera TPOTHB CiI000JIe W MpaBa dYoBjeka W rpahaHmHA“
HOpMHpa U CaHKLMOHHILE HEOBJAMNEHO MPHUCIYHIKUBAKE WM ONTUYKO CHUMAHE
(un. 147a). HaBeneHo KpUBUYHO JAEJIO MOCTOJU Kaja CIIyKOCHO WIJIM OJATOBOPHO JIUIIE
y uHctutynujama bocae u Xepuerosune nmomohy moceOHUX HarpaBa 0e3 0100pema,
MPUCITYIIKYj€ WM 3BYYHO CHUMH pa3roBOp WJIM M3jaBy KOja My HHje HaMEHEHA WMIIH
oMoryhu HENo3BaHOM JIMIly Ja C€ YyINO3HAa ca pPa3rOBOPOM WM HM3jaBOM Koja je
HeoBJamheHo MPHUCIYIMIKMBAaHA WM 3BYYHO CHHMJbCHA WJIM Koje HeoBjamrheHo
MPUCIYIIKYje WIH CHUMU Tyhe mopyke y KoMjyTepckoMm cuctemy. Ocum Tora, Tpeda
HATNIOMEHYTH J1a je KOJ KpUBUYHHX JIeja KOja Ce OJIHOCE Ha MOBPEIy ayTOPCKUX MpaBa
n3 ['maBe nBajzeceT M mpBe, pajba U3BPIICHA TAKO MIMPOKO MOCTAaBJFEHA /1a MOXKE J1a
0o0yXBaTl M WU3BpUICH€ OBUX KPUBUYHHX JieJa YNOTpPeOOM pauyHapCKOI CHUCTeMa,

: 702
HAaKO TO HHUJC U3PUINUTO HABCIACHO.

" Kpusnunu 3akon Bocue n Xepuerosuse (,,Cinyx6enn rmacauk bocue n Xepuerosune® 6p. 3/03,
32/03, 37/03, 54/04, 61/04, 30/05, 53/06, 55/06, 32/07,8/10, 47/14, 22/15, 40/15)
702 [Mopo6uh, Mupainewm, bapjakrapesuh, Mupcan: ,,Cyber crime, pranje novca i finansijske istrage®,
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KpuBnunn 3axon ®enepanuje bocue n Xepueronune7°3 y I'masun XXXII
1moji Ha3uBOM ,, Kpuseuuna ojena npomue cycmaea enekmpouncke oopaoe nooamaxa*
(. 393 - 398) mpommcyje cieneha kKpuBHYHA Jefia U3 OOJACTH KOMIT)YTEPCKOT
KpUMUHANNUTETA: owmeherwe pauynarnux nooamaxa u npoepama (ui. 393),
pauyHanto kpugsomeoperve (4i. 394), pauynanua npujesapa (4. 395), omemarve paoa
u mpedce enekmpoucke obpade nooamarka (4. 396), ueoenawhenu npucmyn
sawmuherHom cycmagy u mpedicu eieKmpoHcke oopade nodamaka (wi. 397) wu
pauynarna cabomaxca (4i. 398). Ocrana KpuBUYHA Jiela Koja MpHUIAiajy
KOMITjYTepCKOM KpUMHHAIUTETY caapkaHa cy y Imasu XVII ,,KpuBuuna ajena
NPOTUB ¢J10001e U mpaBa 4YoBjeka u rpahanmna® (wi. 186 — nospedoa majuocmu
nucma unu opyze nowiusske, TI€ je y CT. 2 MpeABUEHO KaKHkaBambe YKOIMKO HEKO
HEOBJIATNEeHO MPOJApe Y KOMIJyTepcKy 0a3y JMYHUX ToJaTaka WM T€ IMOAATKe
HeoBNAINEHO KOPUCTH WIIM MX YYUHU JOCTYITHUM JPYroj 0coOu; TexH OOJIHULIU OBOT
KPUBUYHOT JIeJIa TIOCTOj€ YKOJIMKO j€ JIeNO0 YYHIEHO Cca IMJbEM Ja ce ceOu Win
IpyroMe mnpubaBu KOPUCT WJIM HAHECE IITETa WU je KPUBHYHO JI€J0 U3BPIIMIO
cinyx0eHo nuie y obaBmbamy ciuyxoe; un. 188 — neosnauheno npucnywxuearse unu
CcHumaree myhux nopyka y pauyHapckom cucmemy, 4i. 189 — neosnawheno onmuuko
CHUMAarbe, KOje MMa TeKH OOJMK aKo je JKpTBa AeTe Wiu ManoieTHuk) u [masm XIX
»KpHBHYHA Jjes1a NPOTHB CHOJIHE c1000ae U Mopasa“ (wi. 211 — uckopuwhasarve
djemema unu Mano/bemuura paou noproepaghuje v 4i. 212 - ynosunasare djemema c
nopHozpaghujom).

Kao mrro cmo Beh nanomenynu, y KpuBnunom 3akony bBpuko IlI/ICTpI/IKTa704
npeaBuleHa cy ncTa KpuBHYHA Jiea U3 00JIaCTH KOMIT)yTEePCKOT KpUMHHAIUTETA Kao
y KpuBnunom 3akony ®enepanuje bocue n Xeprerosune. Pa3nuke He mocroje HU Yy
MOTJIely CAaHKIIMOHUCAa OBUX KPUBUYHHX JETa.

Kpueuunn 3akon Peny6inke Cpneke’™ y moce6uoj I'masn XXIV-a mox

Ha3uBOM ,,KpuBHuYHA Jjesia mpoTuB 0e30jeIHOCTH PpavyyHAPCKHX MogaTaka‘

http://pravosudje.ba/vstv/faces/pdfservlet;jsessionid=d740751503b9f050afe655¢a08e6d17ddc0412¢00
b660550df17d03959a09165.e34TbxyRbNiRb40Qb34MahuLaNv0?p id doc=20568,mperpaxkero 24.
07.2015. ronune

793 Kpusmunn 3axon dezepanuje Bocue u Xepuerosune (“Ciyx6ene Hosune ® buX 6p. 36/03, 37/03,
21/04, 69/04, 18/05, 42/10, 42/11, 59/14, 76/14)

% Kpusnunn 3akon bpuko uctpukrta boche u Xepuerosune (“Ciyx6enn riacuuk BJI BuX 6p.
10/03, 6/05, 21/10, 47/11, 52/11 n 9/13)

75 Kpusnunn 3axon Pery6muke Cpricke (“Crryx6enn rmacank PC 6p. 49/03, 108/04, 37/06, 70/06,
73/10,01/12 n 67/13)

293



Buoa Bunuh

A 4

L 4

npensuha ceqaM KpUBHUHUX Jefla KOoja ce JAMPEKTHO OJHOCE Ha KOMIIJYTEPCKH
KpUMHHAIIUTET: owmeherwe pauyHapckux nooamaka u npoepama (4n1.292a),
pauynapcka cabomadxca (4n. 2920), uzpada u ymowere pauynapckux eupyca (4.
2928B), pauynapcka npesapa (un. 292r), wueosnrawhenu npucmyn 3auwmuhenom
PauyHapy, pavyHaApcKoj Mpexcu, MmeneKOMYHUKAYUOHO] Mpedcu U eleKmpOHCKO]
obpaou nooamaxa (4. 292n), cnpeuasare U 02pAHUYABAFE NPUCMYNA JABHO]
pauynapckoj mpexcu (un. 292h) wm ueosrawheno kopuwhere pauynapa unu
pauynapcke mpedxce (wi. 292e). Octana KpUBUYHA Jiela y BE3U Ca KOMII)yTEpCKUM
KpuMHHanuTeToM npeasulhena cy y ['masu XVII ,,KpuBuuHa 1jenia npoTus ¢j10601a
u mnpaBa rpahana® (un. 176 - neosrawheno kopuwhere auuHux nooamaxa,
oOyxBaTa HeOBIANINEHO ylaxkeme y Tyhy 3amruheHy koMmmjyTepcky 0a3y momaraka
ca HaMepoM Jla C€ HHXOBUM KopullhewmeM 3a cede WM APYyror mnpudaBH KakKBa
KOPHUCT WJIH JIa c€ APYyroMe HaHece IUTEeTa, TEKU OOJMK OBOT KPUBUYHOT JIeJia MTOCTOjH
KaJa KPUMBYHO [IEJI0 W3BPIIM CIY>KOCHO JIMIE 3J0yNoTpeOOM TOi0XKaja HWIIH
onamhema) u y ['masu XIX ,,KpuBuuHa ajesia npoTuB moJTHOT HHTErpuTeTa (4.
199 — uckopuwhasarwe deye u manomemuux auya 3a nopuocpagujy; ui. 200 —
npou3800ma, NOCed08are U NPUKA3UBare oedje nopHozpaduje, Koje UMa TExKH
OOJIMK aKo je KpUBHYHO JIEJIO U3BPILIEHO MPEKO CPEICTaBa jaBHOT WHPOPMHUCAHA WIH
MyTeM HMHTEpHETa). 3a Pa3uKy O IPYyTUX HABEACHUX 3aKoHa, KpUBUYHM 3aKOH
Penmry6nuke Cpricke mnpenBuha KpUBHYHO JENO ,,IPOM3BOMA, IIOCJEOBAKE U
MPHUKA3UBalke Jjeurje MmopoHorpaduje”, Kao U CTPOXKHjEe KKHABAKHE 32 KPUBHUHO

1eno ,,uCKopHuIhaBame Jjere 1 MaTOJbEeTHUX JIMIIA 332 TOpHOTpadujy*.

2.4. PenyOsiuka Lpua I'opa

Penybnuka LlpHa T'opa je KouBenmujy Op. 185 mormumcana ampuma 2005.
roauHe y okBupy JpkaBue 3ajenuuue Cpouje u Lipue I'ope, patudukosana je mapra
2010. rogure, a o6aBe3a mpuMeHe je HacTana ox jyna 2010. roause.

KpuBuunn 3akonuk Ilpne l“ope706 y TI'maBu XXVIII nox Ha3zuBoM
KpuBuuna esna npotus 0e30eIHOCTH PaYyHAPCKHUX MOAATAKA CAHKLIUOHUIIE HU3

KPUBHYHUX J€Jia, KOja MPUIaajy KOMI[jyTePCKOM KPUMUHAIUTETY. TO Cy yriaBHOM

706 Kpusmann 3akomnk Llpae Tope (,Cmyx6ernm muer PLIT, 6p. 70/2003, 13/2004, 47/2006 u
,.Cityx6ern et LT 6p. 40/2008, 25/2010, 32/2011, 40/2013 u 56/2013.)
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MCTa KpUBUYHA JieJla KOja Ce IM0jaBJbyjy U y APYTUM KPUBHYHHM 3aKOHUMa OUBIINX
npxkasa COPJ. Kao u npyru kpuBuuHu 3akoHH, KpuBuunu 3axkonuk Llpue I['ope
W3/IBaja y MoceOHy riaBy KpUBHYHA JeJIa KOja MPHUIaJiajy UCKIJBYUYHUBO KOMITJYTEPCKOM
KPpUMMHAINTETY, aju Takohe y JApyruM TIjlaBamMa 3aKOHMKa CaHKIMOHHCAaHA Cy
MOHAIIaka Be3aHa 3a 310ynorpedy kommjyrepa. Kao n Kasznenu 3akon PemyOmmke
Xpsarcke, KpuBnunu 3akonuk Llpue ['ope neduHmIe HEKOIUKO OCHOBHUX IOjMOBA
KOja c€ OJHOCE Ha KOMITjyTepcku KpuMuHamuteT. Y 4. 142 (I'maBa TpuHaecta
»3Hauewe u3paza”’) objallmaBa ce 3HAYCHE ,,padyyHapckor cucrema’ (tad. 19),
,padyHapckor mogarka’ (tau. 20.), ,padyHapckor mporpama’ (tau. 21),
,padyHapckor Bupyca’ (tad. 22) W ,ofaTka y padyHapckoMm caoOpahajy” (tad.
23).77

VY oxBupy I'nmaBe nernaecte ,KpuBuunHa njena mpoTuB cinoboma M mpasa
YyoBjeka M TpaljaHMHA“ WHKPUMMHHUCAHO j€ KPUBHYHO [EIIO ,,n08pedd MajHOCmu
nucama u opyeux nowusnku’ (un. 172), y OKBUpY KOTra je HaBeJeHa M TOBpea
TaJHOCTHU eNeKTpoHCKe momTe. Koa kpuBuuHOT nena ,,0jewja noproepaguja’ (qm. 211
I'maBa ocamHaecta ,KpuBuuHa Jjena mpoTUB MOJIHE c€I000J€”) y ONHMCY palmbe
U3BpIICH-a HaBelIeHa je Mpojaja, IMOKJIamame, MPHKa3uBambe, JaBHO M3JIarame,
YHBCHE JIOCTYITHUM CIIMKA, TEKCTOBA, AyIMOBH3YEIHHX WU IPYyTUX TpeaMeTa
nopoHorpadcke caap)KUHE WM TPHKa3UBambe IOPHOTpadCKe MpEeICTaBe IETETy
nocpeocmeom UHGOPMAYUOHO KOMYHUKAYUOHUX MeXHOIo2uje, INTO KBATU(PHUKY]je OBO
KPUBHUYHO JIEJI0 U KA0 KPUBUYHO JIEJI0 KOje MPHUIMaia KOMI[JyTePCKOM KPUMHUHAINUTETY.
VY rpynu KpUBHYHHUX Jefla MPOTUB IOJIHE cl000Je Haja3d Cce M KPUBUYHO JIEIIO
,,MaMJbEHE J[jeTeTa Y IMJbY BpIICHha KPUBUYHUX Jjesia TIPOTUB TIOJHE clioboae” (Il
2116), xoje MOCTOjU Kaja MYHOJIETHO JUIE y HaMEPH BpIICHA KPUBUYHUX Jelia
IPOTHB TOJHE clo0o0jie Mpeay3Me padme 1a gohe 10 cycpera ca 1eTeToM Kopuctehu

cpeacTBa HHPOPMALMOHO KOMYHHKAIIMOHUX TEXHOJIOTH)a WU Ha APYTH HAYHH.

7 Tlon pauynapcxum cucmemom noapasymesa ce cBaky ypehaj win rpyna meljycoGHO MOBE3aHHX HIIH
ycloBJbeHUX ypehaja, o7 KOjuX jejaH WK BHIIC HBUX, Y 3dBUCHOCTH OJ1 IPOrpamMa, BPIIU ayTOMATCKy
obpany MojaTaka; pauyHapcKu nodamax je CBaKO H3Jarambe YMICHHLA, MOJaTaKa MM KOHIenara y
00Ky KOjM je morojaH 3a oOpajay y padyHapCKOM CHUCTeMy, ykibydyjyhu Ty m mporpame momohy
KOjUX pavdyHapCKH CHUCTEM BpIIM CBOje (YHKIU]E, pauyHapcku npocpam je cKym ypeheHux
padyHApCKUX IOJaTaka Ha OCHOBY KOjUX PadyyHAapCKH CHCTEM BPIIN CBOje (DYHKIH]jE; pauyHaApCKu
supyc je padyHapCKH TpOrpaM KOjH YrpoXkaBa WM Mema (PYHKIMjEe pauyHapCKOT CHCTEMa M MEHa,
yrpoXaBa WiIH HeoBJIamheHO KOPHCTH PavdyHApCKe MOIATKE; nooayu y pauyHapckom caobpahajy cy
CBM DPAdyHApCKH MOJALM KOjU TEHEpHIy PAauyHApCKH CHCTEMH, KOjH YHMHE JIaHal] KOMYyHHUKallije
nsmel)y 1Ba pauyHapcka cuctemMa Koju KOMYHHIMPajJy YKIbY4yjyhu U luX came.
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KpuBnuna pgenma KOMIjyTepCKOT KpUMHHAJIUTETa CcajJp)kaHa Ccy Takohe y
onpendama KpuBHUYHOT 3aKOHMKA KOjeé C€ OJHOCE Ha HMHTEIIEKTYalHy CBOjHUHY. 3a
pasnuKy on BehwHE 3aKOHCKUX periema y apkaBama ouBmie CDOPJ, koja, y okBupy
3alITUTE AayTOPCKUX IpaBa, MAaTEHTAa U HMHTENIEKTyajHEe CBOjUHE, HE NMOMHUBY 0azy
nojaTaka, copTBep WM eNeKTPOHCKY HH(popmanujy, y KpuBuunom 3akonuky LlpHe
rope y I'maBu nBanmecer mpBoj ,,KpuBHuUHa jgjena MPOTHUB MHTEIEKTyallHE CBOjUHE”
npeaBuleHo je KPUBUYIHO JIETIO ,,Heosnawheno uckopuuhasarbe aymopckoe ojena uiu
npeomema cpooHoz npaea’” (4. 234), Kol Kora ce HaBOOM ,,6a3a nodamaka’ Kao
o0jexT Hamazga (HeoBnamheHo 00jaBJbUBAKE, CHUMAE, YMHOXKABAKHE WIH HA JAPYTH
HAYMH jaBHO CAOMILITABAMHE WM YHUIHEHE JOCTYIHHM, y IEITUHH WU JCITUMHYHO,
ayTOPCKO JIeJI0, HWHTEeprperandjy, (QoHOrpaMm, BUIEOTpPaM, EMHCH]y WIH 0a3y
nooamaka — cT.1, Ka0 U CTaBJbabE Y MPOMET UJIM JpXKamke HEOBIANeHO YMHOKEHE
WIK HeoBnamheHO CTaB/beHE Yy MPOMET ayTOpPCKOr JieNla, HWHTEpIpeTanyje,
¢doHOTpama, BHIEOrpama, €MHUCHje WU Oaze nodamaxa — cT. 2). IloceOHo je
peaBUleHO KPUBUYHO JEIIO ,,Heo81auheno yKiararee uiu Mujerbarbe ei1eKmpoHcKe
ungopmayuje o aymopckom u cpooHum npasuma’ (4ia. 236) koje ce cacToju y
HeoBNAINEHOM YKIIambamy WIM U3MEHU €JIEKTPOHCKE MH(pOpMAIHje O ayTOPCKOM U
CPOJIHOM TIpaBy WJIM CTaBJbalby y NMPOMET, YBO3Y, EMUTOBAKY WIM Ha JAPYTH HAYUH
JaBHOM CaOoNINTaBamby WM YUCHY TOCTYIIHUM ayTOPCKOT Jefia WIM TpeaMera
CPOJTHOTIPABHE 3aIlITHTE ca KOjer je eNeKTpoHCKa wuHopmalja o MpaBuMa
HeoBJalheHo yKJIOweHa Wi n3MemweHa. Kox o0a kpuBuBHYHA Jiena npeaBuleHo je
OIy3MMame MpeaMeTa H3BpIICHha KPUBUYHUX JleNa M IpeaMeTa KOoju cy Ouiu
YIOTpeOJHEHN WM HAMEH-EHU 33 M3BPUICHE KPUBUYHOT JIeIa M YHUIITEHE peaMeTa
U3BpILIEHA.

Kopumntheme mHTEpHETA MPUIMKOM M3BpLICHAa KPUBUYHOT JieJla HABEICHO je
KO/ KPUBHYHOT JeNa , MAHUNYIAYUjA HA MPHCUWMY XaAPMUja 00 8pUjeOHOCmU Ul
opyeux ¢unancujckux uncmpymenama” (wi. 28la — ['maBa nBanmecer Ttpeha
,KpHUBHYHA jjeia TPOTHUB IUIATHOT TMPOMETa W TPHUBPEIHOT TocioBama’). Kox
HaBE/IEHOT KPUBUYHOT JIeJ1a CAHKI[MOHUCAHO j€ IIUPEHE U MPEHOIICHE HETAUHUX UITH
obmamyjyhux nHpopmanmja koje MOry U3a3BaTu 3a01ydy O XapTHjama off BpeJHOCTH
WIA APYyTuM (UHAHCHjCKUM HMHCTPYMEHTHUMA IyTeM MeAWja, UHmepHema WIA Ha
ApYTU Ha4uH. 3a N0CTOjakbe OBOT KPUBUYHOT JIEJIa 3aXTEBa CE M 3HAHE U3BPLINOLA O
ToMe na cy uHpopmanuje HeTauHe, oOMamwyjyhe u na mory noBecTH y 3a0iyay

KOpUCHHUKA HH(popMaIyja.
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VY nocebHoj rnaBu KpuBuyHOT 3aKOHMKA peABUNEHO je€ HEKOIUKO KPUBUYHHUX
7ena Koja TpUIaaajy KOMIjyTepcKoM KpuMuHaiuTery (,,KpuBuuHa njena mpoTwB
0e30jeqHOCTH  padyHApCKuX TmojaTtaka” - [7maBa gBameceT ocma): omTeheme
padyHapCKUX mojaraka u mporpama (wi. 394); omerame padyyHapCKOr cucTema (4.
350.); mpaBibemE U YHOLIEHE pauyyHApCKUX BHpyca (wi. 351); pauyHapcka npeBapa
(un. 352); veopnamtheHu MPUCTYI padyHapcKoMm cuctemy (wi. 353) m 3moymorpeda
ypehaja u mporpama (. 354).

Kon kpuBH4HOT nena owmelhiersa pauyyHapckux nooamaxa u npocpama paama
U3BpILEHA CE cacTOju y HeoBnamheHoM Opucamy, H3MEHH, olITehewy, MPUKPUBALY
WIA Ha JpPYrH HAYUH YHKBEHY HEYNOTPEOJbMBHM pPAadyHAPCKOT IIO/aTKa WIIH
nporpama. Texu OOJHIM OBOT KPUBHYHOT JieJia MOCTOje Y Cydajy MpOy3pOKOBamka
HITETE KOja Mpelia3u TPH XUJbale eBpa, OJHOCHO TPUAECET XUIba/la eBpa.

KpuBuuno neno omemare pauynapckoe cucmema TOCTOJU KaJla c€ YHECE,
YHUIITH, U3MEHH, OIITETH, MPUKPHjE WM HA APYTH HAYMH YUYUHU HEYNOTPEOJEUBUM
padyHapCcKM TOAATaK WJIM pPadyHAPCKH CHCTEM Yy HaMepu Ja ce OMeTa paj
pauyHapckor cuctema. [IpensuheH je Texu OOMMK OBOT KPHBHYHOT Jejia Kaga ce
pamu o mojalMMa M MporpaMuMma Koju cy oj 3Hahaja 3a JAp)kaBHE OpraHe, jaBHE
ciryx0e, ycTaHOBe, IPUBPEIHA JPYIITBA HITH IpyTe CyOjeKTe.

Pauyynapcka npesapa ce cactoju y yHOUIICHY, H3MEHH, OpHUCamy WIH
IpOINYIITaky Ja Ce yHece TadyaH IOJaTaK WIM Ha JPYTH HAUYWH NPHUKPHUBAGY WIN
Ja)XHOM TIPHKa3MBamy padyyHApCKOT TMOJAaTKa, Kao M y OMJIO KaKBOM OMETamy pajaa
padyHapCcKOr CHCTE€Ma, YMME C€ yTWYe Ha pe3yJNiTaT eNEeKTPOHCKe o0paje, MpeHOC
nojaTaka u (pyHKIIMOHUCAKHE PAauyHAPCKOT CHCTEMa. 3a MOCTOjamhe OBOT KPUBHYHOT
nena moTpeObHa je Hamepa Ja ce ce0u WM JapyromMe npuOaBH TPOTHBIPABHA
MMOBUHCKA KOPUCT WJIM CE€ JPYroMe MpOy3pOKyje MMOBHHCKA IITETa. TEXU OOIUIN
ce OJHOCEe Ha OHE CiIy4YajeBe Kaja je nprbaBjbeHa MMOBUHCKA KOPHUCT KOja Mpera3u
M3HOC OJ1 TPU XUJbAJIe €ypa, OTHOCHO U3HOC OJI TPUAECET XUibala eypa.

KpuBnuno neno weosrawhenu npucmyn pauynapckom cucmemy WMa TIET
oOnmuka: HeoBNamheH MPHCTYN padyHapCKOM CHUCTEMY Kao LEIUHH WIM HEKOM
ETOBOM JIeITy; M3BPIICHH-E JIeNa y3 KPLICHE Mepa 3alITUTE pauyHapCKOT CUCTeMa HITH
HeoBJamheH MPUCTYN padyyHapCKOM CHCTEMY KOjH je Of] 3Havaja 3a JAp>KaBHE OpraHe,
opraHe JIOKaJHE CaMOyIpaBe W YCTAaHOBE KOjUMa j€ IOBEPEHO BPIICHE JaBHUX
oBnamhema; HeoBnamheHO NpecpeTame padyyHapCKUX IojaTaka, Oe3 o03upa Ha

HAYMH BUXOBOT MPEHOCa, KOjU HUCY jaBHE NMPUPOJAE Ka pauyHAPCKOM CHCTEMY, O
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BEera WIM YHYTap caMoOr CHCTeMa, YKJby4dyjyhH M eJIeKTpOMAarHeTHy €eMHCH]Y;
ynoTtpeba padyHapCKOT MMO/IaTKa Ha HAYMH MpeIBUl)eH y IPeTX0AuM OOJIHIMMA; Kaa
ycnen ymoTrpeGe padyHapcKOr IIojlaTKa Ha HEJO03BOJEH HAYMH HACTYIE TEIIKe
MOCJIEAMLIE 3a APYTY 0CO0Y.

Kao moce6HO KpUBUYHO 110 MHKPUMHHKCAHA Cy MOHAIIamka KOja ce 0JJHOCE
Ha 310ynompedy ypehaja u npoepama. KpuBHYHO /€TI0 CE€ CacTOjU y MPOU3BOMGH,
pojaju, HabaBIM paau ymoTpede, yBO3y, AMCTPUOYIMjU WIM HA JPYyTrd HAYUH
CTaBJpamy Ha pacrojiarame: ypehaja u pauyHapcKuX mporpama MpojeKTOBAaHHX HIIH
npusarol)eHUX MPBEHCTBEHO y CBPXY H3BpIICHA HEKOT OJI HABEACHUX KPUBUYHHUX
7ena KOMITjyTepcKor KpumuHanuteTa (wi. 349-353), kao u padyHapcke muppe Hiu
CIMYHUX II0/IaTaKa IyTeM KOjUX C€ MOXKE MPUCTYHHTH PadyyHapCKOM CHCTEMY Kao
HEeTUHA WM HEKOM HHETOBOM JIeNly ca HaMepoM Ja Oyne YHmoTpeOJbeH Y CBpPXY
U3BpIICHA HEKOT O] HABEJCHHX KPUBUYHHUX Jiela KOMIIJYTEPCKOT KPUMHHAIUTETa

(un. 349-353).
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TABEJIAPHMU ITPUKA3 ITPOIIMCAHUX KPUBUYHUX JTEJIA

KomnapaTtuBHU nperJjieJl NPaBHOI Peryjncamba KOMIJyTepPCKOr KPUMHUHAJINKTETA y 3eM/bamMa OuBme COPJ

®Denepanuja
Penyﬁnf/ma Penyﬁnm.ca Penyosuxa Bocpﬂe nj AL Bpuko JucTpukr Ipua I'opa BJP Makenonuja KocoBo
Cpouja CioBenuja XpBaTtcka Cpncka
—anan K3 - —anan K3 - —qnan K3 - Xepuerosune —qnan K3 - -yaan K3 - -yiaan K3 - -yjgan K3 - -yiaan K3 -
-wjan K3 -
omreheme omreheme omreheme omreheme omrreheme omreheme
padyHapCKUX pavyHaTHUX padyHaTHUX padyHapcKux padyHapcKux padyHapCKUX
nojaTaka u / rojiaTtaxka M0JIaTaKa u MojIaTaKa u MojIaTaKa u HojaTaka u / /
nporpama (a11.268) mporpama mporpama mporpama nporpaMa
(41.298) (w1.393) (41.292a) (41.387) (41.349)
padyHapcka padyHaIHa padyHapcka padyHapcka
caboraxa (11.299) / / caboraxa (un1.398) | caboraxa caboraxa (uw1.392) / / /
(11.2926)
HpaBJbEIHE U uspaja u HpaBJbEE-E U NpaBebe U
YHOIICHE YHOIICHE YHOIICHE BHECYBAaIbC Ha
padyHapCKUX padyHapcKuX padyHapCKUX KOMITjyTepCKH
Bupyca (wi.300) / / / Bupyca (wi.292B) / BHpYCa BHUPYCH -TIPaBJbCHE /
(un. 351) U YHOILIEHE
pavyyHapCKUX
Bupyca (w1.251 a)
padyHapcka padyHaiHa padyHaiIHa padyHapcka padyHapcka padyHapcka KOMIIjyTepcKa
npesapa (1w1.301) / npujesapa mpujeBapa npeBapa (w1.292r) | mpesapa (w1.389) mpesapa u3Mama - /
(an.271) (a1.395) (. 352) paudyHapcka IpeBapa
(w1.2516)
HeoBJamhex HEOBJIALITECHN HeoBnamheHn HeoBnantheHn HeoBnantheHn HeoBnantheHu HE3aKOHUT
HPHUCTYII HPUCTYII MPUCTYTI HPUCTYTI HPHUCTYTI HPUCTYII MPUCTYTI
3amTuheHoM (u1. 266) 3amtuheHoM 3amTheHoM 3amTheHoM padyHapcKOM H“H(POPMAIHOHH
padyHapy, CyCTaBy M MPEeXH | padyHapy, CHCTEMY M MPEXH | CHCTEMY M CHCTEMHMA
padyHapcKoj CJIEKTPOHCKE padyHapcKoj CJIEKTPOHCKE (a1. 353) (Un1.64 3akona o
MPEXH U obpaje mogaTaka MPEXH, obpaye mogaraxa ycIayrama
€JICKTPOHCKO] / (a1.397) TenekoMyHuKanuo | (wr.391) HeoBnantheHn / nH(pOpMaTHIKOT
o0pay mojaTaka HOJj MPEXH U HPUCTYI JpyLITBa
(ur. 302) CJIICKTPOHCKO] 3amTHheHOM PenyGmuke
oOpaau nogaraka padyHapy U Kocoso)
(a1.292 1) padyHapcKoj
MpEKHU
(41.355)

- OpucaH —
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®Denepanuja

Penyﬁnf/ma Penyﬁnm.ca Penyosuxa Bocue u AL Bpuko ducTpukr Ipua I'opa BJP Makenonuja KocoBo
Cpouja CioBeHnuja XpBaTtcka Cpncka
—anan K3 - —anan K3 - —qnan K3 - Xepuerosune —qnan K3 - -yaan K3 - -yaan K3 - -yiaan K3 - -yiaan K3 -
-yjan K3 -
CIpeyaBame U CIpHjedaBame U CIpjevaBame U
OrpaHHYaBaAbE OrpaHHYaBabE OrpaHHYaBaAbE
HpHUCTYIA jaBHOJ MPUCTYHa jaBHOj HpHUCTYIA jaBHOJ
padyHapcKoj / / / padyHapcKoj / padyHapcKoj / /
Mmpexu (wr1.303) Mpexu (w1.292h) MPEXHU
(un.356)
- OpucaH -
HeoBiautheHo HEOBJIALITEHO 31m0ynoTpeda ynany
Kopuiheme KOpPHUIITEHE ypebaja u padyHapcke
padyHapa Hin / / / padyHapa u / nporpama / cucreme (4.
padyHapcke padyHapcke (an.354) 339)
Mmpesxe (wr1.304) Mpexe (w1.292e)
MPaBJbCHE, 3nmo0ymnopaba
HabaBJpame U Harpasa
JIaBambe IPYroM (an.272)
cpencTBa 3a
U3BpIICHE
KPUBHYHUX JieIa / / / / / / /
HOpPOTUB
6e30eqHOCTH
padyHapCKuxX
nojiaTaxa
(un.304a)
NPHKA3HBamE, NIPUKA30Bambe, HCKOPHILTABAKE HCKOPHILTABABE HckopuiuraBame HckopuiuTaBame Jjedja mopHo- MPUKa)XyBamke Ha 370ynorpeba
npubaBbambe U u3Jenana, mocecT njere 3a JjereTa Wi njere u JjeTera Win rpaduja mopHorpadcku nene y
HOCEN0Bamke HH IOCPEI0Babe nopHorpadujy MaJoJbETHHKA MaJIOJbeTHHX JIMIa | MaJOJbEeTHHKA (un.211) Marepujai Ha nopHorpaduju
nopHorpadckor nopHorpadckera (1. 163) panu 3a nopHorpadujy panu MAJIOJICTHHK - (un.238)
Marepujaia u rpagusa - nopHorpaduje (a11.199) nopHorpaduje NPUKA3HBabe
uckopuirhaBame Npe3eHTALH]a, HCKOPHILITABAE (un.211) (411.208) nopHorpadckor
MAJIOJICTHOT JIMIa | TMPOHU3BO/bHA, njere 3a Mmarepujaia
3a opHOTpadujy IpXKame u nopHorpadcke MAaJIOJICTHOM JIHILY
(an.185) CTaBJbAKE y TpeacTaBe (a1 193)
nopHorpadckor (un.164)
Marepujaia

(w1.176)

300



®Denepanuja

Penyﬁnf/ma Penyﬁnm.ca Penyosuxa Bocue u AL Bpuko AucTpukr Ipua I'opa BJP Makenonuja KocoBo
Cpouja CioBeHnuja XpBaTtcka Cpncka
—anan K3 - —anan K3 - —qnan K3 - Xepuerosune —qnan K3 - -yaan K3 - -yaan K3 - -yiaan K3 - -yiaan K3 -
-yjan K3 -
nckopumhaBame puaoOuBamke
padyHapcke oce0, MITajIIuX Of
MpEKe WIN MIEeTHAjCT JIET, 3
KOMYHUKaIyje CIIOJIHE HAMEHE -
JIPYTHM BpOOBame ocoba
TEXHUYKUM miahux ox 15
CpeACTBUMA 32 ToJMHa 3a / / / / / / /
U3BPLICHE CEeKCyallHe HAMEHe
KPUBUYHHUX JIeTIa (un.173a)
HPOTHUB MOJIHE
cinobone mpema
MaJIOJIETHOM JIHILY
(111.1856)
yIO3HaBame Jjelle | YHO3HaBambe yIO3HABaKke
/ / ¢ mopHorpadujoM | mgjerera c / Jjerera ¢ IIOpHO- / / /
(un. 165) nopHorpadujom rpadujom (w1.209)
(an.212)
noBpeza KpILIHUTEB noBpesa noBpena
MOpaJIHUX IpaBa MOPAJTHUX MOpAJIHUX IpaBa 3amrTuheHnx
ayTopa u ABTOPCKHX IPaBHUI] / / / / ayTopa u / ayTOPCKHUX
HHTEpIIpeTaTopa - IoBpeJia HHTEpIIpeTaTopa npasa (w1.296)
(u41.198.) MOpaJIHUX IIpaBa (w1.233)
(41.147)
HeoBantheHo KpIIUTEB HeoBantheHo
nckopurhaBame aBTOPCKH nckopumhaBame
ayTOPCKOT jena COPOJIHHX IIPaBHUI] ayTOPCKOT Ajena
WU TIpeiMeTa - KpIIeme WU TIpeiMeTa
CPOJIHOT ITpaBa AYTOPCKHX U CpPOJIHOT ITpaBa
(u. 199.) CPOJHHUX IpaBa (un. 234)
(un. 149) / / / / / /
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Penyﬁnf/ma Penyﬁnm.ca Penyosuxa Bocue u AL Bpuko AucTpukr Ipua I'opa BJP Makenonuja KocoBo
Cpouja CioBeHnuja XpBaTtcka Cpncka
—anan K3 - —anan K3 - —qnan K3 - Xepuerosune —qnan K3 - -yaan K3 - -yaan K3 - -yiaan K3 - -yiaan K3 -
-yjan K3 -
HeoBantheHo HeoBantheHo
YKIIAmbAbhe I YKIIAbAhe I
MEHaAmBE MUjCHambe
€JICKTPOHCKE €JICKTPOHCKE
uHpOpMaIHje 0 / / / / / nHpOpMAIHje O / /
AyTOPCKOM U AyTOPCKOM U
CPOJHUM HpaBUMa CPOJHUM HpaBUMa
(u. 200.) (w1.236)
moBpezna HeoBantheHo
[IPOHAJIa3auKOT kopuihemwe Tyher
npasa (wr. 201.) narenra (wi. 237)
/ / / / / / /
HeoBamheHo HeoBamheHo
kopuntheme Tyher kopuuthemwe Tyher
nu3ajHa (wi. 202.) nu3ajHa (wi. 238)
HeoBantheHo HeoBnamheHo HeoBiantheHo HeoBiantheHo
(dororpapucame ONTHYKO CHUMamke | GoTorpaducame ONTHUYKO CHUMAHE
(wr1.144) u (a1.189) (an.175) (a11.186)
HeoBanheHo
00jaBJbHBAKE U
MPUKA3HUBAHEC
tyher cruca,
HNOpTpeTa MK
cHuMKa (wi. 145)
He oonoce ce
noceono na / / / / /
unmepnem

KOMYHUKayujy.
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Penyﬁnf/ma Penyﬁnm.ca Penyosuxa Bocue u AL Bpuko AucTpukr Ipua I'opa BJP Makenonuja KocoBo
Cpouja CioBeHnuja XpBaTtcka Cpncka
—anan K3 - —anan K3 - —qnan K3 - Xepuerosune —qnan K3 - -yaan K3 - -yaan K3 - -yiaan K3 - -yiaan K3 -
-yjan K3 -

dancuduxoparme pavyHaJIHO padyHaJIHO padyHapcKo npaBese, IIPOU3BO/IHHA,
HoBIA (W1.223), KPUBOTBOPEHE KPUBOTBOPCH-E KPHUBOTBOPEH-E Ha0aByBambe WIH cHabzeBame,
¢ancupuroBame (a1.270) (a1.394) (an.388) OTyl'yBam€ CpeJICTBa | TPOAaja,
XapTHja Of 3a (haicuuKyBame | IMOCEIOBAHC
BPEAHOCTH - u3paja, i HabaBKa 3a
(w1.224), Ha0aBJbAE HITH yroTpedy
tdancupukoBame u npojaja cpeacTaBa cpezcTaBa 3a
370ynoTpeda 3a ancudukoBame | darcupukoBame
IUTaTHUX KapTULa (un.271) (4n.304 craB 3)
(w1.225),
(hancupukoBame
3HAKOBA 3a
BPEIHOCT
(411.226),
¢dancupuroBame
3HAaKOBa 32
obenexaBame
pobe, Mepa u / / /

TeroBa (wi. 245),
dbancuduxopame
uctpase (w.355 u
356),
¢ancupuroBame
ciyxxbene
ucnpase (w1.357).
He oonoce ce
noceono na
PauyHapcko
dancughuxosare.
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Penyﬁnf/ma Penyﬁnm.ca Penyosuxa Bocue u AL Bpuko AucTpukr Ipua I'opa BJP Makenonuja KocoBo
Cpouja CioBeHnuja XpBaTtcka Cpncka
—anan K3 - —anan K3 - —qnan K3 - Xepuerosune —qnan K3 - -yaan K3 - -yaan K3 - -yiaan K3 - -yiaan K3 -
-yjan K3 -
MoBpea TAjHOCTH | KPUIMTEB TQjHOCTH | MOBpela TQjHOCTH | TMOBpPEAa TajHOCTH MOBpeia TAJHOCTH | TIOBPEIa TAJHOCTH | MOBpENA Ha TajHOCTA | YIPOKaBambe
nucama M Ipyrux | oOumi - moBpeza mEcaMa ¥ Ipyrux | MUcMa Win Jpyre [MCMA WM Ipyre | [HcaMa M ApyruX | Ha NMCMA WM JAPYTH | IPHUBAaTHOCTH
HOIINJBKA TajHOCTH IHCaMa MOIINJbAKa TIOMINJBbKE MOIINJBbKE HOIIUIBKA MIPaTKH -IIOBpefa micMa u
(an.142) (a1.139) (un.142) (a11.186) / (a11.186) (am. 172) TajHOCTH IIHCaMa u padyHapCKux
JOPYTHX HOIIMIJEKA 0a3a nojgaraka
(an. 147) (u1.202)
OMeTame paja OMeTame paja oMeTame paja OMeTame
pavyHaJHOT CHCTEMa U Mpexe CHCTEMa U MpEXKe | padyHapcKor
/ / cycrasa CIIEKTPOHCKE / CIIEKTPOHCKE cucrema / /
(a1.267) obpaje mogaTaka obpayie mogaraxa (. 350.)
(a11.396) (a11.390)
[IpousBoama, MIPOU3BO/CTBO U
MOCjeJ0Bamke U JUCTPHOYIIMja HA
HPHKA3HBaE JeTcKa
njedunje nopHorpaduja -
/ / / / nopHorpaduje / / TIPOU3BOAHA 1 /
(a11.200) JUCTPHOYyIHja
neauje
nopHorpaduje
(u1.193a)
HEOBJIAILITEHO
npecpeTame
/ / padyHaJIHUX / / / / / /
rojiaTtaxka
(11.269)
TeIlIKa Ka3HeHa
Jjerna mpoTHB
pavyHaIHUX
cycrasa,
/ / mporpama 1 / / / / / /
rojiaTaka

(an.273)
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Penyﬁnf/ma Penyﬁnm.ca Penyosuxa Bocue u AL Bpuko AucTpukr Ipua I'opa BJP Makenonuja KocoBo
Cpouja CioBeHnuja XpBaTtcka Cpncka
—anan K3 - —anan K3 - —qnan K3 - Xepuerosune —qnan K3 - -yaan K3 - -yaan K3 - -yiaan K3 - -yiaan K3 -
-yjan K3 -
HeoBantheHo 3nmopaba oceOHUX HEI03BOJbEHA HeoBiantheHo 3nmoynoTpeba Ha
HPHKYIUbAE MOIATKOB - ynorpeba kopuihemne JMYHUTE TTOAATOLH -
JUYHUX ITOoJjaTaka | 3j10ymnorpeda OCOOHUX IToJaTaKa JIMYHUX TT0JaTaKa 310ymoTpeba
(a11.146) JIUYHUX rojaraka | (wi.146) / (an. 176) / / JIMYHUX [10J1aTaKa /
He oonoce ce (un.143) (un. 149)
noceono na
unmepnem
KOMYHUKAUUJY.
Haraj Ha
HHPOPMAIIH]CKH
/ CHCTEM - HaIlaJ Ha / / / / / / /
HHpOpPMAITHOHN
cucreM (w1.221)
KpIIUTCB
MaTepUaITHUX
/ ABTOPCKHX TIPaBHI] / / / / / / /
- KpIICHe
HOBYaHHX IpaBa
ayropa (ur.148)
MaMJbCH-E JjeTeTa | HaMaMyBame Ha
y IIWJBY BpLICHA 00Jpy0a wim Ipyro
KPUBUYHUX Jijeia | MOJIOBO JIejCTBHE Ha
HPOTHUB MOJIHE MaJIOJIETHHK KOj He
ciobone HaroiHuI 14
(am. 21106) TOIMHY - HaBoheme
/ / / / / / Ha 00JpyOy mim /
JPYTy CEKCyalHy
pazby MaJoJIeTHOT
nuna maaher ox 14
TOJIMHA
(un. 193 6)
n3paboTka 1
ymorpeba Ha JaxHa
IUIATe)KHA KapTUYKa
/ / / / / / / - u3paja u /

KOpUIIhemhe TaKHUX
IUIATHUX KapTHLA
(4n.274 6)
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Penyo6smka
Cpouja
-ynan K3 -

Penyo6Juka
CioBeHnuja
-yjan K3 -

PenyoJuka
XpBaTtcka
-yjan K3 -

®Denepanuja
Bocue n
XepueroBuHe
-yjan K3 -

Penyosmka
Cpncka
-yjan K3 -

Bpuxo {lucTpuxkr
-yjan K3 -

Ipna I'opa
-ynan K3 -

BJP Maxkenonnja
-yjan K3 -

KocoBo
-yiaan K3 -

OLITETYBAbE U
HEOBJIACTCHO
HAaBJICTyBaE BO
KOMITjyTepCKH
cHCTEM - omuTeheme
U HeoBiamheH ynaz
y KOMITjyTepPCKU
cuctem (wi.251)

MOBpe/a Ha Ipasa
O]l MHYCTPUCKA
COIICTBEHOCT U
HEOBJIACTCHA
yrnorpeba Ha Tyra
¢upma - mospena
npaBa HHIYCTPHjCKE
CBOjHHE U
HeoBamhenor
kopumhema Tyhe
¢dupme (11.285)

IIHPEHE Ha
PACHCTHUKH U
kceHooouyeH
MaTtepHja o mnar Ha
KOMITjyTEPCKH
CHCTEM - IIHPCH-E
PaCHCTHUYKOT U
KkceHo(hoOuIHOT
MaTepujana mpeKo
pavyHapCKUX
cucrema

(4. 394 n)
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Penyﬁnf/ma Penyﬁnm.ca Penyosuxa Bocpﬂe nJ AL Bpuko AucTpukr Ipua I'opa BJP Makenonuja KocoBo
Cpouja CioBeHnuja XpBaTtcka Cpncka
—anan K3 - —anan K3 - —qnan K3 - Xepuerosune —qnan K3 - -yaan K3 - -yaan K3 - -yiaan K3 - -yiaan K3 -
-yjan K3 -
HeoBantheHo HeonamheHo HeoBiantheHo HeoBiantheHo
HPHCITYIIKHBAE MIPHCITYIIKUBAHE HPHUCIYIIKH-BAKkE | MPUCITYLIKUBAE
U CHUMame WY CHUMame 1 TOHCKO WU CHUMAambe
(a.143) Tyhux nopyka y CHHMambe Tyhux nopyka y
/ / padyHapckom (un. 174) padyHapcKom / / /
He oonocu ce cucremy (wi. 188) CUCTEMY
noceoHo na (un. 188)
unmepnem
KOMYHUKAUUjy.
0J1aBambe
TEXHOJIOMIKHX
! / / / / / ! / Mepa (a1 297)
310ynopada MaHUITyJIaluja Ha
TPIXKHIITA TPXKHUIUTY XapTuja
KamuTaiga Ol BpUjeIHOCTH
/ / (a1. 260) / / / W IPYTHX / /
(uHAHCH]CKIX
MHCTpYMEHATa
(. 281a)
KpuBnunu 3axoH BocHe n XepueroBuse He caapxu
mocebHe oapende 0 KOMITjyTEPCKOM KPUMUHAIHTETY jep Cy Te
onpende cafpKaHe y eHTUTETCKOM KPUBHYHOM
3aK0HOJAaBCTBY. OBaj 3aKOH HOPMHPA M CAHKIMOHUIIIE
/ / / KPHUBUYHO €TI0 HEOBNIAIMNEHO MPUCITYIIKHBAGE I ONTHIKO / / /

cHuMame (wi. 147a), 10K je KoJ KpMBUYHHUX JeNla Koja ce
o/IHOCe Ha noBpeay ayTopckux npasa u3 ['mase XXI pagmwa
M3BPILIECHA TAKO IIMPOKO IMOCTAB/BEHA J1a MOXKE J1a 00yXBaTH 1
M3BPILICHE OBUX KPUBUYHUX Jeja yIOTPeOOM padyHapCKOT
CHUCTEMa, HaKO TO HUje U3PHUYUTO HABEICHO.
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2.5. Kocoso "%

709
,,KpuBnunu 3akonuk Pemy6nuke Kocose

caapKu Mamu Opoj KPUBUUHHX
Jena Koja MOTy OWTH y4MIbeHa KOpHIINEeHeM pavyyHapCKUX CHCTEMa HIIM OIpeMe.
OBa kpuBHYHA Jea HUCY oOyxBaheHa moceOHOM riraBoM KpuBu4HOT 3akoHHKa, Beh
ce Hajla3e y OKBUpY Apyrux riasa K3.

Y TInaéu XVII , Kpusuuna Oena npomué npaeéa u cnobooa nuua”
HOPMHPAHO j€ je KPUBUYHO JICJI0 Y2podHcasarbe NpueamHoCmu nucCMa U paiyHapcKux
oaza nooamaxa (an. 202 K3). KpuBnuHo neno mma verupu oOnmka. [IpBu obmuk
KPUBHUYHOT JIeJla IMOCTOjU Kaja HeKo Jmie 0e3 oBnamhema OTBOPU MUCMO, TeJIeTpam,
(bakcumMuII, WIKN pyTU 3aTBOPEHU JOKYMEHT, MAKET WIH €JIEKTPOHCKY KOMYHHUKALU]Y
ApyTror JUIla, WIM Ha OUJI0 KOjU APYTH HAUMH HAPYIIHM MPHUBATHOCT TUX MaTepujaia,
i, 0e3 oBnamrhema, 3a7pXKu, TPUKPHje, YHUIITA WIA UCIIOPYYH OWMIO KOM JIHILY
IIUCMO, TelerpaMm, (pakcHMMumi, €JeKTPOHCKY KOMYHHUKAaIU]y WIH JAPYI'M 3aTBOPEHHU
JOKYMEHT WIM MakeT Apyror jguna. Pagmwa npyror obiauka KpUBUYHOT JieNa CacToju
ce y ynaxemy 0e3 omnamhema y padyHapcky Oa3y mojgaraka ApPYror JHUIAa WIH
Kopuitheme momataka J00WjeHNX U3 Te 0a3e MojaTaka WM YHHIEHY JTOCTYITHUM
ApyromMe mnojaTtaka M3 Te 0a3e. YKOJIMKO j€ KPHUBUYHO [EJI0 H3BPIIEHO paju
npubaBsbakba MMOBHUHCKE KOPHUCTH 3a ceOe WM Jpyro JHLe WId WIM y CBpXe
M3a3MBama IITETe JAPYroM JHIy MHocToju Tpehu OoONMK OBOr KpPUBHUYHOT [ela.
HajTesxu 0ONMMK 1MOCTOjU aKO je KPUBHYHO JEJ0 M3BPIIWIO OBIAmrheHo Juie
3nmoynoTpedspaBajyhu CBOjy MO3HIIN]Y WK OBIAMINEHE.

VY I'masu XX ,,Kpueuuna oena npomue cexcyannoz unmezpumema*, y 4.
238 mpomnucaHo je KPUBUYHO JIETIO 310ynompeba deye y nopHozpaghuju, Ipu 4emy je y

CTaBy 5 mpenu3WpaHo Ja ce€ KPUBHYHHM JIEJIOM CMaTpa TIPOU3BOIA Jedje

"% Op 3aBpierka pata Ha KocOBy H MOTIHMCHBAa BOjHO-TEXHHUYKOT criopasyma y Kymanosy 1999.
roJvHe, Kao U JoHomema Pesonyrmje Casera 6e30emHoct OYH 1244, KocoBo ce Haiasu moj
npenazHoM aamunHuctpauujom YH (YHMUK), a ox 2008. rogune u nox Mucujom EBporicke YHuje
noy HasueoM EVYJIEKC. Peny6nuka Cpbuja cmarpa KocoBo nenom cBoje Teputopuje (ayTOHOMHA
nokpajuHa KocoBo m Meroxuja), nok je Ilapmament Kocosa 2008. roamHe nOHEO OUIYKYy O
npornameny He3aBucHocTH on CpbOuje, Tako na Ha Hajehem nenry Tepuropuje ca BehMHCKHM
aI0aHCKUM CTaHOBHHUIITBOM, (D)YHKIIMOHHUIIIE caMOIporiiaieHa apkasa Pemmyommka Kocoso.

" Tpuspemenn Kpupmunn 3akon KocoBa cTynmo je Ha cHary 6. ampuia 2004. rogmMHe Ha OCHOBY
YHMUK VYpen6e 2003/23, noxk je ,,Kpupnunu 3axonnk Pemybmmke Kocose® 6p. 04/2-082 objaBibeH y
,,Cityx)xoenom nucty Penyonnke Kocosa® 6p. 19/13 u3 jyna 2012. ronute. 3aKOHHK je CTYIHO Ha CHAry
01.01.2013. rogune.
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nopHorpaduje WM KOpHIIheme JeTe y TpaBJbelhy WINM IMPOU3BOABU IPEICTaBe
Y’)KHBO OJHOCHO TIIOCPEJCTBOM CpEICTaBa WH(POPMAMOHE M KOMYHHKAIMOHE
TEXHOJIOTHj€.

KpuBnuuHo neno odasarwe mexnonowxux mepa (an. 297) caapxkano y ['naBu
XX ,KpuBuuHa nema MpOTHB EKOHOMHjE  CaCTOjU CE€ Yy OJaBamy OHIIO0 KOjHX
TEXHOJIOIIKAX Mepa KOje ce KOPHCTE WU YKJIamame, CKIamame WM IPOMEHa
uHpOpMaIMja U3 TpaBa O CICKTPOHCKOM YIpaBJbakby M3 3aKOHAa O 3allTUTH
ayTOPCKUX U CPOJHHUX IpaBa. Y OKBUPY HCTE TJIaBE CaJp>KaHO j€ U KPHUBHYHO JIEINIO
npouseoorba, cHaboesare, npodaja uiu Habaska 3a ynompeby cpedcmasa 3a
Gancugurosarwe (11.304). Kpusnuno nemo mma aa odsmka. Kom mpBor o6imka,
paima U3BpIICHA CaCTOjU CE Y MPOU3BOIH, MPOAAjH, IPUMakYy, MOCCI0BAKY WA
HaOaB/bay 3a ynoTrpeOy cpernctBa 3a (ancuukoBamke HOBIA, CpeAcTaBa
obe30ehema wim nHCTpyMeHaTa 1iahama (CT. 1); ToK ce Koa apyror o0JinKa paama
W3BpIICHA CAacTOjU Yy TPOU3BOAH, CHAOJeBamy, NpUMamy, MOCEIOBaKbY WU
HabaBIM 3a ynotpedy cpeacTBa 3a QancupukoBame (HUCKATHUX, TMOIMITAHCKUX WIH
APYyTuX BPEIHOCHUX MAapKHIa, O3HAKa 3a MpeBapHO o0elexaBame WIM HETAYHHUX
Mepa u TeroBa (ct. 2). YV cr. 3 mpenBuleHo je ma ,.cpenctsa 3a ¢aicuduroBarme’
VKIbYUyjy HHCTPYMEHTE, TpEAMETEe, payyHapcke npozpame W OWIO Koja Apyra
cpeicTBa MoceOHO HamelTeHa 3a (aicu(uKoBambe WM M3MEHY HOBIA, CPEICTaBa
obe3behema nnn mahama, BpeTHOCHUX MapKulla, O3HaKa 3a oOenexaBame a00apa,
Mepa W TEroBa, WM XoJjorpamMa WM Jpyre KOMIIOHEHTE HOBIA, Cpe/ICTaBa
obe30ehema nn mahama, Koje ciyske 3aTiTH 011 (haacupuKoBaba.

KpuBnuHo npeno koje ce AMPEKTHO OMHOCH Ha padyHapcKe MOJaTke |
padyHapcKe CHCTEME je KPUBHYHO JAEIO0 ynao y payyHapcke cucmeme (un. 339, I'nasa
XXVII — Kpueuuna dena npomue umoseune). VI3BpimoneM oBOI' KPUBUYHOT JiEna
cMaTpa Ce CBaKoO JIMIIC KOje KOje HeoBIamheHo U ca HaMepoM Jia IpubaBu ceOu WH
IpyroMe MMOBUHCKY KOPHCT WMJIM Ja JAPYroMe H3a30Be IITETy, M3MEHH, 00jaBH,
W30pUIIIC WU YHHUIITH pavyyHApCKe MOJATKE WM MPOrpaMe WM Ha OWIIO KOjH HaYWH
yHaaHe y paduyHapcKu cucTeM. J[pyro KpMBHYHO JEJO C€ OJHOCH Ha IMPHUBATHOCT

nycama M pauyHapkux 0a3a nojaTaxa.
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3aKOHHMK 0 KPHBHYHOM HOCTYNKY ° mpensuba 1a Ap/KaBHU TyKHIIALl MOXKE
y TOCTYIIKY IPHUKYIJbamka JI0Ka3a Ipe JaBama HMCKa3a y MPETXOJHOM IMOCTYIKY Aa
noOuje cBe NTOKYMEHTOBaHE JI0Kas3e, KOjU MOTY Ja MOJIpa3yMeBajy M EIIEKTPOHCKA
JOKyMEHTa TOMYT €JIEKTPOHCKE MOIITE, TEKCTYaTHUX Mopyka u poTtorpaduja (wi. 121
ctaB | Ttauka 1.7). 3a padyHapcKy aHaiM3y, padyHapCKy OIpPEMY, EJIEKTPOHCKE
MeIMje 3a ToXpamUBamke WIM CIMYHE ypehaje, koju cy yeramHo npuOaB/beHH Ha
OCHOBY CyJACKE Hapeade WM y3 NPUCTaHaK, JP)KaBHU TY>KUJIAIl MOXKE OBJIACTHUTH
NOJMIMJCKOT  CIyXOeHUKa KOju HMa oOpa3oBame, OOyKy MIM MCKYCTBO Y
(OpEeH3NYKOj padyyHApPCKO] aHAIW3W M MPETPaKMBamby WM BEIITaKa Ja HCIUTA,
aHajM3upa M TpeTpaxkd HHPOpMAIMje WIM TOAaTKe CaJp)kKaHe y padyyHapCKoj
OIIPEMHU, EJICKTPOHCKUM MEAMjUMa 3a TOXPAbUBAKE WM CIMYHUM ypehajuma (4.
147). Y u3BemTajy Koju 10CTaBJba, OBIAMINEHN MOJUIM]CKUA CIY)XKOCHUK WU APYTH
CTpy4YHaK HaBoJIeé 00aBE3HO OMHUC padyyHapCKe OINpeMe, OMpeMe 3a MOXpPambUBAHE
rmojiaTaka Wiu NmoceOHe padyHapCKe JaTOTEKe Koje je mperjenao, ykibydyjyhu u cBa
UMEHa JuIe, OpojeBe WM O3HAKe Ha JIOKa3HUM MpEAMETHMa KOjU CIIy)Ke 3a
UACHTU(UKAIM]Y; ONUC MECTAa U HAUYWHA HA KOjU je TOJIMIIKja IpubaBmiia pauyHapCcKy
OIpeMy, ONpEeMy 3a MOXpamUBamE MMOJAaTaKa WIH MOCEOHY padyHApCKy IaTOTEKY;
OIIMC TOKa YyBama padyHapCKe OINpeMe, ONpeMe 3a CKIAAUINTEHE IOoaTaKa I
noceOHEe padyyHapcKe JaTOTEKe; OMKC ojpeheHe unmweHnyHe nHpopMaliije 3a Kojy je
O6uo oBiamheH /Ja je MPETpakd y pauyyHApPCKO] ONMPEMH, ONPEMH 32 CKIAIUIITCHC
nojaTaka WM MOCEOHUM padyHApCKUM JaTOTEKaMa; ONMUC KOopaka Npemay3eTuxX y
npahemy HAJHOBHjUX TIPAKCH y oOOJacTH padyHapcke (QopeH3nKe Kako Ou ce
MOY3/1aHO M TMPELM3HO 00aBUJIO MPETPAXKUBAKE, YKIbYUuyjyhul anu He orpaHnydaBajyhu
ce Ha KOopake Mpejay3eTe 3a 3allTHTY JaToTeka o ryOuTKa, nemudpoBame qaToTeka,
Bpahame wm30pHCaHMX [aTOTeKa WJIM JO0HMjalkbe MeTarojaTaka O padyHapCKUM
JaTOTEeKaMa WIM EJIEKTPOHCKO] MOIITH Kao W ONHUC pe3yiTara HpeTpakuBama U
CNIEKTPOHCKU TpPUMEpaK pPadyHApCKHX IaTOTEKa PEJIEBaHTHUX 3a MPETPAKUBAME.
OBaj 3akoHUK He naje NeQUHULU]Y eneKmpoHCKo2 0oka3a KOju OM ce IO0jaBHO

NPUIMKOM BpIICHa KpUBUUHUX Jeia U3 00JaCTH KOMITjyTePCKOT KpUMUHAITUTETA.

"9 3akonnk 6p.04/L-123 o kpuBruHOM HocTynky Kocosa ox 13. nenembpa 2012.roause, ,,Cinyx6enn
muct Peny6nuke Kocosa“ 0p. 37/28 u3 menemOpa 2012. rogune, TOCTYIHO Ha!
http://projuris.org/Zakoni_Kosova/Zakonik o krivicnom_postupku 2012.pdf, nperpaxeno 29. 07.
2015. ronune
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3aKkoH 0 ycayrama HHGOPMATHYKOL ApyINTBa ' neduHMmIe mojaM 06paje
JUYHUX TOJaTaka Kao CBaKy oOpany, palmy WM Opoj paamu Koje ce 00aBbajy y
JUYHUM ToJannuMa, OWII0 ayTOMAaTCKUM MM HEayTOMaTCKHM CPEICTBHMA, Kao IITO
MOTry OWTH: cacTaHaK, peTUCTPOBaIE, OPraHU30Bamke, YyBame, NpuiarohaBame UIH
WCTIpaBKa, KOPHIOBame, KOHCYJITalHWja, HCKOopuInhaBame, TPEHOCHA EMICH]a,
IUCTpuOynrja, win ce omoryhutu ysoheme, pehame, KOMOMHOBamE, OJIOKHpambe,
Opucame Wiau yHumTewme mnomaraka (wi. 2 tad. 1.33). V IlormaBmy XIV koje ce
OJTHOCH Ha 3alITUTY HH(OPMATUBHOT CHCTeMa MH()OPMATHYKOT JAPYIITBA MpeaBHleHO
j€ KpUBUYHO €0 He3aKoHum npucmyn ungopmayuonum cucmemuma (4i. 64).
Hezakonutr mnpuctyn uWHPOPMALMOHUM CHUCTEMUMa IOApa3yMeBa HaMEpHU W
OecrpaBHU TMPHUCTYI jeHOM ey WIM YUTaBOM HH(OPMAIIMOHOM CHUCTEMY Kaja ce
BPIIM MPOTHB OWJIO KOT Jeia MH()OPMAIMOHOT CHUCTEMa, y IHJbY HPOY3pPOKOBama
mreTe (GU3MIKOM WM MPABHOM JIUILY, Y IINJbY €KOHOMCKE KOPHCTH, Kao U y CIIydajy
NPUCITYIIKABAkba mojataka. > Ilog GecrpaBHOM HAMEPHOM pafmboM  3aKoH
noJipa3yMeBa 3alpeKy WM 030MJbaH TNpeKua (yHKIMOHUCAkA HH()OPMAIMOHOT
cucrema ynanaajyhu, mpenocehu, omrehyjyhu, Opumyhu, kBapehu, msmemyjyhwu,
Kynajyhu uian Tymauehn HenpucTyITHE KOMITjyTepCKe ToJaTKe; Kao U Opucame, KBap,
U3MEHY, Kylame WM TyMauyermhe HEMPUCTYNauyHUX KOMIGjYTEpCKUX TMoJaTaka y
UH()OPMAIIMOHOM CHCTEMY, KaJla C€ TO YUUHH PaJH MIPOY3POKOBAKA MTETE (PU3NIKOM
WM TIpaBHOM JHLy (Wwi. 64). KaX®bHBO je M1 HaMEpHO MOICTPEKaBamke pajin IoMarama
WM TIOJICTUIIaha U3BPLICHA OBOT KPUBHYHOT fena (wi. 65). Texxu 00JuK KpUBUYHOT
Jefia TOCTOJU YKOJIMKO je KPUBHYHO [0 M3BPILICHO Y OKBUPY KpUMHUHAIHE
OpraHu3alyje, ako je Mpoy3pOKOBaJO 3HATHY MATEPHjajHy IITETY WU HETIOCPEIHH
WIA WHIUPEKTaH TyOuTak, (Qu3MUko omreheme Qu3MUKOr numa WIM 3HATHO

omreheme y neny kputuane nHppactpykrype Kocosa (. 66).
3aKOH 0 ayTOPCKOM U CPOJIHOM rlpaBy713 y ckmany ca wi. 10 KonBenmwuje
185 O BHCOKOTEXHOJIOIIKOM KpHUMHUHATY TIpy>Ka 3alITHUTy U EJIEKTPOHCKO]

MHTEJICKTYaIHO] CBOJUHUM — KOMIIJYTEPCKAM MpOrpamMHMa, ald CcaMoO JAEIMMUYHO.

" 3akoH 0 ycayrama uadopmaTHIKor ApymTea Peny6mke Kocoso — 3akon 6p. 04-L-094 oz 02. 04.

2012. roguHe, JOCTYIHO Ha:
http://www.kuvendikosoves.org/common/docs/ligjet/Zakon%200%?20uslugama%20informatickog%20
drustva.pdf

" Ibid.

3 3aK0H 0 ayTOPCKOM ¥ cpoHOM TpaBy Pemy6mike Kocoso — 3akon 6p. 04-L-065 oz 18. 11.2011.
TOJUHE, TOCTYITHO Ha
http://www.kuvendikosoves.org/common/docs/ligjet/Zakon%200%20autorskom%20i1%20srodnom%?2
Opravu.pdf
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Hamme, ayTop KOMIIjyTepcKOr mporpama 3agp)kaBa CBa ayTOpCcKa IIpaBa Haj
MPOrpaMoM CaMO YKOJIMKO OH HHje HallpaB/beH y TOKY HCIyHaBamba PEIOBHUX
paJHMX 3a7aTaKa WM IpeMa yIyTCTBUMA MOcoiaBla. Y CylmpoTHOM, CBa MUMOBHHCKA
IpaBa ¥ ayTOpCKa MpaBa HaJ| IporpaMoM 0e3 orpaHUueHa ce MPEeHOCce Ha MOCII0IaBIa

OJIHOCHO HapyuyHo1a nporpama (wi. 120).

2.6. Penmy0siuka MakegoHuja

Penmybnuka Makenonnja nmotnucana je Kousenuujy 6p. 185 noBemOpa 2001.
roauHe, patudukosana je cenrtemoOpa 2004. rogune, a o0aBe3a MPUMEHE je HacTaja
on janyapa 2005. roaune.

KpHBHYHIM 3aKOHOM ' IIporHcaHa ¢y GpojHa KPHBHYHA [eNa KOja Ce OTHOCE
Ha 6e30eTHOCT U 3710ynoTpedy pauyyHapCKHX CHCTeMa M pavyyHapCKHX I0JaTaka, Kao
Y Ha TajHOCT 00jaBJbeHUX mojaraka. Hajpehu Opoj oBHX KpUBUYHHX Jielia HAJIA3H Ce y
I'maBu XXV — KpuBu4Ha jesia npoTUB jaBHUX (UHAHCHjA, IJIATHOT MPOMeETA U
ekoHoMmje (Mak. KpuBn4HM nena mpoTuB jaBHUTE (UHAHCUH, TUIATHHOT MPOMET U
CTOMAHCTBOTO) W Ty CHAAajy: uspada, Habasmarbe uiu npooaja cpedcmasd 3d
gancugurxosarve (an. 271 — Mak. ipaBeme, Ha0ABYBamke WIH OTYIyBamkbe CPEICTBA 32
bancuduxyBame), uzpaoa u xopuutherve naxcHux niamuux xapmuya (4n. 2746 —
Mak. u3paboTka u ymoTpeba Ha JaHa IUIaTeXHA KapTUUKa), owmeherve u
Heognawhen ynao y xomnjymepcku cucmem (4ia. 251 — Mak. OIITETYBame H
HEOBJIACTEHO HABJIETYBakE BO KOMIJYTEPCKHA CHCTEM), NpaAB/bere U VHOUleHe
pauynapckux eupyca (4. 25la — Max. mpaBeme W BHECYBakbE Ha KOMII)YTEPCKU
BUPYCH) U payyHapcka npesapa (4. 2510 — Mak. KOMIjyTepcKa u3Mama).

Y TI'maBu XV — Kpueuuna oena npomue cno6ode u npasa yoeeka u
2pahanuna (Mak. KpUBUYHM JieJa TPOTHUB CIOOOTUTE M TpaBaTa Ha YOBEKOT W
IparaHuHOT) TIpeABuleHa Cy, Mopen ocTajor, cieaeha KpUuBUYHA Jela, Koja Takohe
MIPUIAIA]y KOMIYTEPCKOM KPUMHUHAIUTETY: n08peda MAajHOCmu nucama u opyaux
nowussky (wi. 147 — mMak. HoBpela Ha TajHOCTAa HA MHCMa WIM OPYTU MpPaTKUA) U
snoynompeda auynux nooamaxa (un. 149 — wmak. 3m0oymoTpeba Ha JIMYHHTE

nonarouu). Kog kpuBHYHOr Jiena MOBpEJE TajHOCTU MHCaMa M APYTUX MOIINJbKU

"% KpuBiunnoT 3akoHuK Ha Peny6iuka Makenonnja (,,Cinyx6en BecHuk Ha Pery6nnka Makenonuja“
opoj 37/96, 80/99, 4/02, 43/03, 19/04, 81/05, 60/06, 73/06, 7 /08, 139/08, 114/09, 51/11, 135/11,
185/2011, 142/2012, 166/2012, 55/2013)
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MUCMO j€ U3jeHaYCHO Ca eJIEKTPOHCKOM IOIITOM | 32 FheHO HEOBJIAINEHO OTBapame
npeasuheHa je canknuja. VHTepecaHTHO je Ja je TOKyIlaj] KPUBUYHOT Jejia
310ynompeda 1uYHUX nodamaxa Takohe KaxmUB.

Kao kpuBHuHa Jena KOMIjyTepPCKOT KpUMUHAINTETa MOTY C€ HaBECTH U HEKa
kpuBnuHa nena u3 I['naBe XIX — Kpueuuna oena npomue nonmne cnotooe u
cexcyannoz mopana (Mak. KpUBUYHM Jiea MPOTUB IoJioBaTa cja000/a M MOJIOBUOT
Mmopadn). To cy: npuxaszusarwe nopuozpaghckoe mamepujanra manoremuom auyy (4i.
193 — wMak. mOpUKaXxyBamkbe Ha TMOpHOrpadckM MaTepujal Ha MaJOJIETHUK),
npou3800ra u oucmpubdyyuja oeuuje noprozpaghuje (. 193a — Mak. mpou3BOJICTBO U
mucTpuOylndja Ha JeTcka mnopHorpadwuja) u Haeoherve Ha 006Y0OYy unu Opyey
CceKcyanHy paowy manoiemuoz auya miahee 00 14 eoouna (un. 1936 — wmak.
HamMaMmyBame Ha 00Jpy0a WJIM JApPYro IOJIOBO JEjCTBUE HAa MAJIOJETHUK KOj He
HanoHWI 14 rogunn). Jenan oOnuK pagme U3BPILCHA KPUBUYHOT JieTia Hagoherve Ha
00./6Y0Y UnU Opy2y CeKCyanHy paorwy Manioiemuoe auya miahee oo 14 2oouna nocToju
KaJla HEKO JIMle KOpHUIIhemeM KOMITjYTEPCKMX KOMYHHKAIMja 3aKake CacTaHak ca
munem maahum o 14 roauHa WM Ta HA IPYTH HAYWH HAMaMU Ha CEKCYallHU OJHOC,
JpyTe CeKCyalHe aKTUBHOCTH WJIU MPOHM3BOJIRY JIeUuHje TIopHOoTrpadmje.

VY makenonckom K3 mpenuheHo je KpHBHYHO €O KOj€ HE MO3HAJy IPYrU
3aKOHCKM mnpomucu 3eMasba OuBme COPJ. To je KpUBUYHO €10 wuperbe
pacucmuykoe u KceHoghobuunoe mamepujanra npeko payyHapckux cucmema (4. 394n
— MaK. IUPEHE Ha PACHCTUYKH U KCEHOPOOMUEH MaTepHjal 1Mo MaT Ha KOMITjyTePCKU
cucrem) npensulero y ['masu XXXIII — KpuBuuHa aesia NpoTUB jaBHOT peaa (Mak.
KPUBHYHHM JIeJIa IPOTUB jaBHHUOT pexn). [Ipema oapendu 3akoHa OBO KPHUBUYHO JIEIIO
BPIIM CBAKO KO KOPUCTH KOMITJyTEPCKU CHCTEM Pajyl JaBHOT IHUPEHa PACUCTUYKOT U
KceHO(poOUYHOT MUCAHOT MaTepHjalia, CIMKa WM Hieje Koja MoMaxke, MPOMOBHIIE
WIN TIOACTUYE MPXKIY, TUCKPUMHUHALINA]Y WIH HACWJbE MPOTUB OWIJIO KOT JIMIA HIIH
rpyle Ha OCHOBY pace, 00je Ko)Ke, HAIlMOHAJTHOT WJIM €THUYKOT MOpEKya, BEPCKUX
yBepewa. KpuBuuHo Aemo mma Texu OOJMK ako je ped O JHUIYy KOje JEJNO BpIIH
370YMIOTPEOOM TOJI0KAaja WITH OBJIamINema.

Tpeba HamomMeHyTH nga y JOMEHY TMPOIECHOT TIpaBa, MAaKEIOHCKO
3aKOHOJIaBCTBO CAJIP’KU HEKOJUKO OMTHHX OJIpeadM KOje Cy Be3aHE 3a KOMIjyTePCKHU

KPUMHMHAIUTET. 3AKOH 0 KPUBHYHOM NOCTYNKY (Max. 3aKoHOm HA KPpUGUUHAMA
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nocmanka)’’ mpommcyje nocmynaxk 3a  npempazy pauyHapckoe cucmemad U
pauynapckux nooamaxa (4n. 184). Ha 3axteB onamrheHor nuia, JuIe Koje KOPUCTH
padyHap WM My MMa MPHUCTYI y 00aBe3u je aa opnamheHoM iuiy omoryhu mpucrtymn
U TpeTpary mojatraka, Kao M Jia Ipeay3Me XUTHE Mepe M CIPEYd YHUIITCHE WIIH
W3MEHy mojaaraka. Y wi. 252 oBor 3akoHa Kao MoceOHa UCTpakHa Mepa mpenBuba
NpeTpakuBame U omocyhiasare ysuoa y pauyHapcku cucmem, Kao W npaherse u
CHUMarbe meneghoHCKUX U Opy2ux enekmpoHckux komyrnuxkayuja (an. 251 cr. 1).
Makeznonuja je Takohe yinoxuia Hamope aa oOpasyje jak MHCTUTYLHMOHAIHU
OKBHp 32 00pOy NMPOTHB BHCOKOTEXHOJIOIIKOT KpuMHUHanmuTeTa. [lpn MunncTapcTBY
YHYTpaIllbUX T0CIOBa, y OKBUpPY Opesbema 3a OpraHu30BaH KPHMHUHAJ, jaHyapa
2005. rogune je ocHoBaHO Onesberme 3a KNOCPHETHYKM KpUMHUHAN U (ancudukare,
cenrremOpa 2008. ronune oBo Ofesbeme je mpepaciio y JenuHHIly 32 KOMITjyTepCKH
KpUMHUHANI, JTOK je okToOpa 2013. roawHe JOOWIO CBOje KOHAYHO YCTPOJCTBO Kao

CekTop 3a KOMIT)yTEPCKH KPUMHUHAJ U TUTUTAIHY (DOPEH3HKY.

"> 3akonoT Ha KpUBMYHATA TocTanKa (,,Ci1yxk6en BecHuk Ha Peny6iuka Makenonunja“ 6poj 150/2010,
100/2012)
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3. 3aK0HOAABHM U MHCTUTYIHOHAJIHYU OKBHUP 32 CyNPOTCTAB/bamhe
KOMILjyTepcKoM KpuMuHaiauTtetry y Penyoaunu Cpouju

[TornucuBamem KOHBEHIMje O BHCOKOTEXHOJOIIKOM KpuMuHANy 185 u
HonatHor mpotokona (2005. rogune), a mocedbHo patudukoBamem (2009. roausne),
Penry6nuka CpOwuja je mpeysena 06aBe3y J1a CTBOPH HOPMATHBHE M MHCTHTYIIMOHATHE
MIPETIOCTaBKE 32 YCIENIHO CYNPOTCTABIbAE KOMIYTEPCKOM KPHUMUHAINTETY. 300T
TOra je JOHETO BHINE Mpomuca (3aKOHAa M TIOJI3aKOHCKMX aKaTa) y KOjuMa Cy
UMIUIEMEHTHpaHe mojenuHe oapende KoHBeHIMje M Ha OCHOBY KOjUX j€ CTBOPEH
MHCTUTYLIMOHAJIHM OKBUpP 3a HHXOBO crpoBoheme. Hajpaxuuju mehy mwuma cy
cnenehu 3akoun: Kpupiunn 3akonuk Peny6muxe Cpouje,”'® 3aKOHHK 0 KPHBHIHOM
noctynky Peny6nuke Cpouje, 7 3akoH 0 OpraHu3alMju U HAJICKHOCTH JP>KaBHUX
oprasa 3a GOpOy MPOTHB BHCOKOTEXHOJOLIKOT KPHMHHANA, = 3aKOH O MOCEOHHM
Mepama 3a CIpedyaBambe BpIIeHha KPUBUYHHX JieJa MPOTUB TMOJHE CI00o[e mpema

20y 3akon o

MAJIOJIETHHM JTHIEMa, ' 3aKOH O ayTOPCKHM H CPOJHHM IPaBHMA
. 21
noceOHNM oBJamhemnMa paan epuKacHe 3alITUTE MPaBa HHTEICKTYalHE CBOJI/IHG.7
[Topen HaBeneHUX 3aKOHA KOjH C€ OJTHOCE M HAa KOMITJYTEPCKU KPUMHUHAIUTET, Tpeda
MOMEHYTH M 3aKOHE KOJUMa C€ peryjuile eJIeKTPOHCKO TMOCIOBaAlkbe U KOjH
npeaBuhajy mpekpiuajHy OArOBOPHOCT 3a MOjeIMHA HEA03BOJbeHA TMOoHAaIama. To cy:
722 . 723
3aKOH O €JIEKTPOHCKOM IMOTIIUCY, ~~ 3aKOH O €JIEKTPOHCKO] TPrOBUHH, ~ 3aKOH O
EJIeKTPOHCKOM JOKYMEHTY ' i 3aKOH O ONTHYKHM JIHCKOBHMA. *

WHCTUTYLIMOHATIHY OKBHP 3a CIpoBoleme 0peion 3aKOHa KOjU ce OJTHOCE Ha

BHCOKOTEXHOJIOIIKM KPUMHHATUTET OOyXBaTa MOCEOHE OpraHU3allMOHE jeIUHUIIEC

16 Kpupuunn 3akonuk Pery6mike Cp6uje (,,Ciyx6Genn rmacuuk PC” 6p.85/2005, 88/2005, 107/2005,
72/2009, 111/2009, 121/2012 u 104/2013)

"7 33KOHHK O KPHBHIHOM noctynky (,,Ciayx6enu rnacauk PC” 6p. 72/2011, 101/2011, 121/2012,
32/2013, 45/2013 u 55/2014)

'8 3aK0H 0 OpraHM3AIMjH U HALIGKHOCTH APKABHUX OPraHa 3a 6Op6Y MPOTHB BHCOKOTEXHOIOMIKOT
kpumMuHaia (,,Ciyxoenu riacauk PC” 6p.61/2005 n 104/2009)

9 3aK0H 0 MOCEOHMM MepaMa 3a CIIPeuaBarhe BPIICHa KPHBHUHUX JeIa IPOTHB MOJIHE C1000/1e npema
MasojeTHuM Jinnmma (,,Ciyx0enn rimacauk PC” 6p.32/2013)

20 3akon 0 ayTopckum H cpomHuM mpasuma (,,CiyxGenn raacuuk PC“ 6p. 104/2009, 99/2011 u
119/2012).

7! 3akon o moceGHMM oBnmamhemuMa pagu eUKACHE 3alITHTE NPaBa MHTEIEKTyalHE CBOjHHE
(,,Ciry>x0enu rnacauka PC* 6p. 46/2006, 104/2009 — ap. 3akoHN)

722 3aKkoH 0 enekTpoHcKoM roTmucy (,,Cinyx6enn rmacauk PC” 6p.135/2004)

723 3aK0H 0 eeKTpoHCKOo]j TproBunH (,,Cinyx6enn raacuuk PC* 41/2009 u 95/2013)

724 3aK0H 0 eIeKTPOHCKOM H0KyMeHTy (,,Cityxbenn rmacank PC 51/2009)

723 33KOH O ONTHYKHM AHCKOBHMA (,,Cnyx6enu rnmacauk PC* 52/2011)
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nocrojehnx Jp>KaBHUX OpraHa, 4dje JeJIOBamke IONMPUHOCH O0Jh0] 3aIlTHTH O
KOIIjyTEPCKOT KPUMHHAIUTETa U CHPOBOlermY NMPEBEHTUBHUX M PEIPECHBHUX MEpa.
Crnenujanuzanuja JAp>KaBHUX  opraHa 3a  0opOy  HpOTHB  KOMIjYyTEpCKOT
KPUMHMHAIUTETa HEONXOJHA je 300r CI0KEHOCTH M MOCEOHMX KapaKTepUCTHKA
KOMITjyTEepCKOT KpUMHUHAIUTETa, Kao M 300T cTamHor npahema pa3Boja caBpeMEHHX
KOMIT]YTEPCKHUX TEXHOJIOTH]a.

[Topen mnoceOHMX OpraHM3aLMOHUX jEAWHHWNIA Yy JApPKaBHUM OpraHUMa,
3Ha4yajHy yJOTy Yy OBOj oOyiacT uMajy MUHHCTApcTBO TPrOBUHE, TypH3Ma H
KOMyHHKamujama, -° PerryGiuuka areHmuja 3a enekTpoHcke komyHukamuje (PATE)

1 PerryGinuka pagnomudysHa arenumja (PPA).*

3.1. KpuBuunu 3axkonuk Penyoauke CpOuje u KpuBu4Ha JeJia
KOMIIjyTepPCKOI KPUMUHAJINTETA

Kpusnunu 3akonuk Pemy6nnke Cp6uje (y namem tekcty: K3 PC) canpxu
NPOMNKCE MAaTEPUjaTHONPABHOI KapakTepa KOjU C€ OJHOCE Ha KOMIIJYTEPCKH
KPUMHHAIMTET Ha Taj HauuH 1To y okBUpy ['maBe XXVII npensuba xkpusuuna oena
npomus be30eoHocmu pavyyHapckux nooamaxa, ainv v Ipyra KpUBUYHA Jieja Koja ce
Ha ocHOBY KOHBeHIMje O BHCOKOTEXHOJIOLIKOM KPUMHUHAIY M MO3UTUBHOIIPABHUX
3aKOHCKHUX TPOINHKCA CMAaTpajy KPUBHYHUM JeTUMa KOMIILjYTepCKOT KPUMHUHAIUTETA.
VY ToM cMHuCITy, KpUBHYHA Jiella KOMITjyTepcKor KpuMuHanuTeTa npeasulena K3 PC
MOTY C€ CBpcTaTth y Tpu rpyme: (1) cBa KpuBHYHA Jeia KOja 3a TPYIHU 3alITUTHU
o0jekar mMajy 0e30eJHOCT padyHapCKUX TMojaraka; (2) KpuUBMYHA Jelia MPOTHB
MHTEJICKTYalHEe CBOjUHE, UIMOBMHE, TIPUBpEE U MpaBHOT caoOpahaja, KoJ KOjuX ce
Kao o0jeKaT WM CPEICTBO H3BpIICHA jaBJhajy pPadyyHAPH, padyHApCKEe MpPEKe,
padyyHapCcKM MOJAlld U HUXOBU IMPOU3BOAU y MaTE€pHjaTHOM WIHM EJIEKTPOHCKOM

001Ky, ako Opoj mnpuMepaka ayTopckux gena mnpenazu 2000 wnm Hacrana

26 MuHHCTApCTBO TProBUHA, TypH3Ma M TEICKOMYHHKAIMja 00aB/ba, IOPEN OCTANor, Ip)KABHE
MOCJIOBE KOjH CE OJJHOCE Ha 00JIaCT TeJIeKOMYHHKaIHja 1 MHPOPMATHYKOT JIPYIITBA, KOjU C€ OAHOCE Ha
npeiarame MONUTHKE U CTpaTerrja pasBoja MHGOPMALMOHOT APYIITBA, HPHIIPEMY 3aKOHA, IPYTUX
IIpoTIKca, CTaHAapa 1 Mepa y 00JIacTH eIeKTPOHCKOT I10CIOBabha, pa3Boja U NpuMeHe HH(popManuoHo
KOMYHMKAaI[HOHHX TEXHOJIOTHja, 3aIUTHTYy IIoJaTaka M HHGpopManuoHy Oe30enHoct, MmelyHaposane
mocioBe y obimactu MHPOPMAMOHOT APYMTBAa U ClI. Hasedeno npema 3akoHy O MHUHHCTapCTBUMA
,,Ciyx0enn rimacHuk Perryommke Cpoumje 6p. 44/2014, 14/2005 u 52/2015.

27 Budemu: PerynaTopHa areHiumja 3a eleKTpPOHCKE KOMyHHKAIIMje U MOIITAHCKe yCiyre, www.ratel.rs,
nperpaxkeno 25. 08. 2015. roqure u PerynaropHo Teo 3a eneKTpoHCKEe Meje,
http://www.rra.org.rs/cirilica, nperpaxeno 25. 08. 2015. ronune
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MaTepHjaliHa IITeTa Mpeia3d U3HOC O/ MIJIMOH JUHApa U (3) KpUBUYHA Jelia IPOTHB
cnoboma W TMpaBa 4YoBeKa W rpahjaHMHA, TONHE CJI00ONE, jaBHOT pela W MHUpa,
ycraBHOT ypehewa u 0ez0enHoctu Penyonuke CpbOuje, koja 300r HaUMHA U3BpILECHA
WIA  yHOTpeOJbeHUX  CpelCTaBa  HECYMIbMBO  MPHUIAJajy  KOMIIjYTEepPCKOM
KPUMHHAIHTETY. >

Onpende koje ce 0HOCe Ha 00J1aCT KOMIT)YTEPCKOT KPUMHUHAIUTETA CaipKaHe
Cy mpe cBera y omniurtem feny KpuBHYHOr 3aKOHHMKA KOjU C€ OJHOCH Ha ,,3HAYCHE
m3paza“ (w112 tau. 16-20 u 33-34 K3). [ledmHucanu cy NOjMOBH pauyHaApCcKo2
nooamxa (mpencTaBbeHa HpopManmja, 3HAKHE, YHHLCHUIA, KOHIICTIT WIH Hapemda
KOju ce yHoce, oOpal)yjy wim mamTe Wid Ccy yHeTH, oOpaheHu unau 3anamheHu y
padyHapy WU padyHapCcKO] MpEKH), pauyHapcke mpedce (ckyn melhycobHo
MOBE3aHUX padyyHapa KOjU KOMYHHUIMPAJy pasMemyjyhu MoaaTtke), payyHapckoe
npoepama (ypeheHu cKyn HapeaOu KOjH CITy’KH 3a yTpaBJbamkbe PaJoM padyHapa HiIH
3a pemaBame ojpeheHor 3amaTka TOMONy padyHapa), pauyHaApcKoe eupyca
(pauyHapcku mporpaM MM HEKH JAPYIM CKyl HapeaOu YHeT y pauyHap WIH
padyHapcKy Mpexy, KOjU je HampaBJbeH Jia caM ceOe yMHOXKaBa U JeNyje Ha Jpyre
nporpamMe WM IOJaTKe y padyHapy WM padyHApCKO] MPEXH HOIaBaAEM TOT
nporpamMa WIM CKyna HapeAOu jeIHOM WIM BHUIIE PAavyyHapCKUX IMporpama WiIu
nojaraka), pauyHapa (CBaKku eIEKTPOHCKH ypehaj Koju Ha OCHOBY Tmporpama
ayToMaTcku oOpaljyje u pasMemyje MoJaTKe) u pauyHapckoe cucmema (CBaku ypehaj
Wi rpyna Meljycobo moBe3aHHX WIHM 3aBUCHHX ypelaja oa KOjuX jeJJaH WIIM BHIIE

IBUX, HA OCHOBY IPOTpama, BPIIIA ayTOMATCKy 00pay ImoaaTaka).

3.1.1. KpuBnuHa es1a npoTHB 0e30€JHOCTH PaYyHAPCKHX MOAaTaKa

[IpBa rpyna KpUBHYHHX Jella KOMIIjYTEPCKOT KpUMHUHAIUTETa OJHOCH C€ Ha
6e30eaHOCT pauyHapckux nmoaaraka (I'maBa XXVII) u oHa cy yrimaBHOM cazpkaHa Uy
KoHBeHIIMjU O BUCOKOTEXHOJOIIKOM KpPUMHHATy, IITO Moka3yje na je CpbOuja y
HajpeheM genmy mnpuxBatmia mpemiore ngare 'y KoHBeHuwjm y  moriemy
MHKPUMUHHUCAKkA M0jeIMHUX KPUBUYHUX JAena. Y CKiady ca oapenbama ui. 4, 5, 6, 7

u 8 Konsenmyje, y KpuBnunom 3akoHuKy cy npensuljeHa cieneha kpuBuuHa jaena:

8 qYnp. 3 3akoHa o OpraHM3alljil M HAUIKHOCTH [pKaBHUX oOpraHa 3a 0OopOy mpOTHB

BHUCOKOTCXHOJIOIIKOI' KpUMHUHAJIA.
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omreheme pauyHapCcKuX mojaaraka u nporpama (wi. 298), pauyHapcka cabotaxka (4.
299), mpaBJbeme M yHOIIEHE pauyyHapckux Bupyca (wi.300), pauyHapcka mpeBapa
(un. 301), HeoBnamtheH NPUCTYMN 3aITUNEHOM padyHapy, pPavyyHApCKO] MPEXU U
eJIIeKTPOHCKO] 00paau mogataka (wi. 302), cripeuaBame M OTpaHHYABAE MPUCTYIIA
jaBHO] pauyHapckoj mpexu (wi. 303), HeommamheHo kopuimheme padyHapa WU
pauyHapcke mpexe (wi. 304) u npaBibemhe, HA0AB/bAKE U JTaBaFkhE APYTOM CpPECTBA
3a W3BPIICHEC KPUBHYHHUX JIeJIa MPOTUB O€30CIHOCTH pauyHApPCKUX IMojaataka (.
304a).

Owmeherse pauyHapckux nooamaxka u npo2pama cacToju ce y HeoBIamheHoM
Opucamy, HU3MeHH, omTehemy, NPUKPUBAKHY WIH YHBEHY HEYNOTPEObUBUM
padyHapcKor mojatka wid mnporpama. OBO je OCHOBHU OOJIMK KPUBHYHOT JieNa, a
KBaJM(HUKOBAHU OOJIMIM TIOCTOje Kaja INTeTa MPOYy3pOKOBaHA KPUBHYHHUM JIEJIIOM
npenasu oapeheHH HOBYAHM M3HOC. 3a MPAaBWIHY KBaJU(UKALKWY OBOI KPUBUYHOT
Jieia HEOITXO/THO j€ YTBPAMTH J1a JIU j€ U3BPIIUIIal] TOCTYa0 HEOBIAMNEHO U J1a JIH je
nocJeIuIa Jiejia HeYymoTpeOJbUBOCT pavyHApCKOT MmojiaTka wiy nporpama. C 003upom
Ha pajiby M3BPIICHA OBOT KPUBUYHOT Jiea, YECTO j& OTEKAHO MPUKYIIhAkE JT0Ka3a
300r yera kKacHUju moBpahaj momaTaka He MPEACTaBJba OKOJIHOCT KOja CIIMMUHUIIEC
II0CTOjatbe KPHBUYHOT Jea. =

IMon pauymapckom cabomasicom TOApasymMeBa ce JIeJIO  YHOUICHA,
VHUIIITaBama, Opucama, U3MeHe, omrehema, MpUKpUBama WM Ha JAPYTH HAUWH
YHBEHa HEYTOTPEOJFMBIM PAauyHAPCKOT MOJaTKa MITM POTrpaMa WM YHUIITCHE HITH
omreheme pauyHapa Win Ipyror ypehaja 3a eJIeKTpoHCKY o0paay  MPeHOoC MoiaTaka
ca HaMepoM Ja oHeMoryhu WM 3HATHO OMETe TOCTYIaK CJIEKTPOHCKE oOpane u
IpeHoca TMojaTaka Koju Cy OJ] 3Hayaja 3a Jp)KaBHE OpraHe, jaBHE CIIy:K0e, yCTaHOBE,
npexy3eha win apyre cyojekte. OBO KpUBHYHO JIEJIO C€ PA3JIMKYje O] MPETXOTHOT IO
TeKWHU TOCTeAnIla KOje Cy MPOYy3pPOKOBAHE jep C€ KOJ padyHapcke caboTaxke

1I0jaBJbyje Kao pajiba M3BpLICHA U YHOUICHE MOAATKAa Y padyHap IUTO JAOBOAU 10

" Hajuemhin BHI M3BpLICHa OBOr KPHBHYHOT 1ena je pylueme BeG cajToBa. Xakepd Hamamajy
Hajuenthe caMo J1eo cajTa, Ha MPUMEp HACIOBHY CTPaHy KOja ce€ MPOMEHHU U Ha 0] CE OCTaBU XaKePCKU
,LIOTIUC” |, Topyka wiu mo3apaB. Ciaba 3amThta BeO cajTOBa M HEIOBOJbHA WH(POPMUCAHOCT O
OIAaCHOCTUMA KOj€ MOTY JAOhM ca HHTepHETa IMOTOAY]Yy BpIICHY OBUX KPUBHYHHX jAeia. M3Bpiiworne je
BpJIO TEIIKO OTKPHUTH jep OHM KOPHCTE aiaTe 3a CKpUBame Koju oHeMoryhaBajy yTBphuBame mMecTa ca
Kora je Hamaz nomrao. Budemu euute: Hukomuh Komuen, Jlunuja, I'soznenosuh, Pamoje, Pagymosuh,
Cama, MwunocaBibeBuh, Anekcanmap, Jepkosuh, Panko, JXuskosuh, Bmagan, JXusanosuh, Camra,
PespanoBuh Mapno; Anekcuh UBam: ,Kparak mpmka3 pas3Boja TIpaBHE peryjJaTHBe O
BHCOKOTEXHOJIOIIKOM KPIMHHAINTETY Ha Mel)yHapogHOM HUBOY, op.cit., 2010, cTp. 91
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HEYNOTPeOJFUBOCTH PavyyHAPCKOT TMOAATKa MM MPOrpaMa, OJHOCHO YHHILNTEHA HITH
omrehema pauynapa. Ocum Tora, paau ce O MmojanrMa Koju Cy 3Ha4ajHH 3a JAp)KaBHE
oprane, jaBHe ciyxOe, ycraHoBe, mpeayzeha umu apyre cyOjekre, IITO Takole
nosehaBa IpyIITBEHY OMACHOCT OBOT KPUBHYHOT JI€Ja.

KpuBuuHo 11eno npasmwerve u ynouterve payyHapckux upyca uMa apa 00JIKa:
IIPaBJbEHE PAuyHAPCKOr BHPYCAa Yy HAMEPHU HErOBOI YHOLIEHa y Tyl) paduyHap uim
padyHapCcKy MPEXy U YHOIIEHE pauyHapCKOT BUpyca y Tyl) padyHap WM payyHapcKy
MpeXy IpH 4YeMy je HacTaja IuTeTa. PauyHapcKkd BUPYCH ce€ BEOMa JaKo IIHpe
rJ100aTHOM pauyHapCKOM MPEXOM, €IEKTPOHCKOM IOIITOM, IIPOTrpaMuMa 3a pa3MeHy
NOpyKa M CHUCTEMHMMA 3a JeJbeHe MojaTaka. Takohe ce MOry HpeHeTH MOCETOM
onpeheHnM BeO cajToBUMa WIM Npey3uMameM cajpxkaja ca uHTepHeTa. lllteTHe
MocJeIuIle KOje OCTaBJbajy pauyHapCKU BUPYCH OTJIe/Iajy C€ y OTEXaHO] MPUBATHO] U
MOCJIOBHO] KOMYHHUKAIMjH, HEKOHTPOJIUCAHOM Clalby NPUBAaTHUX IOJATaKa
KOpDUCHHMKA, TpajHO Opucame TMOAaTaka, HEIUIAHUPAHO Tallleke padyHapa,
oHecrnocoOJpaBame ONepaTUBHOT CUCTeMa padyHapa wiu omreheme xapasepa. [lopen
BUpYyca noceOHa BpCTa 3JI0HAMEpHHX Iporpama cy ,,lpBH‘ (,,MpPEeKHH LPBU™) KOjH Ce
Kpehy Kpo3 pauyHapCcKy MpeXy M MOTY Jia POJPY y pauyHapcku cuctem. ,,l{pu‘ ce
Op30 yMHOXaBajy, IIUpe ce 0e3 MoMOhM KOpPHUCHHUKA W CaMu JTUCTPHOyHpajy
COIICTBEHE KOMMje IIMPOM Mpexa. JlenoBameM pauyyHapCcKMX BHpyca MOTY ce
yrpo3utu 00jeKTH HHPPACTPYKTYpe, HyKIeapHa MOCTPOjeha, CUCTEMHU 010paHe U CII.
Kox oBor kpuBWUYHOT jeiia mopea KasHe mHpenBuleHO je omy3uMame ypehaja u
CpeAcTaBa KOjuMa je KpUBUYHO JIEJI0 YIHHEHO.

Pauynapcka npeeapa ce Moxe W3BPLIMTH YHOLIEHEM HETauyHOI MOJATKa,
NPOMyLITalkbeM YHOUIEHAa TAayHOI  [OJaTKa, MPHUKPUBAKEM WM  JAXKHUM
MPUKa3UBakbEM NOJaTKa, YMMEe U3BPIIMIIALl yTUYE HA Pe3yNTaT eJIeKTPOHCKe oOpae u
IpeHoca IMojaTaka y HamMepu Jaa ceOu WM JpyroM NpudaBu TNPOTHUBIPABHY
MMOBHMHCKY KOPUCT M THME JPyroM NpOoy3pOKyje UMOBUHCKY IITEeTy. Texu obinuu
OBOTI' KpUBUYHOT JIeJia IT0CTOj€ y JIBa ClIyyaja: Kaja u3HOC MpUOaB/beHEe MPOTUBIIPaBHE
MMOBHMHCKE KOPHCTH IpeNia3u M3HOC OJI YETUPHCTOTHUHE MMEAECeT XHibaja AMHApA U
KaJa M3HOC MpeNia3d MHJIMOH TETCTO XWibaaa AuHapa. OBO KPHUBHUYHO JENI0 WMa
IPUBUJIETOBAH OOJIMK KaJa je [Jell0 M3BPIIEHO CaMO y HaMepu Ja ce Jpyrome
OPUYMHM IITeTa. 32 NpPaBUIHY KBaIU(UKALM]y KPUBUYHOI Je€ia U JIOKa3UBambE

padyHapcke mpeBape moTpeOHO je, Iopel OCTalor, TaYHO YTBPAMUTH pajmy Koja je
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npeay3era, HAauWH YHOIIICHha HEMCTUHHUTOT M0/IaTKa, Y Y€MY C€ HEMCTHHUTOCT OTJieqa
M KakaB je OMO yTHIIQ] Ha pe3yiTaT €JIEKTPOHCKe oOpane u mpeHoca mojataka. C
003UpOoM Ha TO Ja je y JaHallllh¢ BpEeME CICKTPOHCKO IOClioBambe u3Melhy
NpUBpEIHUX cyOjekaTta MocTajo HEOMXOAaH HAuMH IOCIOBamba, OBO KPUBHYHO JEINIO
ce MOJKe M3BPIIMTH Ha IITETY CBUX IPUBPEIHNX Cybjexara. "

KpuBuuno nemno pauymapcke npesape Tpeba pas3iIMKOBAaTH Off KIACUYIHOT
KpuBuHOr Jena npesape (un. 208 K3 PC) koje mnpunaza HMOBHHCKOM
KPUMUHAIUTETY, OJTHOCHO TPYIH KPUBUYHHX JieJla MPOTUB UMOBHUHE. Mako y 3akoHy
HUje HW3PUYUTO HAIJIAIIEHO, KPUBHYHO JIEJO TpeBape MOXe OWUTH HW3BPIICHO
KopuimhemeM padyyHapCKUX TEXHOJIOTHja, Kaja M3BPIIMIAILl y HAMEpHU Ja ceOu Wiu
Apyrome npuOaBu MPOTHUBIPABHY KMOBUHCKY KOPHCT JIAXKHUM MPUKAa3UBAKBEM HEKHUX
YUHCHAUIIA WM HBUXBUM MPUKPUBaAKEM omreheHor goBene y 3a0myqy Wi ra
oJprkaBa y 3a0JIyid ¥ THME Ta HaBeJe Ja Ha MITETY CBOje WM Tyl)e MMOBHHE HEIITO
yuyuHU wid He y4uHH. [lojaBa WHTEepHETa OTBOpWIA j€ IMHPOKE MOTYNHOCTH 3a
BpILICH¢ KPUBUYHOT Jieja mpeBape, nosehana Opoj MOTEHIUjaIHUX JKPTaBa U CKOPO
CacBMM OTKJIOHWJIA TPOILKOBE MOTpeOHE 3a HM3BPILICH-¢ KPUBUYHOTr jena. HaumHu
W3BpIICHA TpeBapa KOpuIIhemeM KOMIjyTepa ¥ HWHTEpHETa Cy pa3InduTH,
M3BPIIMOINHN Cy MOTITYHO aHOHMMHH, a JKPTBa MOXeE Jla TIOCTaHE CBAaKO KO KOPHUCTH
padyHapCKy TeXHOIOTH]y.

Heosnawhenu npucmyn 3awmuhenom pauynapy, pauyHapcKkoj mpesscu u
eleKMPOHCKOj  0Opadu nodamaka CacTOju Cce Yy KpIIewkhy Mepa 3allTUTe

HEOBJIATheHUM YyKJbYUYHMBAHEM Y padyyHAp WIM padyyHapcKy Mpexy WIH Yy

0y nomahoj cynckoj mpakcu 3aGelekeHo je HeKOIMKO CIydajeBa MpOLeCyHpamba KPHBUUHOT JIeia
pauyHapcke npeBape. TyxmiamTo 3a 60p0y NPOTHB BHCOKOTEXHOJOIIKOT KPUMUHANA ITOKPEHYJIO je
HCTpary mpoTuB ocyMmudeHor U.A. 300r ocHOBaHe cyMmse na je TokoMm 2007. u 2008. rogune y nBa
HaBpaTa Kopucrehu pauyHap ynasuo y cucreme OaHaka y Aycrtpanuju u llIBajuapckoj u u3naBao
JIaXKHE HaJIore 3a TpaHcdep cpelcTaBa, YUMe je MPpUOaBHO NPOTHBIPABHY HIMOBUHCKY KOPHCT Y H3HOCY
on 51.990 CHF, omHocHO na je MOKylIao ja W3 je[He HIBajuapcke OaHKe HeoBiamheHO W3BpIIM
Tpanchep cpezacrasa y usnocy o 19.000 USD. Takolje je 3abenexeHO BHIlE CiIy4ajeBa 3j10ynoTpede
pauyHapCKUX CUCTEMa pauyHapCKUX MpeXa Yy CIOPTCKUM KiaJuoHMIaMa. V3Bpuivony Ha pasnuuute
HauWHEe TOKYIIaBajy Ja yTHUUYy Ha pe3yliTaT eJeKTpOHCKe o0paje mnojaTaka u kopucrehu codrBepcka
pemema dancudukyjy ogurpane tukere. Buwe o mome: Huxomuh Komnen, Jlunuja, ['Boznenosuh,
Panoje, Pamymoeuh, Cama, MwunocaBibeBuh, Ajekcannap, Jepkosuh, Panko, XXuskosuh, Brnanas,
JKusanosuh, Cama, PessanoBuh Mapuo; Anekcuh VBan: ,, Kparak npukas pazBoja npaBHe perysaTHBe
0 BHCOKOTEXHOJIOMIKOM KPUMHHAIUTETY Ha MelyHapogHoM HUBOY", op.cit., 2010, ctp. 102 u 103 u
[pma, [dparan, Banosuh, 3BoHuMEp, Perpanosuh, Mapuo: , KpuBudHa nerna BHCOKOTEXHOJOIIKOT
kpumuHaia“, MHCTUTYT 3a ymopenHo mpaso, beorpax, 2011, ctp. 173

*! HajnossaTuji npuMep 3a HauMHE MpeBape IyTeM HHTEPHETA je T3B. ,HHUTEPHjCKO MHACMO™, Koje
Npe/CcTaBJba CHHOHUM 3a JIaxkHe e-mail mopyke. Buiiie o 0Boj nojaBu Buaetu Ha cTp. 192 pana.
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HEoBNAIINEHOM TPUCTYIY EJEeKTPOHCKOj o0paau mojaTaka, Kao My YIHOTpeOH
nmojaTaka J00HjeHNX Ha OBAaj HAYHWH.

[Toceban Texku OONMK OBOT KPUBHYHOT JeNia MOCTOJU YKOJHKO je YcCJen
U3BpIICHA HABEACHUX pallkbU JIONUIO J0 3acToja Wi 030uibHOr mnopemehaja
(byHKIMOHHCama EIEKTPOHCKE o0pajae M NpeHoca MojaTaka I MpPEXe I Cy
HacTynwie apyre temke mnocieaune. OBO KpPUBHYHO [I€JI0 j€ MpeMa HauuHy
U3BpILIEHA CIIMYHO KPUBUYHOM ey whnujyHadxce (un.315 K3), xoje mpumaja rpynu
KPUBHYHUX JIeJla IPOTUB YCTaBHOT ypehemwa u 6e36ennoctu Pemy6nuke Cpouje. 360r
TOTa je MPWINKOM KBaTM(HUKAIM]e KPHBUYHOT JIeJIa HEOIIXOIHO Jla CE€ ca CUTYpHOIIhy
YTBpAM Jla JIM je YNajoM Yy padyyHapCKH CHCTEM M3BPLIMJIAIL JOINA0 10 BOjJHHX,
€KOHOMCKHUX WM CIY>KOCHUX MOJaTaka WM JTOKyMEHaTa KOJU Cy 3aKOHOM, APYTHUM
NPOMKMCOM WM OJUTyKOM HAQJICKHOT OpraHa JOHETOM Ha OCHOBY 3aKOHa,
MpOTJIalieHH TajHUM; Jla JIM je OJaBame TaKBUX MOJAaTaka MPOy3pOKOBAJO IITETHE
nocienuiie 3a 0e30eaHOCT, on0paHy WM 3a TOJUTHKYE, BOJHE WIIM E€KOHOMCKE
MHTEpece 3eMJbe U KaKaB j€ YMHUIIIba] YUUHHUOLIA.

Cnpeuasarve u ocpanuyasarse NPUCMyna jagHoj pauyHapckoj mpedicu IOCTOju
KaJa ce HeoBNamheHo CrpedaBa WM OMETa IMPUCTYI jaBHO] padyyHAPCKOj MPEXKH, TOK
TEXHU OOJIUK OBOT JIeJIa MIOCTOj! YKOJIMKO j€ JCJI0 YUUMHHUIIO CIIYKOCHO JIUIIE Y BPIICHY
ciy:x0e. PauyHapcke Mpeke cy JOOCTYNHE BEJIMKOM Opojy JIHIa, KOpPHUCTE c€ Y
CBaKOJHEBHOM KHMBOTY 3a HMH(popMaluje, o0aB/bambe (UHAHCHJCKUX TpPaHCAKIHja,
€JIEKTOHCKE TPrOBUHE WM OJIp)KaBambe IPYIITBEHHX KOHTaKaTa W H3JIOKEHE CY
HEoBNAINEHOM CIpeYaBamy WIH OMeTamy mpucTtyna. OBHM KPUBHYHUM JIEJIOM CE
3a0pamyje ympaBo OBakaB HeoBiamheH NPUCTYN jep OH MOXE Ja JOBEIe 10
NOTIYHOT OHeMoryhaBamwa WINM OTeXaBama NMPHUCTyNa jaBHO] pauyyHapCKO] MPEXKU.
JlokasuBame OBOI KpPUBHYHOI Jiela je BeoMa Temko 30or HemoryhHocTH
WACHTU(PUKOBaka WIACHTUTETAa W3BpIIMJIANA Hamaaa, BEJIUKOT Opoja ,,3apaKeHHX

padyHapa Ynji KOPUCHULM HUCY HE CBECHH Jia UM j& padyHap 3I0YIOTpeOIbeH.

32 Hajuemmhu cy DDoS (Distributed Denial of Sevice) mamaam, kaga ce momohy ompeljeHor
MAaJTUIIMO3HOT cOTBEpa OCTBApyje KOHTPOJIA Hajl BEUKUM Opojem pauynapa. [Ipumep 3a oBe Hamaje
je HamaJ Ha WHTEpHET cajT [IpaBociaBHEe LpKBEe U obapame MHTEPHET MpPE3EHTAIMje PaJHOEMHUCH]e
,Hlleamannk®. Buodemu: Huxomuh Kowmnen, Jlummja, I'BozgenoBmh, Pamoje, Pamymomuh, Camia,
MuiocasibeBuh, Anekcannap, Jepkosuh, Parnko, JKuskosuh, Bianan, )Kusanosuh, Cama, PesranoBrh
Mapno; Amexcuh UBan: ,Kpatak mpuka3 pas3Boja IMpaBHE pETYNATHBE O BHCOKOTEXHOJIOITKOM
KpuMuHaiauTery Ha MehyHapomHoMm HuBoy“, op.cit, 2010, ctp. 108. Cyber cekuuja
HapoaHooco6oaunadkor ¢ppoHTa npeysena je myHy OJArOBOPHOCT 3a Hamajl Ha XpBaTcku Tejekom, Koju
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Heosnawheno xopuwherwe pauynapa unu payyHapcke mpedxce W3BpIIABa
ocoba koja HeoBmamheHO KOPUCTH padyHapCKe YCIyre Wid padyyHapCKy MPEKy y
HaMepu nda ceOu WiIM JpyroM npuOaBM TPOTHUBIPABHY HMOBHUHCKY KOPHCT. 3a
pa3NuKy OJ MPETXOAHWX KPUBHUYHUX JeNia, 33 OBO KPUBUYHO [IEJI0 TOEHE Ce
npeay3uMa TI0 TpuBaTHO] TyxOm. HeoBmamheno xopumheme padyHapa W
paduyHapcke Mpeke MOXKE C€ I0jaBUTH MNPUIMKOM H3BpIICHAa KPUBHUUHUX Jela
npotuB yactu u yriueaa (I'masa XVII K3 Cpbuje), noceOHO KpUBHYHUX JeNa yBpee
(un. 170), u3HOUIEHE TUYHUX U MOPOAUYHUX Hpuiuka (wi. 172) u moBpena yriena
300r pacHe, BepcKe, HallMOHAJHE WM Apyre npumnagHoctu (un. 174). Unak, y
KpuBryHOM 3aKOHUKY KOJI HAaBEIEHHWX KPUBUYHHUX Jejla HHUje MHKPUMHHHCAH Kao
HAYMH M3BpIICHa HeoBIamheHo Kopullheme pauyHapCKUX yCIIyra WU padyHapcKe
Mpexe.

Kpusnuno neno Ilpaswere, nabasmwarmwe u oasarwe Opyeom cpedcmasa 3a
usspulerbe KpUGUUHUX Oeia npomue 0e30e0HOCmu padyHapCcKux nooamaxa TOoCTOju
KaJla U3BpILWJIALl TToceyje, IpaBy, HabaBiba, IpoAaje WIH Jaje JpyroM Ha ymoTpely
padyHape, pauyHapcKe CHUCTEMe, payyHapcKe MOAATKe M MpOorpaMe paad H3BpIICHA
JemHOT O]l KPUBUYHHX Jelia npomue be3deonocmu pauynapckux nooamaxa (I'maBa
XXVII K3 PC). Ilpensuhame HaBeaeHOT KPUBUYHOT Aeina y KpUBUYHOM 3aKOHHKY Y
ckiany je ca ui. 6 KoHBeHIMje O BHUCOKOTEXHOJOIIKOM KPUMHHANY, KOJU IOJ]
310ynompebom ypehaja moapasymeBa INPOU3BOAKY, MpoJajy, HalaBbame paau
ynotpebe, yBo3, TUCTpHOYIH]y U Ipyre oOJMKEe CTaBJbamka Ha pacrojarame ypehaja,
yKJbydyjyhun W padyHapcKu TporpaMm paad M3BpIIEHA Jefla MPOMHCAHUX
Kousennujom.

VY cnyyajy U3BpIIEHa OBOT KPUBUYHOT JIeNia, MPEIMETH KOjU ¢y KopHIIheHu 3a
U3BpLIEH-E (padyHapH, padyHapCKU CUCTEMH, padyyHapCKH MMOJaly U nporpamu) Ouhe
OJly3€TH OJ] U3BpILIKIALA.

3a HaBeieHa KpuBMYHA Jena y KpHBHYHOM 3aKOHUKY TMpeaBuleHE Cy
onpehene kpuBmuHe cankiyje. [Ipema KoHBeHIMjH O BHCOKOTEXHOJOIIKOM
kpumuHainy (wi. 13) cBaka apkaBa yroBopHMIA Tpeba Ja YCBOjU 3aKOHOJaBHE M

Jpyre Mepe HEOmXoJHe Na Ou ce 00e30eqwiio Ja KpUBWMYHA Jiejla Koja MPHIanajy

ce moronmo y Toky Hohm 21.m 22. 09. 2015. rogune, TBpAM Ia Cy Hamax M3BENH jep ce Oope MpPOTUB
KallMTajIu3Ma U 33 YCIIOCTaBJbaKe CaMOYIIOPABHOI COLMjaJIMCTHYKOr IpymTBa. Aim u Ha Twitteru
KuNaNeT croju nopyka kako cy onu u3Bpiuwid DdoS Hamas, Tako Ja HHje MO3HATO a JIK Cy Te ABE
rpyrme xakepa nosesane. Budemu: Jytapwu nmuct, www.jutarnji.hr, nperpaxeno 22. 09. 2015. roaune.
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BHCKOTEXHOJIONIKOM KPUMHUHAITY TIOJUICKY JICIOTBOPHUM, MPOMOPIUOHATHUM H
onBpahajyhum caHkIMjaMa, Koje YKJby4yjy M JIMIIaBame ciao0oae. Y TOM CMHCITY
KpuBHYHU 3aKOHUK je TPEIBUACO 3a CBaKW OOJMK KPUBUYHOT Jieia TOCEOHY
KPUBHYHY CaHKLHMJy M TO: HOBYaHYy Ka3Hy WiM 3arBop 10 3 Mecema (wi. 304);
HOBYAHY Ka3Hy WJIH 3aTBOp A0 6 Mecern (wi. 300/1, wr. 301/4, un. 302/1); HoBUaHy
Ka3Hy WK 3aTBOp A0 jenHe roauue (wi. 298/1 u 303/1); HOBUaHy Ka3HY WJIU 3aTBOP
no nse roaune (un. 302/2); 3aTBop Tpu Mecera 10 TpH roaune (ui. 298/2), 3atBop Tpu
Mecera Ao net roguHa (wi. 298/3); 3aTBop miecT Mecenu 10 Tpu roauue (wi. 304a/1);
3aTBOp IMIECT Mecenu a0 meT roguHa (wi. 299); 3arBop a0 nse roaumue (wi. 300/2);
3atBOop no Tpu roamue (wi. 301/1, 302/3, 303/2); 3aTBOp OX jeAHE O OCaM TOJIWHA
(un. 301/2) u 3aTtBOp On ABe A0 AeceT roauHa (wi. 301/3). Ykonuko aohe g0 usmeHe
KpuBnuHor 3akonHuka Tpebano O, Ha OCHOBY CYACKE Mpakce, pa3MOTPUTH JIa JIH Cy
oBe TpenBul)eHE CaHKIMje OWIIe NIeIOTBOpPHE, MporopiuuoHamHe u oaspahajyhe on
BpIIEHa OBUX KPUBHYHUX Jena, Kako je oxapeheno KonBenmmjom o

BUCOKOTCXHOJIOIIKOM KPUMHUHAITY.

3.1.2. Ocmana Kpusuuna oena Koja npunaoajy KOMnjymepcKkom
KpumuHanumemy

ITopen xpuBnuHux nena nponucanux y I'maBu XXVII KpuBnyHor 3akoHuka
Perrybnmuke CpOuje koja ce omHOCE Ha Jejia MPOTHB O€30CIHOCTH pPadyyHAPCKUX
noxaaraka, K3 PC y oksupy ['maBe XVIII koja ce omHOCH Ha kpusuuna dena npomus
noJHe ciobode mpeABula KpUBUYHA Jiefia Y BE3U ca JI€YUjoM MOpHOTpadujoM, IITO y
NOTHYHOCTH oAroBapa wi. 9 KoHBeHIMje O BHCOKOTEXHOJIOIIKOM KpUMHUHAILY M
KoHBeHIMjU O 3alITUTH Jele OJf CEeKCyaJllHe eKCIUIoaTalMje U CeKCyalHOT
350cTaBJbamba. HeomxoaHocT npeaBulama U CAHKIIMOHHUCAmha OBUX KPUBUYHUX JIeTia
y KpuBHYHOM 3aKOHHMKY NMPOM3MIA3M U3 YHBEHULE Ja je, y3 3J10yNoTpedy IUIaTHUX
KapTULlAa ¥ NMpaTepHjy, 3J10ynoTpeda MayojieTHUKa M Jele 3a MnopHorpadujy
Hajuemhu mojaBHU OOJHMK BHCOKOTEXHOJOLIKOT KpuMHHanuTeTa. llemoduicke Bed
cTpaHuie u (GopymMe BeoMa je TEIIKO OTKPUTH jep Cy CajTOBU 3alITHheHu mudpama,
MMajy BHIE HUBOA IMPHUCTyNa, a 3aWHTEpPEcOoBaHE Oco0e Mopajy caMe TOHYIUTH
MaTepHjall Kako OM MMOCTalIM 4jIaHOBU. 300T OTEXAHOI OTKPHBamka U MPOLECYHpamba,

y 060pOy mnpotuB mnemoduiaMje Ha HHTEPHETY YKJbYYEH je BeNUKH Opoj Jbynw,
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yapyxema rpahana koja moMaxy >KpTBaMa, Mel)yHapOJHHX OpraHH3alnja, MoceOHNX
TMOHIMCKUX jeIMHHIA, Ty KHIAIITBA H Cy0Ba. > KpUBHYHA [e/1a Y BE3H Ca ICUHjoM
nopHorpadujom mnpeaBuleHa cy mpe cBera 300T 3alITUTE MCUXO(U3UUKOT U TTOJTHOT
MHTETPUTETA MAJIOJIETHHUKA U JICLIE jep CY OHU JKPTBE OBUX KPUBUYHHX JIEJA.
KpuBnuno neno npuxasusarve, npubasmaree u nocedosare nopHozpagpckoe
mamepujana u uckopuwhasaree manonemnoe auya 3a noprnozpagujy (un.185 K3 PC)
UMa YeTHpPH OONHMKa C OO03UpOM Ha palmbe M3BpLICHa OBOT KpuBHYHOT aena: (1)
1po/iaja, IPUKA3UBAbE, YHHCHE JOCTYITHUM JaBHUM H3JIarambeM WM Ha APYTd HAYUH
TEKCTOBA, CIIMKA, ayIMOBH3YEIHUX WJIHM JAPYTHX MpeaMeTa mopHorpadcke caap KuHe
WJIU TIPUKa3uBamke MopHOTrpadcke nmpeactaBe MaioiaeTHUKY (rpema 4wi. 112 tag. 9 K3
PC 10 je nmue koje je HaBpmmwio 14 a Huje HaBpumio 18 roauHa); (2)
uckopuinhaBame MaJIOJIETHUKA 32 IPOU3BObY CIIHMKA, ayAN0-BU3YEIHUX WIH IPYTHUX
npeaMeTa mopHorpadcke CaapKUHE WK 3a MOpHOTpadcKy mpeactaBy; (3) U3BpIIcHe
00a o0nuKa KpUBHYHKX Jiefia mpema faetety (mpema wi. 112 tau. 8 K3 PC getetom ce
cMaTpa JuIle Koje HUje HaBpumwio 14 roarHa) U OBO je TeKU OOJUK KPUBHYHOT JIENa;
(4) mpubaBsbame 3a ceOe WM JAPYror, MMOCEI0Bamke, MPOJiaja, NMPUKA3UBAKE, JaBHO
u3Jarame WIn e1eKmMpOHCKY VI Ha JPYTH HAYWH YUEHCHE TOCTYITHUM CIIHKE, ayano
BU3yEITHOT WM  JPYror TpexMera IopHOrpadcke — CagpKWHE  HacTaie
uckopuirhaBameM MajoneTHor juna. Ko nocieamer 0o0a1Mka 0BOr KpUBUYHOT JIeNa,
KOje MOke OMTH M3BPILEHO CaMO MpeMa IyHOJETHOM JIMILY (aKo je M3BpIICHO ImpeMa
MAaJIOJIETHHKY, JET0 ce KBaTu(]uKyje mpeMa CT. | OBOT WiaHa) M3PUYUTO CE HABOIU
Kao pajma W3BPIICHA YHIHEHE JOCTYITHHM CIHMKE, ayIu0 BHU3YEITHOT WM JPYror
npeaMeTa TopHorpadcKe Caap)KHHE HacTale HCKOpUIIhaBameM MalOJICTHOT JIMIA
€JIEKTPOHCKUM IIyTeM, LITO 3HA4M, MOpEJa OCTajJor, U KopuurhemeMm KoMIjyTepa |
uHTepHeTa. Kox OBOT KpHBHYHOT Jefia MpEeaBUNEHO je W Ony3uMame IpeaMeTa

nmopHorpadcke caapKHHe KOjU ce HCKOopHIhaBajy WM HACTaHYy Ha OBaKaKB HAYWH.

33 AmraxoBame rpahana ox crpame MYII-a CpGuje u Bumer jaBror Tyxunamrsa y Beorpany y
akuuju “Apmarenon”, koja je mokpenyra 2010. romuHe pamu cy3dOujama neudje mopHorpaduje
NoKasaja ce Beoma ycremHoM. ['pahanu cy naBany nHpopMalyje 1 noMaraii HOJIUIH]CKUM OpraHuMa
Jla ce UAEHTUQUKY]Yy ,.MHTepHeT npexaropu”. IIpema momamuma u3 nHeBHE InTamiie y Toky 2011.
TOAIMHE yXarnuieHo je 23 nuua u3 pa3nnantix rpajgosa Cpouje (beorpax, 'opmu Munanosarn, 3ajedap,
Hosu Can, Com6o0p, bop), mro je 6uno mymiosume Hero 2010. rogune. Y Toky 2015. yxamnmene cy
gak 32 ocobe xon kojux je mponalena seha xonmmhunaa Matepujana ca nedujom moporpadujom. Mehy
yXallIeHuM ocobaMa OmIIo je pasHuX npodecuja U 00pa3oBama: CBEIITCHUIN, JUPEKTOPH, aIBOKATH,
HacTaBHUIM. Budemu: CpOuja manmac Marasmr, www.srbijadanas.com/clanak/akcija-argmagedon-
uhapseni-osumnjiceni-za-distribuciju-decije-pornografije-12-05-2015,

HoBoctu marasun, www.novosti.rs/.../aktuelno291.html., nperpaxeno 01. 12. 2015. rogune
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3akoHOM HHje Ne(PUHHCAHO IITa CE CMaTpa MOPHOTPAPCKHUM MaTepHjajioM,
IITO 3HAYH J1a C€ OBO MHUTAKE pa3MaTpa y CBAKOM KOHKPETHOM city4ajy. Takohe Tpeba
uctahu J1a je HEONXOMHO KOJ OBUX KPUBUYHUX Jiella BOJUTH padyHa o
NCUXO(HU3MUKKUM CBOjCTBUMA JIEIle U MAJIOJIETHHUKA, KOjHU C€ Halla3e y mpoIlecy pa3Boja
W ca3peBama, MOTOTOBO INTO C€ OHM MOTY MO0jaBUTH Kao omrtehenu, omrehenn kao
CBEJIOIHM, T1a 94K ¥ K40 M3BPIIHOLH OBHX KPHBHYHHX JeTa.

Y OCHOBHOM H TeXeM OOJIMKY KPHUBHYHOT JIeNia HABoHere MAloiemHos tuya
Ha npucycmeosarbe noinum paorwama (4. 185a cr. 1 HaBohewme MalolieTHUKA Ja
NIPUCYCTBYje CWJIOBamy, O0JbYOM MM ca HOM H3j€AHAYCHUM YHHOM WIH JPYyTOj
MOJTHO] pajbu; TEeXHU oOMuK 4wi. 185a ¢T.2 1e/o yUumeHo ynoTpedoM cuiie, MPEeTHe
WIA TIpeMa JETETy) HHUje W3PHUUUTO NpeaBUEHO Ja KPUBHYHO JIEIO IMOCTOJH U Y
Cllyuyajy ,,[IOCPEHOT TPHUCYCTBA“, OJHCHO Kada ce myTeM VIHTepHeT KOHEKIHje
OBakKBa pajha MPUKaXKe MaJOJIETHUKY Wiu nerery. Umak, y un. 1856 cr. 1 K3 PC
HaBEJICHO j€ Ja M OBO KPWMBHYHO JCJIO0 MOXXE€ OWTH HW3BPIICHO HCKOpHIThaBamem
pauyHapCKe MPEKe WM KOMYHHKAIHje APYTUM TEXHUYKHUM CpeICTBUMA. [Ipuimkom
JIOKa3uBamka OBOT KPUBHUYHOT JieJla BAXKHO je 00e30eAWTH J0Ka3e O CEeKCyaJaHHM
pammamMa KojuMa je MAaJIOJIETHHK IPHCYCTBOBAO, Ka0 M TParoBe KOjU CE€ MOTY
MOBE3aTH Ca HKEroBUM IpahemeM TakBOT MaTepHjajia. 300T Tora je HEOIXOIHO Y TOKY
yBubaja mperyieqaTu padyHape U MoJaTKe CaapKaHe y luMa.

KpuBuunum nenom uckopuwhasare pauynapcke mpedice uiu KOMyHUKayuje
Opyeum MeXHUYKUM CpeoCmeumMa 3a U3epuierbe KPUBUUHUX Oeld NpOmus NOJHe
cno6oode npema manonemuom auyy (un.1856 K3 PC) caHKIIMOHUCAHO je KOPHIINCHE
padyHapCcKe MpeXe WM KOMYHHKAIlHje APYTUM TEXHUYKHUM CPEICTBHMA y HaMepHu
W3BpIIICHha KPUBUYHUX Jieja TPOTUB TOJIHE CI000Je mpeMa MaJIOJIETHOM JIUILY HIIH
JETeTy JIOrOBapameM CacTaHKa W T0jaBJbHUBAEM Ha JIOTOBOPEHOM MECTy paju
cacranka. [IpBu 00K OBOT KPUBUYHOT JIe€Jla CACTOjU C€ y KopHIIhemy padyHapcKe
MpEeXKe WIM KOMYHHUKAIMje JPYyTUM TEXHUYKHM CPEJICTBUMA 3a JIOTOBApamhe CacTaHKa
U TI0jCBJbMBAKEC HA JIOTOBOPEHOM MECTy paJd cacTaHKa y HaMepu H3BpIICHa
KPUBUYHOT jena cunogarsa (4. 178 cr. 4), 06.bybe nao nemohnum auyem (qn. 180 cr.

1 u 2), 00wyde ca oememom (wn. 180 ct. 1 u 2), 00.myde 310ynompebom nonoxcaja

3% Tocroje TakBM OGMMIM KPMMHUHAHHX IOHAIIAKA KOje 3aKOH He mpexsulia M KOjH ce oxHOCE Ha
clly4ajeBe Kajla Cy MaJOJIEeTHULM U JKPTBE U U3BPILHONU KO T3B. CEKCTUHIa. Buiie o ToMe BuieTn Ha
ctp. 145 oBor pana.
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(un. 181 cr. 2 u 3), Hedozsomene noane paowe (4n. 182 ct. 1), noosohemwe u
omoeyhasare eputerba nonnoe oonoca (dn. 183 cr. 2), nocpeodosarve y 6puierby
npocmumyyuje (4i. 184 ct. 2), kopuwhere manoremuuka 3a npou3goory CIUKA,
ayouo-8u3yenHux Uuiu Opyeux npeomema HNOPHOSPACKe caopicune uUlu 3a
noprocpaghcky npeocmagy (un. 185 cr. 2.) u Hasoherwe manonemnoe nuya Ha
npucycmeosarbe noaHum paorwama (an. 185a). Texxm 0oOJMK OBOT KpHBHUYOT Jejia
MOCTOjU KaJia je KpUBUYHO JIETIO0 YYUE-EHO TIpeMa JeTeTy. Bucuna npenBuleHe kasHe
3aBHCH OJi OOJIMKAa M3BPIICHOT KPUBUYHOT JeJNia: 32 OCHOBHHM OOJUK TpeBuljeHa je
Ka3Ha 3aTBOpa OJ IIECT MECEIM 0 TeT TOAWHA W HOBYaHA KaszHa, JIOK je 3a TeXH
o0nuk npenaBul)eHa Ka3Ha 3aTBOpa O jeJIHE 10 0caM TOMHAa.

Jlpyra rpyma KpuUBHYHHX Jella Koja, y ckimagy ca KosBeHumujom o
BUCOKOTEXHOJIOMIKOM  KpumuHany (i, 10), npumagajy  KOMIjyTepCKOM
KPUMHHAIMTETY OJHOCE CE€ Ha KpIIEHE ayTOPCKUX M HhUMa CIMYHUX TpaBa M
o0yxBaTajy penpoayKOBalkbe W IUCTPUOYNH]Yy HEAyTOPHU30BAHHMX TNpPHUMEpaKa Jesa
Kpo3 Kommjytepcke cucteme. KpuBnunu 3akonuk Peny6nuke CpOuje y okBupy [ naBe
XX (kpusuuna dera npomug unmenekmyanue ceojure) nmpenasuha cieneha kpuBUYHA
JieNia: TIOBpEeAa MOpAJHUX IpaBa ayTopa U uHTepnperaropa (4i.198), neosnantheno
HUCKOpHUIThaBamke ayTOPCKOT Jejia WIM TpeaMeTa cpomHor mpaBa (wi. 199),
HEOBJIAITNEHO YKIAmkamke WM MEHAmke eNEKTPOHCKE MH(OpMaIHje 0 ayTOPCKOM U
cpogauMm mpaBuMma (wi. 200), moBpema mnpoHanmazaykor mpaBa (wi. 201) wu
Heonantheno xopunihemwe Tyher muzajaa (wi. 202). Kox cBUX HaBeISHUX KPUBUYIHUX
Jiena HUje M3PUYMTO HABEJIEHO Ja MOTY OWTH W3BpIIEHA 3i10ynoTpedom MHTepHeTa,
EJIEKTPOHCKE TEXHOJIOTHj€ U KOMYHHUKalje (ocuM KoJ KpuBUYHOT nena u3 wi. 200,
KaJa ce HeoBNamheHo YKIama WU MeHba eNEeKTPOHCKAa MHpopMaIija 0 ayTOPCKOM
WIH CPOJOM TIPaBy), M W3 OJpen0M 3aKOHA O OpTraHW3aIfju W HAIJIC)KHOCTH
Jp>KaBHUX OpraHa 3a 60opOy MPOTHUB BUCOKOTEXHOJIOUIKOT KpUMHUHAJA TPOU3UIIA3U Ja
ce 0Baj 3aKOH MpUMEHYje Ha KPUBUYHA JIeJIa IPOTHUB MHTEIEKTyallHEe CBOJUHE KO
KOJUX ce Kao o0jeKaT WM CPEeACTBO U3BpIICHAa KPUBHUUHUX JIENa jaBJba]y padyyHapH,
padyHapCcKU CHCTEMH, padyHApCKe Mpexke, padyHapCKH MOJald, Ka0 U HUXOBU
MIPOM3BOU Y MATEPHUjaTHOM HIIM €IEKTPOHCKOM 00iuKy (wi. 3 3akona). KpuBnuna
Jiea Koja Cy HajBWINE MOBE3aHa ca KOPUITNEHEM MHTEpPHETA W JIPYIITBEHHX MpEekKa
Cy MOBpeJa MOpalHUX MpaBa ayTopa W HHTepnperatopa (4i.198), HeopnamtheHo

uckopuinhaBame ayTOpPCKOT Jela WM TpeaMera cpoaHor mpasa (wi 199),
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HEeoBNAINEHO YKJIamamke WM MEHamke EJICKTPOHCKE MH(POpMAIUje O ayTOPCKOM M
cpoauauM nipaBuMma (wi. 200).

Ilospeoa mopannux npasa aymopa u uxnmepnpemamopa noctoju: (1) xama
HEKO JIUIIE TI0/] CBOjUM UMEHOM WJIM UMEHOM JPYTOT JIMIA Y LEIUHU WIH JEIUMUYHO
o0jaBH, CTaBU y MPOMET MPUMEPKE Tyler ayTOPCKOT Jieina Wi MHTEePIPETalnje WiIH
Ha JPYTrd HauYWH jJaBHO CAOMINTH Tyhe ayTOpCcKo neno uiu uHTeprpeTanyjy; (2) kama
ce 0e3 J03BoJie ayTopa HM3MEHH WM mpepaau Tyhe aytopcko neno uim Tyha
CHMMJbEHA MHTEpHpeTanyja; (3) kaja ce cTaBu y IPOMET NMpuUMepak Tyher ayropckor
JeNia WM WHTEepIpeTalyje Ha Ha4MH KOjUM ce Bpeha JacT WM yrien ayropa HiIH
n3Bohaua. CBM HaBeJCHM TOjJaBHU OOJUIIM OBOT KPUBHUYHOT Jie€Jla MOTY OWTH
M3BpILICHH KOpUIThemeM eJIeKTPOHCKE TEXHOJOTHje M KOMYHHUKanuje. MHOroOpojHH
TEKCTOBU KOjU c€ 00jaBibyjy Ha MHTEPHETY JOCTYIIHHU Cy BEJIMKOM OpOjy KOPHCHUKA,
IITO TIPEJICTaBJba UICATHY MOJIOTY 3a 00jaBJbUBaKE TyhUX J1ena 1Mo CBOjUM UMEHOM
u 06e3 mo3Boisie aytopa. [loceOHO pacmpocTpameH OOJMK Cy IUIarujaTd HayYHUX W
CTPYYHHUX PajioBa.

KpuBnuno neno weosnawheno uckopuwhagsarwe aymopckoz oeida uiu
npedmema cpooHo2 npasd, Kao U MPEeaX0IHO, MMa HEKOJIMKO TOjaBHUX oOiwKa. [IpBu
00JIMK ce cacToju y HeoBJanmheHoM 00jaBJ/bUBaWby, CHUMAamkhy, YMHOXABaWkhy WA HA
JIpyTM HayMH jaBHOM CAaONINTaBalky y LEIUHH WX ACITUMUYHO ayTOPCKOT Jena,
UHTEepHpeTanuje, (oHOrpama, BHUIEOrpama, €MHUCHje, paduyHapCKOr Mporpama WM
0a3e momataka. Jlpyru o06mmk o0yxBaTa CTaBJbambe y MPOMET MM Y HAMEPH CTaBJbamba
y TPOMET JpKamke HEOBNamheHO YMHOKEHUX WJIM HEOBJIAmNEeHO CTaBJBEHHUX Y
MPOMET MpHUMEpPaKa ayTOpcKux nenia. Tpehu oOnuK je TeXH jep ce HaBelIeHE pambe
npeny3uMajy y Hamepu MNpubOaBibamhba UMOBHHCKE KOPHCTH 3a cebe WM JIpYror.
[Toceban, yeTBpTH OOIUK OBOT KPUBUYHOT JeJia MOCTOjH Kaja Johe 10 MpOu3BOAE,
yBO3a, CTaBJbamka y MMPOMET, MIPO/Iaje, TaBama y 3aKyIl, peKIaMupama y by Ipo/aje
WJIU JTaBamka y 3aKyll WM IpXKamka y KOMEpIHjatHe cBpxe ypehaja unm cpencrasa uuja
je OCHOBHA WJIM TpeTeXHa HaMeHa YKIamame, 3a00uakeme Win ocyjehuBame
TEXHOJIOIIKAX MEpa HAMEHEHHUX CIIpeyaBamby MOBpea ayTOPCKUX M CPOJHUX IpaBa,
wm Kopuinheme TakBuX ypehaja minm cpencraBa y IHIJBY TOBpEIE ayTOPCKOT HITH
cpoaHor npaBa. OBUM mocieAmUM 00JIMKOM MHKPUMHUHHCAHE Cy MPUIIPEMHE Paambe
3a U3BpUICHE CBHUX OCTAIUX OOJIMKAa OBOT KPHUBUYHOT Jena. Y CBUM OBHM

cllyyajeBUMa pajau ce O nupamepuju, Koja je M0jaBOM MOAECPHHX HH(OpMAIIMOHUX
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TEXHOJIOTHja ¥ pavuyHapCKUX MpeXKa JOXKMBella EKCHaH3Mjy Tako Ja JaHac TOTOBO
CBaKku (UM, My3UUKH aJIOYM, KOMIT)YTEPCKH TIPOrpam, BUIECO UTPa, TOPE JIETaTHOT
uMa W ,,IUPAaTCKO™ m3mame. [lupaTcku caapkaju ce MOry INPEHOCTUTH U IyTeM
JAPYIITBEHUX MPEXa IITO 3HAYajHO JONPHUHOCH MACOBHOCTH OBe€ MojaBe. OTKpUBame
MUpaTepyje je BeoMa OTEKaHO jep M3BPIIMIALl MOXKe OUTH OWIIO KOje JIHie, OMIo KOr
y3pacTta 1 00pa3oBama, a MUPATCKE KOMHU]je CE TEIIKO MpOoHaIa3e Kol U3BPIIIIIALA jep
ce BeoMa Op3o muctpubyupajy. I[lomynapan HaumH pa3MeHe ¢ajiaoBa KOju ce
37I0yNOTpeOsbaBajy 3a mUpaTepHjy je Kopuinheme mporpama KojuMa ce OCTBapyje
IMpEKTHa Be3a m3Mely aBa KomIjyTepa paan pa3MeHe mojaTaka u3Mel)y KOpHCHUKA.
Ha oBaj maunn ce Hajuernthe pasmemyjy BelMWKH BHaAEO (ajmoBH, My3WdKa Jena U
codrBep. MaTepujanHa mreTa oJ mupaTeprje OrpoMHa je U 3a JpkaBy (HeHariaheHa
nopecka MOTPaXMBama) M 3a IMOjeAUHIe (HEOCTBAapeHa JOOWT, Tallelke MOjeTUHHUX
JIENAaTHOCTH W CI.), JIOK je W3BPIIMOLMMA TNHpaTepHje TapaHTOBAHO OCTBAPEH-C
BEJIMKUX Tpuxona. Pamm ce o BeomMa YHOCHOM IIOCIYy jep MPHXOJ OX Tpoiaje
MHUPATCKUX ca/ipKaja 3HATHO MPEBa3UIIa3u U3HOC YI0KEHUX CPEJICTaBa.

Heosénawheno yknamware unu merare eleKmponcke uHgopmayuje o
aymopcKkom U CpoOHUM npasuma TOCTOjU Kaaa aohe a0 HeoBmamheHOT yKiIamama
WIN W3MEHE eJEeKTPOHCKe MH(OpMalMje O ayTOPCKOM WJIM CPOJHOM IIpaBy, WU
CTaBjpamby y IPOMET, yBO3Yy, HM3BO3y, €MUTOBalky WM Ha JAPYI'M HA4WH jaBHOM
CaoNINTaBamby ayTOPCKOT Jejla WM MpeaMeTa CPOJHONpPABHE 3aITUTE ca KOjer je
eJIEKTPOHCKAa WH(OpManuja O TpaBUMa HEOBIAMNEHO YKIOWEHA WM H3MEHEHA.
OO6jekT OBOr' KpUBHUYHOT JeJla j€ €JeKTPOHCKa HuH(opManuja o MpaBuMa
MHTEJIEKTYallHe CBOjHHE, KOja MPEACTaBJba OOJHMK 3alITUTE TpaBa WHTEIEKTYalTHE
cBojuHe. J/loka3uBame OBOT KPUBHYHOT JIENIa je BeoMa KOMIUIEKCHO, Tpeba o0paTuTH
NaXmky Ha CPEJCTBAa KOjUMa je NIeNI0 M3BPUICHO, Ha MOCTOjame onpeleHe 3amrute
ayTOPCKOT M CPOJIHOT TpaBa y OOJUKY eNeKTpoHCKe mHopMallje, Ha Be3y usMmehy
U3BPIIMOIA ca YKIamameM HHpOpMalHje, Ka0 M Ha YUICHHIy Ja CE YKIambame
Bpmx Heonamtheno.

KoHBeHIIMja 0 BUCOKOTEXHOJIOMKOM KpUMHHANY y Wwi.7 ctaB 1 mpenopyuyje
HAIMOHATHUM 3aKOHOJIABCTBUMA Ja TIPEIBUIC KPUBUUHO 0elo (hancugurkosarba Koje

je y ee3u ca komnjymepuma. Panme n3BpIiiemHa OBOT KPUBUYHOT Jela, IpeMa TeKCTY

35 Tlpma Jlparan, PespanoBuh Mapuo, WBanouh 3Bonumup: ,MHTepHET mpaBo”, WucTtuTyT 32
ynopenHo npaso, beorpan, 2012, ctp. 50
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KonBeHIyje, cacroje ce CBaKOM YMUIIUBAJHO YUHUELEHOM [Ny YHOIICHA, MCHAammba,
Opucama WIM TPUKPHUBaKHA KOMIJYTEPCKUX IOJaTaka KOju MOTY Jia JOBEdy 0
CTBapama TOJaTraka KOjU Cy HEUCTHHUTH, a Y HaMEpH Jia Ce OHHM CMarpajy 3a
ayTCHTUYHE W UCTUHHTE U JIa CE Ca HhHMa IOCTyIa Kao Ja ¢y ayTeHTHYHH. KpuBu4HU
3akoHMK PemyOnuke CpOuje He mMO3Haje OBAaKO NEPUHHCAHO KPHUBUYHO [IEIIO
¢dancudurkoBama Koje je y BE3M ca ymoTpeOoM KOMIjyTepa M HWHTEpHETa, Beh
unkpumunuiie: 'y ImaBu XXII kao «xpusuuna Oena npomus npugpede
dancudpukoBame HOBIA (W1.223), dancupukoBame xapTHja o BpeaHOCTH (4i1.224),
dancupukoBame M 37M0ynoTpeda IUaTHUX KapTtumna (wi.225), dancupukoBame
3HaKoOBa 3a BpeaHocT (wr1.226), dancudukoBamke 3HAKOBA 3a OOeiekaBame pPooe,
Mepa u TeroBa (ui. 245), u y I'maBu XXXII xao xpueuuna oena npomus npagnoe
caobpahaja  dancuduxkoBame wucrnpaBe (wi1.355) w TWoceOHU  CIIy4ajeBH
dancudukoBama ucrpase (w1.356), pancudpukoBame ciryxOene uctpase (41.357).

VYV Kpununom 3akonuky PenyOiauke CpOuje mocToju BeIMKH Op0j KpUBHYHHUX
Jena 4YMje WHKpUMHUHamuje Tpeba mnpunaroautu ojpendama Koneenumje o
BUCOKOTEXHOJIOIIKOM KpuMHuHany. To ce mpe cBera OAHOCH Ha KpPHBHYHA Jeiia
MIPOTHB CI000/a 1 TipaBa YOBeKa U rpal)aHIHA, YaCTH U yTJIe[a, YOBEYHOCTH U IPYTHUX
nobapa 3amruhenux MelyHapogHuMm TmpaBoM (pacHa W Jpyra TUCKpUMHHAIIH]A,
TProBHHA JbyJMMa), KpWUBHUYHA Jiejla MPOTHB JKUBOTA M Teia (HaBoheme Ha
caMOyOMCTBO M IIOMarambe y CaMOyOMCTBY), KOja MOTy OWTH H3BpIIEHa U Y
BUPTYEIIHOM TMPOCTOPY Y3 KopHiheme KOMIjyTepa, HHTEpHETa W JPYIITBEHUX
Mpexka. [I03UTHBHO KPHBHYHO 3aKOHOJABCTBO HE CaIpKU OJpende Kojuma O ce
KOPUCHHUIIM JPYIITBEHUX MpeXa 3allTUTHIN OJ Y3HEMHUpPaBama, CEKCyaTHOT
y3HEeMHpaBamba, cajoep MOOHWHTra, BPIIKHAYKOr 3JI0CTaB/barha — OYJMHTA, JaKHOT

npeacraBjbama, CTBapama JaXHOTI MACHTUTCTA, HHTCPHCT IpCBapa U CJI.

3.2. 3aKOHMK 0 KPHBHYHOM IOCTYIIKY M IpoLecHe oapende o
KOMILjYTepCKOM KPMMHMHAJIUTETY

3aKOHUK 0 KpuBHYHOM mocTynkKy PemyOmuke Cpouje (y masmem Texcry 3KII)
cagpXu onpede NPOLECHONPABHOT KapakTepa KOjeé Ce OJHOCe Ha IPOIEeCHE
MeXaHHM3Me U OBJlamhema Y4eCHHKA Yy KPHBUYHOM ITOCTYTIKY, OTKpUBambe yUNHHIIANa
KPUBHUUX [eNla, MPUKYIJbakE JI0Ka3a, npouecyupame u cyhemwe. 3KII He cagpxu

nmoceOHe opende Koje ce OJHOCe Ha NPHKYIUbalke M 00e30ehmBame Jokaza 3a
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KpUBHYHA Jella Koja MpUNanajy KOMI[jyTEPCKOM KPUMHUHAIUTETY HHUTH JePUHHIIC
€JIEKTPOHCKH J10Ka3, KOJU MMa MCTY BPEAHOCT Kao CBU APYTU MaTepHjaiHU J0Ka3u. Y
olpenbama Koje ce OJHOCE Ha 3HAUYCHE M3pa3a y 3aKkoHy (Wi. 2) neduHUCAHU CY
,»CIEKTPOHCKU  3amuc, ,,eJIEKTPOHCKa ajapeca’, ,,eJeKTPOHCKH JOKYMEHT,
,,CJIICKTPOHCKU TIOTIHUC®, anu HHUje aePHUHCAH eNeKTPOHCKH JOKa3, KOJH Of
KOMITjYTePCKOT KpUMHUHAJIUTETa UMa Toceban 3Hayaj. 3a pasznuky oj KoHnBeHmmje o
BHUCOKOTEXHOJIOIIKOM KpUMHMHAIy KOja YyKa3dyje Ha CHeHu(pUUHOCT M 3Hayaj
eJIEKTPOHCKOT J10Ka3a (MH(popMaIyja Win MmojaTak 3HayajaH 3a UCTpary, CMEUITEH Y
padyHapy win npenat myteMm padyHapa), 3KII He nznBaja moceOHO M HE TpEIo3Haje
3Ha4yaj] eJEeKTPOHCKOI Jo0Ka3a Yy Ipolecy [OKa3suBamba KPUBHUYHUX Jeja
KOMITjyTepCKOT KPUMUHAJIUTETA.

Wnak, 3KII cagpxu HEKOIMKO oApendHu Koje Ou Morie OMTH peleBaHTHE 3a
OCTBapHBam-€ MPUCTYNA U YBHUJA Y CaJpiKaj MOXPAmEHUX padyHApPCKHUX MoAaraka. Y
1. 152 cr. 3 3KII npensuheno je ma mpeamer mpeTpecama (MpeTpecame CTaHa U
IpYyTuX TPOCTOpHja WM NKMIa) MOry Aa Oynmy u ypehaju 3a ayTomarcky oOpazry
nojaTaka M olpeMe Ha KOjoj Ce UyBajy WIHM Ce MOTY 4yBaTH €JIEKTPOHCKH 3aliCH. 3a
pasnuKy OJ TpeTpecama CTaHa W JAPYTUX MPOCTOpHja WU JIUIA, KOjU Ce MOTY
M3BPIIUTH y oapeheHnM ciydajeBUMa U 0e3 OJUTyKe Cyja, 3a mperpecame ypehaja u
olpeMe TO HUje Moryha, Te ce MOXe 3aKJbyUUTH Ja je y CBaKOM CiIy4ajy HEOIXOJHa
cyacka HapenOa. To 3Ha4M Jja opraH MocTyInka kajia npoHale pauyHap ca nojganuma y
BE3HU Ca U3BPIICHEM KPUBUYHOT JIeJIa KOMIIjYTEPCKOT KpUMHHAIINTETA, MOXKE CaMo Jia
npeay3mMe Mepe o0e30ehema, OJHOCHO Ja y3 MOoMOh CTpydYHOT JHIa Tpeay3uMa u
nmpoHanasu, 06a3delyje mnm ommcyje TparoBe, ald HE M Ja HM3BPIIU MpPETpecame
pauyHapa A0k He nobuje omtyky cyma.” 0 Jpyre ompeabe 3KII-a ommoce ce Ha
MPUBPEMEHO Oly3uMame npeameta (wi. 147). Y npeamere Koju ce MOTY IPHUBPEMEHO
OJIy3€TH W TIOCIYXKUTH Kao J0Ka3 y KPUBHYHOM IIOCTYNKY CHaaajy u ypehaju 3a
ayToMaTcKy oOpafy mojaaraka u ypehaju u ompema Ha K0joj C€ UyBajy WIU CE MOTY
qyBaTH CIEKTPOHCKH 3alHCH.”  3aKOHHK HHje TPEABHICO CXOAHY MPUMEHY OBHX
IpaBUjIa Ha payyHapcKe MojaTKe, ajli, ¢ 003MpOM Ha TO Ja C€ PavyyHapCKU IMOJAIH

cMaTpajy HCIPaBOM YKOJIMKO Cy MOJOOHM WM onpeheHu na ciayxe Kao J0Ka3

% Bunern ume: ITncapuh, Munana: ,IIperpecame padyHapa pajy IPOHANAXKEHA EIEKTPOHCKHX
nokaza“, 30opHuk pamosa [Ipasror ¢akynrera y HoBom Cany, 1/2015, ctp. 233

37 K nexesnh, Caura: ,,KpuBiaHO mporecHo mpaso: onmty geo”, Humr: [IpaBHu taxynrer, LlenTap 3a
nyomukanuje, Hum, 2015, crp. 318
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YHIbEHUIIE KOja ce yTBplyje y TMOCTYNKy, OHM OW ce Tako)e MOTIM NpPUBPEMEHO
OZy3€TH.

3KII npessulja mpuMeHy MOCEGHUX TOKA3HUX paamy (41, 161)7

3a oapeheHa
KpUBHYHA Jena Mel)y KojumMa cy M TIOjelMHa KpUBHUYHA Jella KOMIIjyTepCKOT
KpUMHHAINTETa: HeoBnamheHo wuckopuinmhaBame ayTOPCKOT Jefla WM TpeaMeTa
cpoauor npasa (wi. 199 K3 PC), omreheme pauyHapckux mojaaraka U mporpama (4.
298 ct. 3 K3 PC), pauynapcka cabotaxa (wi. 299 K3 PC), pauynapcka npeBapa (4.
301 cr. 3 K3 PC) u HeoBmamheHn MPUCTYI 3alITHNEHOM padyHapy, paduyHapCKoj
MpPEXH M eIeKTpPOoHCKOj oOpaam momaraka (wi. 302 K3 PC), Ilpema nwiy 3a koje
IIOCTOj€ OCHOBU CYMIb€ JIa je€ YYMHWIJIO HEKO OJf HaBEACHUX KPHBHYHA Jefla WU J1a
NpuIpeMa W3BPLICHE HEKOT OJ HaBEJCHWX KPUBUYHUX Jeja, MOXe ce, Ha
00pa3noKeHH TPensIor jaBHOT TY>KHOLA, OJIPEIUTH TajHU HAI30p KOMYHHKALHje,
YKOJIUKO C€ Ha JAPYTH HAYMH HE MOTY MPHUKYIHUTH JIO0Ka3H 32 KPUBHYHO TOFHCHE WIIN
OM BUXOBO TMPHUKYIUbalkhe OWII0O 3HATHO OTeXaHOo. M3y3eTHO, oBa moceOHa JOKa3Ha
paama ce MOKEe OJPEAUTH M Yy CIIydajy MOCTOjarka OCHOBA CYMHIbE JIa C€ IpHUIpeMa
HEKO OJ1 HaBeIeHUX KPUBHYHUX JeJia, a OKOJIHOCTU Cllydyaja yKasyjy Aa ce Ha ApYTH
HAYWH KPUBUYHO JIEJI0 HE OM MOTJIO OTKPHTH, ClpehWTH WiIu ToKa3aTh WiIu OU TO
M3a3BAJI0 HECpa3MEpHE TEIIKOhe WM BEJMKY OMacHOCT. TajHM Haa30p W CHUMame
KOMYHHKAIMje OAHOCH C€ Ha KOMYHHKAIUjy Koja ce o0aBiba myTeM TenedoHa WIH
ApYyTUX TEXHWYKUX CpEICTaBa WM Haa30p EJIEeKTPOHCKE WIM Jpyre ajapece

OCYMI-MUCHOT U 3aIUIeHy MHcaMa U Ipyrux noumsbku. [lopen ycnosa 3a ogpehuBame

¥ Tlocebue mokasue pamme koje mpexsuha 3KIT (wr 161 - 187) cy: TajHu Haa30p KOMyHHKALHM]e,
TajHo mnpaheme M CHUMame, CHUMYJIOBaHM IIOCIOBH, pauyyHapCKO IIPETPaKMBAmbE I[0JaTaKa,
KOHTPOJIMCaHA HCIOPYKa, TPHUKPUBEHH HCIECAHWK (caMO 3a KpWBHYHA Jela 3a Koja je 3aKOHOM
onpeheHo n1a mocTyma jaBHO TYXIJIAIITBO MoceOHe HamiexHocTn). [loceOHe nOKa3HEe pamgme ce MOTy
OJpEeIUTH IpeMa JIMIY 3aKoje IOCTOjeé OCHOBH CyMEbE Jla je YYMHHO HEKO OJf KPHBHUYHHX Jeja
HaBepeHux y wi. 162 3KII, a Ha ApyrH HA4MH ce HE MOTY NMPHUKYIUTH AOKA3W 3a KPUBUYHO JEIO MU
OU BUXOBO MPUKYIJbakhe OUII0 3HATHO oTexaHo. Takole, moceOHe J0Ka3HE pajiibe Ce MOTYy U3y3eTHO
OJpEeINTH Kaja II0CTOje OCHOBH CYyMHbe Jja Ce IPHUIIPEMa HEKO O] HaBeACHHX KPUBHYHHUX Jela YKOJIMKO
OKOJIHOCTH CJIydaja yKa3yjy lla ce Ha JIpyrd Ha4MH KPUBUYHO JIEJI0 HE OM MOJIO OTKPHUTH, CHPEYUTH
WM JI0Ka3aTy WK OU TO M3a3BaJIo HeCcpae3MepHe Telkohe WM BEIHMKY ONAacHOCT. 3a HajTexe 00JIHKe
KOMIIjyTEepCKOT KpUMHHAIMTETa MOXKE J1a Oy/ie 3HaYajHa MoceOHe ToKa3He pajima online MPUKPUBEHOT
UCIleTHNKa U cajOep marposmpame, koje ce He HaBoau y 3KII, anm amke Mory 3HauajHO /1a JOTNIPHHECY
00pOM TPOTHB KOMITYTEPCKOT KpPUMHHAIHUTETAa. Buwie o mome sudemu: Jlparouh, CBjeriaHa,
Munujesuh, [Iparana; Bummsuh JIpaxen: ,,MjecTo u yiora NpuKpUBEHOT HCTPAKUTEIbA Y CIIPEUYaBaby
1 cy30Wjalky KPUBHYHHX [jella U3 OOJIACTH BHCKOTEXMOJIOIIKOT KpUMHUHAINTETa”, 300pHUK pajoBa,
MeljyHaponHa HaydHOCTpydHa KoH(pepenuuja, Cy3Oujame KpUMHHAlA M €BPOICKE HHTETpanuje C
OCBPTOM Ha BHCKOTEXHOJOMKH KpuMmuHam, Jlakramm 28-30.03.2012, http://education.muprs.org/wp-
content/uploads/2014/12/Zbornik-Visokotehnoloski-kriminal.pdf, mperpaxkero 21. 07. 2015. roause,
ctp. 254
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TajHOT HaJ30pa KOMYHHKanuje, 3aKkoHOM cy onapehenu HauuH onpehuBama (Hapemba
0 TajHOM HAA30py KOMyHHKamuje — 4. 167), cpoBoheme oBe MoceOHE TOKa3HE
paame (41.168), mpommpeme TajHOT Haa30pa KoMmyHHKanuje (wi. 169), noctaBibame
u3BemTaja u Mmarepujana (wi.170).

VY 4. 162 cr. 1 HaBeneHa Cy M KpHBHYHA Jielia KOja MOTY Ja OyIy y Be3u ca
yIoTpeOoOM KOMIjyTepa M KOMITjyTePCKE TEXHOJIOTH]e: TPUKA3UBaEe, MPUOaBIhakhe U
MoceIoBamke MOpHOTrpa)CKOT MaTepujana M UCKopuiThaBame MalloIETHUX JIMIa 3a
nopHorpadujy (wi. 185 cr. 2 u 3 K3), u3azuBame HalMOHAIHE, pacHE U BEpCKe
Mpkbe U HeTprnesbuBocTu (wi. 317 K3), Tprosuna spynuma (wi. 388 K3) u kpuBuuHO
neno u3 4i. 98 cr. 3 1o 5. 3akoHa O TajHOCTH Hoz[aTaKa739 VY onHOCy Ha HaBeleHA
KpUBHYHA Jena Takohe Mory ma Oyny oapeheHe moceOHE AOKa3HE padmbe TMOA
ycnoBuma npeasuhernm 3KII.

Mely moceOHMM JIOKa3HMM pajmamMa Tpeda IMOMEHYTH padyHapCcKo
npeTpakuBame nogataka (wi. 178 - 180 3KII), kaga ce KoMIjyTepcka TEXHOJIOTH]a
KOPHCTH y TOCTYNKY MpHKyIUbamkha [oka3a. IlpenBubheHo je ma cya Moxke MoA
ycnoBuma nipeasulenum 3KII Ha 00pasnoxkeHu Mpeyior jaBHOT TYXKHOLA OJPEIUTH
padyHapcKo mpeTpaxkuBame Beh oOpaljeHMx JTUYHUX W APYTHX MOJaTaka U HUXOBO
nopeheme ca mogamnuma Koju ce 0JTHOCE Ha OCYMIBHUCHOT M KpUBUYHO Jieo0. HapenOy
0 cropoBohemy pauyHapCcKOr TpeTpakuBama MoJaTaka W3BpIIaBa MOJIHUIH]a,
Be30eIHOCHO-UH(OpMaTHBHA areHnuja, BojHoOe30enHOCHA areHuuja, LAPUHCKE,
MOpECKe WU APYTe CITy>KOe WU APYTH AP>KaBHU OPTaHHU, OJHOCHO MPABHO JIAIE KOje

Ha OCHOBY 3aKOHa BPIIIM jaBHA OBJIAmINema.

3.3. 3aKk0H 0 OpraHu3alMju U HAJJIEKHOCTH IPKABHUX OpraHa 3a o6opoy
NMPOTHB BUCOKOTEXHOJIIIKOT KPpUMHHAJIA

3aKOHOM O OpraHW3alUjU U HAJICKHOCTH APKABHUX OpraHa 3a 6opOy mpoTuB
BHCOKOTEXHOJIOIIKOT KpPUMHHANIA YCIIOCTaB/ba C€ oOpraHusanuja u onpehyje
HAUIKHOCT  JApXKAaBHUX opraHa y OopOM TPOTUB  BHUCOKOTEXHOJOIIKOT

kpuMmuHaIUTEeTa. OBUM 3aKOHOM je ypelheHo oOpa3oBame, OpraHu3aliija, HaJIesKHOCT

39y un. 98 3akona o TajHoctn momaraka (“Ciyx6enn rmacuuk PC* 6p. 104/2009) npexsubero je
KaXHhaBarbe Ka3HOM 3aTBOpA 32 KPUBUYHO JIEJI0 HEOBIAINEHOr CaoMITaBama, Mpe/aje Wik YHbCHe
JIOCTYITHAM MOJaTaKa WM JOKYMEHATa KOjU CY MOBEPEHHU U NPE/ICTaBIbajy TajHE MOJATKE Ca 03HAKOM
JOpKaBHA TajHA* HEMO3HATOM JIMIly, 3aTHM aKo je Je0 YYHECHO W3 KOPHUCTOJbYOJba WIIH DA
o0jaBsbuBabe WK Kopuiiheme TajHUX MOAaTaKa WM je M3BPILEHO 32 BPEME PATHOT WIIM BaHPEIHOT
CTama WIH je JeJI0 YUUEHO U3 HeXaTa.
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u oBjamhema MOCEOHMX OPTraHU3AIMOHUX jeAWHUIA IPKABHUX OpraHa pajau
OTKpHBamba, KPUBUYHOT TOWBEHa U cyhema 3a KpUBHYHA Jiejla BUCOKOTEXHOJIOUIKOT
kpumuHana (4i.1). [Tox BHCOKOTEXHOIOMKIM KPUMHUHAIIOM C€ TMOpa3yMeBa BPIICHE
KPUBHUYHHUX JIela KOJ KOJUX C€ Kao OO0jeKT WJIM CpEICTBO H3BpLICHA jaBJbajy
padyHapH, pauyHapCKd CHUCTEMH, padyyHapCcKe MpekKe, paudyHapCKH MOJalH, Kao U
IbUXOBU TPOM3BOAM y MaTepujaHOM WM EJIEKTPOHCKOM OOJIMKY — padyHapCcKu
MpOrpaMy M ayToOpcKa Jiena Koja c€ MOTY yHOTPeOUTH Y eIeKTPOHCKOM OONUKY (4.
2).

3akoH y 4. 3 mpenu3npa Ja ce hEeroBe oapenode MpuMemnyjy paau OTKPUBamba,
KpPUBHUYHOT TOWmEHma M cyhewma 3a 1) KpuBMYHA [eJa MPOTHB 0e30€IHOCTH
padyHapckux nmojaaraka oapehena KpuBuuHUM 3aKOHUKOM; 2) KpUBUYHA JieNia IPOTUB
MHTEJICKTYaIHEe CBOjUHE, UMOBHHE, IIPUBPE/IE U IPAaBHOT caoOpahaja Kol KOjuX ce Kao
o0jeKaT WM CPEeICTBO M3BPIICHA KPUBUYHHX JIela jaBJbajy padyHapH, padyyHapCKH
CUCTEMHM, pauyHapCKe MpeXe M pauyHapcKH MOAalH, Ka0 U HUXOBU MPOU3BOIU Y
MaTepHjaTHOM WM EJEKTPOHCKOM OOIHWKYy, ako Opoj MmpuMepaka ayTOpCKHX aena
npenasun 2000 mpumepaka MM HacTaja MaTepHjajiHa INTETa Mpesia3d H3HOC Of
1.000.000 nmuuapa; u 3a 3) KpuMBHYHA Jejia MPOTHB cjI000Aa W TpaBa 4YOBEKA M
rpahanuHa, moHe c1000/1e, jaBHOT pela U MHUpa U yCTaBHOT ypehema u 6e30e1HoCcTH
Peny6nuke Cpbuje, koja ce 300r HaUMHA W3BpIICHA WIH YNOTPeOJbEHUX Cpe/icTaBa
MOTY CMaTpaTH KPUBHYHUM JIEJIMMa BUCOKOTEXHOJIOIIKOT KpUMHHAJIA.

3a moctyname Mo KPUBHYHHMM JIEIMMAa BUCKOTEXHOJIOIIKOT KPUMHHAJIUTETA
HaJUIeKHO je Bume jaBHO TyxwiamTBo y beorpamy 3a Tepuropujy PemyOnmke
Cpbuje. Ilocebno odemere 3a 60pOYy npomue GUCOKOMEXHOIOUIKOZ KPUMUHALA

740 JIOK je y

Buwee jasnoe myowcunawmea y beoepady (,,JlocebHO Tyx)uiamTBo”),
Bumewm cyny y beorpany dbopmupano Behe 3a 60pdoy npomus 8ucoKkomexHoioumKoe
Kpumunana, a' y OKBUpy MUHHCTApCTBa yHYTpPAIIBHX MOCIOBA OCHOBAaHA je rmoceOHa
cmyk0a pagu o0aBibama IIOCIIOBA OpraHa YHYTpAlIlbHX II0CIOBa y Be3U ca

741
KpUBUYHHUM [OCJIMMa BUCOKOTCXHOJIOMIKOI' KPUMHUHAJIWUTECTA. Hasenenu opraHu

™0 Tloce6ro TyxmmamTBo je ocHoBaro je 20. debpyapa 2007. roamHe Kao MOCEOHO OEIbCHE
OxkpykHOT jaBHOT TyxmiamTBa y beorpamy. IloceOHOr Tykmoma mOCTaBJba PEIyONHMYKHA jaBHU
Tyxmiail.. [IpeqHOCT NpH IOCTaBJbeHY HaMjy OHHM TY)KHOLH, OZHOCHO 3aMEHHMIM, KOjU IOCENyjy
moce0Ha 3Hama U3 00JacTH HHOOPMATHIKUX U paaroan(y3HIX TEXHOIOTH]a.

! Cryx6a 3a 60p6Oy MPOTHB BHCOKOTEXHOIOMKOT KpuMuHana (,,Ciryx0a“) je criewujanusosana
noJiMiyjcka ciyx0a koja je popmupana kao Ojiesberbe 3a 32 60p0y MPOTHB BUCOKOTEXHOJIOLIKOT
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UMajy TEpPUTOpHjalIHy HAJIKHOCT Ha Ienoj Teputopuju PemyOmmke CpOwuje.
OBakBUM  3aKOHCKHM  pEIICHEM  YCIIOCTaBJbEH  je  aJlekBaTaH  MpPaBHO
WHCTUTYIIMOHAIHH OKBHP 32 IMOCTYIamke MPABOCYIHUX H TOJIUIUjCKUX OpraHa y OBOj
o0J1acTH, KOju ImpyXka 100ap OCHOB 3a yCIelHy 60pOy MPOTHB BHCOKOTEXHOJIOIIKOT
KpuMmuHanuTeTa. [Ipe m3MeHa 3akoHa O OpraHU3aAlMjH W HAIUICKHOCTH APKABHUX
opraHa 3a 00pOy MPOTHB BHCOKOTEXHOJIONIKOT KpUMHHAJIA, 10 Kojux je momuto 2009.
rojuHe, OMO je cropaH HayWH (HOpMyJHCama CTBApHE HAUICKHOCTH MOMEHYTHX
oprana.”* 36or Tora je TPEINONKEHO MPOIINPHBAE CTBAPHE HAICKHOCTH OBHX
opraHa 3a cBa KpHBHYHA JieJla KOja 10 HAa4YMHY, CPEICTBHMA M O0jEKTYy H3BpIICHA
TpeICTaBIbajy JeHa M3 007aCTH BHCOKOTEXHOJOMIKOr KpMMHHAIHTETa. - H3MeHe
3aKOHa Ha OCHOBY KOjHX j€ JOILIO J0 MPONIMPUBamka CTBAPHE HAIJICKHOCTH U HA
KpUBHYHA JeJla TPOTHUB MPHUBpEZE, CI0007a W MpaBa YOBEKa W TrpaljaHHHA, MOJHE
ciobojie, jaBHOT pela M MUpa M ycTaBHOT ypehema m Oe3bemHoctn PemyOimke
Cpbuje mpema 3akoHYy O M3MEHaMa M JOIMyHaMa 3aKOHAa O HAJIC)KHOCTH JP>KaBHUX

opraHa 3a 60p6y IMPOTHUB BUCOKOTCXHOJIOMIKOI' KPUMHWHAJIUTETA CTYIIUIIC CY HAa CHAry

01.01. 2010. roauue.

IIpu OxkpyxHoM cynay y beorpamy oGpa3oBano je Behe 3a 6opOy mporus

BHCOKOTECXHOJIOIIKOT KpHMHHAJa, KOra YHHE CYyJIHje OBOI' Cyaa KoOje IOCeayjy

KpuMuHaia. Mely kpuBnuHuM nipujaBama koje je y Toky 2008. u 2009. ronune oBo Ozesbere MoIHeno
[ToceOHOM Ty)KMJIAIITBY 3a KPUBUYHA JIe/la BUCOKOTEXHOJIOIIKOT KpUMHHAJIA 110 OPOjHOCTH ce
n3/IBajajy KpUBUYHE MIpUjaBe NOAHETE 300T Kpal)y naeHTHTeTa U 310yNoTpeOy Hajora Ha APYIITBEHUM
Mpexkama, a moceOHO Ha JpymTBeHOj Mpexku Facebook — sudemu uwe o osome koo Ypouresuh,
Bnanumup, Yisanos, Ceprej, Bykosuh, Panoje: ,,[lonnnuja 1 BUCOKOTEXHUIOMIKNA KPUMHHAI —
[Ipumepu u3 npakce u mpodiemu y paxy MVYII-a Pemryonmke Cpouje®, MUHICTApCTBO YHYTPAIIEBUX
mocnoBa Penyonuke Cpowuje,
http://www.singipedia.singidunum.ac.rs/attachment.php?attachmentid=1042&d=1278689423,
npetpaxeno 12. 10. 2015.roqune.

VY toky 2011.roguHe mpen OBUM TYXXIJIAIITBOM TOKPEHYTH Cy KPUBHYHHU ITOCTYNIHN NMPOTUB 46 ocoba
300r MUPATCKUX paJd0 W TEJEBU3UJCKUX CTaHHMI@, NpoTuB 39 ocoba 300r MayolieTHUYKE
nopHorpadwuje, npotus 21 0code 3a yrpokaBame CUTYPHOCTH KOJIMKO j€ MOKPEHYTO W 3a pauyHapCKe
npesape, a npotuB 11 ocoba 3a OaBbeHE HEJETAJIHUM KOIUpameM (HUIMOBAa M My3uKe. Budemu:
Sajber kriminal u porastu, http://www.novimagazin.rs/vesti/sajber-kriminal-u-porastu/ , nperpaxeHo
10. 02. 2014. ronune

™2V up 3 3akoHa HaBeJeHa Cy KPHMBMUHA JIENa 32 KOje jé YCTAHOBJ/bGHA HAIEKHOCT MOCEOHHX
oprana. Meljytum,0Bako (opMyircaHa cTBapHa HaJUIS)KHOCT He 0oOyxXBaTa cBa KpHBHMYHA Jejla Koja
MIPUTIAAAjy KOMIT[jyTepCKOM KpPIMHHAIUTETY. Tako, Ha mpuMmep, HUCy oOyxBaheHa cieneha kpuBmuHa
JleNa.: TIpUKa3uBame, MpudaBsbame, M MMOCEI0BAkE MOPHOTpadCKOr MaTepHjalia, U UCKOpPHUIIhaBame
MayoneTHor ymna 3a nopHorpadujy — wri.185 K3 PC u kpuBmuno npeno dancudukoBame u
3noynorpeda miatHux kapruua — 4. 225 K3. [Jum npema bejarosuh, Cranko, op.cit. , ctp. 24

™3 Huxomuh Komuew, Jluauja u ap. op cit., ctp. 278
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. 744
moceOHA 3Hama u3 001acTH HHAOPMATHYKAX TEXHOIOTH]a.

Y MuHnucrapcTBy
YHYTpalmbX nociaoBa Gpopmupan je Oicek 3a cy30Hjame KOMITJyTepCKOT KpUMHUHATA Y
okBupy Cnyxbe 3a ©OopOy mNpoTHB OpraHM30BaHOT KpUMHUHaANIa YIpase
kpumuHaHcTHIKe noiumuje (CBITOK).

Ooemerme 3a OOpOY npomus GUCOKOMEXHOIOWKO2 KpumuHaia capalhyje ca
OpyruM opraHu3anuoHnM I1enumHama Cryx0Oe 3a cy30Hjame OpraHH30BaHOT
KpuMHHaNa, mocebHo a OceKkoM 3a MPUKYIUbAke M 00paay AWTMTATHUX J0Kaza y
okBupy Ciyx0e 3a cHoeuujalHe HCTpaXHE MeToJe, Kao U ca OCTalIuM
OpraHM3aIOHUM jeIuHUIaMa JIUpekiuje TMOoNWIHje W TOjeJUHUM CIy)0ama
o6e30ennoctn  pemyosimke Cpo6umje (BMA, BBA). Carmacho KosBenmmju o0
BHCOKOTEXHOJIOIIKOM KPHMHHAIIy, capaliba je YCIIOCTaBJbeHa W ca ciayxbama y
WHOCTPAHCTBY y 4YHjO] j€ HAUIEKHOCTH OTKpHBame, INpaheme M Ipecename
JETATHOCTH OpTaHM3alldja U TI0jeJMHAIA KOjH BpIIEe KPUBUYHA Jeja KOMIIjyTepCKOT
kpumuHamuTeTa. C  003UpoM Ha TO Ja KOMIYTEPCKH KPUMHUHAIUTET HMa
TpaHCHAIIMOHAJTHU KapakTep, capalma jeé YCINOoCTaBjbeHa W ca HamumoHamHum
LeHTpaaHuM Oupoom Murtepnona beorpan.

Ilopen HaBegeHMX TMOCEOHMX OpraHM3AlMOHUX jEAMHHULA Yy Jp>KaBHUM
OpraHMMa, 3Ha4ajHy yJIOTY y 0BOj 001acT nMajy MHHHCTAPCTBO TPrOBUHE, TypHU3Ma H
KOMyHHKaIujama,  PeryGiuuka areHIuja 3a elIeKTpoHcke komyHukamuje (PATE)

u PenyOomuka paguoandys3Ha areHImja (PPA).746

3.4. 3axoH 0 moceOHUM MepaMa 3a cIIpeYyaBambe BpIIeha KPUBHYHHUX JeJia
NPOTHUB MOJHE ¢J1000/1e MpeMa MaJI0JIeTHUM JIMIIUMA

3aKOHOM O TMOCEOHMM MepaMma 3a CIpedyaBame BpIICHA KPUBUYHUX J€a
MPOTHB TIOJHE ci000Je TpemMa MalojeTHUM juiuMma (T3B. ,,MapujuH 3akoH”)
MpONKCaHe Cy MoceOHe Mepe Koje ce CIPOBOJIe IpeMa yUYHHHOIIMMA KPUBHYHKX JIeJia

IMPOTHUB IIOJIHC CHO6OI[€ HU3BPHICHUX ITPpEMa MAJIOJICTHUM JIMIIUMA OﬂpebeHI/IX 3aKOHOM

™4 TIpunnkoM 1OCTaBIbama CyIMja MPEIHOCT HMaAjy CyAmje KOje MMajy HCKyCTBa y GOpOM MpOTHB
BHCOKOTEXHOJIOIIKOT KPUMUHAIIUTETA M OHHU KOju Cy ykjbydeHH y T3B. PACO mporpam (IIpojekat 3a
60pOy NMPOTHB €KOHOMCKOT KpuMHUHana y Perryonunm Cpoujn).

™5 MuHHCTAPCTBO TProBUHA, TypH3Ma M TEICKOMYHHKAlWja 00aB/ba, IOPEN OCTANor, JIp)KABHE
MOCJIOBE KOjH CE OJJHOCE Ha 00JIaCT TeJIeKOMYHHKaIHja 1 MHPOPMATHYKOT JIPYIITBA, KOjU C€ OAHOCE Ha
npeiarame MONUTHKE U CTpaTerrja pasBoja MHGOPMALMOHOT APYIITBA, HPHIIPEMY 3aKOHA, IPYTUX
IIpoIrca, CTaHaapa 1 Mepa y 00JacTH eIeKTPOHCKOT I10CIIOBabha, pa3Boja U NpuMeHe HH(popManuoHo
KOMYHMKAaI[MOHHX TEXHOJIOTHja, 3aIUTHTYy IIoJaTaka M HMHGpopManuoHy Oe30enHoct, MmelyHapoane
mocioBe y obimactu MHPOPMAMOHOT APYMTBAa U ClI. Hasedeno npema 3akoHy O MHUHHCTapCTBUMA
,,Ciyx0enn rimacHuk Perryommke Cpouje 6p. 44/2014, 14/2005 u 52/2015.

6 PerymaTopHa areHIHja 3a eJEKTPOHCKE KOMYHHMKALMje M IOIITAHCKE YCIyre, www.ratel.rs,
nperpaxkero 25. 08. 2015. rogune m PerymatopHo Teno 3a eneKTpoHCKe Mmenuje, http://www.rra.
org.rs/cirilica, mperpaxeno 25. 08. 2015. roauune
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u ypehyje Boheme moceOHe eBUACHIMje HIla Ocyl)eHuX 3a Ta KpuBHYHa jaena. CBpxa
3aKOHa je CIpeyYaBamke CEKCyallHe JICIMHKBEHIIMjE MpeMa MAaJIOJIETHUM JIMIAMA.
[Mompydvje mpuMmeHe 3akoHa OOyxBara TayHO ojpeleHa KpUBUYHA Jieja W3BpIICHA
npeMa MaJjoJeTHUM JHIKuMa, Melhy Kojuma Cy KpUBHYHA [€J1la KOMIIyTepPCKOT
KPUMHHAINTETa U TO TNPHUKA3WBamke, MPUOaBhambe M IMOCEI0BAKE TMOPHOTPAdCKOT
Marepujaja U ucKopuinhaBame MajoJeTHOT Jmia 3a mopHorpadujy (uwi. 185 K3) u
ucKopuiihaBame pavyyHapCKe MpPEKE WIM KOMYHHKAIMje JPYTMM TEXHUYKUM
CpeACTBMMAa 3a U3BpIICHE KPUBHUUHUX [ella MPOTHB TIOJHE Cil100oAe mpema
MasosietaoM ymiy (wi. 1856 K3). [Tocebue Mepe npeapuleHe 3aKOHOM MPUMEHY]Y Ce
npeMa yYWHHUOIly HaBeJICHHMX KPUBUYHUX JIeja TOCIe U3JIp)KaHe Ka3He 3aTBOpa U OHE
ce cacrtoje y 00aBe3HOM jaBibamkby HAQAJICKHOM OpraHy MONUIMje U YIpaBe 3a
U3BpIICHE€ KPUBHUYHUX CaHKIMja; 3a0paHu mocehumBama MecTa Ha KOjUMa ce
OKYIUBajy MajiojieTHa Juma (BpTuhu, IKoJle H CI.); o0aBe3HOM TocehuBamy
Mpo)eCHOHATHUX CAaBETOBAIHUINTA M YCTAHOBA; 00aBE3HOM 00aBEIITaBaky O MPOMEHHU
npeOUBANUINTA, OOPABHINTA WIK PAIHOT MeCTa; 00aBe3HOM 00aBEIITABAKY O MyTy Y
uHocTpaHcTBO. [loceOHO je BakHa oapenda wi. 5 cr. 3 3akoHa KOjoM je mpeaBuheHo
Jla KpUBUYHO TOHEH-¢ U M3BPIICHE Ka3HEe HE 3aCTapeBajy 3a KPUBUYHA Jiea MPOTHB
MoJIHE C€J1000/€ W3BpIIEHA IMpeMa MAJOJIETHHM JuinuMa. Ha OCHOBY HaBeneHHX
onpendu, kao U oapenor KpuBHUHOT 3aKOHUKA, MOXKE CE€ 3aKJBYUYHTH Jia Cy Y HaIleM
3aKOHO/IABCTBY YCBOjCHE 3aKOHOJABHE U JIpyre Mepe npensuhene y uwi. 9 KonseHmuje
O BHCOKOTEXHOJIOIIKOM KPUMHUHAITy Yy TOTJIEy KPUBHYHHUX JeJia y BE3M Ca JCUHjOM

nmopHorpagujom.

3.5. 3aK0H 0 ayTOPCKHM U CPOJHUM NpaBHUMa

3aKOoH 0 ayTOPCKUM M CPOJTHHUM TpaBUMa CaapKH KazHEHe opeade Kojuma ce
onpelyje mpekpiajHa OJroBOPHOCT M OATOBOPHOCT 3a MPUBPEIHE MPECTYIEC Y BE3H
ca ayTOPCKMUM TIpaBUMa, Kao u rpahaHCKO-TIpaBHE OJHOCE Yy O0OJacTH IpaBa
MHTEJICKTyalHe cBojuHe. Y ui. 2 3akoHa ce ozapelhyje mra ce cmarpa ayTOPCKUM
JeIOM W Kao ayTOpPKO JIeN0 Ce, y OKBUpPY MHCaHUX jaena, onapelyjy padyHapcku
nporpamMu y OWJIO KOjeM OOJIMKY H-eTOBOT M3pakaBama, YKJbYydyjyhul ¥ HmpUIpeMHU
MaTepHjall 3a BHUXOBY H3paay. Y 3aKkoHy Cy YCTAaHOBJBEHH OCHOBHH €JIEMEHTH
OIMITEr PeXKMMa 3aIITUTE ayTOPCKHX Jieja OJ HEI03BOJLCHOI €MHUTOBama, KOjU CE

OJTHOCE M Ha MHUCaHa Jeja, OJHOCHO pauyHapcke mporpame (wi. 28 - 30). Takobe,
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3aKoH je ayTopy Aao MpaBo Ja Ipyrome 3abpaHy WK JO3BOJIH J]a BbETOBOO JEI0, Koje
je 3abeneXeHo Ha Hocady 3ByKa, OJHOCO HOCady CIHMKE (KOMIAKT IHCK, ayauo
KaceTra, BHJEO KaceTa, (HUIMCKAa Tpaka, ONTHUYKUA JUCK, IHjallO3UTUB) jaBHO
caomuTraBa y3 noMoh TeXHHYKHX ypehaja 3a pernpoaykoBame 3ByKa OJHOCHO CIHKE
(un. 33). Mako HUje U3pUUUTO HaBEAECHO, CBAKAKO Ja CE OBO MPABO ayTopa OJHOCU U
Ha EJIEKTPOHCKO EMUTOBAE.

VY 3akoHy He mocToje noceOHe oapeade Koje ce OJHOCE caMO Ha padyHapcKe
mporpaMe, OCHUM IITO je y wi. 47 mpeasul)eHo Aa JiMie Koje je Ha 3aKOHWUTH Ha4YuH
npuOaBIIIO IPUMEPAK pauyHAPCKOT MpOorpama, MOXKe, pajJn CONICTBEHOT yOOHUYajeHOT
HaMEHCKOT Kopwuimhema mporpama, 0e3 mo3Bojie ayropa W 0e3 miahama ayTopcke
HaKHaJe, MOpel OCTAJor Ja: CMeNITa MporpaM y MEMOpHjy padyHapa W IymiTa
nporpaM y paj; OTKJama Ipelike y HporpaMmy, Kao U Ja BpIIU ApPYre HEOIXOIHE
M3MEHE y HhEeMY KOje Cy Y CKIIaJy ca FerOBOM CBPXOM, aKO YTOBOPOM HHj€ JPYKUHje
npeABuleHO; HAYMHU jeJaH pa3epBHH IMPUMEpaK IporpamMa Ha TPajHOM TEJIECHOM
HOCauy ¥ W3BpIIM JCKOMIIWIAIM]Yy IporpaMa HWCKJbYYHMBO paiu TNpHOaBibama
HEOIXOJHMX MOJaTaKa 3a MOCTU3akbe HHTEPONEPaOMIIHOCTH TOT IIPOrpaMa ca APyruM
HE3aBUCHO CTBOPEHHM IIPOTPAMOM WM OJpel)eHOM padyHapCKOM OIpeMOM, MO
YCJIOBOM Jia Taj MmojaTak HUje OMo Ha IPYTyd HAYWH JOCTYMaH U J1a je JCKOMITHIaIja
OrpaHMYCHAa CaMO Ha OHaj Je0 MporpaMa KOjU je HEONmXOJaH 3a IOCTH3ambe
MHTEPOIEPAOMIIHOCTH. YKOIHUKO je MoJaTaK JOOHjeH MOCIEqHOM OMMCAHOM PaIboM
nocroju 3abpaHa Ja ce Taj MoJaTaK CaoIIITaBa JAPYTrOME WM KOPHUCTH 3a JIpyTe
CBpXe, OCEOHO 3a TUIacMaH APYror padyHapCKOT Mporpama KojuM Ou ce IMOBPEIHIIO
ayTOPCKO ITPaBO Ha MPBOM.

VY oxBupy KasHeHuX onpendou (wi. 215) 3akoH, mopexn octanor, mpeasubha
KaXXHhaBambe MPUBPEAHOT IPYIITBA WIM JIPYTOr MPaBHOT JIMI]a HOBYAHOM Ka3HOM 3a
MIPUBPEIHU MPECTYIT YKOIUKO MPOU3BEIIE, YBE3€, CTABH Y MPOMET, MPOa, a Y 3aKyIl,
peKsamMHpa y IHJby NMpojaje WM JaBama y 3aKyl WIH APKU Y KOMEpIHjaaHe CBpXe
ypebaje, mpousBoje, cactaBHe JIeNOBE, pauyHapCcKe Mporpame, KOju ¢y MpeBacXoHO
KOHCTPYHCAHM, TIpOM3BEeNEHHM WM npwiaroheHn npa omoryhe wim omnakmajy
3a00Mnaxkeme OWI0 Koje e(uKacHe TEXHOJOIIKE Mepe, WM KOju Hemajy IpyTy

3HA4YajHHU]y CBPXY OCHM HaBEJICHE.
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3.6. 3axoH 0 noceOHuM oBaamhemnMa paau egpuKacHe 3alITUTE MPABa
HHTeJeKTya/IHe CBOjUHe

3akoHOM O TmoceOHMM oBnamhemrMa pagu epuKacHe 3amTHTE TpaBa
WMHTEJIEKTyaTHe CBOjUHE ce ypelyjy moceOHa oBmamhema o